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What is the challenge in Software Vulnerability
Detection?

We do not have enough datal
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Key ldea

You are the average of the five
people you spend the most time
with!!

~Jim Rohn
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Semantic Dimension

Function 1 Function 2

static void *S essionPoolAlloc(void)

void streamFreeCG(streamCG cg)

{ :
treamTcpCheckMemcap((uint32_t)
sizeof(TcpSession)) == 0)

return NULL;
SCMalloc(sizeof(TcpSession));
if (unlikely(ptr == NULL))

return NULL;
StreamTcpSessionClear();

raxFreeWithCallback(cg->pel,
(void(*)(void™*)) streamFreeNACK);
raxFreeWithCallback(cg->consumers,
(void(*)(void)) stre

Consu
zfree(cg);

}

return ptr;

}




Contextual Dimension

Function 1 Function 2

char *copy_input(char *user_supplied_string){
inti, dst_index: *dst_buf = (char*)malloc(4 * sizeof(char) *
ZE <= strlen(user_supplied_string)) {
er strig@®oo long, die evil hacker!"); }
dex=0; for (i=0;i<strlen(user_supplied_string); i++) {
‘&' == user_supplied_string][i]) {
dst_buf[dst_index++] ='&’; dst_buf[dst_index++] = 'a’;
_buf[dst_index++] ='m’; dst_buf[dst_index++] = 'p’;
dst_buf[dst_index++| ="; "}
else if ('<' == user_supplied_string]i]) {
/* encode to &lt; */

void host_lookup(char *user_supplied_addr)

{

struct hostent *hp;

in_addr_t *addr;

char hostname[64];

in_addr_t inet_addr(const char *c

/* routine that ensures user ddr isd
for conversion */

validate_addr_form(user_supplied_addr);

addr = inet_addr(user_supplied_addr); dst_buf[dst_index++]| = '&"; dst_buf[dst_index++] ='I';
hp = gethostbyaddr(addr, sizeof(struct in_addr), AF_IN dst_buf[dst_index++] = 't’; dst_buf[dst_index++] =";"; }
strcpy(hostname, hp->h_name); else {

} dst_buf[dst_index++] = user_supplied_string[i] }

} return dst_buf; }




Syntactic Dimension

Function 1 Function 2

void PaymentRequest::NoUpdatedPaymentDetails()
{

spec_->RecomputeSpecForDetails(); ings_->InitPrefMembers();

}




Similarity Metric
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The Approach
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Benefits

_l Utilized multiple dimensions from same data

-l Utilizing neighborhood informatipn /
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Thus address the dataset limitation!




Evaluation: Devign Dataset

| SBERT | CodeBERT

Accuracy (%) 54.46 62.12 64.6

Semantic- | Semantic- | Syntactic-
Contextual | Contextual | Syntactic Contextual |VulSim (ours

Accuracy (%) 60.92 55.01 74.31 75.41 60.92 74.31 75.41
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Evaluation: Comparison with CodexGLUE
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Evaluation: Comparison with SOTA
Vulnerability Detection Tools
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Evaluation: Generalizability on BigVul
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Evaluation: Generalizability on BigVul
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Conclusion

_l Existing datasets are not enough
1 VulSim-> incorporates multiple dimension
1 VulSim-> incorporates neighbor information
! Outperforms SOTA techniques

1 Shows enhanced generalizability
_l Our artifacts are available online!




Thank you!!
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