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Aims
● It remains that many IoT devices have technical vulnerabilities, or ineffective security configuration options
● These problems expose a range of consumer IoT devices to malware infections
● A typical fix is Internet Service Providers (ISPs) sending clean-up prompts to owners of infected IoT devices
● Little is known about what takes place in end-users’ homes after receiving remediation advice

○ They may not be able to confirm if a device is infected, or prove removal of malware
● We coordinated with an ISP, conducting remote think-aloud observations with 17 customers with an infected 

device
● Observations focus on the following question: 

How do end-users act on remediation advice about their infected Internet of Things device(s)? 



Methodology



Outcomes

● Users are motivated BUT advice is constrained in many ways
● Only 4 of 17 participants successfully completed all five remediation steps
● Identifying infection in a home network relies on heuristics

○ Process of elimination, starting with a problematic device, independent searching
● Without a dedicated app or interface (3 participants), dedicated features were sought but hard to 

find (e.g., password change, reset button)
○ Participants fell back on familiar behaviours

● Cumbersome, non-deterministic remediation process is probabilistically related to desired outcome 
○ 3 participants remained infected BUT some who ‘remediated’ had similar (lack of) success

● We saw ‘Action Diffraction’: users not able to do enough toward remediation
○ Behaviours had good chance of success, …
○ … but were not definitely going to succeed, or be confirmed as successful



Action Diffraction:



Thank you for your attention!

Comments and questions welcome: s.e.parkin@tudelft.nl
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