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The dunderheads at Verizon block access to
myverizon.com account if you are overseas. |
plan to cancel my service. idiots.

1:58 PM - 1 Sep 2017
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The best CAPTCHA is the one you can't even

see! Trying to log into my bank from
Bangladesh ...

Security Step

For your protection, you'll need to complete an additional security step.

~5
Use this text code and enter the same in the text box below.

To continue, please enter the text you see above.
Return to home page

10:51 PM - 21 Dec 2017



2+ dow lop Bor rebnen pardve Lanonse7¢

ft ofcH

o Badpitic
ne rewen e 5

(T ne e e
docc mamyw
ewigbn ik baw o
P .

Lwe fop schane

W gl met

aufsbatic.
B e b

Sand rour S

o Samaz ¢

nems Sominft nomes

ese 4 e wcfpue §las

qench &

e abowe mafisil

T

e x p 4 eli¢

N Ao Amone ¢
b opw
rews 4ot devel mane

Livemangane

oot Bemo

: wonpifed

mblane ahyome »

@ 4 .
f ¢ ome w7 Py Sevenefie. e
! 5. i efk Lipmmare Amwmrine

‘\[‘ A

& o pmer§
¢ vien dwe bed
e vepridve.

a7 A bame. o) Sr6mno
eoen Ser w1 Secours Sl no

\bed flém neley

Sedove

marve dela Fmaeife
Annerus §1q h Smen

eneor- qu pAt engm Lanod phitve. fer v ﬁ-\ Semer

oneed len .iv.m:g.ﬁ; legrufie neows Adon Sechanas sfe
2 *

.

paer lbuer 2 lmGen

chinngafie 1 piss Senbag
5

& car dlle wepuer diner fonens e LV wngefe 1socle AusH feone
3+ Gelone laprinueve nave J Y . rerd paveamalle Anenmne.zley
hat ws i sl desdvnacr hanre

e chauaes nepuer fis
Inde prendre
e Jlandows gpaver lome

i € autn come WSmg
. + dohuref pne odle of ana
i § e pragin neft g Yuude e il ofe Am.m rour M

wred - dme @ J ame pozArpor 2 pi

o

bl pané

Benflies frwe loptvews. » juaile Sen

7 ) ames Ceft, clomple gl coliy Sl Qumene. Seanhone elled- -

Mowae e ot nefrs Sme

- etl sofheD e o
b senane .
st Unjman e 4 40 A
VRS et 2 cwmdl
T Mt e
bl 45

o - Mgy fay

v memer o Ve
me P pavied 1
4 smer madef it
O nanit efgnrde.
¥ v aman for Andr come \ehon: air ape Iehen
Danne Siproe. sel mmér dnofle 3 Ancs g

Pl bereugte b Wevegmebe. |oace Afiguve domey
Séble Jner o untbdame desrmonse. Devine b
o o adenblice don- Srommentile liom redogne
GG s - .

Som efgax e

P ;
L /{« 'v» ) o
e i nA 95 s >
el har { e ?j 4

e 2 - - # ’
) e &

ome Mo paca: denr § cose Gus, dlewe ol o
i dyexe B R e \ome ¥
soufte ln-Gle lpan neSemorow. may il ndedaaMi-
onc D1 1e qamar et Sewblane aulpon: ot i
ne @ Fuy amez amallar Hal nelegavde Awts
dome prenr dmor lowe. 4% prierd AcwmEMms pak
e 16l 1 par Wua e lacevuclie: 1 buevuele ’
Son- cnt sy e efparr dene dine nonflone
or.1doales qudine naffimér Aufoge. e mamney
lacouclle Sew qudime mmntric. G ahome g
e ol Sem nehpuar nollows A \epere wue AfIE
:“"\“q‘_‘“ r‘u’vn;pr-mlﬁrm\!-';*'h 2
oage. Frar sepome amez Sl s e -
rmmﬂrmmwwihimm;‘uﬁ &;
i Gane wres- den miand wilow Snamen §lat
vz Yl wegpe wle dowomae: L
swose amar \afeme Yoz qu e ef 4
b g enfisf e 1 vemver fefome amomed-mardd
waderdles qu bour |- s ine Dby jamar.
hav o ‘-Ar\nn exzille i v 'w-h«m-v\m& ;

ut me

Lmoftelle - gt gene e ney
e v libocbe: el v Ld

oMergp

fav

Sop

w 1§bond o
gl bnarr s
iﬁg e dlles
¥




Types of and
Motivations
tor Blocking
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Block pages with or without reasons

¥ CVS pharmacy

Sorry, our site is unavailable in your country right now.

In the meantime, visit CVS Health to learn about our company.

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 5527351751160471927




Failing load anything

DNS errors
Timeouts
Connection refused
Connection resets



Soft blocks: slowing page loads, CAPTCHAs

Checking your browser before accessing vape.gg.

This process is automatic. Your browser will redirect to your requested content shortly.

Please allow up to 5 seconds. ..

DDoS protection by Cloudflare

Ray ID: 421a43cf50f43e86




A website can be inaccessible in many ways

/Client-side
* User-agent
* OS

_=| Browser
L]
* Browser config .
* Hardware \_4'

* Location Network
. J * |P address
* Paths (ISPs & ASs)
* Type e.g., educational
\* Transient errors

Censor




o0l Airtel 3G 9:45 PM < 3 30% @ )

archive.org @

Your requested URL has been blocked as per the
directions received from Department of
Telecommunications, Government of India. Please
contact administrator for more information.




Motivations

Server (including CDNs)

Middlebox (ISP, gov.)

Political censorship
Economic sanctions
Third-party liability
Copyright

Other compliance
Security

Hosting costs
Revenue

Unintentional

Bowing to China’s demands
US sites blocking Cuba/lran
Blocking US due to SESTA
Germany blocking YouTube
GDPR

Fraud

CDN fees

Price discrimination

Slash-dotting

Great Firewall of China

ISP blocking Pirate Bay

Net-neutrality

Overloaded rural links
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Measuring
Blo cking



Crawler

1. Attempts DNS resolution for each provided URL
o If unresolved, try again adding “www.” prefix
2. Ifresolved, uses Python’s Requests package to request the webpage
o Timeout of 30 seconds
o Chrome user agent string from a MacBook
o Trys HTTP, but follows any automatic switches to HTTPS
3. Use RegExes to recognize block pages



Country-Based Blocking



JCPenney

We Are Currently Unable to Provide a
Shopping Experience for This Country

Please try again later



Sorry about that

Grubhub food delivery is not available in your country




SonicWALL | Network Security Appliance

& This site has been blocked by the network administrator.

Block reason: Gateway GEO-IP Filter Alert
IP address: 39.53.47.73

Connection initiated from country: Pakistan




- r rO r /I O O 9 Ray ID: 422f2004f42f93a8 e 2018-05-30 06:25:43 UTC

What happened?

The owner of this website (stoiximan.com.cy) has banned the
country or region your IP address is in (US) from accessing this
website.

Cloudflare Ray ID: 422f2004f42f93a8 + Your IP: 192.150.187.238 + Performance & security by Cloudflare



85,421 Cloudflare-hosted URLs from Alexa top 1M domains from




I DNSerror
USA B Geo-blocking
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Types of geo-blocking

B Cloudflare: country or

USA region blocked (1009)

I SonicWall Geo-IP filter

[
1

. Other blockpage
mentioning geo-blocking
(403)

Scotland

Ukraine Other blockpage

mentioning geo-blocking

. (200)
South Africa

Unavailable For Legal
Reasons
Pakistan

0 100 200 300 400






Blocking mechanisms: Security

www.lendingtree.com - Access Denied

Error code 16

2018-05-23 09:03:55 UTC

Powered by



Types of security-motivated blocking

B Cloudflare: IP Blocked
USA . (1006/1007/1008) (403)

B Cloudflare: IP Blocked

(1006/1007/1008) (200)

Scotland
B Cloudflare: Browser

Verification (503)

Ukraine Cloudflare: Browser

Verification (200)

South Africa B Cloudflare: CAPTCHA

Challenge

B OctoNet HTTP filter:
VPN / TOR Block

Pakistan

0 1000 2000 3000 4000
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GDPR-Motwated Blocklng



We’re sorry. This site is temporarily
unavailable.

We recognise you are attempting to access this website from a country belonging to the European Economic Area (EEA)
including the EU which enforces the General Data Protection Regulation (GDPR) and therefore cannot grant you access at
this time.

For any issues, contact us.

(408 error.)



https://www.newstimes.com w v B

Sorry, this content is not available in your region.



fLos Anaeles Gimes

Unfortunately, our website is currently unavailable in most
European countries. We are engaged on the issue and committed
to looking at options that support our full range of digital
offerings to the EU market. We continue to identify technical
compliance solutions that will provide all readers with our award-
winning journalism.



7081 websites from various Alexa lists before and after GDPR went into effect.
Count:

e always worked before,

e still works from the US after, but

e from none of the EU vantages after




Measurement Results

7081 Websites tested

74 websites stopped working

40 HTTP
error 403

mentioning
GDPR

All 47 are
newspaper
websites



Level of

Study ] Relation to location
operation
Country Mechanism Directly uses location
_\ &\} (=1 ;} Security Motivation Indirectly affects locations
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Motivation Directly uses location
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