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Folio 5 recto from the Aberdeen Bestiary. Wikipedia. 
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Types of and 
Motivations
for Blocking

Bodleian Library, MS. Ashmole 1511, The Ashmole Bestiary, Folio 21r. 
Wikipedia.



Block pages with or without reasons



Failing load anything

● DNS errors
● Timeouts
● Connection refused
● Connection resets



Soft blocks: slowing page loads, CAPTCHAs







Motivations
Server (including CDNs) Middlebox (ISP, gov.)

Political censorship Bowing to China’s demands Great Firewall of China

Economic sanctions US sites blocking Cuba/Iran

Third-party liability Blocking US due to SESTA

Copyright Germany blocking YouTube ISP blocking Pirate Bay

Other compliance GDPR

Security Fraud

Hosting costs CDN fees

Revenue Price discrimination Net-neutrality

Unintentional Slash-dotting Overloaded rural links



Measuring
Blocking

Unknown, A Parandrus; An Eale, English, about 1250-1260. Ms. 100, fol. 28. Getty Museum.



Crawler
1. Attempts DNS resolution for each provided URL

○ If unresolved, try again adding “www.” prefix
2. If resolved, uses Python’s Requests package to request the webpage

○ Timeout of 30 seconds
○ Chrome user agent string from a MacBook
○ Trys HTTP, but follows any automatic switches to HTTPS

3. Use RegExes to recognize block pages



Country-Based Blocking
Raffigurazione e descrizione di una scitale in un bestiario medievale, uploaded to Wikicommons by Giulio Mainardi.











85,421 Cloudflare-hosted URLs from Alexa top 1M domains from





Types of geo-blocking



Security-Motivated Blocking
Unknown. A Salamander, Franco-Flemish, about 1270. Ms. Ludwig XV 3, fol. 95v. Getty Museum.





Types of security-motivated blocking



GDPR-Motivated Blocking
Unknown, A Dragon Charging Two Doves, about 1270.  Ms. Ludwig XV 3, fol. 98. Getty Museum.









7081 websites from various Alexa lists before and after GDPR went into effect.
Count: 
● always worked before, 
● still works from the US after, but 
● from none of the EU vantages after



Measurement Results

7081 Websites tested

74 websites stopped working

All 47 are
newspaper
websites

27 Misc
40 HTTP 
error 403 
mentioning 
GDPR

7 error 
451



"The Leopard" from the "Rochester Bestiary". Wikipedia.

Study Level of 
operation Relation to location

Country Mechanism Directly uses location

Security Motivation Indirectly affects locations

GDPR Motivation Directly uses location
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