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1. NXLog
1.1 NXLog %8

(1) M& NXLog CE(Community Edition)

RIS https://nxlog.co/products/nxlog-community-edition/download

THEHAUEFAR nxlog-ce-x.x.xxxx.msi - #fl: nxlog-ce-3.2.2329.msi

Windows x86-64  nxlog-ce-3.2.2329.msi

(2) Z%& NXLog
<2.1> Windows 2008 = 7 & IRAIEEZAHE

2528 [nxlog-ce-3.2.2329.msi] -> % [Next].

fi& NXLog-CE Setup

3 A& N-Partner
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-> ZJ# [l accept the terms in the License Agreement],#& [Next] .

{i# NXLog-CE Setup =l B3 |
End-User License Agreement & )
Please read the following license agreement carefully :
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXL.OG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
assoctated media, printed matenals, and "online" or electronic

F I accept the terms in the License Agreemen—t' ;

documentation. All such software and matenals are referred to Ll

Print Back | I Cancel I

-> 1% [Next].

{i# NXLog-CE Setup [_ ol x|
Destination Folder
Click Next to install to the default Folder or click Change to choose anather. '

Install NXLog-CE to:

IC:'I,Program Files\nxlog),

Change... |

’

Back | | | Cancel |

P
;""m-l ;,I"
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-> 1% [Install]

{3 NXLog-CE Setup =o)X

A7

Ready to install NXLog-CE w

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ wwtal ]| concel |

-> 1% [Finish].

{& NXLog-CE Setup P =1

Completed the NXLog-CE Setup Wizard

Click the Finish button ko exit the Setup Wizard.

[~ Open README.txt to read important installation notes

E:'_j!:}:‘ ]:lar“:6|

| ™ 4
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<2.2> Windows 2003

FHE [nxlog-ce-3.2.2329.msi]] -> % [Install] £ [Finish]

#F NXLog-CE Setup — >

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

6 A&7 N-Partner
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<2.3> Windows 2000

BITE NXLog CE EmRAFHE https://sourceforge.net/projects/nxlog-ce/ ,Z£ & [See All Activity] , N & NXLOG CE Z1g

Windows2000 R nxlog-ce-2.8.1248.msi.

P [nxlog-ce-2.8.1248.msi] -> A% [l accept the terms in the License Agreement] -> % [Install] | [Finish]

NXLOG PBLIC LICENSE

v1.0

1 DEFINITIONS
“License” shall mean version 1.0 of the
NZXLOG PUBLIC LICENSE, 1.e. the
terms and conditions set forth in this
document;

“Software” shall mean the source code and
Ahdart cada Faren all accaciatad snadia ;I

v I accept the terms in the License Agreement
i Instal j Cancel |

7 R m‘/’llu' PEIT‘tFIE'I‘
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1.2 NXLog FREETE
1.2.1 Windows 2003 =} ZBIhRA{EZE %4

1.2.1.1 B EHER - MEER - IREEES4R

(1) FIRL [An R RIRF 1]

(2) M& NXLog Windows 2003 =% EE -> &Z Windows %#t NXLog = E1E

TEE4 © http://www.npartner.com/download/tech/nxlog Win2003Server.conf
C\>

o R RnmTIL

Czsrocopy "Ciwnxlog _Win2B@3Server.conf" “"C:sProgram Filessnxlog>conf nxlog.conf' ~y

it (g L fERE -

|

RXHEFIZ 32 UTIFERS - BIFELRFZE 64 U - A BXFEAIBRLL FERE "C:\Program Files

(x86)\nxlog\confinxlog.conf"
it TRERERARIRAILRE - IERERER L EWER - MEFE - IRPEEES4ECH - BE Windows Server £
MEERIAIE -

=0 Dandn
o ~alrtner


http://www.npartner.com/download/tech/nxlog_Win2003Server.conf

1.2.1.2 W =S4k

(1) FIRL [An R RIRF 1]

(2) F& NXLog Windows 2003 X E1E -> &BZ Windows %4t NXLog REME

T&E3E4 © http://www.npartner.com/download/tech/nxlog Win2003All.conf

o | i B T L

»ecopy "Ciswnxlog Win28@83A011.conf' "C:sProgram Fileznxlog>confsnxlog.conf' -y

R 1 fEfEE -

AXHEHIZE 32 MITTFEEZM  BIFERFIE 64 Uin - ABXFEIMFELUTRE "C:\Program Files
(x86)\nxlog\confinxlog.conf"

At c SRR EREEIL Windows FRBS4aCEx -

9 A
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http://www.npartner.com/download/tech/nxlog_Win2003All.conf

1.2.2 Windows 2008 =} Z B RA{EZE %4t

1.2.2.1 W EHIER - MEFEI - IRPEESEHR

(1) BARY [Windows PowerShell]

o
Windows
PowerShell

(2) & NXLog Windows 2008 = EEWZEZ Windows %#t NXLog =REME -
T &34 © http://www.npartner.com/download/tech/nxlog Win2008Server.conf

PS C:\>

;=W Administrator: Windows PowerShell =[O]x]

ke-| Uri “http:/ r.conf’ -OutFile “C:\Progran Fi ||PY
—

KX HEBIZ NXLog 64bit fRZAS - 2 NXLog 32bit hiA - AL BN FEMIFERLL FERE 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'
it TRERERARIRAILRE - IERERER WL EWER - MEFE - IRPEEES4ECH - BE Windows Server £
HEERIEE -

10 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008Server.conf

1.2.2.2 BEERAER - K21 - AR ENEHER

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) M& NXLog Windows 2008 = EEMZEZE Windows %4t NXLog :&EME °
T&EE4 © http://www.npartner.com/download/tech/nxlogWin2008All.conf

B Administrator: Windows PowerShell - [O] %]

Iy st -Uri “htt artner. com/download/tech/nxlog_W

AXHEHIZ NXLog 64bit fRZA - &E2 NXLog 32bit hiA - AL B X FEMFE XA TERIE 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'

it IERREEH L Windows BRER - £ - ZFMASHRER -

11 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008All.conf

1.3 NXLog R&EHE

1.3.1 Windows 2003 Bk ZBIRR A {EZE %4
1.3.1.1 B EHIER - MHFI - IREEEEMRTER

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile  %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd(); \
if (BEventID == 672 or $EventID == 673 or $EventID == 675 or $EventID == 528 or $EventID == 529 or
$EventID == 538 or $EventID == 540 or $EventID == 551 or $EventID == 560 or $EventID == 612 or $EventID ==
624 or $EventID == 626 or $EventID == 627 or $EventID == 628 or $EventID == 629 or $EventID == 630 or
$EventID == 631 or $EventID == 632 or $EventID == 633 or $EventID == 634 or $EventID == 635 or $EventID ==
636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventlD == 642 or $EventlD == 644 or
$EventID == 645 or $EventID == 646 or $EventID == 647) { $SyslogFacilityValue = 13; } \
else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /*MSSQL*/) { $SyslogFacilityValue = 18; } \

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (SEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EB X FEMIFFE A N-Reporter %4 IP address
define NCloud  192.168.3.50

RXHEHZ 32bit FEZF - BIFERAZE 64bit BARLUTNRE
define ROOT C:\Program Files (x86)\nxlog

I al Lyl




1.3.1.2 W =S4k

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0OT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2000 - 2003 Event Log use the following:

<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd();
</Input>

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message,;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBXFEAIF#E A N-Reporter %4t IP address

define NCloud  192.168.3.50

R HEHFIZ 32bit 1FEZMR - BEIFFRZRMZE 64bit FLALINRE
define ROOT C:\Program Files (x86)\nxlog

W r<al Lliiel



1.3.2 Windows 2008 3} 2B hRA{EZE %4t
1.3.2.1 W FH#EZ - YETFE - REPEIESEHCEH

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile ~ %ROOT%\data\nxlog.pid
SpoolDir  %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## define Security Events

define SecurityEvents 1100, 1102, 4768, 4769, 4771, 4616, 4657, 4624, \
4625, 4634, 4647, 4648, 5140, 5142, 5143, 5144, \
5145, 5168, 4656, 4658, 4660, 4663, 4664, 4688, \
4985, 5051, 4670, 4719, 4739, 4720, 4722, 4723, \
4724, 4725, 4726, 4738, 4740, 4767, 4727, 4728, \
4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, \
4764, 4741, 4742, 4743, 4744, 4745, 4748, 4749, \
4750, 4753, 4754, 4755, 4756, 4758, 4759, 4760, \
4763, 4778, 4783, 4800, 4801

## define Other Events

define OtherEvents 7036

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*</Select> \
<Select Path="System">*</Select> \
</Query>\
</QueryList>
Exec if ($EventID NOT IN (%SecurityEvents%)) and \
($EventID NOT IN (%OtherEvents%)) drop();
</Input>

<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (fEventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if (JEventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EEYZEIAER A N-Reporter %%t IP address
define NCloud  192.168.3.50

AR HEBIZ NXLog 64bit hRZA - #HZF NXLog 32bit MRAFE AL NERE
define ROOT C:\Program Files (x86)\nxlog

I al Lyl




1.3.2.2 HEEREN - £2H - KT EHEHaciR

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0OT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_masvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Application">*</Select>\
<Select Path="Security">*</Select>\
<Select Path="System">*</Select>\
</Query>\
</QueryList>
</Input>

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17,
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (EventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (JEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>
EBXFEMIFFE A N-Reporter %4 IP address
define NCloud  192.168.3.50

R BIZ NXLog 64bit fRAS - H2Z NXLog 32bit Wi AFB AL NERE
define ROOT C:\Program Files (x86)\nxlog

Qi Ly




1.4 NXLog RYENARFS
1.4.1 Windows 2003 3§ ZBIIRAS{EE &4

(1) FIRL [An R RIRF 1]

C:\>type "C:\Program Files\nxlog\data‘\nxlog.log"
2024-84-17 13:41:41 INFO nxlog—ce—3.2.2329 started

CaN\>

(3) BBEL (B3] W8

o | i B R L

C:s>Services .msc

(RN

16 e
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(4) FRY NXLog BREARR

EIZ [xlog] > T BN [z

WERE  BITA WA A

= | @E|FRE 20E » 8 0

Thiz service 1z responsible for monming the

WELog agent. See www axdog.oo. Ormance Logs 3

8 Plug and Play BRE..
8 Portable Medis Serial .. Retrieve .

nxlog &8 [t | dtse | meEmERY | 2A8a ||
‘8 Network DDE DSDM  SREED. =H T

EEIRTS 8 Network Location Awe.. UREENE. DO&E#E F&h TR
%Hetwu:urk Provisioning ... TEEEL. Fah FHERIR
0 W T LM Security Suppo . B g -

feti "

Fh FAEFH

JEfe 4 BB /

(5) [—RR] BEE -> H& ; RENRE: [BH)]

NIloz AT (FEELE) HE|
—f ||§,3k | i | e |

METsEHE: mwdog

mram: ile

Sk - Thiz service iz responsible for momning the Nilog o
2D agent. See www dog oo, j
EAITHRFRTERSTE ().

|"C:".Pr|:|g:mm Files (BEM o ginsdo g exe” -o "C Ao gram Files (B0 o s’

BEEAE): ||£EI% v||

RiiE: oD
gaw | eem | mEm | #=e |
T e SRS R R A EE R 28 -

PR S (M |

17
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6)[BE] BEE -> R ; F—RKMEF: A F_REME: A1 BEKXME: [ENEIRE] > & [EE)
NZloz AT (KEEE) HE|

— | = | BE ||mgﬁ-p¢|
AR ST AR + ALY EIRE -
E— R B [E¥EaRS =]
B ): B =l
BEERR L) [EFEaRs =
ESREASE O o ®mzE
EH BRI 7 T suzs
- TR,
T2
| EEE)..
AR FIE 8 (O |
I RSt T 2 R B (il 91 %) (E
EREGEEEER.. |
mE | =Rw |

18 A&7 N-Partner



1.4.2 Windows 2008 B Z#RAIEZE 24

(1) BARY [Windows PowerShell]

o
Windows
PowerShell

(2) E¥RE NXLog AR#5 - #8E& NXLog ARFEAMTERY NXLog '2AIHRE

P2 3EM Administrator: Windows PowerShell | _ O] x|

(3) PR (B3] W8

P2 3EHY Administrator: Windows PowerShell

19 7/ N- Partner



(4) FRY NXLog BREARR

B2 [NXLog] -> B4 E [AE]

B — O Y
BER DEA  BENV) BEH)
$$|.§>|ﬂ| RS

C EEEE =

-~

MNXLog =2E it AhEE EEEL EAED ~
n &), Network Lacation Awareness WEEEE. ITF =E| Metwork Service
é_%_&ﬂ;ﬁ i €1 Netwark Setup Service FE|(EEE.. Local System

=

B (EEEE) Local System

Fﬁﬂ: o ) = Local System
This service is responsible for T=F Local Svst
running the MXLog agent. See T ocal system

www.nxlog.co.

\ G A B/

'-.f:!; Optimize drives B&EEFEE.. FE Local System

(6) [ BE -> MR ; MENEE: [BF (EERE)]

Mxlog AE (ZBER) x

—&= |BA &F #Ee

EEEE nxlog
BETEE MxLog
=i This service is responsible for running the MNxLog

agent. See www.nxlog.co.

oHTEREREE
"CHProgram Files\nxloghnxlog.exe" -¢ "CA\Program Files\nxloghconfnxlog

EEEE(E) S (EEE) v

ERSE RNTH

A]

BLEN(S) FLE(T) EFP) £2R)

"

EELEER ST BEERESANEE -

EXEhERATIN:

i:ha i EHA)

20 &7 N-Partner




6) [(ER] BEE -> MR ; F—RKMET: M FIRKUE: M BEXME: [EMMERE] > & BE]

NXlog AE (TEER)

—&  BA | EF |#fEe

ERLEEFRENERERE - BIRETEREE

Pt

E—IFHEFR: ELEENEEE ~
ETIEHEE): ELEENEEE ~
BEZHELU: ELEENEEE ~
EE TR RHEEREMEE(0): 1 =
EETFEEEEFRLIEEWV): 1 a8
[ e e E SR LA EmRAYEE - EREFRHERR)
HITER
BEP)
EE(B)...
A MBI
ESRETEMINE &S FIEE (fail=%1%)(E)
BE | A EHA)
21
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2. Windows 2000

Windows i EAI:E ~#ARPESEZSNEZRAERE

X UTFHBIRBEMIIERERES -
1 48
2.1.1 HEENIRE

(1) BARY AD fERZEMEM

BARL [Active Directory 15 F& fENK]

(2) BFiBEmE L

£ [(BEEE] RERAR > BIFE iG] > BE [ASE]

4% Lctive Directory {E &R SIS ] =10] x|
|<) IBRO BEW HA® | =181 x]
| #iw #ew || ¢ | Bm BB 2| eELGYET
Active Directory {8255 S [win2000ad npartnerlocal] 1.

R [EEET | f&t
PP npartnerlocal 4

— FRIES.
8@ RN SO

& Domsin C  sguazumion 1y
@] ForeignSe |
D e ARG,

BREEE..

RIS TRHTIGIRE (D
=EREHEE
ATR)

S

| | | K5 | ©
e |

22 A&7 N-Partner



(3) WMAMABENZTE
W AABENIZHE: Servers 7t AIKEPREZVABBEUENE > i (FeF)

sy - R x|

A npactoerlocald

AT

Bervers

HTiH

(4) ZErERRE 2 HRVEBEN

BIZ [Computers] BN -> 76 [Win2000] GRS - BB AH - &f | AIKREPIRIFERE Windows Server £

> BE (58]

4% hctive Directory {EF 25 B =101 %]
< xEEQ ®EW HE® 200000 TR
| a5 #@® ||« » | @@E XTDE | 2
el vEe

LR =F: I Computers 1 B
[ iotive Divectory (A5 B EHG [ ok i
El@ npartner Jocal
m- (L] ForsignSecurityPrincipals
(&5 Servers
Bl Users FAETEG
RIS (T
BEFERETE
AEER)
£5i BA (HD
1| | 2
45 BainnE e B E R S —EaEE s | |
23

A&/ N-Partner



(5) EEFABEN

E1E [Servers] ABEN > & [FEE]

A EEEEEE C):

=& npartner
.3 Builtin
- Computers

AH

(6) MR ERFCEE EMAABEN

PHIE [Servers]) AHAEBAI - &R Win2000 ER=:RERZE) -

4% Lietive Directory (B8P 255 S AE

=10 ]

< FESC) WEW HEW | =Le] |

W X E R @

R BVEE

|
| BT WRE || e = | E
|

fedh Bt |

(<% Active Directory {EFE BB [
El@ npartner local

[+ Builtin

----- (L3 Computers
@ Domain Controllers
&+ FopeiznSecurityPrincipals

servers 1 {EHDE

£2H BT R

(=) winzo00 SR

24

A&7 N-Partner



2.1.2 BARBIERE

(1) BRL AD fEFR&EMER

BARL [Active Directory 15 F& fENK]

(2) £ Servers HMEN - FHEABR

7 [Servers] BMEBL - WERAR > WE (NS
4 ctive Directory {E R B ; =10l x|
| <) IEE0 WEW HA® | =12 ]|
| s7w #a® || e=» AR X2 Q|2

RPEBTLe

fatih Bix l Servers 1 {E{F
R—— G | 288 |k |
Active Directory {EFEE ERE [ =
'T?@S ;:arﬁih?al [ =) vwinzooo SRS
(] Builtin
(] Computers
+-{&2] Domain Controllers
areigaSecurityPrincipals
FirdEl..
AFRES AR —EEFEPG)...
tEEn ().
FHD...
HEQ g
FrE LK) >
iR (V) »
fEASTRFTISRES (D
I (D)
BEH@maM
BEHREHEE
FHEEL..
SREAMH)
q | >
R BanEEMATE - I

25 A&/ N-Partner



(3) MAMARRMGEHE
wE [BARA BE@E > & Y4

2x
— | gz waEal |
& Servers ERTADESEE BN EELE
BHA B Rl | TEZ | &EA |

TE& B ke g T AT EE 3R [F B e B R th B {8 sp hiw -
IHEiE B A B win@000ad npartner local

Feo. | #Ee | FLED

wE. | #wRo. | sse | [T (1)

[~ EHMEF R E)

26

A&7 N-Partner



(4) HmERHERRMHE
WA BHEERIY 4B 7E: N-Partner Policy & & s ikEPIRISEUBHAYHERE > 2 (475

id 4
—f | T ﬁ%ﬂ[ﬁﬂ”
& Servers ERTADESEE BN EELE
B30 B Bl | TEZ | &EA |

iN-Partner Policy

TE& B ke g T AT EE 3R [F B e B R th B {8 sp hiw -
IHEiE B A B win@000ad npartner local

gprw | Feo. || sEe | AL

2E0. | #Ro. | Ase T (0

[~ EHMEF R E)

27 A&/ N-Partner



(5) ARIRRA : FEZ/RA

FEF [BINERIE] -> [Windows FRTE] -> [ZR =M E] -> [FAMERR] -> [FEZ/RA] -> FhEE [1&4

2R MEN), BT =

), [EZEPBEASH), [BRRFEE], [BREASH], [EZEFEN] BE > 9E [EXELERRRE]: & [AIN]

& [RH > % [MEXE]

SFEEER =101 x|
| it wAO || e -r|-|_|><l|@
fig B | EB] | TR |
2 N-Pactuer Policy [WinZ000AD apari Eggﬁgﬁﬁﬁ Eﬁﬁfﬂi
2y L WHET :
o B Hish, 8
| EEEAEE ESE
----- z m_t, - BRI PR
R EEIES B B¢ Rz, R
s R B HIES £ Rz, 4R
- e Rizh, 4Rt
B et RiTh, 4B
o0 BF 5
oo BHEES
% EREHA ~A ) TEEiLFRiER
-8 FAIRR LEW
8 B
o (8 BRAR v ESELEAETED)
() ABA AR e
- 8, Active Divectory L
a0 SR M BT
oo} ERESE v £RE
- BREEERTE

I:l Windowes SRFE
-] BTt

BaiH

‘ o

28

A&7 N-Partner



(6) EHHT : KEMEHRRTHA
FEF [BINERIE] -> [Windows FRTE] -> [ZREMRE] -> [BHH] -> [BHHREREE] > #ME (XU REHs
K] BR > 2E [EEEERARE]: > MHE [REEBRSEH] > & [EE]

_lol x|
| B I
e
T & S
.z@ Pﬁﬁﬁ PSATR. AR
T L e e e
= o) RS SHE T e T
| RS R E kT
B REFRSPRETIRE I RIS ARES
=% CEPRSPRETRAGGE  ARES
X gﬁ FiFHEREE | |REERs e RERE SIS AEER
L er | R SR S TS
g il BERESEERRSE  ARESR
+ 0w | RS e R E kT
- AR mE R =
-8, Active Divectory AT IF 2l
R e i TN RRERSRREE
oo T (=0
5] ShEgEE
o0 Windows 2 v EBEEEHEED).
3] ¥ Fi
o RAEAAE T )
 REEEESHT)
C FTEBRESH LFHAEREE W0
ot
4| | i
| | |

29 A&/ N-Partner



(7) ESHHF  kEMEHERKE
FEF [BINERIE] -> [Windows F&TE] -> [ZREMRE] -> [BHH] -> [BHHREREE] > #ME XU HERK

ol

@) BE > 2% [EEEEEREE] > BA 204800 KB &t | BIREFIREREE > i (fEE)

< BHAEE 3 _ ol x|
| #rw w6 | B KB @
fit B8R | E8| / | EREERE I
: [wh2000ad nparinerloce .ﬁil& SLERITIASL FIARTER
e = 204300 ER
=L Windows SBTE : T S E S
L T Fetsie .ﬁ?ﬁ E.ii{:?-ﬁﬂ%%t SESh=
o TR W TR e g BES=:
\ | R R E BESE
e ] PRSI ETRRR MG AEES
B BEERS CEFRAIRETIRAMLSE | ARES
o) BEAREREE | iR rETRERRR RS TS
T =R R RS RS PEE
: % ;gﬂﬁﬁ RE RS R T PEE
+ 0 me Emﬁiﬁsaﬁﬁﬁﬁﬁ BERE:
r-(0 AR RER 2| x|
-8, Active Directory LA IP S
-] REE A REMESEEAE
oo} ERESE &
() BmERTE
-] Windows SH7E v EEEEEREE D)
- FEIR g
|zn4ann =1 kn
Evi
1] | 2

(8) £ Windows Server falfRzs - FRL [A8 SRR FIT)

30 A&7 N-Partner



(9) EMBAERR -

_policy senfor

SEEHE - FReEB T ET R A EERE A

31 %) N- Partner



2.2 T{ER%4A
2.2.1 BZ[RBIERE

(1) FARES

RO [FR] -> (B F] > [EEIERK]

32 A&7 N-Partner



(2) ERBAEE

A gpeditmsc -> 3% [17BNEF] -> #4E [gpedit.msc]

N HFER

| #EE HREEO BSR0 BOREW TAED HAO

ﬂl'a
|x

| =5 - = - G| Qs DEee s |00 X o B

D [3) eses

x| pBE

13 "
G EAN | &
& peexmEnx

=

=

PR S A0 T A S B
gpedit mas

PEZ TN

|
Tl
|= i@ ) |

et

HiEEH Bx

HEEMEE:
Lk e
bt o]
IR S
13 Internet

gpedit msc

I CAWINN Tiystem 33
Foi]n53,248 {Wari

$HEY: Microsoft Comomon
Consale T34

&8 BER: 20035520 T4
08:00

[#BAY: Microsoft Commen Console ST F]v 52.0 KB

33

A&/ N-Partner



(3) ARIRRA : FEZ/RAN

FEF [BINERIE] -> [Windows ] -> [ZREMRE] -> [RAERA] -> [FEZ/RA] -> FE [ERAASH], [Eal=E
), [EZEPEASH), [(BRRFEE], [BREASH], (EZEFEN] IRE > & BZELEER: [ &K
M -> & [HETE]

=10l x|
ﬁﬂﬁﬁiﬂ Al [FEsee [ SoEEE [
AT st DR R il
|t HiTh, &R WG
] P A A HiTh, &R WG
| EERIEE W R
..... TR ERy me | (o8| SRS RLAEIR (B EiEE  EEE
: BB B B FIh, ER | BB
e EEEE T HiTh &R BEE
[ T A RiTh &R miEE
= ~ Bk ezt HiIh &R BB
B B =z
B8 KRR Figw 3 ERENE 21
m-(0 AR RER e
o, AR IR S e
E-D RREEEE =)
B¢t EREEOE A ERIEE:

I:l Windowes SRFE
F-[ FRAREE A

=

BT,

%é%ﬁﬁﬂ%ﬁ&ﬁ‘]ﬁﬁﬂ%ﬁfﬁﬂﬁﬁﬁ *EfeREFEERRETE

E Bl |

(4) BRY [ RAFIT]

34 A&7 N-Partner



(5) EMBAERR -

i3 &;'?-E‘Hcﬁ: AT A R B AL

35 %) N- Partner



2.2.2 BHHERRTE

(1) FRRESE

RO [FRR] -> (B F] > [ERIERK]

Q TWindows Tpdate
AR g
) >
q 7 2w :
S @ r—
S al ABE..
2 BITR).

36 A&7 N-Partner



(2) BSSEHmA=R

WASHIRER > & [ZEESE]->
N ESER

mhE [SHiRRER

| RO #EE HRO BMEEW TAO HAW

B

| &t 8 - = - G| Ques Ewk Sus |00 X o E.

| o o) meas

| paE

fd X

G EHAW | &

=1
L

B masmaEnk
B3 2 B T B S ¢

Il$f¢1ﬁﬁﬁ%§ I

EFEE

AEXTL)
|

=[N

|= F R =l

k=

e Bx

IR HMIER:
R
fhEE R
EFEE AR AS
FP=F Tnternet

FredE

HFHEEE: C\Docwments snd
Sethingn ]l Tsrsy [BHES | ThEES:
FEAE\REIETH
#1435 fnii

$ER: HEHE

& 5HEE: 2021/5410 £ 11:30

BET Windows FIE 2 A BEREA B FOSEEHBENE -

(3) #mEEZL = MACHRIE

 [ZEMRCERE]
H EiFnilds

| #7w wEm ||« o |

REEAR > ME [AB]

=10 x|

m| B2

fabih B | B s

(i)

[ 1t

[F=ED

T

I EEEEE G L4

RAREICHRE (O

ERE:
LRI

HITSLERTE (A)...
S g R,
EFRPIEE O

CEFfE

A b
ENEHED

2185

[ ren____, ]

ioERE  MERiEFsEERcE
oERE  EERMEERE
LERE  RAEESRICEE

64 0 KB
04.0 KB
04 .0 KB

FERs BalEIEAEE -

37

A&/ N-Partner



(4) RELEMTIRE

p=llig

A S AR AN 204800 KB &t © s iKEPRIERAE > 2 (MEEBEEMH] > & [BE]

RIS AT 21

—#|mE |

ETEELD:  |TRMnse

SLERE-E L |C:".WIHH T'rstermn 3 confighSecEvent Bvt
Fi]s: 64.0 KE (55,536 {723R)

¥a7 BEH: 2021¥E5HTH FF 01:58:04

{2 B EA: 2021F5HTH T 02:04:32

TFH BEH: 2021 5HTH TR 0204:32

~SpgHEA
BRSO KE
BRI sHE T R Ee

C BED [T maasmse
O TREBH S
(FanATR L) EEENER |
I EHERER BRSO |

wa | =R |

38 A&7 N-Partner



3. Windows 2003

Windows fe#zEgIRE FARAFESENSNEZRAERE

:I:

¥ UMD Rl TIEEHEE AT -
3.1 #AiE
3.1.1 AMEBERIETE

(1) FARY AD ERZEERS
BARY [Active Directory & F3& F1EEH]

(2) BFiBEmE L

i [EEaE BEAR > BE (g > HE ASEL

4% Active Directory fEF1-E 2 HES

< WEE BITW WA RAEWD  HE@

=181

e = | ®&m

@ Actwe D:Iect:-r}r {EAEEEERS v N e A EE

[2# 158
[ T T T - -]
T EiRESIE) h@“’%w'”m
...... e .
@ Diﬁiﬁlé S ptolless 41
510 Users B TR ) =&
1R RS TR L)
PR M)
i
SRR
R 0 9 ?ﬁtﬂg "
RSB IETR S () L S
Ei5 F)
FEHEEL)..
MZER)
ZHEA(H)
4| | o [ ]

ST — R | |

39

f5y
[

Partner



(3) WAMABENEH

W AABENIZHE: Servers 7t AIKEPREZVABBEUENE > i (FeF)

HiEm - A%ER ]|

#ArAE: npactoerlocal!

LY
”Seweml I

HTiH

40

A&7 N-Partner



(4) ZErfERE: 2 HRVMEBEN

JEHZ [Computers] AMEM -> 7 [Win2003] EIMRSE  BEAR - i - BIKESEREEE Windows Server £

-> BB [RBE)
4% Active Directory {25 2 SIS

< BRE #TW BRO #EW HA® 0000 | -16]x
& = | B[ B
<5 hotive Disecony R B v
B (] BT ES :
El@ npartner local
71771 Builtin I
; trollers
l [:l ForeigndecurityPrincipals
l -2 Usrs
_____ 5 Sorvess FETIER
BT (T
I (T
AER)
SR
« | A | i

W R B — A | |

(5) EEAMEBMN

E1E [Servers] AABEBEN > & [FEE]

] HE|
HEEFE BN TR )

= E npartner

[+ Builtin

-7 Computers

- @l Du:umﬂm Contoollers

Al

41 A&/ N-Partner



(6) R ARFCEH EHMAABEN

PO [Servers] ABAEBAI - TR Win2003 ER:EEEE) -

4% Active Directory {25 2 SIS

< BEE HT0 HAO AW HEO

JSEIES

= |BmEL0eXEER R®

@ Diomain Controllers

[ ] Users

il a7 &
< Actve Divetory (R B v
[:l EBirEs
El@ npartner local

([ Computers

-] ForeignSecurityPrincipals

42

A&7 N-Partner



3.1.2 BHARRAIERE

(1) FRL AD FEREME

FARY [Active Directory f#F3& &)

(2) £ Servers MHMEN - FHEABD
£ [Servers] #HMEN - WBEARE > HE [RB]

4% Active Directory fE 1 E & HIE
< BRE BHTW BAD #EW HAD | =181 x|
e= | AE R XERDR 20| GRS T E

- RETFEESE rT [ (e

E"__EBIB“EE“I =] WINZO03 EATE

b Comnputers

=+

FFFERIE..
EE (...
SHD..

g .
R TIRE 4
AR () :
IS TRHTIEIRE (D

B
Rl (D
EHTaA b
BEREHEE
BEHEE L.

SHEAM

< | K | i

ERrE TR RR TG - | |

43

A&/ N-Partner



(3) MAMARRMGEHE
wE [BARA BE@E > & Y4

Servers P |
—if | 3B | COMy | EﬁEEEUI
Servers ETADBHAE DS
A ER “rwaesl. | DA |

TEAE D sl AR A B R R E | R BB -
JHEiE B A B wein @003 npartner local

s, | wE | e |

w0 | o | e | i)
~ TEHFFEIE
e | mm | = |
44

A7

I
¥ .

Partner



(4) HmERHERRMHE

A\ BEAE R A2 58: N-Partner Policy &t ' RIREPIRIFEZUFHAMHEM > % [4F8)
Serverz M3 |

— | @ comr A |

Servers EIATRTEHAE B

| EsE o mEEER
S W -Partner Policy

TEAE D sl AR A B R R E | R BB -
JHEiE B A B wein @003 npartner local

2Eoy. | . |

[~ TZEEERIE

45

Uﬁ:l ::-

|

Partner



(5) ARIRRA : FEZ/RAN
FEF [BINERIE] -> [Windows &7E] -> [ZREMRRE] -> [MERA] -> [FEZIRA] -> FE [BRAGKSH], [BRIHE=
), [EZEPBEASH), [BRFEE], [BREASH], [EZEFEN] BE > 9E [ERELERRRE]: & [MIN]

& [KH] > & [
o BAE DR E o]
BRE HiITW HRO HEAD

& #llXEI@

=T | ERERT I
ke ] CEA
.ﬁﬁ ##ﬁﬁ%f# ARTh, 4R
ke bara:ul ARTh, 2R
5_ BERAEE TES
LR I B
FRTh, 4R
FETh, R
AiTh, R
- = RETh, 2R
g | T T
-8 RIS TR UEBEE |sHeansrE |
(8 B ‘
F-(8 BERE A REEFE
oY WS (EEEG| L=
- AREEmER
% gl v eSS
HeB P EEEER SS PR,
(] e RSB
-7 EREEE W ERTAE)
- BEEE W ERIE
-] Windows S¥7E

-0 AR

e || Ew | =Ew |

46 A&7 N-Partner



(6) EHCE: : KEMRHRIRITHA

FER [BINEEE] -> [Windows FRIE] -> [REMRE] -> [BHacer] > #E (L2t

EEERARRE]: > HE [REEBRSH] > & EE]

i HEEAPHRE S

BEE BITW WRD AW

=10) x|

4LiR RIS E]) IBE > AE [

qz#ll)(@l@

=

=3l [BAEEE |
| TS R R D R E=—rs
l?x#ﬂsﬁa@ﬂﬁﬁﬁm 23 .
lﬁ& Ei%ﬁ-‘ﬁ:?ﬁfi prp
R S waes
) R RIS TE o
- :ﬁ#ﬁ?ﬂﬁ%ﬁé@iﬁt e
) BT R S
: % EM RERERE RN ps
w8 BERE ¥R SR, gl
Y e qeee | AT RAE i

- AEERER | el

-] BRI R

w8 PRRuEL | REERRRE | st |

%"%ﬁi%%mm A ERERSERSE
b ST =

-] Windows SR7E = -

) RS v s ERAEED)

1 QERR RSO

&+ AR e T ()

O FEREEN (LLFER R
iy ERE R TR R R P - R ERZ A EREE T

FEFRAEER © FLME TR MR AE - (0823659)

47

|

Partner



(7) EHRE  EMRHEENNEAE

BB (B

€] -> [Windows

RTE] -> [REMRRE] -> [BHRCER] > ME [ZEMRHEEXNNEAE] B > W&

[EEEEERRE] -> #A 204800 KB & @ FIKEFRERE > i [FEE)
T EAERPHEES

WERE BT WA A

=10) x|

e =l N = SN |
P Policy [WIN2003: | [FRI ~ | EREEE |
] TS AR e T AR T I R
] TS AR R T R AL CEFt:
R TSR ETIERESEE  ARER
----- i | s Eiﬂ:ﬁiﬁ;ﬁfﬁ REEME
i 3
i .;&E aiﬁﬁ:’w?:’:fﬁ 204200 KB
""" i .?#Irﬁ S RER S MRS
£ et | R B R R AE ik
g% Egmﬁ S| ERE SRR -
wY e o | B ERES R Rl CERt::
-1 AREHE | pEE " =
03 SeaTRA R ERHEFEAMEAE AT
Wl PREEER | REWFEURE | s |
- FiRERaT L
o o EREEE “H ] ERERSEANEAE
o O s &
? 0 Mindow B v EEEREREED
IED#EDD _l: EE
/o RS ERE TRRRASH - RHR R AT
MERBEEN » SFL0 T3 MR BRE - 10823659)
| = |
I i
| |
48 M

S 4

Partner



(8) £ Windows Server fafizgs @ FRL [Ap R IR FIT]

Chv_

(9) EREFARA -
C:\> gpupdate /force
o @S HINTL

C:s2>gpupdate ~force

EAEEHEIERE. -
RIS

E :'-?‘?: :: [x]
=
TG

i
(SO
S E I e

49 *v r<al Lliiel



(10) EEHAERIERBL

C:\> gpresult /v

Microsoft(R> Windows{(R> Server 2003 Enterprise xb4 Edition

e
efault—First—-S8ite—MName

C:“Documents and Settings“Administrator
=
=]

WIN28#3 . 0U=Servers . DC=npartner . DC=local

e BTSRRI 281963 Bt b7 18:59:26
H B = win2@A3 .npartner.local
L88 kbps

npartner

Windows 2080

M-Partner Policy
Default Domain Policy

W r<alLliiel



3.2 T1E®%4A
3.2.1 EBZ[RBIERE

(1) BIRE=
B [RO4A] > (122

E ERENRED I EER
ke | i | ﬁ' ': g
-"__\Jf Window: 53T g, it
iy FEEATE b
g:; e 201
Q) FEELED

f,_“lj Wind oves S D

FrEiEAE »

2w [0 mEo

T I

51

A& N-Partner



(2) ESHARRMHtiRiEs

WA gpeditmsc -> 1% [#85=]-> F5#E [gpedit.msc]

BRE BEE wAO FH8Fw ITE&D » P
DEE-Q -2 ||Lme HaEsx &3 X >
D | eere | B #BE
e HTES X

HTHEaXHAAnE= %
¥ -

R EESEE—RR
(o) R

qpedit, msc
BEERTFIH R,

|
AL
| At R () |

H B i B2
KAz?
HRSRR

4
[ 4
[ 4

HiteFRES
SEEIG

52 A& N-Partner



(3) ARIRAN :

((

TR A

Bt

R [EBIEEE] -> [Windows R IE] -> [EEMRRE] -> [AIRR] -> [(EZIRAI] > BHE [BZRAFESH) [BaIE=
HY), (IR PEASH, [BZRFEE], [E%EASH] E%EFRENR] IBEE > HE BELEER: [N & [k
) > 17 [HEE)
i FEH E MRS M=l
wRE BTW WA SR
<:=-P|I|><I'IE$|@I
 A-tHEEE ERI « | =3 uaw
NEE SR
.ﬁﬁ#?ﬁ%# RiTh, %R
.ﬁﬁ#ﬂﬁ:ﬁﬁﬂ RETh, =RT
BT, £RT
T SR
.#EEHEJE' %J«%# REiTh, £RT
?EEWEJE gl RETh, £RT
l@x%&&lﬁ J
[:I SREE iR R EEEFEE AS X
-] B EERAIE R i =1x]|
B8 PRI EER | FEREERE | ek |
-] At
= %ﬁﬁ%ﬁﬁ ~ FatETE FriBRE
(] BRAEERTE 5
|:| Windows SR7E
R Wt i L ik
B Hyi =H |
< | o
| |

53

A&/ N-Partner



(4) FRY [ RIRFIT)

P—

(5) EFrEFAIRA -
C:\> gpupdate /force

|:::': ﬁ%&ﬁ?i
C:srgpupdate sforce

AL EFRAERAE. ..

54

I al Lyl



3.2.2 EHERRE

(1) BIRUEE

mE [FR] > 5]

E EMEHEARE o BrEE
.-=~.f Windows BRWE [ mimc '
% Fiperil T B »
E;é ENFEEF0EE

gj/] SEHEEREE

f,j Whindows 223 I

FREIEAE »

i [0] msw

EEE I

55

#&7 N-Partner



(2) BSSEHmA=R
WASHRARE > & [E5] > ME [BHRGRsH

Beses =]

BEE REED BEO BHEEw IE» P
OLE -O- 2| P DEnk | 7

D | s ~| Bl BE
e EF x [[]
1
ATFFEAS/EN -« E ‘-
Y T — :

Fﬁﬁﬁﬂiﬁﬁ% HE—

$f¢¢ﬁﬁ%%
BEREFIFEHEW:

S
| R () > | -

(3) #mEEZ = MACER

i [Z2H] WBEAR > FHE [NE)
B SrwnRE
BEE BITW WRED AW

=] E3

= ||m B2 E

$f¢¢ﬁﬁ%§ Gl

RS ()

[&# B | an =
DTwmsew— oeam  ERTEAEmIHE  S40KD
BAESILERTE (0).. Eﬂﬁﬁ LRMEETE  640KD
FATSLARE (). SiRiE TSR 64.0 KB
SRS 0D
ER B
EHHEM)
EHEIE

EBrnTEEEEERASHE A - |

56

A&7 N-Partner



(4) RELEMTIRE

palll g

A S AR AN 204800 KB &t © s iKEPRIERAE > 2 (MEEBEEMH] > & [BE]

ERH AE |
—#  |me |
ETEHD: |[EaE
SLERE-E L |C:".WIHDOWS"S}rstemEE'u:Dnﬁgf'SecEvent.Evt

=+ 840 KB {65,536 {El{amia)

#nr HEA: 021F 38168 EF 03:57:17
{iEEY BER: 2021 3H16H TF4F 05:19:35
T7E7 HHA: 2021F 3B 168 F 4 05:19:35

- SRS
B SpERE A |znaan 0= | ke
SIET SR ER
* BEEREED)

C ERE I? _|: FATEERIE M

C TERSY e
(FaNE IR EEFEHER) |

[~ {EREEEAR () RO |

| =AW |

57 M7 N-Partner



4. Windows 2008

Windows & BRI E #AMFRESEZNSNEZ/RAEZEE
X N RlafmA I EREEEREAT -
4.1 #i
4.1.1 HEBEMURE
(1) FRL AD FEREMER
BARL [Active Directory 15 F& fENK]
(2) FriBAEMEN
£ (BB E] HBEAE > BIE [Fi8] > E [HAEA]
B Active Directory {#H EHIEE =]
BEE  BITE)  WwR0 SHEHH)
Kl 2] eall M = DNENERE R 7 Hosl -3 S =
ﬂCﬁVE DIIECWI'}' {EF-&f0ER [ | £ | $aal |tk
~| Builtin builtinDormain
=B | Comuputers =R Detanlt comntadner for upg
J FIREESIE)... .. EREEEEAT Diefanlt comntadner for dox
: Cl:ump.utex ST i B Diefanlt container for sec
::_. DD@mC SEEEREALE D). . B Defanlt container for ma
= i;m@ﬁe SERER a0 Bl Dietanlt container for upg
| Manage _._
| Users R ThEESFR (L),
FRIEE D).
BEfE
FHEZ A,
BeiH
AR (T ' InetCrePerson
EEREIET)
EEEFHEEL..
FIEE)
SHBAM;
HHERE
«| | 2l | H
|Eﬁ-1ﬁ|¥ﬁ?’?ﬂf¢... | |
58

| 2

Partner



(3) WABHBNIETE
AR BIRTE: Servers i | ARECBERIAMBUEE > @ e
T I -

- ¥B577T:  nparmerlocal!

%ﬁsﬂg:
BErveTE

v ireEE e LR Ik SRR ()

(4) BENRIIRSE R A BN
12 [Computers] BN > 7£ [Win2008] AR - HBEAH - 7L - HIKEFERERE Windows Server £

> B [15E)]

B Active Directory {#H EHIEE [_ | O
EEF ®iT) #®RY HEH)
| -|£|:||XB._.._P|E-| 5W 2 W
| Actwe Divectory {8 -SF0EE [ i LEH :H
H [ EETFERT
= j:_i] npartner local
# [ Builtin
| Computers I
+ 2| Doman Controllers
| ForedgniecurityPrincipals
| Managed Service Account FRET R »
| Tsprs
3| Bervers B F(T)
FRIF: T
AER)
SREAH;
< | | K1 | 2

5 E R ETE EEENE S — B - | |

59 A& N-Partner



(5) EEFABEN

EIE [Servers] HABEN -> & [HETE]

i

A iEEnEEEE M)

B3

mmmﬁﬁ
T
]

_-] parlmr
+- | Builtin
+-| | Computers
-2 | Dornsdn Comteollers

AT

F-1 FDIE@'LSECUIiUPIﬂJEipﬂ]S
d Bervice Acoonts

(6) MR ERFCEE EMAABEN

B3 [Servers] AHABENI - TR

Win2008 fEIARz3E2#%H) -
B Active Directory {#H EHIEE [_ | O

EEF ®iT) #®RY HEH)
e 2@ 40RO d= | BEdanT Y
| Actwe Divectory {8 -SF0EE [ i
| ETFERRT
=== npsrlner lazal
| Builtin
| Computers
| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Account
| TTeeys
< | | K1 | 2
| | |
60

A7

I
¥ .

Partner



4.1.2 BARRIRRE

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

(2) #£ Servers #HAEAMI

£ [Servers] AAMEN - ZBE

- B EEIRAIM

fi > FHE [EEEMEEPEL GPO WELR..

H L5
& WMI &

[+

s Defavlt Domain Policy
B i Controllers

EmaipaEn M= 3
HOEEE ST BRY RS REE JSETES
& =l H
5 BrHE R Bl EH) S
= A 8% npartner local A |
ERE Yl
= 3 nparterlocal E2H -

5 48 % npartner Jocal

i

TEIE MR P iRas GO AEEEERC). .

HZE 23R AR GEO(LY...
H ARG EREEE
B E
5 BEEHE R BrHERIREREER T
o PHHFREEE IRESHHEEIQN
s R AR R R (W)
PRI (T
E LRSI
EETREIE(F)
MEE)
£ BE(H)
K —

TR PR GPO TR E |

61

B

Partner



(3) W ABARADHBE
WA BHEERIY 4B 7E: N-Partner Policy &t & s ikEPIRISEUBAYHERE > & [FE)

T |
III'I-Parh'u::r Palicy I
R AP GROED:
=3 ~1
A

(4) EEBEARANDE

£ [N-Partner Policy] BRI - BBEGR > FE [MRFE]

L OMEE AW ®EAD ASm  REE =181 x|
&= |-
= HRAER s
= A % npartner Jocal A |
C 5
= 33 nparter.local £3 -~
a7 Defanlt Domain Policy ﬁ#ﬁ%; npartner Jocal
2 | Diormesdn Controllers
= 3] Bervers

o v BifiEEE L)
+ E =1 .
£ BHHE AR EETFEES (3.

o BB RER SRR ()

FlFes: ()
EHran i (M)
ENENRE

SHEAH)

KN i
R GPO (RBESS | |

62 A&7 N-Partner



(5) ARIRRA : FEZ/RAN

R [BIRERE] -> [[RA] -> [Windows FE] -> [ZE M TE] -> [KNEIRR] -> [(EZRA] -> BE [BRRARSH] [

BRI, FERRAE

RELERARE]: & [AIN] & K] -> % [HEE]

B, [BRIERFEASH, [BRIRFEE], [BREASH], (ERERFEK] BER > Q& [E

CEE T O] x]
BER SITW RRT  HE®H
ke A ]k, SENETN 7 B
[ I'I-ParlmrPu:u]jJ: [WINZ0DBAD NPARTNI | [FR] =~ |J§EU?§E |
= ﬁl— Bl IR A= g Eoten GE TS
EEIJ R HTh, 8
: TR HTh, 8
et E R HiTh, B
iR b B T
IR B AT, 8
BRI T, 2R
: il AT, 2B
= __[-] AEEE kb
. j R ] e pda T, 2B
] mowmE BREFER - A5 EE|
ES
*.1 =pEEy EEFARE | @R
T ) o
o Ee _:]%' fE1EiZ FRaE R
W [ RS o
o B4R (IEEE 802 —
| EEERETbEA v EFEZEERIEEE D)
e ens By fEiEE e,
af #EERHERS (EEE 202
AR AER b REENS)
| EREERR4IE A v EBIF
| TR
| EREAESIEE
B 1P R EED (i
| R E R
i BB A e Qol
| BEEIREA: D AIEE
| ERERE
= il ERESE
| [F8]
| ERRE
([ mE || wE | _=Aw |
< I ]
| | |
63 A& N-Partner



(6) EHRCE:  LEMRHEXNNEAE

R [BIkERE] -> [[RA] -> [Windows FTE] -> [ MR E] -> [SHCR] > ME [Z2]

> D [EEEEEARE] -> WA 204800 KB & - AIEFRERAE > % [FEE)

MRCEME R/ & AE] TBE

CEE =T N [=]
WEE STW WA HE®D
e | Hm XE =2 HE
| N-Partner Folicy [WINZOOSADN | BB ~ | BERugE |
o A EREEE FRNFERETEREHEEE | GRCH
= A TR AT R ST
- T -2 &4 HY FE F5 =7 F3 e = IF 35
= | Windows SR7E Lﬂaxiﬁ*aia’»ﬁﬁ:dm—:’ﬂ:fﬁ 204200 KE
= Rl EE T e
- IESTR: B0 | | ey spmERe EES
B & FRUEE R RRE PR
e T R R e
| R ER DR TS
: ERTER SRS ST
BEREA RS B E PESE
- RS -
3%5;; ERERTSERSRe PR
g ER &
oAt | HE|
| BEENE | ReWERRE |mm
s - _
B Ll SR E‘g' e S A 5 M
C EERE) Al
- ERIERR SIS —
_ ﬁ&gﬁm{’%g IF Eﬁiﬂ@ﬁﬂuixﬁm}
g FEFIT2
= 3 IP FEHE IED#EDD :: KB
" e =
ER LI e N T
=L Seskymai | [POTERETREERASG R RS
| BRE T HIEEtrE  FeET e MR AIE - (0823650)
B b EREEE
| EA
S BT
mE | =Fw |
KN I i
| |
64 &7 N-Partner

S 4



(7) SHRE - LEMRHRERT A

BEH [EIERE] -> [[RAI] -> [Windows &

iE [EREREERAE

QE] > FhE [REE

QE] -> [ZEMRE] -> [BSHRCEE] > BE [
BRSH] > & [EE]

MrCERERTT A IBR >

g BB ERE o [=] B3
MEE BT WET HAD
& HmXE = | HE
" W-Partner Policy [WIN2002AD N | BE] ~ | ERERE |
o BT FRGAETAET R NEE | AR
£ [ EA TR A E T T RS
_ BT ?r”jn**ri’ﬁ%f':ﬁﬂﬁﬁwﬁﬁﬁiﬁ‘ﬂiﬁﬁ e
=] Windows SEE £ /|2 204200 KB
' LI e et L HEEFE
| i54% - B [ zwramErs =
=ik BRI R E SR
BRI T A RS
RS EE SR e
: R R R
FEF R s e
- RERE |
2%5;;, RS RS P
3 EFARA
oAt | IS B
| BEENE | ReWRARE |Em
] R n ‘
B Ll SR gg_.. e S A s s o
| AREEmE]  k
| ErEERRSIE]
| AR T E R v TEEEEEE BT D)
| EERIfR PY==" 5
o rranE iz BEATEET SR % ()
C R E] {* T IRL(T)
aliy HAR RIS e - FTEESSH (LFEAREMTE
E;%ﬁfimﬁiﬂﬁ | GEEERETRRENM « RS
o R, ERELE T EEET e TR - (0823659)
B/
| EERE
mE | = |
N I i3
| |
65 &7 N-Partner

|



(8) £ Windows Server fafiigs -> FRX [Windows PowerShell]

(9) EFAFARRA
PS C:\>

2 Adminiztrator: Windows PowerShell =]

| ﬂ:'\} ‘gpupdate sforce
ETEERREA]. .

(10) £ AD #EMREE -> E4 Windows Server ERa8A# 4R RIHE

PE C:=%> Get—GPReszultantSetofPolicy —Computer WinZ2B@8 —Path C:stmp*WinZ2BH88_html —ReportType html I!
—

RzopMode : Logging
MNamespace = sSUWin2808~Root “Rzop~NSFABD1398_6GCC3_45C1_8274_SDDYEG292858
LoggingComputer : WinZ2BB8
Logginglser : NPARTMER“administrator
: Computer

ABXFEMFEH A Windows Server @Rz B2 ERN KRR LIEZATE

a6 A&7 N-Partner



(1) FRERER -> &% Windows Server falfikgs -> EF N-Partner Policy ##4H/RHl

ﬁ'HPLRTHER\WIHEDDB - Windowsz Internet Explorer
Sy | ] CMmptn2008 himl =] #+|| X || Bing o~
O HOE® @ NPARTNER\WINZO0E | | v B - e - WEEE - TeWE - IR0 7
PEeH RNt =
NPARTNER\WINZ00B
e aEasels T 0L2es2 - e
B 55T
BEHE B
Wirdows B5E B
ZeHSE EE-3
WS R E A 5T
WS R S E R 5ET
P R A B R EE
2 1E o) @ GPO
BRI atTh » S8 N-Partnex Falicy
R AtTh » S8 N-Parmer Policy
AL AT » B N-Parter Policy
IR S S AT » B N-Parter Policy
IR AT » B N-Partner Policy
AR AT » By N-Partex Falicy
A A AT » By N-Pavtnex Falicy
BRI 5T
B EE
2L E-)- #% GPO
Fe R R A REEME N-Parter Policy
T ERRAE M0 KB N-Parter Policy
AHESARNWESEEFHSE - ADIMEE T
AMERPANINERE Rk 55T
AL RPN IR ES ST 55T
ERERE 55T
| ol [ e R E R R N

67 A& N-Partner

¥



4.2 T1{EB#4A
4.2.1 ®EZFRRIERE

(1) FIRL [SEEFEIR A AR EE =R
BLhEE [FRR] > 1 (=] WU BA group policy -> FhEE [#RIEAFAHEIRRI]

s (1D
i REEETE

L EEESER
'gmuppnlimd lg B [ »
o | B &

68 A&7 N-Partner



(2) ARIRRA - FEZ/RA

FEF [EBINERIE] -> [Windows 7] -> [ZREMRE] -> [RAERA] -> [FEZ/RA] -> FE [ERAASH], EaltE

), [(EZIRAVEE], (ERIRFEASH], [BRIRFERE)], (BREASH] [BREREN] BR > OE BHRELEE

Al [AIN] & [RA] -> 12 [HEXE]

B A aFEEREES =101]
BRE ST WRY HE®
4@ @ | BIRE =] H &
A 1 ; ] ER| - | Z2HET I
= h‘- %H% . Bt BiEiRTaT E
5 -_43_%;7 et RETh, 288
% BT RETh, 4B
| BRI FEEERE RETH, 2B
2T - I A EETRE
: BiEEEE S RRTh, 8
: fEizIEEEIE RETh, 488
= ﬁz’g‘ﬁﬁﬁigﬁu TEAEEA B Hirh, £
3 e | ) T2 FEIBH RETh, 48
= TR
g s | OETEINE HE|
] i o R
= PResaEEl AETERE | @R
| BRI Sy EiEEREEh
| R j
S PR EL '
| R
i BB O
| RREREF TEATISLEE s,
= 4 ERERE
o BT IV EREAEE)
T Windows 3 # By
| REFEREE He=w
| DROREUERLEREE R  TET e
RSN B2 BRI EER - (021468)
e || EmE | =Rw |
1] | i
| |
69 A& N-Partner



(3) FRL [Windows PowerShell]

(4) EFFFARRA
PS C:\>

2 Adminiztrator: Windows PowerShell

Windows PowerShell
Copyright <C» 2016 Microsoft Corporation. All rights reserved.

| ﬂ:\l._lsers\ﬂdministratur} gpupdate force

[ETEE

PE C:xllsers“Administrator> _

70 &7 N-Partner



(5) EEMHARRIEREBER
B 58 ® S Windows PowerShell _ | O

PS C:=%> auditpol rget scateqory:*

71 &7 N-Partner



422 BHERRTE

(1) B [BHRREsR]
RO [FRMR] > & (€3] BU - MASHRGRE > HE [BHRRER

LEETNY
=l (1)
iR B ELirE

L EERESER

l$f¢1ﬁ?ﬁ%ﬁ= lg B |

72 A&7 N-Partner



(2) mEZE MR

FEF [Windows RCEE]-> £ [ZE W] BEARE > FHE [RE]

BB AS = E3
WFEE  BITA) WA SHEAH)

&= |mHS

@ $f’—ﬁ’ﬁ?ﬁ%§ {$$¥} ¥FHEE% {EFE}

FARRE ATFRISEERID). .
ESTASHIE £ AR
FRNSHE: £ L

o R #;iﬁE

. =TEA ﬁ%ﬁﬁﬁ@

== P (]
WEER S BT A E)..
BT PRSI SRR AR (A) ..
EEREIE(F)
A H) b

i

EET RN

73

& N-Partner



(3) RELEMIRE

i BIREPRIEREE > g (REEESSEM] > & BT

il

I A\ S KRECER1E K/)\: 204800 KB

SEAT - T2 I RREN) B
@ |
ERIF) Security
RLB TRETE(L): % SystemRoot¥Systerm 3 2WWinewty Lo g5\ Security. ev
SCERE A 3.07 MB(3,215,360 7 roEH)
@iy HE: 2021FIR/TH T 0f2354
fEd A 2021F3F1TE F 104237
T Hr B HA: 021FIR/TH T 06:23:54

P EEZsE
EAECE AN (KEHRO: | 204500 =
B SR B FEEL R
| & BEE@Eass EESEENSH0|
C EiSECARETHE. TEBESHN
O AEEESEM (FHIEELEEN

AL HE R |

B =R |

4 &7 N-Partner



5.1.1 #H4&RE U

(1) BARY AD fERZEMEM

5. Windows 2012
Windows #&#z/EAIsEE AR

X MUN DRI RAEEA TIEEAERET -

5.1 #4815

td

Active Directory
ERHENER

-I_F?_.;:
o~

Bt —]

ax A&

BARL [Active Directory 15 F& fENK]

75

2 22
=

ERSHEZRAEZEE

& N-Partner



(2) FIGAHBMEN

 [(EmatE BEaR > BE ) > BHE [MEEL

BER 2R BRV  SH#EH)

e E o= BHmE 3 eETEnR

] Active Directory EHEFER || 22

T =t = I
P E npartner.local

O geEs

Znpartner.local

Epac]

L

I || Builtin
O Computers
B 2] Domain Co
b [ | ForeignSec
b -] Managed

[T Users

EIREH(E)...

=541V
BEZE(D).

HE R ERHRC)...
EEEETEEZAN)..
EEERM)...

-
EHEEREHN

FrE(N)

FAELER

Bl

AE(R)

SHEEH)

=ik

EEAM

&4
InetOrgPersan
mslmaging-PSPs
MSMQ {FFIE1E

HEE N

FIES 3
EEE
AT

76

... [/ \-Partner



(3) WMAMEMEBNLE

A EBEAIETE: Servers 7t | BIKEPRIFEZVHBBAEE > % [fEE)

puj

npartner.local/

EEA):

Senvers

Vi FEZELFLEESHRIERE)

77

Copyright O Al rig

 A&/N-Partner



(4) BENRIRERAVEBEN

12 [Computers] MM -> 76 [Win2012] ERRE - BB AH o ' BIREFIREEE Windows Server i

-> FhEE [BEh)

BEF 2RA BRV  HBEH)

o nE L8| XEz Bm PaETah

] Active Directory EREEFIER || 2%

P BEESH WINZ012
4 34 npartnerlocal
[ Builtin

] Computers
2| Domain Controllers
I+ [ -] ForeignSecurityPrincipe

b [ Managed Service Acco

7] Users
2] Servers

MAZFET(G)...
ERESA)

ZEMN).

EEM)

AR LTIEKR

BT~
flER(D)

MER)

EHEHH)

ZHANEREERHIE—EESE -

78

 A&/N-Partner



(5) EIFAHMEN
Z1E [Servers] ABEN > & [FEE]

EHERIEEM):

Eﬁ npartner

7- | Builtin

-0 Computers

f-.2| Domain Controllers

/- | ForeignSecurityPrincipals
g

E
E
=
E

(6) MR AR E EMAABEN

BHIE [Servers] AHMEANI - R Win2012 EfRzE 2% -

EEH TEW BEY FHEE)
e nE 48 XEdz HE 3REaTER

] Active Directory EHEFER || 28
b BEES
4 3 npartnerlocal
B ] Builtin
[ Computers
2] Domain Controllers
I- 7] ForeignSecurityPrincipz
b ] Managed Service Acco

| Users

@] Servers

m E3

79 ~ M/N-Partner



5.1.2 B4HRBIERE

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

HERRIEE

(2) #£ Servers MHBMEM - FIERFHERAMMG

£ [Servers] MMEN - HBEAR > HE [(EEEMEPET GPO WELE.. ]

% EER BER

BREN REW  HEH)

= F & H=

15 BEFRIEE
4 g B npartnerlocal
a gL EE
4 3 npartnerlocal

IfET Default Domai
- (2| Domain Contre

FHE R A ST
M

£
A\ #1%: npartnerlocal

EEEFEHTEL GPO WESE(C)...

Y BEERER
(& BEFR2E

BRIREER GPO) .
SIEEF(E)
EHFERRIU)..

FEFREHEEG) -
HEEGEMN)

tEEREFREW)

fIER(D)
EHmSEM)
EHEER

MER)

ERRHH)

L<]

>

EEEEETEL GPO TEEELRIEEZS

80

 A&/N-Partner



(3) MAFARNMGEHE

AR B N-Partner Policy & @ AIKEPRERUAHENHEE > 2 M)

puj

EE(N):
| M-Partner Policy |

#E A GPOS):
| (5E) v |

(4) “REBRFARAIMH
£ [N-Partner Policy] ###ARBIMH - 1RBEGR > RHE [4RIE)

o OE=ER HEA) mEN BEW) SEH
&= [F g

& aEnEE RARAEY
4 g B % npartnerlocal A5
4 [F B
4 3 npartnerlocal =%
5/ Default Domain Palicy A\ 8% npartnerlocal
B 2] Domain Controllers
4 (2] Servers
5| M-Partner Policy
s [ DO ==

b Gy WMIERER ZAN)

2 AFIGPO
> @ ;%E EEEED)
i BEERaR BEEEE)..

(& BEFR2E EEEREHTREREW)

RIE=(D)
EHSE(M)
Ex=EEF
EHEAH)

<l m |

EE GPO S|EESE

81

o BEN: Partner



: L
N » .
o s
- -"4‘;‘ - bl >

(5) AHIRA : FEZIRA

(48 2

R [BASERE] -> [[RAI] -> [Windows F&E] -> [Z = MR TE] -> [AERRAN] -> [[EZIRAN] -> FE [ERRAGKEMH, [
ZHFEY, [(EZRAEE], [EZRFEEASH], (ERIRFEE), BZEASH], EREFRER] BEH > Q& [E

EELERAIRE]: & [BI] & [RH] -> & [FEE]
FHERRISERERE = =]
BRE  EiEW  BEN B2EH)
o #1[E XE |
=/ M-Partner Fo jcy [WWIM2012AD.MPAR|| [EEI - EBIEEE
4 N ERERT L BEESEEER HEEE
o= ] L mERASS miI, SR
PRS- ) TR B, £
L Windows 2% | U BeEmeE s, S5
. ’S‘WWEJ T EeRCEREn EEE]
= 52 [ BEESE A S B, S5
b e EE B, £
L EEEASE B, £
BEEESH BN, B

= F2E [=
I+ ,j Eiﬁﬁlﬁ

>l BEEAE Z2EFAET (2n

» 03 Smas

> ER RERH g moEsER

b g B8

b4 EEEE

b Eof E#HHEEE (EEE 802 —

b [ EEEERzEgy| | || MESEEEIRED)
©) EnmEsEsEs .

b gal SEFHEEE (IEEE 802

> [ AEZREE M #3(S)

b [ BEmRHES

M =RE

T EETRERE
b ERESEREE
b &, P RS EEE (S
F O EREERRRE
bolll BUEEISEE Qos
b [ REEESE CRTEER
b BIFEE
a i, EEEEE
p [ FEl
b EFETE

82 - ;ﬁ?m- Partner



(6) HHicirtE - LR MRBHENNEKE

ER (Bl E] -> [[RA] -> [Windows

WE [EEEERABRE] -> BA 204800 KB &t

HEEPEEEE > g ET)

RIE] -> [REMRRTE] -> [BHREE] > ME [REMERENNRAE] >

E HHE[FREERES =0 %
EEM #EER) BEV) BHH)
e« 2nE XE = H
\=[ N-Partner Policy [WIN2012AD.NF | EE| - IREIGRE
4 EREE L FAFTERESREDCESE BFEEE
4 [ 8 L FAFTERESRAATSE BFEES
b | ENEEEEE : o E ST E RS P
DzzeE
b =EErRE ETETEEEE T
— [ ZzELHERERM METE
| 2EESEREAE BFEES
L 2ARSEESEE HFETE
L 2AESEREERY BFEEE
I TTEn L ERERESESSE BFEES
» (3 SEES b EmEEsEAlEAE BFETE
2 e L ERERESERERY HFEES
b (2
b (o BERS T = ?
AR e ZEERBRANEAE - NE [ = |
| EmEETESL
b caf BIRHERE (EEES 3 FziERsEn ) ERE
p [ AE2REE g’
b [ SuBerEEIERl
b B AEEREE [V=scE=aE=0) |
p [ EFEEIEE
b8 IPESEES (@
p O EEEEFRRRT 204800 |2 kB
b ol LUEEI SRS Qof
b [0 RETEES: CRSE
p O 2980T BUSERTTETESRFE - EERERESENASE -
4 EEESE AEENER  EEEEsersEs 50 - (Q823650)
b FEl
p [ BFRE
| B || = =AW
i m >

83

A&/ N-Partner




(7) BHcirE L2 URBRERIT A
&R [BINRRE] -> [[RRI] -> [Windows FRTE] -> [ 4R E] -> [SHRCIFE] > #ME [ZREMRHERITS A > 3

# [EREERARE]-> ME [REZEBEREMH] > & [FEE]

2 HHERAEERESE =-|8] X
BER 2EER BEV RHEH)
«= #EXE= B
M-Partner Policy [WIN2012AD.MNF | EE| - EERIZRE
e ERRE B FAs s EREERES S ESE CES
) B RS s eREERARTSE MEES
S SUURTE L FAFTERAETRRAEAEHE BXES
4 [ Windows £ [RE=Srser POl o 204800 KB
b AN b ZeuTseREss EEETE |
‘:—’ E%E' -Ef@fm&) 5 y E EEI?:. m*ﬁ
— ) 2RSSR NEAE MEES
e L 2EESERSEE CESES
3 l .
: 3 fﬁﬁ B 35 ES8RERY BEES
ST | LeREsnsRssy: MEES
» (B REEHS L EREREsERIERE BRES
S o i EREXESERERY MEES
b 3
AR e S EERERESE - AS [ = |
] EEEETESL
b eaf R (EEES E EZERSERETE
b AESREE =L
b [ SEmEsIEE
b [ EREERESR S
b [ EEESEDEE I v ESEEFIEZED) I
p & P ESEFRE (T 5
b O] EEREERIRT - EABEESFO)
b ol LUEEIE R Qof |® s=sg==45wm) |
b RFESEST SHTE ! eras
L] = -L' h Bl ]
. © Sgne D FEEESH GIFREEREHN)
4 BAEEE L BUSESETsTESECE  EEEERESEaEsE
b [ =5 M pE=nEs seEEZsersEcEss s - (Q823659)
p O BERT
| B || = =AW
£ m >

84 A&7 N-Partner



(8) £ AD #1mifEAREE -> FRY [Windows PowerShell]

Windows
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(4) FIRL [Windows PowerShell]
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6. Windows 2016
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(8) £ AD #1mifEAREE -> FRY [Windows PowerShell]
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(5) AHIRA : FEZIRA
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(7) BHcirE L2 URBRERIT A
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(8) FRL [Windows PowerShell]

&

Windows
PowerShell

(9) £ AD #BIiEfEIRES -> E# Windows Server #¥4H[RE|
PS C:\>

BN =5 EEE Windows PowerShell

\> [nvoke-GPUpdate Win2019

A B FEAEE A Windows Server ERES 2T

(10) &£ AD #BEfEMR=: -> EZ% Windows Server falfkzs#¥ 4 R AR

EN 2ZEIEE: Windows PowerShell — O %

S Co\> Get-GPResultantSetofPolicy Win2019 C:\tmp\Win2019 . html

OE_4ABC_94FC_44Ck
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7.2 T{E&%4A
7.2.1 BZRAIERE

(1) PARNAEFHRAmEEES
RE (5] -> WARERE > BE [RiEAARA)

M & BT

mEELLE

wEE4RA

1:‘ S

| L z=aFs |

125 7 N-Partner



(2) &AEIRA : FEZIRA
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(3) FRL [Windows PowerShell]

&

Windows
PowerShell

(4) BHIEARR

PSC:\>

EN 5 EEE Windows PowerShell — O b4

PSS C:~> gpupdate ~force
Updating policwy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

PS Gy o
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(5) EEMHARREREBR

EIE S Windows PowerShell

P8 C:x> auditpol Aget scategory:x

System audit policy
CategorysSubcategory

B
Tt A R R
Fo B IS EEE
IPSEC driver

IPsec ‘HiEiE,
IPsec IEFEIN

FETRER A
ﬁ{ﬁ%fu/ 2 ERE

FEETrTe
FLAOR B B A B
BReE R TS

Kerberos

B B
PS C:ne o

Setting

Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure

Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure

Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure

Mo Auditing
Mo Auditing
Mo Auditing

Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure

Successz and Failure

Success and Failure

Successz and Failure
Success and Failure
Successz and Failure
Success and Failure

Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure

Success

Mo Auditing

Mo Auditing
Mo Auditing

Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
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8. Windows 2022
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(4) ZErfERE: 2 HRVMEBEN
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(6) HERERFCEE EHMNVABEN
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8.1.2 B4R BIERE

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

Lol
RAFAEE

(2) £ Servers MHMEAI - FIGRFARR

£ [Servers] AAMEN FI1ZBE

fi > FHE [EEEMEEPEL GPO WELR..]

o BEFEIEE | =
EH BER HEW BERNM |EW) HBEMH) - 8 %
€= G
F EBEEEAIEE B S HI) ST
v A Bi%: npartnerlocal A5
v (& #EE
v 3 npartner.local =8
mi Default Domail| | & #i%: npartnerlocal
‘ 3| Domain Contre
=1 Ser\rerl
_j=‘_r IR EEEREETET GPO IEEEERIEEC)...
— ’jj’;;'é SEEEAN GPO()..
& ﬁﬁﬁm EIEEF(E)
Y BAERIER EREFARER)..
(O FERAES zemssnssc).
HEASEUWN)
HEEREEHREW)
TRIER(D)
EFsEM)
EzxmziEf
FIZE(R)
EREA(H)
< >
< >

EEEEHTET GPO UBEERIEESE

137

A&/ N-Partner



(3) MAMARRMGEHE

A BEAE R A2 58: N-Partner Policy =t ' RIREPIRIFEZUHAMHEM > % [fex)
B8 GPO .y
HE(M):

M-Partner Palicy

#EAFI GPO(S):

(&) "
A

(4) #mEEEFAIRAI

£ [N-Partner Policy] ###ARBIMH - 12BEGR > RHE [4RIE)

E BEREIEE - O >

H EEE HiEw BEV BB 0 RBEH -8 %

= | o

E =ERRIEE HHFEH ST

v i\ Bi%: npartnerlocal M

v (5L #E
v i npartner.local =8
&/ Default Domain Policy A 8% npartnerlocal
v 2] Daomain Controllers
w (3 Sarvar
=z M-Partner Palicy
» L5 wrEHIREE]R E=Fi={(
» [E AP GPO _
. T # ~ Eifﬁﬁi*n:m
fiF HEERIER BEHS().
Qe #EERIES HEEEEEFEEW)
FIER(D)
EXFSEM)
Ex=EER
ERER(H)
[l }

BEI GPO |ESE

138

A&7 N-Partner



(5) AHIRA : FEZIRA
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(7) BHcirE L2 URBRERIT A
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(8) FRL [Windows PowerShell]

&

Windows
PowerShell

(9) £ AD #BIiEfEIRES -> E# Windows Server #¥4H[RE|
PS C:\>

EN 5 EEE: Windows PowerShell — O >
FS C:x> Invoke—-GPlUpdate

PS Gy o

A B FEAEE A Windows Server EiRES 2T

(10) 7€ AD 4ESIARRSE -> A% Windows Server fAIRSRBHARAIR

N ZEEES Windows PowerShell — | >

a ~

ALEEX FEBIFEEIA Windows Server fElfkzs 2B R FRICIE R M

142 & N-Partner



(11) BERERE -> ¥ Windows Server EfR28 -> EMA N-Partner Policy Ef#H/R Al

im] I [ NPARTNER\WIN2022 ® |_|_ < O %
G @ #= | C/ftmp/Win2022html A g % s
NPARTNER\WIN2022
ErUIE: 2022/8/18 TF 04:10:30 sEER
EE
=

EnFaEE

TEERTE
B
IEFRE/=EAR
=E
IEFRRIEFEHERR
BT
FHERRI/EERR
S
BRI HE B% GPO
BERHESS BH R M-Partner Policy
EEMSER I E=H M-Partner Palicy
EERIEE BH R M-Partner Policy
BERFENE# I =R M-Partner Palicy
BERFEE BHD R M-Partner Policy
BEBASH I R M-Partner Palicy
EEEESH B R M-Partner Policy
FHRE/ZEHER
E el
St
Ee
=& =E B% GPO
EEEnEERSERE BEEME M-Partner Palicy
EEELGEREEAE 204800 KB M-Partner Policy
LRERERR/EERERAFR - SRMEE
B |
CHEERR/MEERELE
E-enll
BERRE
=== |
WAL 2mitaE
BEF—
[EREEHEN
ET
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8.2 T1ER#4
8.2.1 E#%I[RAIERE

(1) PARNAEFHRAmEEES

RhE “ (8] > WAZHERA > FE [REFHARR)

=EEELH

wmEELRA

il

£ saEg)
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(2) &AEIRA : FEZIRA

FEF [EBINERIE] -> [Windows 7] -> [ZREMRE] -> [RAERA] -> [FEZ/RA] -> FE [ERAASH], EaltE

B, ((ERRIEE], [BRIRPEASH), [BRIRFEE], [BREASH), [BEREFREHR]
Al [AIN] & [RRE -> 2 [REE]

IBE -> Z)E ERELE

S ruBEEIEEs _ 0 x
BRE BEER) BBV BEH
o= EXE = HE
o TESE 58 =R ) R2HAT
o @mﬁgﬂ ! L REESEEEE EERE
i — o ;ﬁﬁﬁé‘aﬁiﬁr R, S
|—|—>' R RE=Tor =2 A, S
o meE - (e EElL L RS R £/
T wﬁﬁﬁ RERE,
y ='! ESEE| Ly BEEFEASH HIh, =R
- :5 T RS ﬁﬁﬁﬁﬁgﬂ A, =R
(& BEER iy BEEAES I, SR
— . E=en: | B maeEsn A,
L A E2EEE
, [ ExERzse|| | BEERER - A= ? X
) EmsETEs )
L AEzsEE THREZERT 21
L [ mEEsEE ) )
. O EEE=sE Ei! BEEFER
. 8 pmeeEE
y [ BEmEEaS
> SUEEIS S Qc
s [0 REEEEE
v il BEESE BEELEER:
y ] ;msE
v [ Windows 523 [+] BET0(S)
s [0 2E=BEEs -
f, FRCETECFALERSNEAREEN  TereEANTLR
= E -
MEEhED - SEEEEEEER - (Q921468)
EE =BM
&£ >
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(3) FRL [Windows PowerShell]

Lo
Windows
PowerShell

(4) BHIEARR

PSC:\>

EN &5 EEE: Windows PowerShell - O X

PS GC:v» gpupdate Aforce
Updating policw...

Computer Policy update has completed successfully.

Uzer Policy update has completed successfully.

PSS Ciny o
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(5) EEMHARREREBR

PS C: \> auditpol /get /category:*

=12 E: Windows PowerShell

PS C:s> auwditpol Aget Acategoruyp:

Sustem audit policy
Category-sSubcategory

B

e i A ER AR (R

F RS BREE

IPSEC driver

FAi En p B

Fr A e RE T
B A B

A

S 88 E
IPsec =Z==|iE,
IPzec [REED,
IPsec IEEHART,
FETRE

A
Tt A B R

q
I M
e e X
sl F AL gmﬁ
RS ianad A
G %ﬁﬂ

A TR
e s
4t
e

%
=

ﬁmmm
i g
ki

o
&
2
g
-
i

o
&
i
L
!
e
L,
-E'

=
2]
bl
-2
o]
7
=]
L]

2]
= F]
R
~
b

Setting

Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure

Success and Failure
Succesz and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure
Success and Failure

Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Successz and Failure
Success and Failure
Success and Failure
Success and Failure
Succesz and Failure
Success and Failure
Successz and Failure
Success and Failure
Successz and Failure

Mo Auditing
Mo Auditing
Mo Auditing

Success and Failure
Success and Failure
Success and Failure
Success and Failure
Succesz and Failure
Success and Failure

Success and Failure

Success and Failure

Success and Failure
Success and Failure
Success and Failure
Successz and Failure

Successz and Failure
Success and Failure
Succesz and Failure
Success and Failure
Successz and Failure
Success and Failure

Success

Mo Auditing

Mo Auditing
Mo Auditing

Succesz and Failure
Success and Failure
Success and Failure
Success and Failure

Qi Ly




8.2.2 EHIERRTE

(1) BB [EAREE]
g Bl o) > wase > wm EemEs

EEELH

BFtERE
ERELR

L
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‘f‘
v

-
.~ -
‘-

(2) mEZE MR

BF [Windows FC#%] -

> 1 [ZEM] RBERR > ME [AE]

E =snss

BER #HEW wRV  HEH)

O

et

«= |5 HmE

] SHnRE (T8
> [ BiTEE

& Forwai
5 .:E ERER
LR

BfHeRE (F8)

HECREEHNEEO)..
BUEIREAR)..
BAEITERM)...

ERrEeE(0)...
EREE HEAIEEER(L).

REP)

£

SH(N)...
ERMEEHEEA(E).

M TERIM R T (A)..

EH=EF)
EHEH)

ST Sl #5 Ar dat

£

e

Y

U] TR LR

RETREENE -

149

A& N-Partner



(4) RELEMTIRE

an

I A\ S KRECER1E K/)\: 204800 KB

R BREPRERE > e (REREREM] > B [T

ssdEsEn U BE RS
|® BESEEs4 (£EEE=aEH W |
O ESSEESRESTT  FTEEESEHA)
O FEEE=4 (ZHEEIHEN)

mE

LEHEAE -T2k (B 2581
—#z
ZE(F: Eecurity
CEEEEL): | %5ystemRoot %\ System32\Winevt\Logs\ Security.evix
SR A 16.07 MB(16,846,848 41 7748
=S 20223788 T 06:04:42
gk B E: 20223898 £ 11:20:31
FHAE: 202253798 £ 11:20:31
BT FHEC #2(E)
EREEREIN (KB)): 204300 1=

EGH

ERFEER)

ERP
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9. N-Reporter

(1) #8 Windows Server &%

)

[REBE] > [REZEFNRE] > HE [FiL).
N-Cloud 7

@7 admin (Global) v & CEsE | SARENRN

]
M
3l
i
il
&
4
Fi

s B=t-PW Q EEE n
®/=E

.. @ Global (2421254) A

B — (2] RABE (012)

/7 N-Robot

3 Offline Report Center

@R Dashboard
e
=

REEE

M5

REEERE

REEESE
REREEE=EEE
SEEEERER

AT

& 25

il EREFMm Copyright ©® 2009 N-Partner. All rights reserved.
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(2) F&RE Windows Server :RERNERE
#- 24[ Application / DB / OS / Server |, 2 24] 5B .

xEER

Switch / Router

TR S8 (Qwiich —F

Application / DB / OS / Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

N-Cloud / N-Reporter / N-Probe
¢ =4 D] ERE5HFUTSIET Syslog < N

NCloud = NReporifer ol 832

Auto / More / User Defined Format

EXEA SIE&= A
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B ARBEATER IP. Syslog Data Type #1F Windows or Windows (Raw).Z225[ F—% .

& NN - REEERE

REEFRTE

RHEEE -
|| Win2008 CHT 192.168.14.86 ‘I

IP -

IL 192.168.14.86

FRREsE -

Global

Syslog EE#BEH O @
|I Windows Y

EEBRNER O

SNMP Model &
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ZR T2 1.

& FNERH - SNMP HRE

SNMP @R E

SNMP IP

Version

va2C

Read Community

public

Write Community

SNMP Timeout(¥)

5

MRS

UTF-8

RHE (MERERS EE) BE Timeout (¥)

120

SNMP V3
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RIS EIE [UTF-8L LR T —F |.
&I : Windows2000 * WindowsXP * Windows2003 ZE2hR ARSI HEE BIGS

& NG - Sysiog EMRE

Syslog BT

Facility ©

WES

UTF-8 _

Syslog IEM{EEEERBAK LR O

Raw Data (R 5RE%H

» 3 H Raw Data #&=
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Pt ] B Nz N

SREAR

ICMP &=&#iR

EEREGAE
SEEERT
SRAERT
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ZR =2 1

& TSN - XE
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10. RE=EHEFR
10.1 Invoke-GPUpdate #&:#

(1) &£ AD #13fEAR=: -> 1T Invoke-GPUpdate E#7 Windows Server £ 48RRI HIREERAE

N =5 EEE: Windows PowerShell - O X

Win2019

(2) £ Windows Server B [Windows PowerShell]

&

Windows
PowerShell

(3) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP #Z8

! Select—Object Hame. DisplayMame. Enabled. Direction. Action ! Format-Tahle
Enabled Direction Action
Machine Monitoring C(RFPC) Inbound Allow

F.
MSDTC-RFCSS—In-ICF Distributed Transaction Coordinator (RFC-EPMAP> False Inbound Allow
WMI-WINHGHT-In-TCF Windows Management Instrumentation <WHI-In> False Inbound Allow

ps c:v>

(4) BF Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP #R 8l

PS C:\>

N %5 EEE: Windows PowerShell - O x

PE C:»> Set—NetFirewallRule

PS G0 o
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(5) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 2]
PS C:\>

E¥ %£EEE: Windows PowerShell

[PS C:\> Get-NetFirewallRule i 8elect—Ohject Mame. DisplayMame. Enabled. Direction. Action ! Format-Table

[Name layName Enahled Direction Action

—non itoring rpe Machine Monitoring (RPC) True  Inbound Allow
MS DT C—RPCSS—In uted Transaction Coordinator CREC EPHAP> — True  Inbound Allow
ML TRHGHL T TCP Windome Management Instrumentation (WMI-In True  Inbound Allow

Ps czn>

(6) £ AD #BiEfEIARES -> EH#r Windows Server ###4H[RE|

N 2ZEEE: Windows PowerShell — O Pt

[nvoke-GPL Win2(19

A B FEMEH A Windows Server ElR2s 2 TE
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10.2 NXLog ZLEH[EIEE

(1) €% NXLog(2.10.2150) #&/~ Installation directory must be on a local hard drive.

i NELog-CE Setup =0 =]
Destination Folder
Click. Mext to install to the defaulk Folder or click Change ko choose another.

Install MxLog-CE bo:

i NXLog-CE Setup x|

IC:'I,F‘ru:ugr

@ Installation directory must be on a local hard drive,

Change

Back I (= I Zancel

(2) Z8E NXLog ZAIARAS

2HE [nxlog-ce-2.9.1716.msi] -> Z)#E [l accept the terms in the License Agreement] -> # [Install] £ [Finish]

lease read the NXLOG

NXLOGPUBLIC LICENSE
v1.0

1. DEFINTIITONS
“License” shall mean version 1.0 of the
MNHL.OG FUBLIC LICENSE, 1. the
terms and conditions set forth i this
document;

“Software” shall mean the source code and
cbiact coda e all acceciatad saodia LI

v I accept the kerms in the License Agreement -
Brint | Bach: Inskall Zancel |
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Tel : 04-23752865  Fax : 04-23757458
7R sales@npartner.com
R ME8R : support@npartner.com




