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1. NXLog
1.1 NXLog %%t

(1) M& NXLog CE(Community Edition)

RIF#3IE https://nxlog.co/products/nxlog-community-edition/download

TEAUFRFAR nxlog-ce-x.x.xxxx.msi - #Hl: nxlog-ce-3.0.2272.msi

7T BEETEH NXLog 32bit hRA - FHAFHFIEE -

(2) Z%& NXLog
<2.1> Windows 2008 5§ ZBIRATEZE L4

<2.1.1> BRI [Windows PowerShell]

a
Windows
PowerShell

<2.1.2> & NXLog #Rfe

PS C:\>

Py Windows xlog-ce-3

BN Z=5ZEE Windows PowerShell — | X

PS8 C:x» Install-Package .“nxlog—ce-3.0.2272._m=si

Uersion Source

3.8.2272 C:snxlog—ce—3...

AL FERIFEEIA NXLog ERESESEAMER
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<2.2> Windows 2003

FHE [nxlog-ce-2.10.2150.msi] -> 1% [Install] # [Finish]

#7 NXLog-CE Setup — b4

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

e |

<2.3> Windows 2000

2hE [nxlog-ce-2.9.1716.msi] -> Z)# [l accept the terms in the License Agreement] -> # [Install] £ [Finish]

NXLOG PBLIC LICENSE

v1.0

1: DEFINITIONS
“License” shall mean version 1.0 of the
NXLOGPUBLIC LICENZE, 1e. the
terms and conditions set forth in this
document;

“Software” shall mean the source code and
Ahdart cada Faven all arraciatad snadia LI

1 accept the terms in the License Agreement

print | e Cancel |

4 - ;ﬁf.u-l?artner



1.2 NXLog REETE
1.2.1 Windows 2003 =} ZBIhRA{EZE 24

(1) FIRL [An R RIRF 1]

(2) IKIBFTSKEZFETE NXLog Windows IIS sEHE -> BZ Windows %#t NXLog :REME °

1. REFTAEMRER:

TEEL © hitp://www.npartner.com/download/tech/nxlog_WinlIS.conf

2. AR#8F Cookie BN ELE:

NEEL ¢ http://www.npartner.com/download/tech/nxlog_WinllS_no_cookie.conf

A EMREEERES:

A#CEk Cookie BErflar EEEHIER:

G ‘\)-::upy "Cownxlog _WinDHCP.conf ™ YC:“Program Fileszs“nxlogconfnxlog.conf' -~y
1 fEEE -

RXHHEHZ 32 UTIERERS - BIFFEZRZE 64 7T - AL BXFEMUBULL FRE "C:\Program Files

(x86)\nxlog\confinxlog.conf"

T D= ndmy
[8® =artner



1.2.2 Windows 2008 3} 2B hRA{EZE %4t

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) MIBFKEZETNE NXLog Windows IS BREE -> &BZ Windows %4t NXLog 2EME -
1. REMAEMRER:

TEE4S - http://www.npartner.com/download/tech/nxlog_WinllS.conf

2. R#28% Cookie ENFEERE:

&L : http://www.npartner.com/download/tech/nxlog_WinllIS_no_cookie.conf

FEEFTAEMBREREm L T HAH:

& Windows PowerShell

Fs C:\> Invoke-WebReguest

A #CEk Cookie Erflar EE <L T &

& Windows PowerShell

A EBIZ NXLog 64bit B - EZE NXLog 32bit [RA - AL BN FEMUIFA KL FERE 'C:\Program Files

(x86)\nxlog\confinxlog.conf'

6 &7 N-Partner



1.3 NXLog R&EHE

B SEFIREMRERE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define lISpath  C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data
Pidfile  %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module Xm_syslog
</Extension>

## For Microsoft [IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%lISpath%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [info]: " + $raw_event ;
Exec to_syslog_bsd();
</Output>

<Route iislog>
Path in_iislog => out_iislog
</Route>

EEYZEIAER A N-Reporter %%t IP address
define NCloud 192.168.8.4

RAXHEAFIRIZS 64bit 1FEZRMF - BIFEZRRIRIZS 32bit BRAUTNRE
define ROOT C:\Program Files (x86)\nxlog

EBXFEMNUBEA IS BEK

define lISpath C:\inetpub\logs\LogFiles

I al Ly




B K&k Cookie BMREE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define lISpath  C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data
Pidfile  %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%lISpath%\u_ex*.log’

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event ="IIS [no_cookie]: " + $raw_event ;
Exec to_syslog_bsd();
</Output>

<Route iislog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFFE A N-Reporter %4 IP address
define NCloud 192.168.8.4

R HEHFIRIER 64bit (FEZM - BIFFERMRIRIZS 32bit BRI NRE
define ROOT C:\Program Files (x86)\nxlog

EOXTHUBHA IS BE

define lISpath  C:\inetpub\logs\LogFiles

I al Lyl




1.4 NXLog RYENARFS
1.4.1 Windows 2003 3§ ZBIIR A {EZ %4

(1) FIRL [An R RIRF 1]

Ch_

(2) BXE) NXLog ARFZFIHE] NXLog EAEIHRAR
C:\> net start nxlog
C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o | i AT O
C:s»net start nxlog

C:srtype "CosProgram Filesanxlogsdatasnxlog.log*
20200609 18:18:88 INF0O nxlog—ce-2.10.2158 started

Gy

(3) BBEL (B3] W8

o | S AT

C:s>Eervices .msc

RN
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(4) FARY NXLog BREAR

BIZ [xlog] > g BN [z

WERE BT WA A

o B[EER @@ » 8 0=

Thiz service 1z responsible for monming the
WELog agent. See www axdog.co.

nxdog £8 | ek | 4hse | ESEMMERY | 2285 s
‘8 Network DDE DSDM  SR/ED. f=F EETER

EEIRTS 8 Network Location Awe... USRI, DS Fa xR
Hetwu:urk Provisioning ... TEAEEE. . F&h FEFE

fiste = e i 2

 mEE. oEE 2B A
%Pumhle Media Sertal N Retreve... Fn AR

FEi 4 TBE /

(5) [—RR] BEE -> H& ; RENRE: [BH)]

Nilogz AE (FIZELE) HE|
— i ||%:A | leE | sear |

IRT5EH: g

ETaNw: Miles

St - Thiz service iz responsible for monndng the NiLog o
=ED) agent. See www dog.co. j
BAITTEPhTERS{Z (H):

|"C:".Pr|:|g:fsm Files (Bomedoginsdo g exe” -o "CAFrogram Files (E6do g’

EEERE):
B CEE
gEw || Bem || =EE EEE)

ImTr LiE st e R TR Fh R Ry -

PEESE (W |

10
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(6) [1B1E] Bl -> R ; F—RKME: M S_IKMET: M BEXRME: [EFRERE] > & [EE]
Nilogz AE (FIZELE) HE|

— | = | BE ||fazzﬁ-r¢|
MR EEIRFATT AR+ EIASHEIRERE -
E— IR ) [E¥FEERS [
ZRARTR ) [ExEERE =]
AR () [ExEERE =]
ESAREEN O 0 ®zE&
EH BRI D
B2
T
| HEE).
AT IS () |
[ S Bt B R I A B (fail= 551 %) (E
ENEFEHUEER. |
mE | =AW |

11 A&/ N-Partner



1.4.2 Windows 2008 X Z##RAIEZE 24

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) E¥RE NXLog AR#5 - #8E& NXLog ARFEAMTERY NXLog '2AIHERNE

EN =521EE Windows PowerShell - a b4

PS8 C:x> Restart—Service nxlog
PS C:v> Get—Service nxlog | Select—0hbject Mame .Status.StartType

Mame Status StartType

nxlog Running Automatic

P8 C:x> Get—Content
%gE%—B%—BB 16:43:19 INFO nxlog—ce—3.8.2272 started
SN

(3) PR (B3] W8

EN &5 EEE Windows PowerShell — O >

PSS C:~> Services.msc

PE C:nd

12 p Partner



(4) FARY NXLog BREAR

B2 [NXLog] -> B4 E [AE]

B — O ><
BER TEA BENV) BEH)
$$|.§>|ﬂ| RS

< | 1= |
NXLog EE it AR EEIEE EAED ~
- EhMetwork Location Awareness WERE=Z. JT: =% Metwork Service
;.;EEHEE N}':‘,?; Metwork Setup Service FE) (BB¥RE..  Local System
P gre [nterface =El Q [yl
Local System
ﬁm o ble § 4 Ofiline Files SRR IE= = Local System
is senvice is respansible for i N
running the N}(ng agent. See ?.?;OpenSSH Authentication Agent Agentto h.. =FER Local System
ww.nxlog.co. & Optimize drives EEEEE. FH Local System v
T | EE

(5)[—H%] BEE -> &R ; MENEL: (B (EERED)]
MXLog AE (ZEEE) ot

—&= |BA EF #ke

EEEE nxlog
BT EE: MxLog
=i This service is responsible far running the NxLog

agent. See www.nxlog.co.

o[HTERERERE
"CH\Program Files\nxloghnxlog.exe" -¢ "C\Program Files\nxloghconfynxlog

EEEE(E): S (EEHE) v

EESE ATH
BENS) F1EM) EEP £E2R)

EE L EEEEE R BEERES AN S -

EYEhEREI(M):

BE s ERA)

13 &7 N-Partner




6) [(ER] BEE -> MR ; F—RKMET: M FIRKUE: M BEXME: [EMMERE] > & BE]

NxLog A% (FEERE)

—&%  BA | ER

ke

SERLEEZARNERER - BIRETERE -

Pt

E—=REFR): ENEEEE w
ET SRS ENEEEE w
EEZARE: ENEEEE w
R TR ZEE E RS RIET IO 1 o
ER T REREEREEEEM: 1 =1
Ul st RS E S S M IEETEERAEE - EREFEENERR)...
HITER
Z3:
ZEB)...
TRl A
SRR S = FEE (Hail=2619%)(E
b =E(A)
14
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2. Windows 2000

(1) FIRL [An R RIRF 1]

C:\> mkdir C:\Inetpub\logs\LogFiles
C:\> dir C:\Inetpub\logs

C:s2mkdir C:sInetpubilogssLogFiles

C:ﬁ}dir ﬂ:\Inetpuh\lugs
RIRE ¢ CEHRIRE A
Fas __]EF‘F%: FCC1-AC1E

H#$: C:xInetpub~logs

20210825 11:41a <DIR>
20210825 11:41a <DIR>
2821-88-25 11:41a <DIR>

LogFi
o fi

104, 207_773 . 696

les

15
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(4) £ [Web It&] HRBEAR > BE [NE)

Y& Internet Information Services - 10| x|
| #itw #wA® ||« » |Bn| B @ 2] = 1|
GRS | E s | A=tg | sipamd | EaRihE

. = : =
% Internet Information Serices Furin2000 = TCEE

= = * in 2000

- TSR SMTP EHH  pmeeage
-8 TESY NNTP bR BEE

L
=1k
iz

g s
FAET{RE) »

MR (T
HHERE

S g

|4 | i
R EaEE TS - | |

16 &/ N-Partner



(5) [#814] BEE: wE [RIFRHR] > FRATHBEFTEINERE [W3C Extended Log File Format] -> % [AE]
TEZRAD Web i 5 AT 2l x|

WEPHNTE | HITPEE | BT | ERSEsEs |
Web S | #BES | wa | SAMIERES | EB& | s

— Web ub 5 ZERIRE
SHBAE): [TB=RE Web W5
IP {4 () | EHIEE) >|  ERD.. |
TCP SEELE (T): |BD SAL SEEEENL): |

— 34

&+ RS
O ERFE ) | 1,000 s&Esm
S R RO e 5] (1) | 900 #

[v B5H HTTP BB ER K

—Ev BEHERE i

=

WAL Eatended Log File Format HEE..

wE | RTiH =R L) ZnEH

avE

(6) [—RAE] BEl: HHFBHRIME [8/)\F] > A2 [FERAFRMRERERMR] > HSEBEHA

C:\Inetpub\logs\LogFiles -> & [t&7E]
LI §
_%mglﬁﬁmgl

~$ BEHE
~ BAD
R
~ BAM
C ERSEEAR )
C EEEAEE

IIEI _I: ME

|V SFiEmFslEEEEsa D |
EEi L)
[CillnetpubllngsiLogFiles A=, |

BEteE%:  WaSVClwormumddhhlog

wmE | =AW | wme |

17 A&/ N-Partner



(7) [BARAS] BH : BERCEEEZE [Bi#i(date)] ~ [ (time)] ~ (A IP fdlt(c-ip)] ~ [ &AM (cs-
username)] * [AR#5 & (s-sitename)] * [EAR=3 B 78 (s-computername)] * [@fR=: IP Al (s-ip)] * [fE AR ES EIEIR(s-
port)] * [57%(cs-method)] * [URI F5&(cs-uri-stem)] * [URI &3f)(cs-uri-query)] ~ B 17 EAREE (sc-status)] -~ [BF1H
EFARE&(sc-substatus)] ~ [Win32 Ak &&(sc-win32-status)] * [BZE U T (sc-bytes)] ~ [EULITTAE (cs-bytes)] ~ [{EERF
fE(time-taken)] ~ [#BaT 1% X Bk A (cs-version)] ~ [E1#(cs-host)] - [1E B &I (cs(User-Agent))] *

[Cookie(cs(Cookie))] ~ [fEEZE (cs(Referer))] -> & [EF]

XUNAZHAEE Cookie - O] A ZJ# Cookie (cs(Cookie)) - MAKIBL T 1.2.1.(2) F&" A4 #k Cookie B ER" - WE

-
AosFT A ER: RE28% Cookie BH:
AT R RFRD
—RAE | BEAE — B
ERENETE R
BER (dat:) | RER (date ) A
v BRERED ( time ) v B ( time )
BEAT A
- ] FP TP fardk (e-ip ) 7 AR IP ik (c-ip)
- ] EFREEE (crummanne ) - TERBEHE (consemame )
- IBEE R (s-sitname ) - ) RTSRE ( s-sitename )
- ] EBRER B (scomputername ) - ) SR BREH ( scomputernarms )
- ] {alAREE IF {54 (s-ip ) - ) {E1AR 85 IP fartt (s-ip)
- v {EHREEEIELR (s-port) - || 1E1ARBRHEIELE ( s-poct)
- [w] F33E (cemethod ) - ] FiE (ce-method )
- ] URT B4R { couri-stem ) - ] URL4EEHE (couri-stem )
- [w] URI B8 ( cs-uri-guery ) - [vf] TR BEE8) { conrirquery )
- ] SEERERTEAAEE ( so-status ) - [l SEERGRTEAAAE [ sc-status)
- ] W32 AR so-windZ-status ) - ] Win32 HARE ( sc-win2-status )
- ] AR {so-butes) - [ FEHEMETTAR (so-butes)
- o] SEWT BT TEAR (ea-bytes) - o] EETRIROA TR (cs-botes )
- ] TERRBHRE] ( time-taken ) -V TEERAHRE (time-taken )
- ] SEEERERERE A { ce-version ) o o] SEEMRTERR A (co-version )
- ] T4 (oshost) o [w] 4 {cs-host)
- o] ERETIRIEE (osUser-Lgent) ) - [ EAENIETES (calllmr-Lgent) )
- [w] Cookie §ceiCookie) ) |:| Cl:n:nlue (cg{cmk;e} 3
- ] $EREE ( cofRefersr) ) =] VRS |
mE | R || zAw | mw | e | @ [[ =Rw || &=

1 & N-Partner



(8) &3 [C:\Inetpub\logs\LogFiles\W3SVC1] ERIZK 1IS log 1&Z: ex*.log

o] x|
| pirE

= T | ol | #ER | &2z A58 I

L@ L [Z] ex21082514 log IKB sTFEALH 20214245 FF 02:26
e

W3sSVCl

%ﬁﬁ—@ﬁﬁmﬁﬁEmﬁ

=N .

RIS |
1 i 1.05KE (= y

19 A&/ N-Partner



3. Windows 2003
(1) B [H21ERET]

Ch_

(2) #I8 1IS LogFiles BRI IS LogFiles &3k
C:\> mkdir C:\Inetpub\logs\LogFiles

C:\> dir C:\Inetpub\logs
Microsoft Windows [Rfi7F 5.2.379@1]
<C> FRiEAhE 1985-2883 Microsoft Corp °
C:sDocuments and Settings“Adminiztrator>mkdir C:sxinetpub™logs“LogFiles
C:sDocuments and Settings“Adminiztrator>dir C:isdinetpub*logs
B ¢ SR
s e aE: D8B8-879B

C:\inetpubi\logs HYE#H

2919-83-27 T~ @B2:12 <DIR> ;
2919-083-27 T~ @B2:12 <DIR> .-
2019,83,27 T 02:12 <DIR> LogFiles
0 {EiEZ if
3 {EH4F 81.343.418.

C:sDocuments and Settings“Administrator’

(3) BRI [MEAEENIRE (1S) EEE]

20 ]
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(4) £ [US Server] LRBERAHRE > EE AT

¢ EEREEIEBE 1S £45 M= B
Vg BEE STW wEe @S o SE =18 x|
22y =

| L L L
HERC)... ; FERRET
PSR D) 16

B E)

HE 2
FRE T{RE .
iR 00 4
fEiS TR HTIEA B (1

EWNERE
BEHEEL)..

EERimEREEERATHE AR - |

21 A&/ N-Partner



(5) ‘D [MBISTERF UTF-8 F/EM] -> BT [RE]

WIN2003 (K AF |
RS EERIRTS |

— BEFEEE Metsbase $RERI

JEFIEEE 113 Sh9TeE » RER 113 Metabas SHTER -

—ITF-3 $04%

JLET I {EH UTF-8 4Gt EFEF IR RRE A SLiREHE -

[ Es5EEaRm UTF-8 RARRE (WD) |

~ MIME $F8U

e L
z=z| {# [MIME $5E0] -

IS RIRFEIE BB 8 MIME 28
ﬁ%fgaﬂgﬁ EEsrraipy IME L.

RTiH ER A sREd

(6) &N [HERE]
IS AR5

3/ isE#EE At _ERI R EE B RIMERE 115 EEE A TR -

7 RIE H R 115 157

22
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(7) & [#818] LROBERRE > BE [RF]

T EERREIERS 1IS) £195 = E3
Yo BRE BT SR #AEW HAw | =181 x]
&= | BHEEFRHB @2E 2 »rE
) W ERRS HEt EETE e
m-d WINZOOF (AEERD | TEERARES 1 EiTH
o) R HEE
_,_J :=--- ] %ﬁt&g@ 3
FRETEE »
R >
SRS ()
EHEHE
EHEEL..
d | ]
& ErrERE B AT A - |

(8) [#814) BE: WE [RUHCHE] > BANKEREINEE W3C BERLHERER] > &ZF [RF]

ik A HE|
T2HE | HITP#EE | BEsveEE | ER |

ik wEe | marERm® | xBEs | =

~ B BIRE
SHEHEY: I
TP fedibmy: [EFEw) R
TICP SRS (T I Pl SR 1) I

s

S R Aer B (1 | 120 %

[v B5H HTTP B9¥HEER K

—E %Hﬁaﬁc@
I8 PR RIS T O
WiC FE iR A

fiEE RTiH R () EREd

23 A&7 N-Partner



(9) [—RR] BEmE: #FIBLHRAEME [B/)\F] > 8 [FERSHBESERMR] > KixEBiREmA

C:\Inetpub\logs\LogFiles -> & [EM]
SEHEAE

&l |
i T
 EHD
O BRI
" R
O BARESEFERS W
B AER R

20 = ME

]|

|V SRR SRS A D |
SEHEBEHL):

CMnetpubilogslogFiles

SRR WASVCEeonmmddhhulog

Hui# £ W) ea |

24 &7 N-Partner



(10) (E&F&] Bl : EFRCEHEIRDE [HE(date)] ~ [FRE(time)] ~ [AFIG 1P fiilt(c-ip)] ~ [ERZE &M (cs-
username)] - [AR7% &7 (s-sitename)] - [BARES B8 (s-computername)] ~ [EAR=: IP ik (s-ip)] * [BAREREEEIR(s-
port)] * [57%(cs-method)] * [URI F5&(cs-uri-stem)] * [URI &3f)(cs-uri-query)] ~ B 17 EAREE (sc-status)] -~ [BF1H
E FikB&(sc-substatus)] ~ [Win32 AR B&(sc-win32-status)] - [{EEAI7TH (sc-bytes)] ~ [ 17T (cs-bytes)] ~ [TEERF
fE(time-taken)] ~ [#BaT 1% X Bk A (cs-version)] ~ [E1#(cs-host)] - [1E B &I (cs(User-Agent))] *

[Cookie(cs(Cookie))] * [H#EEE (cs(Referer))] -> &~ [fEXE]

XUNAZHAEE Cookie - O] A ZJ# Cookie (cs(Cookie)) - MAKIBL T 1.2.1.(2) F&" A4 #k Cookie B ER" - WE

-
PR AE: AEC#E Cookie E#-:
SR | |
- -

W rERER S cnaETE .

T TR 0aT ) - [T BRI Al

] ERFFE] O time ) v] BFERE ( time )

BREAT A
- v PR TP itk (c-ip) - 7 BB IP itk (c-ip)
| HEFREEH (csrnsemames ) W ERBEEHE [ couemame )
v IRTEEH ( ssitensme ) v IBRERHE ( ssitenams )
- v {EAREE R { scomputername - b TEIR BRI ( scomputemame
- ] {E1AREE IF {4k (sip) - vl {3lREE IP firdlk (s-ip)
- [ {BlAR EEHEFELE (s-pout) fﬂﬂa%&ﬁ}'ﬁtﬁ {s-port )
-] F3iE (cemethod ) - - ] 73 (cemethod ) —
o W] URI E8 {ceuri-stem ) - ] URI 8 (co-uri-sterm )
- | TRI EE8 { co-uri-query ) - W] URI EE8 ( co-uri-query )
- ] SBERIRTEARRE ({ so-status ) - ] SEERERTEARAE ( sc-status )
- ] ISR RETAARE ( sc-substatuz ) - ] SEERRTETAREE ( sc-substatus )
oo o] Win32 ARRE | se-win32-status ) - Win32 AR ( so-windZ-status )
- o] TESERDTCHE (oo-bodes) - ] TEERICAE ( so-bvtes )
- o] BEWTEOI TR (oobodes) - o] FEUTH A TESE | ea-botes )
- o] TEERRERE ( time-taken ) ?E:_EH#FEE] { time-taken )
- ] SBERPATEREA { cs-version ) - v SEBERRTERE A ( coversion )
- v FiE (czhost) W E# (cshost)
- | ERETNE (cs(Umer-Agent) ) P ERIETRIE (esUsr-Lpent) )
- [ Cookie {cs{Cookie) ) ] |
- EEBE (caReferes) ) - -

m | =Aw | mE | | ®E B | =Ew | mE |
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(1) & [ZE] A [HEE]
SxRE

]|

TFIFEIREEESR "LozFile Truncatelize” AITHHE * SEATIECRREAREETE
ROIE = &&te T OOREE PiRRTE(E B TETRS -

e | BTiH

(12) #52 [C:\Inetpub\logs\LogFiles\W3SVC1] &3 IS log #&2E: u_ex*.log

% C-\Inetpubilogzs\LogFilesAW35YC1 M[=] E3
BRE #ED WRD BHEFW TAD HHD | A
QLE-O-7| 2 ek |5 @ X 9|@
e 0] | (Sl I e tpubilo g ogFiles W3S VIC L j e
i x || BHE - [ [ 4ER | iz BEA =
@ aE = u_ex19080617 log 6KE =it 201986 FF 0538 4
O #A0Ei
= Y HEUER
] e AR (00
Iy Documents and Settings
= 5 Inetpub
) AdminSeripts
B I logs
= [ LogFiles
[ W3RV
I3 wwwroot
|5 Program Files
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4. Windows 2008

(1) £%: [IIS Advanced Logging]
7 BEZETE IS Advanced Logging BiiE - FERKFIER -
#tE [AdvancedLogging_amd64 zh-TW.msi] -> A& [BRESEHERESH] > & [Z£F)] 3 [EH]

jig 1IS Advanced Logging 1.0 %3 SIS B3 |
Micrasoft W3 115 Advanced Logging 1.0 BEESE

Internet
I I S Information
Services

MICROSOFT ¥XR248 wbik A BHlE i

115 ADVAMNCED LOGGING 1.0 Zx MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft 48] (EERARIRESR - 1R BRPE
EEHETE) Fi BAPEHFEEER -

% BHFPENE Microsoft Windows Cperating
Systerns BrEE GEASEFEER 28 ( (8

H8 | ) 2 HEE - BRI EEES . B

H FSF IS EraaEiEE - IS S s

= « S HERES 7 EREWEEETEEE - 10 Ll

[v HEEEnERasin |

sEne) | k) I () EviH

(2) FRL [Internet Information Services (11S) BIEE]
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(3) #IE [UIS Server] -> BHE [FCiF]

"-E Internet Information Services (IIS) E® & Mi=] &3
@;_# | &5 winzme » &~ @ -
HWEE  wE0 HEm
&Ll |8 q§| WINZO0R B B .
k= FE
; ! Seiaol L[l spRE= ENEERE
L EFCSER 1S
B-el G _ - : - b EREh
iﬁl} = = ety ar i
Advanced  HTTP EIRES® MIME 18R TiEHRiE  (ARSES AR RR
Logging 2 7 Rk
= = " " 38 NET Framework RR=
=R SRS EmRwE mE @ 59
FE £p F3HEH
e d B &
ﬁ&%ﬁ%ﬁ B2 BE BT e
=N
h B B
ThEEZETR HAEE  SELRERIE
N [y oEwR] - mseR
3tk €.
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(4) BHE [FH)

"'-!E Internet Information Services (IIS) R & M=l B3
@Gf | €5 » winaooa » & e -
EWEE R HEH
CHETET) @ == ) =5
ol EEHEE :_ %3
o a0 (WG| MRS 1S (B LS - k TUF
-l ERERER 1t FHITE B A E iy — B iR (O
CEER 35 =] WIREEE.
it O
HET (M) o
[wsc = s |
BERT):
I%SystemDrive%\imtpuh'\logs\LogFﬂes BEE).. |
ERIE(E):
|UTF-8 =l
B !
EHr IS A S s tEm it -
% HHEC):
B x|
0 fEE A ERR (AR NE):
O TR
IV {3 A M R A s a4 ()
4| | vl [ EshiteaR | 2 RaEsieaR
E: Tocalhost' applicationHost config eﬂ:i
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(5) R EFEA

"'-!E Internet Information Services (IIS) R & M=l B3
@';# | €5 » winaooa » & e -
EEE R HEH
MR oy s w0
- iHl” 18 ) =& ) T
ol EEHEE :_ %3
- a0 (WG| MRS 1S (B LS - -
) BRIEZRER & FFIE B ARy —EEE0) B
CEER 35 =] WIREEE.
HET (M) o
EES = s |
BERT)
I%SystemDrive%\imtpuh'\logs\LogFﬂes HEE.. |
ERES(E):
JuTF-8 =l
ShiRiEEA
BEHT 13 AR B iRaEnTaE -
% HHEC):
[ETe =]
© fEEA_ERR (TTEEE):
O TR
¥ {5 A Hhe R AR A ()
iy (| [EEmR)  now
E: Tocalhost' applicationHost config eﬂ:i
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(6) B:# [Advanced Logging]

'!E Internet Information Services (IIS) E® &5 =] B3
@;4 EDTE & < @ -
HFEF R HEAH)
@ iil7|g | 99 WDNNGEER —
g L°E ﬂkﬁﬁi i =
Eﬁg WIN2008 (WINEDDSI\P Eﬁig%% - ?gzzt(G) - %igﬁgm(ﬁ) lﬁﬁﬁfﬁi& a EEHEE
) ERERER 1S < EE
- a] #hE _ : - b EiEh
= = Py . | Ek
HTTF BRE{E  MIME #8580  T{EER1E  (GAREREE wRERiZRER
o8 = e
tiRsh S
= = = " 88 NET Framework R
T ERE i EEERE sEit H#HEH =
-3 i Finen

B

HE B Eadd

E:

B B B

ThEEER  HRRE RERES

a | o) [lees| . pamm

gﬂ:i
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(7) T [#mEECERRNL]

'!E Internet Information Services (IIS) E® &5 =] B3

@.&‘ (65 wmnaoos »

HEFR WR0  SHAH

T W Advanced Loggin
-Hizie | 5 gging
- N reheEE
- ERIEEMET LS L EEBRIES (R LUETE AR RO
=-S5 WINZ008 (WINZDOSWS | jspiigier) - LR b haean he
) ERERER
Be W THITE EEAE -
&8 - [ EEAE
HCOMPUTERNAME®%-S... BEA
1 | vl [hieiei | - mawiR

3 Tocalhost' applicationHost config
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‘@ J}Hdvmmed Logging THEEE ‘
NESILIRTER
E2F Adwanced Logging
s = e
EEgn s \
ERERILIRREE..
@ =
&g e
gﬂ:i

32

&7 N-Partner



(8) &N [N

SRR HE|

BesH{TRiE (0 Ifﬁﬁﬁ}ﬁﬁ j
RRIEE | FEELE | s ri | 28R | #EEEE T -
Wi tatg Win 325 etz A= Defanlt ao-wein S E-statns
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
TTseMame Userlame E-{E0g Defanlt 3 TSR TTIAITLE
et & gent User-A gent E-{E0g Defanlt call -4 genf)
TTRI-Stem URI-Stem FE Defanlt - Tri-stermn
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTTC Timne-TTTC i Default Hme
Time-Local Time-Local Mz Default time-local
Time Taken Time- Taken FE Default Time Takenhds
Substatus Substatos FE Default  sc-substatus
Statns Status P Default  sc-status
Bite Name SiteMame Mz Defanlt s-stename
Berver-IP Server-IP FEE Drefanlt ip
Sel,wer Port ServerPort FiEE Drefanlt sport | _ILI
4 3
SRR (A).. A R) | w=mee. |
wr | EE |

(9) B AN BIAS: X-Forwarded-For -> #1Z4$85!: [Default] -> 2KJR$EE!: [Request Header(Z3K1288)] -> A RKIER

Z%E: X-Forwarded-For -> 2T [f&XE]

SRS HE|

fRfrEa RIS (F):

IK-FDnvaIded-FDr
$BRIC):

IDefault

—— R

HURERAU(T):

[ExeEs
B A ):

!K-Fu:-nvarded-Fu:uI
= d ':.T.-' -

==

= iy

HTiH
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(10) 243 [BXA Advanced Logging] 1 [BXA B ElnzciE]

'!E Internet Information Services (IIS) E® &5 =] B3

@,ﬂ. (65 wmnaoos »

& e -

HEFR WR0  SHAH

ww

@-d |7 |8

G ahEE

Eﬁj TWINZO008 (WIN 2008
) EREREE
e UEE

4| | 3
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fEFHi;iEIﬁJﬁt_IMEMIEEE*Eﬁ’Ei (A LT R S iR E1 AR SRimFO R P
ImsLERiRIL) + ELE SRR SRR

BFLHIRIS: mAESH -
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HHEEERTESE
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B A E RS

fRERizBin
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(11) #E#E [%COMPUTERNAME%-Server] -> 2 [FHLHZER

"EE Internet Information Services (IIS) 5 M[=]
& oo [ wmane EEERAICE
HWEE  WAM  HEH
Q-|7 e “-3',' Advanced Logging ISR .
ol B - o
éﬁjﬁﬁﬁiﬂmmmaMT EREEET BV EREETS (A UEEE AL AR SRR WRE AR
ﬁ'ﬂmm#ﬁgt IRILERB) © LR RS K 1R
: E2
GRS NS BAAM - [EEZEES|
: ERNREES.
{8 Advenced Logging
e R FIR LR
SRER ISR
RIETIE O
BARTIH...
@ ##
8 0
q || [omwR ] peeR
£57E: Tocalhost' applicationHast contig €.
(12) RO [FIETHESR
"EE Internet Information Services (IIS) 5 M[=]
& oo [ wmane EEERAICE
HWEE  WAM  HEH
* G Advanced Logaing —
ol B ) o
éﬁjﬁﬁﬁiﬂmmmaMT (EFRIE AT AR PRI RS (LS E R AR ST IR S WRE AR
f—' 5 EREAER ImELERAAD) + LIRS E R SRR - K HlmsEs
LD ERE
.81 4 S EEAH - BRI EIRESR
EE - [ EEA [ ERRIETES..
GCOMPUTERNAME% Server EiSH (SF Ldvancedles
e R FIR LR
SRER ISR
RIETIE O
BARTIH...
Iﬁl Eﬁﬁ
8 0
q || [omwR ] peeR
£57E: Tocalhost' applicationHast contig €.
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(13) MAREEERME: u_ex > WE [CRMA] > BEHE [8/)K] > & B

™ Internet Information Services ([IS) BA S =] B3

@,;_f |95 > wNzooe »

&« @

HEEE WA WHHBEM

w W A
€-id |7 |8 ¢ . B =y =R
- FEREEE EFEEEEHEE): = BTH
E...Hﬂ WINZ2008 (WINZ008484 u_ex
L) ERERER ,L - ARSI,
E-8] b ; _
= [ TR é:: $E Advanced Logging
| = 2] CEL:
&5 50
O $HERRE PR 50
O R IR KE)E)
B ETAOIR
HRlE = R
HRBR(T)..
HABFEM |
tm |
e |
BRBEED |
(e || #HrE |
e
wEFEE. |
B EERHA):
2
Jid
A ol [Eloewi | assn
Rhik €.
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(14) ¥ [X-Forwarded-For] * [Win32Status(sc-win32-status)] * [UserName(cs-username)] - [User Agent(cs(User-
Agent))] * [URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] * [Time
Taken(TimeTakenMS)] * [Substatus(sc-substatus)] * [Status(sc-status)] * [Site Name(s-sitename)] - [Server-IP(s-
ip)] * [Server Port(s-port)] * [Server Name(s-computername)] * [Referer(cs(Referer))]  [Protocol Version(cs-
version)] * [Method(cs-method)] * [Host(cs(Host))] * [Date-Local(date-local)]  [Cookie(cs(Cookie))] * [Client-IP (c-

ip)] * [Byte Sent(sc-bytes)] - [Bytes Received(cs-bytes)] -> &~ [fEE]

XUNAZHAEE Cookie - O] AZJ# Cookie (cs(Cookie)) - NEIEAE - WIKIBLER 1.2.2.(2) F&E" A~ 4 &k Cookie EFEZE

. WER -
e ]

THETIRO):

| EhRIEE | EEEE | P e Fi | #8R] | EEFEEE N
Defanlt
w] E-Forwarded-For H-Forwanded -For ERER Defanlt
Win32Statns Win32Statns P Default  sc-win32-status
W 3WP-PrivateBytes "Process(wwpWPriv..  SHESTEES Defanlt W3 WP-PrivateE

Uzl ame Uzl aime EREDE Defanlt CE- SR ITIAIE
Tser & zent Tser-4 gent ERERg Defanlt caUlser-A genf)
TRI-Stem TRI-Stem P Defanlt ca-ur-stem

TRI-Querrsting TEI-CQuerrstring e Diefanlt CE- - URLY
0 Time-UTC Time-UTC P Defsult  time
Time-Local Time-Local [ Defanlt tine-local
Time Taken Time- Taken k= Diefanlt Time Takenh{?
Substatus Substatos P Diefanlt se-snbstatus
Status Statnz ki Default  sc-stabus
Site Name SiteName Z0: Defanlt ssitename
Aerver-IP Berver-IP MEE Defanlt wip
Server Port ServerPort M Diefanlt s-port
Server Name ServerName Mz Defanlt sCOmputername
EequestsPerbecond VAESEYC_WRTWEL T, srEEstEEs Diefanlt RequestsPerfece
Referer Referer | E =R Defanlt caPeferer)
Froooy Via ERiETE Diefanlt S DO
g Pintocal Verson Protocal Verson I e Diefanlt CE-YETHON
O Frotocol Protocal P Default  c-protocol
Method Method B Diefanlt ce-method
Host Host EER Defanlt caHost)
[ EndReguest-UTC EndRequest-TUTC fHeH Defanlt EndRequest-UT
O Date-UTC Date-UTC P Default  daie
Diate-Local Diate-Local | P Diefanlt date-local
[0 CPU-Utilization "Processor{_Totalh%...  SUEESTERES Defanlt CPTI-THilization
Cookie Cookis | ERiZ5E Default  ce{Cookis)
[ ContentPath ContentPath e Defanlt soontentpath
w| Client-[F Client-IP 2k Defanlt c-ip
BEortes Sent BtesSent 1HEH Defanlt se-bordes
Bortez Eecedved BrresEeceived 1HEH Diefanlt ca-bores
BegmPequestU T BezmPequestU T =g Defanlt BeginRequest-U _
J il

mE | EE |
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(15) FHEEEVAIENL: [Date-Local(date-local)] ~ [Time-Local(time-local)] - [Site Name(s-sitename)] * [Server
Name(s-computername)] - [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] ~ [URI-Querystring(cs-
uri-query)] * [Server Port(s-port)] - [UserName(cs-username)] * [Client-IP(c-ip)] * [Protocol Version(cs-version)] *
[User Agent(cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [Referer(cs(Referer))] * [Host(cs(Host))] * [Status(sc-

status)] * [Substatus(sc-substatus)] * [Win32Status(sc-win32-status)] * [Bytes Send(sc-bytes)] * [Bytes Received(cs-
bytes)] * [Time Taken(TimeTakenMS)] * [X-Forwarded-For] -> %~ [Ef]

XU = — P ER R A% Cookie (cs(Cookie)) - AR A& H IR Cookie #EIE -

™ Internet Information Services (IIS) EM S =1
'@*, EEEE & - @
HEE WEF HAM
e il |8 o i 58 |
-G FEAEEE EEREAEE) = BEiH
=- €5 WINZ003 (WINZ0081Ad. [u_ex
Y O ERREAER ||7 BEE N a5
B8] WE . :
& ¥on B {:_3 R[] Ldvanced Logging
7 B A BRSO © #HH
IEEA &8 e
& HHED)
Iﬁd‘ﬁﬁf =l
[T ERrsEer EahininiaiEo
' FREEERR R D
26400
C fEEER LR KENE
IIDZ4
IEHTE R
RIS [ EEe (== [®E#E 4
Diate-Local date-local &
Time-Local time-local &
Site Name ssiteriame &
Berver Name seompuiemams &
Server-IP wip &
Method ce-method &
TERI-3tem ce-uri-stem &
TERI-Ouervsting BRI SiTy &
Herver Port sport &
UsexName 3T &
Clignt-IP -ip &
Profocol Version CE-yErsion &
Tser A gent ca{lJser-A gent) &
Cookie cs(Cookie) & o
Referer cs{Referer) & MR (T)
Host cx{Host) &
Statos s-status T
Substatus se-substatus & o
Win32Stetus se-winF0-statns = BERAEQD |
Botes Sent w-bytes & =730 |
Brtes Recedved s-bortes &
Time Taken Time Takenh{3 5 TERW |
H-Forwarded-For & LI BEREEL) |
mEwa. | BRe |
EfE
LREREREE)... |
B SEERE R (A
=]
=
a | » [ = mhitsag | - AERA
TRE: Tocalhost' applicationHost config ‘5:1:5
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(16) FhEE [#REERCERE 8%

'.E Internet Information Services {II8) R & =] E3
& e % wmos & e -

EWEE WRE SN

L Advanced ogein LI
T ETEAT ) ‘E‘ s&llE HREE TR
s ERES .
é___aﬂj Eﬁﬁuﬁg iNanoews | (ETEETE LS bEE R (LR s Rt ] 79F] Advanced Logging
S EREEER AR Sgimt0F Frim sLEntiis) » LU e RIREEIRsnE - EHA RS
W6 ShE BHliES: SREAE - R LA
&8 - [BEA | e E
BCOMPUTERNAME%-Zerver  ESH 1BIRECIRAE
w_ex E6A @ u®
l
o (o] [EoEwR] AseR

$%7E: Tocalhost' applicationHost config

qi:i

(17) HEREMRERCER B R MIBRIEERFE R > LN [EE]

ERTSAS HE|
{E1AR SR L3R B RS
I%E}rstemDIive Finetpubilogstid dvanced Logs |
Wb e iR iRl
I%E}rstemDIive Finetpubilo gshd dvanced Logs |
RH

(18) 1EZ nxlog.conf
i 2% 1.3 NXLog REHRE

EEXFEIBERE A Microsoft IIS FE#k1E B K I8 EEE

define lISpath

39 &7 N-Partner



(19) FRY [Windows PowerShell]

(20) ER’Y nxlog AR#5 - & NXLog RRIZAMESY NXLog >R AIERFE

& Administrator: Windows PowerShell

PS C:>> Restart—-Service nxlog
PS C:5> Get—Service nxlog

Mame DizplavMame

nxlog

PE C:~> Get—Content *C:“Program Files“nxlog“data*nxlog.log?’

2822-83-14 16:88:34 INFO nxlog—ce—3.8.2272 started

2022-83-14 16:-A0:-43 WARHING stopping nxlog service

2022-83—14 16:88:-43 UARHNIMG nxlog-—ce received a termination request signal, exiting...
2822-83-14 16:880:43 INF0O nxlog-—ce—3.8.2272 started

PSS C:sz
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(21) BhE [EWRE) IS BRTE

™E Internet Information Services {I1S) R 5 M= 3
@E:’ 95 WINI0E » & < 5@ -
HEE #EM  REm
Q- idl” |8 ) W0 EH EREES
T I \ = _ ~ EwiEE)
é..ﬁjj WINZO0S (WINZ008\Ld kR I A OIRATELE I
) EREAER 1Is
(e WE . . p | =L
S| & 2 & RLEREAER
=T = rj @!‘{2. F T
fdvanced  HTTP HFEE MIMEIRY Trems® (RESSSE i<~
Logging 58 F 858 NET Framework B
o= 3 i ) = @ =#
ErEil  mR BEEAH Moo e
3 4 b
BagE AR W il
g
& B
DR HENE TR
N (o [oEeE] o ARl
piie T

(22) #F2 [C:\inetpubllogs\AdvancedLogs] E R 1IS log 1&E%: u_ex*.log

HEEE - MAEEEE - HAHS - FEEHE =~ [l @
P &9 - 52z B2 | m | #ols | |
| v_ex H20190306-091441942 log 2019868 T 05:19  =FE 51 KR
 1RIE
&g
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4. Windows 2012

(1) BARY [Internet Information Services (IIS) EIEE]

td

Internet
Information
Services (IIS) B
EE

(2) ¥ [IIS Server] -> BHEE [RC#F]

€5 » WINZ012 »

BEFR mRM EEH

ﬁ WIN2012 55 ——

- VEEG) - G2EmETe | 5 ;Eﬁﬁ#
sgrE

) 2

Bi
wERRE=SE
Eme

2 é - EEFREETeRs
Eﬂai‘ﬁ -Ee =4 @ ==

@-ﬁ

HEBS

b --ﬂﬁ WIN2012 (WINZ201

ZHEE =EEEs

S
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(3) EEK T IIRE REMRI —RERCHE: [Iha] -> FoirER: [WaC] > Hik

%SystemDrive%\inetpub\logs\LogFiles -> #&#%5: [UTF-8] -> FCitEHEROM: [BIRECIRIE] -> HEE: [B/\F) > A&

[(ERTHBEAERME] > & B

oy =

Gy m=nEs — p—— sema .
L &5 wmooiz winzoizy | STHTIRREE IS SRRARS LRSERS

- ERERSE THESSELEI-—ESSEO)
= sy v

R

EIL(V):
W3C

EE(E):
I |UTF-8 v||

ELHEHEH
ERIS EEALHSHHIEN -

® EFEEEL
O ERETWEHSM
O DHEEFETWSETE(A)

CEEEE
ERIS ARETFISENRE -

© RO
EXE v

O BEANER THE:

1

O FEBUFTHEN)

| smserEsamezL) |

i 965ystemDrive¥\inetpubilogs'LogFiles

< DREEEE

£2iE: 'localhost' applicationHost.config
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(4) B¥E [HH¥(date)] ~ [FFE(time)] ~ [AFEIH IP ik (c-ip)] * [EAE BT (cs-username)]  [ARFE & T (s-sitename)] *
[1E PR 28 & 78 (s-computername)] ~ [EAAR=: IP Ik (s-ip)] * [BARESE BB (s-port)] ~ [/77%(cs-method)] ~ [URI EE&(cs-
uri-stem)] * [URI &E&(cs-uri-query)] ~ B3 EAREE(sc-status)] -~ B 17 E FARE& (sc-substatus)] ~ [Win32 #R&&(sc-
win32-status)] * [ 704 (sc-bytes)] ~ [EUW 7o (cs-bytes)] ~ [TEE 5@ (time-taken)] ~ [BF 177 E AR A (cs-

version)] ~ [E#(cs-host)] ~ [EFZE LI (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> & T

[Add Field(Fr&#1)]

XUNAZHA#E Cookie - O] A ZJ# Cookie (cs(Cookie)) - MAKIBL T 1.2.2.(2) F&" A4 #k Cookie Bl ERE" - WE

}Eﬁ o

RERFTE B A EC#E Cookie EFfl:
RN (5
B (date)
[ BHER (tirme )

[v] EHEEEE (cs-username)
[v] BEFZEE [ s-sitename)
[v] EEEEEE (s-computername )

[W] 7% ( cs-methad )

[v] URI =38 (Stem) ( cs-uri-stem)
[v] URI Z & ( cs-uri-query )

[v] EFIBEREE (sc-status)

[v] EFRBEFHAE (sc-substatus)
[v] Win32 #REE ( sc-win32-status)
[v] SEEUTE (sc-bytes)

[w] SR (cs-bytes)

[v] TEEERE (time-taken)

[v] EFEEEE (cs-version)

[v] £ (cs-host)

[v] EREREES (cs(User-Agent) )
[v] Cackie (cs(Cookie))

M| EE= [ cs(Referer))

EETHRU(C):

EEED

| EEROA. || =EEoe

o] E=0m P it (eip)

[ EEEEE [ cs-usernama )

E HEZR [s-stename )

W SEHEM ( s-computername )
HAER PO (sip)

¥ AEREEE (s-port)

A FiE& (es-methad )

[ WRL =M (Stem) [ cs-uri-stern )
[ URL T ( cx-uri-query )

v MEETHE ( scestatus)
BEEETIM ( sc-substatus )
] W32 SEM [ sc-win32-status )
(o SR ( sc-bytes)

W SE T | cs-bytes)

[ TEMERAR ( time-taken )

v MEEEEZ ( csversion)

W =M (cs-host)
R CarhT

ik

BITHC):

EffNT mEMI

L ]

44

A N-Partner



.

e i
a ol TR i
A
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#-Forwarded-For

RE
H-Forwarded-For

R,

46

 A&FIN-Partner




€3 » WIN2012 »

BER ®‘BRV HHEH

@ id|7 I8, g == )
S RN LTRSS sASAESE RS R - > N gEasnaE -

4 85 WINZ012 (WINZ012y o
----- L) ERB=EE ETIEESEMET—ELHE0): pEras

o= |Hé’|‘ vl e 5

BB

EI(M):

[w3c v | ERES)...
EENIS

|6SystemDrive%hinetpubllogs\LogFiles

=E(E):

|uTF-8

ELHEHEH
ERIS EEALHSHHIEN -

® EFIEELD
O ERETWEHSM
O DHEEFETWSETE(A)

EEEE
ERIS ARETFISENRE -

® #BO:
EXE v

O BEANLR (@THE@:

1

O FEBUFTHEN)

vl ERFHEEESEREEL)

<| n [ [>

£2iE: 'localhost' applicationHost.config

a7 A& N-Partner

Comright £ Al rights are resenved b M-Fartner Technolog



BE W3tV

bpic] FI

2019/8/6 EF 1145 ZFEH

48 &7 N-Partner

Copyright © Al rights are eserved by M-Farner Technolngies Co



5. Windows 2016
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(3) EEFM NIIBEEREMRBI —ERCEE: [I58] -> FCEERT: [W3C]-> Bk

%SystemDrive%)\inetpub\logs\LogFiles -> #m&E: [UTF-8] -> FC#kSE 4 BRI [EIRFCERIE] > BFE: [B/\B5] > WE
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(4) 2% [HEA(date)] * [REfE(time)] ~ [AFIm 1P fiilt(c-ip)] * [ A& &7 (cs-username)] * [R5 & & (s-sitename)]
B AR 28 & (s-computername)] ~ [fAIARZS IP {uilk(s-ip)] * [BARES EFIE (s-port)] ~ [/5/%E(cs-method)] * [URI FEE&(cs-
uri-stem)] * [URI &(cs-uri-query)] ~ [R5 EAREE (sc-status)] ~ [BFIFE F AR 8 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [ 1704 (sc-bytes)] - [ AT (cs-bytes)] ~ [{EERFE (time-taken)] - [T 17 E iR A (cs-
version)] ~ [E#(cs-host)] ~ [EFZE L2 (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> %K

[Add Field (284D

XUNAZHAEE Cookie - O] AZJ# Cookie (cs(Cookie)) + WAKIBL T 1.2.2.(2) F&" A4 #k Cookie Bl ERE" - WE

-

FCERFT A &AM
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(5) EARMIBZTE: X-Forwarded-For -> #EIZEHRIFEL: [Request Header(Z3K1F88)] -> #ARIR: X-Forwarded-For
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6. Windows 2019
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(3) EEFM NIIBEEREMRBI —ERCEE: [I58] -> FCEERT: [W3C]-> Bk

%SystemDrive%)\inetpub\logs\LogFiles -> #m&E: [UTF-8] -> FC#kSE 4 BRI [EIRFCERIE] > BFE: [B/\B5] > WE
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(4) 2% [HEA(date)] * [REfE(time)] ~ [AFIm 1P fiilt(c-ip)] * [ A& &7 (cs-username)] * [R5 & & (s-sitename)]
B AR 28 & (s-computername)] ~ [fAIARZS IP {uilk(s-ip)] * [BARES EFIE (s-port)] ~ [/5/%E(cs-method)] * [URI FEE&(cs-
uri-stem)] * [URI &(cs-uri-query)] ~ [R5 EAREE (sc-status)] ~ [BFIFE F AR 8 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [ 1704 (sc-bytes)] - [ AT (cs-bytes)] ~ [{EERFE (time-taken)] - [T 17 E iR A (cs-
version)] ~ [E#(cs-host)] ~ [EFZE L2 (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> %K

[Add Field (284D

XUNAZHAEE Cookie - O] AZJ# Cookie (cs(Cookie)) + WAKIBL T 1.2.2.(2) F&" A4 #k Cookie Bl ERE" - WE

-

FCERFT A &AM

W3C EEET 7 bt

EERE):

HEf (date)

RS (time )

HEBIP I (c-ip)
EEHEEE (cs-username)
BBIEEE [ s-sitename )
EIEEZE (s-computername )
B3RS IP {2t (s-ip)
BARZEEE (s-pont)

i [ cs-method )

URI =38 (Stem) ( cs-uri-stem )
URI E& ( cs-uri-query)
EBEAEE (sc-status)
EEIETE SR EE ( sc-substatus )
Win32 AREE [ sc-win32-status )
EEEUTE (sc-bytes)
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B HERSE [ cs-version)

T (cs-host)
EREEHEET (cs(User-Agent) )
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EEZ (cs(Referer))
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(5) EARMIBZTE: X-Forwarded-For -> #EIZEHRIFEL: [Request Header(Z3K1F88)] -> #ARIR: X-Forwarded-For

> BT [FERE]
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7. Windows 2022

(1) FRX [Internet Information Services (I1S) EIEE]

>

tJ

Internet
Information
Services (1I5) £
E=E

(2) |IZE (IS Server] -> & [RCHE]

% Internet Information Services (IIS) SEE - O X
E0 &) winzoz2 » | =@~
BEFR ®BERV) =REH)
0;, WIN2022 28 ‘
BABIINEE
Qs F
T w2022 inzod|  BEE - v 2EG) - G2EETE | BEGE Al SEAER
ASP.NET - ~ ';
v = &> oy @ :
e 9 75 < (& @
NET 23t NETEEE NETHEE NETHE NETESE SMIPEF
E 8l El B
» = MEn
& o @ W
TiEESR EEFES £EE Bl EEEIE hd
= T ®
s ~
r. = =)
T B 9 = @ I
HTTP EIFEE ISAPI B CGl ISAPI g5 MIMEEE TIEESEE RSS2
5 PR =
o [ 1 S g
sTH]® o # @
ExmE | Es  |EEEsym BEus =r] Q&%ERE
i3
g B
£8EE = HEES =3
=] =i
=
Shared MEEEE ETHEESE
Configurat...
< > | [Emans |E ases
FE ‘i:f
65

A N-Partner



(3) EEFM NIIBEEREMRBI —ERCEE: [I58] -> FCEERT: [W3C]-> Bk

%SystemDrive%)\inetpub\logs\LogFiles -> #m&E: [UTF-8] -> FC#kSE 4 BRI [EIRFCERIE] > BFE: [B/\B5] > WE
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(4) 2% [HEA(date)] * [REfE(time)] ~ [AFIm 1P fiilt(c-ip)] * [ A& &7 (cs-username)] * [R5 & & (s-sitename)]
B AR 28 & 7 (s-computername)] ~ [EARES IP fuilk(s-ip)] * [BARER EFIR(s-port)] ~ [/5)E(cs-method)] ~ [URI FEF2(cs-
uri-stem)] * [URI &(cs-uri-query)] ~ [R5 EAREE (sc-status)] ~ [BFIFE F AR 8 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [EiE 17T (sc-bytes)] ~ [#EUXAITTAH (cs-bytes)] - [{EE R B (time-taken)] ~ &M 17 E AR A (cs-
version)] ~ [E#(cs-host)] * [EFIZE LIE(cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &~ [#
b e Rivd|
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W3C L& ? pd
EERS):
HEE (date) ~

=R (time)

BHEE P (c-ip)
FREEE (cs-username )
IEFEEE (s-sitename)

@ 3EEEEE ( s-computername )
BEE P 4 (s-ip)

R EEE (s-port)

7% (cs-method)

URI =28 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query )

BB TEAREE (sc-status )
EFETEFAREE (sc-substatus )
Win32 #5EE [ sc-win32-status )
CEEUITE (sc-bytes)
EEWT LR | cs-bytes )
TEEEE (time-taken)
EEFEERS (cs-version )

=# (cs-host)

FEHESHEET [ cs(User-Agent) )
Cockie ( cs(Cookie))

EEE ( cs(Referer)) W
BET#{u(C):
ECEmiEE (U FiELEE W
H-Forwarded-For EiEE H-Forwarded-Faor
EriEmara) EEEUR SEEEE

| BE A

69 A&7 N-Partner



S
ol 555 Pt
% S AL -
. A
e

(7) &% [EH]

& Internet Information Services (IIS) ZEE

& & &) winoz22 »

BER BREM ZHEH

#8
€- i 8
6 mmEE

- mEER=E
s (&) 52

<

~ 83 WIN2022 (WIN202

Q’i! ECER

EHEEEAREE IS =R R ARE LESERNE -
ETFHEEREMRT—EIHEO):

s Y|

iCEE
FERM):

‘w3c v/ | EEET).

B&RY):

|%System DriveSshinetpubtlogs'\LogFiles

| mEE.

EEE:
luTrs v

SN
ER s EEADSEHHENE -

® EFEZSHEQD
O EFRETWE&M
() EEEFA ETW S5 T2(A)

EEES
EE IS BREUSTaEnEE -

® BEE(C):
E-T v|

O B2 R (7))

]

O FTEBUFIHEN)

ERFHEEREESEEW

>

BRI

£17E: 'localhost’ applicationHost.config

‘i:i

70

&Y N-Partner



(8) &3 [C:\ inetpub\logs\LogFiles\W3SVC1] &3 IIS log #&Z:: u_ex*.log

WW3SVC B - 3
(— A "T" I:Z"'..ir'l etpu |;:|"-.I||:| G 5_"-,I|_|:| C FilEE-I".."\-"."E VT - b p
== CEGE: =5 1
#* REER )
u_ex21082510_ xlog 2021/8/25 L5 10:59 s 5o
O =& u_ex21082511_xlog 021/8/25 EE 1100 e e
b EE
2ERE =

" ~ M&N-Partner



8. N-Reporter
(1) #iL 1S #E
BRBEIB] > REBEIRE] > B2 [FZ)

&)/ H-Reporter

. Admin (Global) ~ E

i REERE

|k
1

pril

I\u'u:l

Jl
D
Q
s
c
¢

@ Global (109) A
o (2] RHIRE (1)

72 &7 N-Partner



A

)

RE IS RBIEREIA Facility

AZEN IP-> ZEREEE: [Syslog] > EEBRE: [11IS] # Facility: [(22) local use 6 (local6)] -> EIEH

Icon: [icon-host] -> BHERUARS: [RUA] > & T [FEE]

HREFRE

-

| Winlis-192.168.8.183

| 192.168.8.183

Syslog EEHEE

SNMP PM

(22) local use 6 (localg)

o

ICMP SR

N/A

Login Account

Login Password

Enable Password

ERANSE
ELFA Syslog BEERSE

ERERME

BHEERH

73

0% [HFRE Raw Data] -

[EHER] B~ Raw Data Eifl

& N-Partner



Tel : 04-23752865  Fax : 04-23757458
73R sales@npartner.com
FMEaR : support@npartner.com




