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1. NXLog
1.1 NXLog %%t

(1) M& NXLog CE(Community Edition)

RIF#3IE https://nxlog.co/products/nxlog-community-edition/download

TEAUFRFAR nxlog-ce-x.x.xxxx.msi - #Al: nxlog-ce-3.0.2272.msi

L

(1]

’T Windows nxlog-ce-3.0.2272 ms

7T BEETEH NXLog 32bit hRA - FEAFHFIEE -

(2) Z%& NXLog
<2.1> Windows 2008 5§ ZBIRATEZE L4

<2.1.1> BRI [Windows PowerShell]

Lo
Windows
PowerShell

<2.1.2> & NXLog #Rfe

PS C:\>

EN 2:EES: Windows PowerShell — O e
PSS C:x> Install-Package .“nxlog—ce—-3.0.2272._msi

Uersion Source

3.8.2272 C:snxlog—ce—3...

ALEE FERIFEEIA NXLog ERESESEAMER
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<2.2> Windows 2003

FHE [nxlog-ce-2.10.2150.msi] -> #Z [Install] # [Finish]

#F NXLog-CE Setup — >

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

e | coce

<2.3> Windows 2000

2hE [nxlog-ce-2.9.1716.msi] -> Z)# [l accept the terms in the License Agreement] -> # [Install] £/ [Finish]

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOGPUBLIC LICENZE, 1.e. the
terms and conditions set forth in this
document;

“Software” shall mean the source code and
Ahiart cada Faven all accaciatad snadia L'

v I accept the terms in the License Agreement
i Instal  j Cancel I

’ o rﬂg-u-l?qrtner



1.2 NXLog FREETE
1.2.1 Windows 2003 =} ZBIhRA{EZE %4

(1) FIRL [An R RIRF 1]

(2) M& NXLog Windows 2003 File s E1E -> &% Windows %#t NXLog :%E1E

TEZE4S ¢« hitp://www.npartnertech.com/download/tech/nxlog_Win2003File.conf
C\>

C:xoopy "Ciwnxlog Win2B883File.conf' "C:-“Program Filez“nxlogconfnxlog.conf' -y
7 R

BE

(R

RHEFIRIER 32bit (FERR - BIFFEZRRIRIZS 64bit ALENFEAIFBNBLLNERE "C:\Program Files

(x86)\nxlog\confinxlog.conf"

T y QI
S *v |I=rr_'||'Li|i:|r



1.2.2 Windows 2008 =} Z B RA{EZE %4t

(1) BARY [Windows PowerShell]

o
Windows
PowerShell

(2) & NXLog Windows 2008 File :2EE -> &% Windows %# NXLog = TEE
T EELS ¢ hitp://www.npartnertech.com/download/tech/nxlog_Win2008File.conf

PS C:\>

EN 2HETEE: Windows PowerShell — O w
PE C:“» Invoke—lebRequest

P3 C:zv>

AXHEHIZ NXLog 64bit fRZA - &E2 NXLog 32bit hiA - AL B X FEMFE XA FERIE 'C:\Program Files

(x86)\nxlog\confinxlog.conf'

© &7 N-Partner



1.3 NXLog R&EHE

1.3.1 Windows 2003 = ZRiiRA{EE % 4

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For windows File 2000 - 2003 Event Log use the following:
<Input in_eventlog>

Module im_mseventlog

ReadFromLast TRUE

SavePos TRUE

Exec parse_syslog_bsd(); \

if ($EventID == 560 or $EventID == 561 or $EventID == 562 or $EventID == 563 or $EventID == 564 or $EventID
==567 or $EventID == 528 or $EventID == 529 or $EventIlD == 530 or $EventID == 531 or $EventID == 532 or
$EventID == 533 or $EventID == 534 or $EventID == 535 or $EventID == 536 or $EventID == 537 or $EventID ==
538 or $EventID == 539 or $EventID == 540 or $EventID == 551 or $EventID == 552 or $EventID == 682 or
$EventID == 683 or $EventID == 672 or $EventID == 673 or $EventID == 674 or $EventlD == 675 or $EventID ==
676 or $EventlD == 677 or $EventID == 678 or $EventID == 679 or $EventID == 680 or $EventID == 681)
{ $SyslogFacilityValue = 17; }\

else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 17; } \

<Qutput out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; }\
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBXFEMIFFE A N-Reporter %4 IP address
define NCloud 192.168.8.4

AXHEHIRIZS 32bit 1FERF - BIFERRIRIES 64bit FRA/LITERE
define ROOT C:\Program Files (x86)\nxlog

r al Ly il




1.3.2 Windows 2008 =} Z & RA{EZE %4

# Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%!\cert

define CONFDIR %ROOT%\conf

define LOGDIR %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle = %ROOT%\data\nxlog.pid
SpoolDir  %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Windows 2008 File Event Log use the following:
<Input in_eventlog>
Module im_msyvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=4656 or EventID=4657 or EventID=4658 or EventID=4659 or
EventID=4660 or EventiID=4661 or EventlD=4663 or EventlID=4664 or EventlID=4665 or EventlD=4666 or
EventlD=4667 or EventiID=4668 or EventlD=4670 or EventlID=4671 or EventlID=4690 or EventID=4691 or
EventiD=4698 or EventlD=4699 or EventlD=4700 or EventlD=4701 or EventlD=4702)]]</Select> \
<Select Path="Security">*[System[(EventID=5140 or EventID=5142 or EventlD=5143 or EventlD=5144 or
EventlD=5145 or EventlD=5148 or EventID=5149 or EventlD=5150 or EventID=5151 or EventID=5152 or
EventID=5153 or EventiD=5154 or EventlD=5155 or EventID=5156 or EventID=5157 or EventID=5158 or
EventID=5159 or EventlID=5168 or EventID=5888 or EventID=5889 or EventlD=5890)]]</Select> \
<Select Path="Security">*[System[(EventID=4768 or EventID=4769 or EventID=4770 or EventlD=4771 or
EventlD=4772 or EventiD=4773 or EventlD=4774 or EventlID=4775 or EventlID=4776 or EventlD=4777 or
EventlD=4820)]]</Select> \
<Select Path="Security">*[System[(EventID=4624 or EventlD=4625 or EventiD=4626 or EventlD=4627 or
EventlD=4634 or EventiD=4646 or EventlD=4647 or EventlD=4648 or EventlID=4649 or EventlD=4672 or
EventlD=4675 or EventiD=4778 or EventlD=4779 or EventID=4800 or EventlID=4801 or EventID=4802 or
EventlD=4803 or EventlD=4964 or EventlD=4976 or EventID=5378 or EventID=5632 or EventID=5633)]]</Select> \
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $SyslogFacilityValue = 17,
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBXFEMIFEE A N-Reporter %4 IP address
define NCloud  192.168.8.4

A EEBIZ NXLog 64bit M - 2 NXLog 32bit MRAGER B TNEEE
define ROOT C:\Program Files (x86)\nxlog

Qi Lyl




1.4 NXLog RYENARFS
1.4.1 Windows 2003 3 ZBIIR A {E% %47

(1) FIRL [An R RIRF 1]

Chv_

(2) BB NXLog MR#BMIE] NXLog 2B RN
C:\> net start nxlog
C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o | R T
C:s>net start nxlog

C:srtype "CosProgram Filesanxlogsdatasnxlog.log*
20200609 18:18:88 INF0O nxlog—ce-2.10.2158 started

w2

(3) BBEL (B3] W8

o | i B R L

C:s>Services .msc

(RN

& ral kel



(4) FRY NXLog BREARR

EIZ [xlog] > g BN [z

WERE  BITA WA A

= | @E|FRE 20E » 8 0

Thiz service 1z responsible for monming the

WELog agent. See www axdog.oo. Ormance Logs 3

8 Plug and Play BRE..
8 Portable Medis Serial .. Retrieve .

nxlog &8 [t | dtse | meEmERY | 2A8a ||
‘8 Network DDE DSDM  SREED. =H T

EEIRTS 8 Network Location Awe.. UREENE. DO&E#E F&h TR
%Hetwu:urk Provisioning ... TEEEL. Fah FHERIR
0 W T LM Security Suppo . B g -

feti "

Fh FAEFH

JEfe 4 BB /

(5) [—RR] BEE -> H& ; RENRE: [BH)]

NIloz AT (FEELE) HE|
—f ||§,3k | i | e |

METsEHE: mwdog

mram: ile

Sk - Thiz service iz responsible for momning the Nilog o
2D agent. See www dog oo, j
EAITHRFRTERSTE ().

|"C:".Pr|:|g:mm Files (BEM o ginsdo g exe” -o "C Ao gram Files (B0 o s’

BEEAE): ||£EI% v||

RiiE: oD
gaw | eem | mEm | #=e |
T e SRS R R A EE R 28 -

PR S (M |
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6)[BE] BEE -> R ; F—RKMEF: A F_REME: A1 BEKXME: [ENEIRE] > & [EE)
NZloz AT (KEEE) HE|

— | = | BE ||mgﬁ-p¢|
AR ST AR + ALY EIRE -
E— R B [E¥EaRS =]
B ): B =l
BEERR L) [EFEaRs =
ESREASE O o ®mzE
EH BRI 7 T suzs
- TR,
T2
| EEE)..
AR FIE 8 (O |
I RSt T 2 R B (il 91 %) (E
EREGEEEER.. |
mE | =Rw |
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1.4.2 Windows 2008 B Z#RAIEZE 24

(1) BARY [Windows PowerShell]

o
Windows
PowerShell

(2) E¥RE NXLog AR#5 - #8E& NXLog ARFEAMTERY NXLog '2AIHRE

EN 2ZJEEE: Windows PowerShell — O >

PSS C:%» Restart—-Service nxlog
PSS GC:s> Get—Service nxlog | Select—Ohject Mame .S5tatus . StartType

nxlog Running Automatic

PSS C:x» Get—Content
20220308 16:43:19 INF) nxlog—ce—-3.8.2272 started
PS C:=x>

(3) PR (B3] W8

EN &5 EEE: Windows PowerShell - O >

PSS GC:s> Services.msc

PS C:v>

12 A7 N-Partner



(4) FRY NXLog BREARR

B2 [NXLog] -> B4 E [AE]

B — O Y
BER DEA  BENV) BEH)
$$|.§>|ﬂ| RS

C EEEE =

-~

MNXLog =2E it AhEE EEEL EAED ~
n &), Network Lacation Awareness WEEEE. ITF =E| Metwork Service
é_%_&ﬂ;ﬁ i €1 Netwark Setup Service FE|(EEE.. Local System

=

B (EEEE) Local System

Fﬁﬂ: o ) = Local System
This service is responsible for T=F Local Svst
running the MXLog agent. See T ocal system

www.nxlog.co.

\ G A B/

'-.f:!; Optimize drives B&EEFEE.. FE Local System

(6) [ BE -> MR ; MENEE: [BF (EERE)]

Mxlog AE (ZBER) x

—&= |BA &F #Ee

EEEE nxlog
BETEE MxLog
=i This service is responsible for running the MNxLog

agent. See www.nxlog.co.

oHTEREREE
"CHProgram Files\nxloghnxlog.exe" -¢ "CA\Program Files\nxloghconfnxlog

EEEE(E) S (EEE) v

ERSE RNTH

A]

BLEN(S) FLE(T) EFP) £2R)

"

EELEER ST BEERESANEE -

EXEhERATIN:

i:ha i EHA)

13 @;IH.‘ PEI‘tI"IEI"




6) [(ER] BEE -> MR ; F—RKMET: M FIRKUE: M BEXME: [EMMERE] > & BE]

NXlog AE (TEER)

—&  BA | EF |#fEe

ERLEEFRENERERE - BIRETEREE

Pt

E—IEHEFR: ENEHEE ~
E_TSEEE: ENEHEE ~
wESAHELL ENEHEE ~
EE TR A HEELSNEEO): 1 =
EETFEBEEREIEEN: 1 o8
L] B RS ESSmE I EIEERAENE - EREFEHEER)
HITER
=R
BE(E)...
AT RSB
ESEETEETINE &S S E (fail=%1%)(E)
w || =Re
14
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2. Windows 2000

Windows i EAI:E ~#ARPESEZSNEZRAERE

X UTFHBIRBEMIIERERES -
1 48
2.1.1 HEENIRE

(1) BARY AD fERZEMEM

BARL [Active Directory 15 F& fENK]

(2) FIBABEBE
£ [ BEERAR > BIE (] > ME HEEE
4% Active Directory {E A& B B =101 x|

| IFRO0 BEW HAD | =18 ]
| #w sl | ¢~ | AR ERB R e vg e

npartnerJocal 5 B4
£ [EEET | it
() Builtin builtinDomain
: EiREEs 1Y Defanlt container for upgra
[:] Computer SHO. .. RSB Default container for new .
(&3] Domain C 5@%%9]#& O L. TR Default container for sscuri
D ForeignSe ;&%ﬁ;’];ﬁﬁﬁ*ui& (c_) g@ Default container for upgra
4_ U o g = 50
Dl e,
g
iR (1)
TEISTRETISIRE (WD)
BERERE
HFHEEL..
AER)
SRAE
J | il T

Ru—{EEE..
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(3) WABBBAZTE
BABBENZH: Servers 5 | FIKEPRRERBUMBEUERE > 1 [RE]

g - RS

16 &/ N-Partner
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(4) BEIEIARE ERVA B E NI
IE [Computers] ZAM NI -> £ [Win2000] GERRRIRBE AR - o © AIKEPIRIEEE Windows File @K >

BhE [BBE)
4% Lctive Directory {EF 25 S =10 x|

| EEBHC REW B | =12 ]

| amw wA® e = | AR XFR0E 2|80k TE
fatdh Hif | Computers 1 {E¥0{4
[ kotive Divectory RRIB BB | BB ___
g Eﬂ nme lc-csl - ETTI 2000 i
Ea Computers
- oimain Contollers
#-_7 ForeignecuritePrincipals
- Teers
-5 Servers EFEIIEE) *
R (o
ERERTE
AEER)
R BR{H)
1] | i

5 BRSBTS — R i -

(5) BEEABEN

EIE [Servers] ABEN -> & [HETE]

21|
T ERITEEC):
=& npartner

-(_7] Builtin

-] Computers

I {ﬁl Domam Controllers

|A <" ecurityPrincipals

BUH
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(6) HERERFCEE EHMNVABEN

BHIE [Servers] AHMEN - MR Win2000 File EARzE2%E)

4% Lctive Directory {E & BB

o (=] 2|
<) IERO0 BREW HA® | 18] ]
| #tiw #w e | Am XFR R 208 VYER
fatih Bix I Servers 1 @4

[ ctive Divectory (BB RIS |2 [EEET [ |
E]@ npartner local =) WINz000 Y
(2] Builtin
(] Computers

@ Domain Controllers
-] ForeignSecurityPrincipals

>

18
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2.1.2 BHARRAIERE

(1) FRL AD FEREME

FARY [Active Directory & F1&ERK]

(2) 7= Servers #HMEN - HEABR

£ [Servers] AABEMNILBEEAHE > BHE [RB]

4% hctive Directory {BFA B BN =10l

| &) TREC WEW HAH ' 18] ]|

| witw #i® [|e» @@ XS D 2| 0RBVED
te it B I Servers 1 {EHME
[ hctive Divctory ER B REHE |20 | 182 [ 13t |
-2 npartner lncal =) wWiNz000 Bl
(] Bwiltin
----- [ Computers
@ Diomadn Controllers
-] ForeignSecurityPrincipals
FRIER]...
AFRES DDA 2 —BEFE P (G
TN
=D
g0 »
R LI r
iR () C
fiz IS HISTRE (W)
ik (L
A )
EWEEE
FIHEEL)..
S
« | N
RO BARIERAEE -
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(3) MAMARRMGEHE
wE [BARA BE@E > & Y4

d 4
— | wEs EﬁEEEUI
& Servers EIATRTEHAE B E
BHA B Bl | TEZ | 2EA |

TEE B ke g I RO R 3R [F B eI B R th B {8 sp ithiy -
IHEiE B A By Wind D2000 npeoctner local

gen. | @ | L)

gEo. | #rRo. | sse | [T ()

[~ EHMIF R E)
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(4) HmERHERRMHE

B AR RBI Y 2 78: N-Partner Policy it @ FIKEFRERBUMEVIHFERE > ## [4REE)

— | zEE WARA |

& Servers EIATRTEHAE B E

2l

=R

3B TRRE

TEE B ke g I RO R 3R [F B eI B R th B {8 sp ithiy -
IHEiE B A By Wind D2000 npeoctner local

s | Feo. || #EE | LTS
Ew. | #RO. | AEe | [T ()
I~ FRREREEE)
e | mE | =R |
21

A&7 N-Partner



(5) ARIRRA : FEZ/RAN
FEF [BRNERIE] -> [Windows & TE] -> [ZRE MR E] -> [RAERA] -> [FEZ/RA] -> FE [EzIGFI, [ERRFE

ASBH], [ERBEASZH] BH > AE [EXELERAREE ] & [N & K] > & [HEE]
FFEHEER

| girw #Am || e 2 (B@m X B2

fith B | ER] - EEs |

S N-Partner Policy [winad 2000 npart .ﬁﬁaﬁmﬁﬁm MAER

D-_ﬁﬂ% 3 e i
—— ﬁﬁ#ﬂ#ﬁﬁﬁ

o Hziwes | TS
- o B S
(8 EIREA E%gi: BB
-8 FERE =
w0 24 S
=8 BERG W EESLERIEEED
%l LRAESRER BT,
F-B, Letive Directory _Lf
w0 BT W RETHE)
=- ﬁ {BRERE ¥ ERE
(] BRAENTE
I:I Windows SRTE —
R 2 L
1| | _’I
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(6) SHCEE  LEMIHRRTA

R [BIkEE

]-> [Windows &&7E] -> [ZEM&RE] -> [BHH -> [BHHREREE] > ME [Z=

MERCERIRIT /T

) > DE (EEEEEARE > BE RESEEEM4] > & (BT
o BEAEE ) _ ol x|
| #rw wRm || e » | Bm| X B2
fith | E8 | SEhErE |
Al L Dastie Py [Wi D200 st o ST OB 5
: FEET e HEEME |
EFkEE: RESE
BT BN HikES
) R R R ik
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7.3 HEEERIRTE
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(2) FE [Z2M)] BEE -> % [
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(3) #hEE [TB1z] BE -> % [#ig]

tmp BEEZZESE O *
EiE Chtmp
BEA: Administrators (WIN2013\Administrators) 8 250
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(4) Bh%E [EER—EEE]
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(6) MEVEE [28] > WE [2EH]-> & [HEE]
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(7) BERTEZERE [Everyone] -> 1% [FETE]
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(8) % [HEZE]
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8. Windows 2022

ISR AZZER
X MUN DRI RAEEA TIEEAERET -

8.1 415

8.1.1 MBEMIRTE

(1) BARY AD fERZEMEM

BARL [Active Directory 15 F& fENK]

Active Directory
ERENER
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(2) FrIBAEBEN
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A > BE 8] > RME [EEEN]

| Active Directory EREFEHE - O *
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(3) WABHBNIETE

o
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(4) ZErfERE: 2 HRVMEBEN
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(6) HERERFCEE EHMNVABEN
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8.1.2 B4R BIERE
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(8) FRL [Windows PowerShell]

&

Windows
PowerShell

(9) E# Windows File falfzzsf 4R A
PS C:\>

EN 5 =ES: Windows PowerShell — O W

AN FEMIEE A Windows File fElAkzs =%

(10) ZE4% Windows File fElfR2: 40 /R AR

EN ZHETEE: Windows PowerShell — O e

~

AL FERIFEEIA Windows File fEliRzs 2 E R IRICIER M
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(11) BERERE -> ¥ Windows File @28 -> EF N-Partner Policy Z¥#HRR!
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8.2.1 E#%I[RAIERE

(1) PARNAEFHRAmEEES

RhE (85] > WMAZHERA-> FE [REFERA]

EEEEH

h REFLRA
— BHE
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(2) AEIRA : FEZIRA

BF [EIEEE] -> [Windows 5%

TE] -> [ZREMRE] -> [MERA] > [FE&RA] > FE [BEYMAEE, [BRIRPE

ASEH], EREASH] BE > DEREZELEES: R & K] > & (R
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o« HEIXEE H
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(3) FRL [Windows PowerShell]

Lo
Windows
PowerShell

(4) EFFFARRA
PSC:\>

N 2ZJEEE: Windows PowerShell — O

PSS C:x> gpupdate Aforce
Updating policwy...

Computer Policy update has completed successfully.

Uzer Policy update has completed successfully.

PSS C:v>
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(5) EEMHARREREBR

PS C:\>

=IEE: Windows PowerShell

PSS GC:s» auditpol Aget Acategory:x
Sustem audit policy
CategorysSubcategory
Sustem
Security System Extension
System Integrity
IPzsec Driver
Other Suystem Events
Security State Change
Logon-Logoff
Logon
Logoff
Account Lockout
IPzec Main Mode
IPzec Quick Mode
IPzec Extended Mode
Special Logon
Other LogonsLogoff Events
Metwork Policy Server
Uzer ~ Device Claims
Group Memberszhip
Ohject Access
File System
Registry
Kernel Object
SAM
Certification Services
Application Generated
Handle Manipulation
File Share
Filtering Platform Packet Drop
Filtering Platform Connection
Other Object Access Events
Detailed File Share
Removahle Storage
Central Policy Staging
Privilege Use
Mon Sensitive Privilege Use
Other Privilege Use Events
Sensitive Privilege Use
Detailed Tracking
Procesz Creation
Process Termination
DPAPI Activity
RPFC Events
Plug and Play Events
Token Right Adjusted Events
Policy Change
Audit Policy Change
Authentication Policy Change
Authorization Policy Change
MPSSUC RBule—-Level Policy Change
Filtering Platform Policy Change
Other Policy Change Events
Account Management
Computer Account Management
Security Group Management
Distribution Group Management
Application Group Management
Other Account Management Events
User Account Management
DS Access
Directory Service Access
Directory Service Changes
Directory Service Replication

Detailed Directory Service HReplication

Account Logon

Kerbheros Service Ticket Operations

Other Account Logon Events
Kerheros Authentication Service
Credential Ualidation

PSS C:v> _

Setting

Mo Auditing
Success and
Mo Auditing
Success and
Success

Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and

Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and
Success and

Mo Auditing
Mo Auditing
Auditing

Auditing
Auditing
Auditing
Auditing
Auditing
Auditing

Success
Success
Mo Auditing
Mo Auditing
Mo Auditing
Mo Auditing

Success
Success
Mo Auditing
Mo Auditing
Mo Auditing
Success

Success

Mo Auditing
Mo Auditing
Mo Auditing

Success and
Success and
Success and
Success and

Failure

Failure

Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure

Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure

Failure
Failure
Failure
Failure
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(3) RELEMIRE
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8.3 EEZEMIERE
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(2) FE [Z2M)] BEE -> % [

tmp - A= s

— =R | E=% |LigfEE 55T
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s EREEEG)
SR SYSTEM
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(3) #hEE [TB1z] BE -> % [#ig]

tmp FEREZSESE O x
EiE Chtmp
BEE Administrators (WIN2022\Administrators) 8 B2E(0)
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(7) BERTEZERE [Everyone] -> 1% [FETE]
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(8) % [HEZE]
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9. N-Reporter
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A

9.1 Windows 2003 =} ZBIhRAEZE %4

(2) &E Windows File FENERHE
WAZEN IP-> DEREEL: [Syslog] -> EEFEFRMEIL: [Windows]  Facility: [(17) local user 1 (local1)] 4R

157530 [BIG5] -> #IERRE Icon: [icon-host] -> BHEFUGIREE: [BUE] -> &7 [HEXE]
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9.2 Windows 2008 T} Z#EhRA1EE %4

(2) BE Windows File ERNERET

WAZEN IP-> DEREEL: [Syslog] -> EEFEFRMEIL: [Windows]  Facility: [(17) local user 1 (local1)] 4R

BB [UTF-8] -> EBIERRHE Icon: [icon-host] -> BREZUTAREE: [BUF] > 1% [HEXE]

& aRE

BHELE .

=

| WinFiles-192.168.8.183 |

P

| 192.168.8.183 |

ERE

Flow SNMP PM

Syslog HEZETE

REET

‘Windows v

ERAEERERER

Facility

| (17) local use 1 (local) -
REA

| UTF-8 -

HE5f75 Raw Data o
FTEENSBEEETHISyslgSBE 'ORE\.'.' Data
EREERRTE

ICMP S&1# R

N/A

48 lcon II

icon-host g4

Login Account

Login Password

Enable Password

EREREE
EiF Syslog HEEHSE
SWEERE
=5 v

REEERH

ERE

== | == |

184

[HFRE Raw Data] -

[BH&E#)] B~ Raw Data E:fl

A& N-Partner



10. FFEHERR
10.1 Invoke-GPUpdate #&:#

(1) £ AD #13{[EAR=S -> 1T Invoke-GPUpdate E#7 Windows File Z#HRRILIRIERE

EN 5 EEE: Windows PowerShell — O X

PS C:\> Invoke-GPUpdate Win2019

(2) £ Windows File fafzgs - FRL [Windows PowerShell]

&

Windows
PowerShell

(3) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 28

PS C:\>

i Select—0Object Name. DisplayMame. Enahled. Direction. Action ! Format-Tahle

lum—nonitoring—rpc lachine Monitoring (RPC) nbound Allow
MSDTC-RPCSS-1n—TCP buted Transaction Coordinator (RPC—EPMAP> Inhound Allow
WMI-WINMGMT -1n—TCP \ s Management Instrumentation C(WMI-In> Inhound Allow

[PS C:n>

(4) BXA Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP #Z8

PS C:\>

N 25EEE: Windows PowerShell — O %

PS5 C:%> Set—-MetFirewallRule

PS C:v> _
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(5) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 2]
PS C:\>

i 8elect—Ohject Mame. DisplayMame. Enabled. Direction. Action ! Format-Table

ayName Enabled Direction Action

lun—non itoring—rpc Machine Monitoring (RPC) True Inbound Allow
ributed Transaction Coordinator C(RFC-EPMAP> True Inbound Allow
WHI-WINMGHT-In—TCP Windows Management Instrumentation (WHMI-In2> True Inbound Allow

Ps czn>

(6) f£ AD A fEARE: -> EH Windows File ###HRA!

N 2ZEEE: Windows PowerShell

Win2019

KX FEMIEE A Windows File fElAkzs =%
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