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1. CentOS
1.1 CentOS 6

2Ls

1.1.1 #¥8 Squid FREHE

(1) BE Squid kA

[root@Cent056 ~]1# squid -v
Squid Cache: Version 3.1.23

(2) #RiE Squid BEM

# vi letc/squid/squid.conf

[root@Cent0S6 ~]# vi fetc/squid/squid.conf

(3) FRE Squid HFEER

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A %mt

access_log /var/log/squid/access.log nreporter

logformat nreporter %ts.%0. %>a %55/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access log fvarflﬂgfsqu1dfaL__ s.log nreporter

(4) ERL Squid FRFEAIERS Squid ARIFIEE

# service squid restart && service squid status

[root@Cent05S6 ~]# service squid restart && service squid status

Stopping squid:

Starting squid:

squid (pid 6445) is running...
[root@Cent056 ~]#
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1.1.2 E#7 Rsyslog 8 E

(1) & rsyslog ARA

# rsyslogd -v

[root@Cent0S6 ~]1# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Buntime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@Cent056 ~]#

Y

(2) & rsyslog repository %
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent0S6 ~]# curl -o fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Ave e Speed Time Time Time
Dload Upload Total  Spent
113 227 113 227 0] 0 191 0 0:00:01 ©0:00:01 --:--:--
[root@Cent056 ~1#

(3) & rsyslog EH

# yum -y install rsyslog

.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@Cent056 ~]#
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(4) T&F2 rsyslog ARAS

[root@Cent056 ~]1# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent056 ~]1#
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1.1.3 &% Rsyslog #3% Squid log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@Cent056 ~]1# vi /etc/rsyslog.cont

(2) & imfile #ARAE
$ModLoad imfile  # provides support for file logging
#i## MODULES ###4#

module(load="imuxsock"} # provides support for local system logging (e.g. via logger command)
#module(load="1imklog") # provid kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

¢ModLoad imfile  # provides support for file logging

(3) XA imjournal 1&E4H
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

(4) A2 OmitLocallLogging
#$OmitLocallLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallogging on

(5) %7 Squid log # %% N-Reporter
# Send Squid log to N-Reporter
input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"

Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Squid log to N-Reporter
input(type="imfile" Fi /var/log/s i/access.log" Tag="[squid]:" Severity="info" Facility="local4" Ruleset="nreporter")
ruleset (name="nreporter”){action(typ mfwd" Target="192.168.8.4" Port="514" Protocol="udp")}

ABEXFEUFBBA Squid HREBEEZA N-Reporter %4t IP address
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(6) ERX rsyslog FRFEFMIERD rsyslog FRIFIEE

# service rsyslog restart && service rsyslog status

[root@CentlS6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 6495) is running...
[root@Cent0S6 ~]#
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1.2 CentOS 7
1.2.1 %F Squid RAE

1.2.1.1 Squid 3.5.20

(1) BBF Squid fRA&

[root@Cent057 ~]1# squid -v

y

Squid Cache: Version 3.5.

(2) #R¥E Squid REE

# vi /etc/squid/squid.conf

[root@Cent0S7 ~]# vi /etc/squid/squid.conf

(3) B&E Squid HFEEI
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access_log /var/log/squid/access.log nreporter
logformat nreporter %ts.%03tu %=a %5s/%03>Hs %<st %rm %ru %Sun %Sh/%<A %mt
access log /var/log/squid/access.log nreporter

(4) ERY Squid ARFEMIER Squid RIEIES

# systemctl restart squid && systemctl status squid

[root@Cent0S7 ~]1# systemctl restart squid && systemctl status squid
® s5q rvice - Squid caching proxy
Loaded: loaded (/usr/lib/systemd/system/squid.service; disabled; vendor preset: disabled)
Active: uctlve (runnlng) 51nce Tu~ 1-08-31 00:50: CST; 3ms ago
Pr - 81o: X -k shutdown —f $5nUID CUNF (co ited, status=0/SUCCESS)
exited, status=0/SUCCESS)

Main PID: 8
CGroup: /s
: c/squid/squid.conf
8116 (squid- l) -f fut:fsquldfsquld conf

B:11 Cent0S57.localdomain systemd[1l]: Stopped Squid caching proxy.
:11 Cent0S7.localdomain systemd[1]: Starting Squid caching proxy...
:11 Cent057.localdomain squid[8114]: Squid Parent: will start 1 kids
:11 Cent0S7.localdomain squid[8114]: Squid Parent: (squid-1) process 8116 started
50:11 Cent0S7.localdomain systemd[1l]: Started Squid caching proxy.
[rootﬂ(uﬂt_ 7 ~]#
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1.2.1.2 Squid 4.13

(1) BBF Squid fRA&

[root@Cent0S7 ~]1# squid -v

Squid Cache: Version 4.13

(2) #mEE Squid TR

# vi /letc/squid/squid.conf

[root@Cent0S7 ~]# vi /etc/squid/squid.conf

(3) BE Squid HFEEI

logformat nreporter %ts.%03tu %>a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A %mt

access_log daemon:/var/log/squid/access.log nreporter

logformat nreporter %ts.%03tu %=a %5s5/%03Hs %<st %rm %ru %un %Sh/%<A %mt
ss_log daemon:/var/log/squid/access.log nreporter

(4) ERL Squid ARFEFMESS Squid ARISIEE

# systemctl restart squid && systemctl status squid

[root@Cent057 ~]# systemctl restart squid && systemctl status squid
® squid.service - Sqguid Web Proxy Server
Load y id.service; disabled; vendor preset: disabled)
Acti active (running) since Tue p8-31 01:07:40 CST; 6ms ago
Docs: man:squid(8)
Process: 1645 ExecStop=/usr/sbin/squidshut.sh (code=exited, status=0/SUCCESS)
Pr s55: 1671 ) f ted, statu SUCCESS)
: 1668 E» artPr :r/bin/chown squid d /var/run id ( xited, status=0/SUCCESS)
Process: 1666 E: tartPre=/usr/bin/mkdir -p /fvar, xited, status=0/SUCCESS)
Main PID: 1673 (squid)
Memory: 5.0M
CGroup: /system.slice/squid.service
1673 /us in/squid -s
1675 (squid-1) --kid squid-1 -sY¥YC

01:07:40 Cent0S7.localdomain systemd[1l]: Starting Squid Web Proxy Server...
01:07:40 Cent057.localdomain squid[1673]: Created PID file (/var/run/squid.pid)
07:40 t057.1localdomain squid[1673]: Squid Parent: will start 1 kids

t0S7.localdomain squid[1673]: Squid Parent: (squid-1) process 1675 started
systemd[1]: Started Squid Web Proxy Server.
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1.2.2 E# Rsyslog E

(1) & rsyslog ARA

# rsyslogd -v

[root@Cent0S7 ~]1# rsyslogd -v

rsyslogd 7.4.7, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Buntime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

(2) E# rsyslog EH

# yum -y install rsyslog

Dependency Installed:
bc.x86_64 0:1.06.95-13.e17 libaio.x86_64 0:0.3.109-13.el7 libfastjson.x86_64 0:0.99.4-3.e17 1z4.x86_64 0:1.8.3-1.el7

Updated:
centos-release.x86_64 0:7-9.2009.1.el7.centos dracut.x86_64 0:033-572.el7 initscripts.x86_64 0:9.49.53-1.el17 9.1 1vm2-1ibs.x86_64 7:2.02.187-6.e17_9.5
rsyslog.x86_64 0:8.24.0-57.el7 9.1

Dependency Updated:
cryptsetup-libs.x86_64 0:2.8.3-6.el7 device-mapper.x86_64 7:1.02.170-6.el17_9.5 device-mapper-event.x86_64 7:1.82.170-6.e17_9.5
device-mapper-event-1ibs.x86 64 7:1.02.170-6.e17_9.5 device-mapper-libs.x86_64 7:1.02.170-6.e17_9.5 device-mapper-persistent-data.x86_64 0:0.8.5-3.el7 9.2
dracut-config-rescue.x86_64 0:033-572.el7 dracut-network.x86_64 0:033-572.el7 glib2.x86_64 0:2.56.1-9.e17_9
kmod.x86_64 0:20-28.e17 libgudevl.x86_64 0:219-78.e17_9.3 lvm2.x86_64 7:2.02.187-6.e17_9.5
systemd.x86_64 0:219-78.el17_9.3 systemd-1ibs.x86_64 0:219-78.e17_9.3 systemd-sysv.x86_64 8:219-78.e17_9.3

Complete!
[root@Cent0S7 ~]#

(3) T rsyslog kA&
# rsyslogd -v
[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
Mumber of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@Cent0S5T ~]#
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1.2.3 &% Rsyslog #3% Squid log

oY

(1) #"EE rsyslog & IE

# vi /etc/rsyslog.conf

[root@Cent057 ~1# vi /etc/rsyslog.conf

(2) TO#E imfile & AR
$ModLoad imfile  # provides support for file logging

###H MODULES #H

# The imjournal module bellow is now used as a message s » instead of imuxsock.
tModLoad imuxsock # provides support for local system logging (e.g. via logger command)
$ModLoad imjournal # provides access to the systemd journal

#%ModLoad imklog # reads kerne - ; (the same are read from journald)

#tModLoad immark # provi ' sage capability

¢tModlLoad imfile # provides support for file logging

(3) &7 Squid log # %% N-Reporter

# Send Squid log to N-Reporter

input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"
Ruleset="nreporter")

ruleset(hame="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Squid 1:3:3 to N-Reporter
input(type i *fvar/log/squid/e 0 ag ': id]:" Severity="info" Facility="local4" Rul ="nreporter”)
ruleset(name="nreporter”){action(type d g .8.4" Port="514" Protocol="udp")}

A BENFEMIBRA Squid HIFEEIEZEM N-Reporter 4% IP address

(4) ERI rsyslog BRFEMIE rsyslog BRFZIEE

# systemctl restart rsyslog && systemctl status rsyslog

[lootﬁ(untﬂS? 1# systemctl restart rsyslog && systemctl status rsyslog
- System Logging
1o (/usr/lib/systemd; em/ r: ervice; enabled; vendor preset: enabled)
“tive (running) since 08-3 (ST 4ms ago
cs: man:rsyslogd(8)
yslog.com/doc/
Main PID: rsyslogd)
Memory: 8M
CGroup: /system.slice/rsyslog.service
L1691 /usr/sbin/rsyslogd -

CuntUST localdomain systumd[ll tarting System Log
[origin softwa r " swVersion 24.8-57.e17_9.1" x-pid="1691" x-info="http://www.rsyslog.com"] start
Cent0S7.localdomain systemd[1]: Started System Logg
[lootﬂ(untﬂS? 1#
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2. Debian

2.1 Debian 7

2.1.1 #RiE8 Squid REE

(1) BE Squid kA

# squid3 -v

root@ebian/:~# squid3 -v
Squid Cache: Version 3.1.20

(2) #"EE Squid REE

# vi letc/squid/squid.conf

root@ebian7:~# vi /etc/squid/squid.contT

(3) FRE Squid HFEER
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A %mt

access_log syslog:local4.info nreporter

logformat nreporter %ts.%03tu %=a %5s5/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access_log syslog:local4.info nreporter

(4) ERL Squid BRF%

# service squid3 restart

root@ebian?:~# service squid3 restart
[ ] Restarting Squid HTTP Proxy 3.x: squid3[....] Waiting............ ... ... ... done.

root@ebian?:~#

(5) H&&2 Squid RIFIEE

# service squid3 status

root@ebian?:~# service squid3 status

[ ] squid3 is running.
root@ebiany :~#

12 ]
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2.1.2 &% Rsyslog 3% Squid log

(1) & rsyslog ARA

# rsyslogd -v

root@ebian7:~# rsyslogd -v
rsyslogd 5.8.11, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Buntime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
root@ebiany :~#

(2) #4R¥E Rsyslog FREIE
# vi letc/rsyslog.conf

root@lebian7:~# vi /etc/rsyslog.conf

(3) %7 Squid log # 2% N-Reporter
# Send Squid log to N-Reporter
locald.*

# Send Squid log to N-Reporter
local4d.* @192.168.8.

A BXFEMMIAER A N-Reporter %4t IP address

(4) ERL rsyslog AR5

root@lebian?:~# service rsyslog restart
[ ] Stopping enhanced syslogd: rsyslogd.

[ ] Starting enhanced syslogd: rsyslogd.
root@lebiany:~#
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(5) #&FR rsyslog ARFSIES

# service restart status

root@ebian7:~# service rsyslog status

[ ] rsyslogd is running.
root@ebian?:~#

14 ]
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2.2 Debian 8

2.2.1 #Ri#g Squid FREE

(1) BBF Squid fRA&

# squid3 -v

(2) #mEE Squid TR

# vi letc/squid3/squid.conf

root@ebian8:~# vi /etc/squid3/squid.conf

(3) B®E Squid HFEEIL

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %orm %ru %un %Sh/%<A %mt

access_log /var/log/squid3/access.log nreporter

logformat nreporter %ts.%03tu %=a %55/%03=Hs %<st %rm %ru %Sun %5h/%<A %mt
access log /fvar/log/squid3/access.log nreporter

(4) ERY Squid ARFEMIER Squid RIEIES

# systemctl restart squid3 && systemctl status squid3

root@ebian8:~# systemctl restart squid3 && systemctl status squid3
® squid3.service - LSB: Squid HTTP Proxy version 3.x
: loaded (/etc/init.d/squid3)
: active (running) since Mon 2021-88-30 23:08:56 EDT; 2ms ago
ess: /889 ExecStop=/etc/init.d/squ stop (cod xited, status=0/SUCCESS)
Process: 7911 ExecStart=/etc/init.d/squid3 start (code=exited, status=0/SUCCESS)
CGroup: /system.slice/squid3.service
7942 Jusr/sbin/squid3 -YC -T /etc/squid3/squid.conf
7945 (squid-1) -YC -f /etc/squid3/squid.conf

P8:56 Debian8 systemd[1l]: Starting LSB: Squid HTTP Proxy version 3.x...
:56 Debian8 squid3[7942]: Squid Parent: will start 1 kids
:56 Debian8 squid3[7911]: Starting Squid HTTP Proxy 3.x: squid3
56 Debian8 systemd[1l]: Started LSB: 5Squid HTTP Proxy version .
6 Debian8 squid3[7942]: Squid Parent: (squid-1) process 7945 started

f I
3.
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2.2.2 &% Rsyslog #3% Squid log

(1) #8& rsyslog kR4S
# rsyslogd -v

root@ebian8:~# rsyslogd -v

rsyslogd 8.4.2, compiled with:
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@lebian8:~#

(2) #wEE rsyslog FREE
# vi letc/rsyslog.conf

root@ebian8:~# vi /etc/rsyslog.conf

(3) MNEF, imfile & A4
$ModLoad imfile  # provides support for file logging

e
##HH MODULES ####
e

$ModLoad imuxsock # provides support for local system logging

¢$ModLoad imklog # provides kernel logging support
#$ModLoad immark # provides --MARK-- message capability
tModlLoad imfile # provides support for file logging

16 ]
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(4) B E Squid log %] N-Reporter

# Send Squid log to N-Reporter

input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"
Ruleset="nreporter")
ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Squid log to N-Reporter
input(type="imfile" File="/var/log/squid3/access.log" Tag="[squid]:" Severity="info" Facility="local4" Ruleset="nreporter™)
ruleset({name="nreporter"”){action(type="omfwd" Target="192.168.8.4" Port="514" Protocol="udp")}

A EXFEUFBA Squid HEBEEZEM N-Reporter %4t IP address

(5) ERL rsyslog FRFEMIERD rsyslog FRIFIEE
# systemctl restart rsyslog && systemctl status rsyslog

root@ebian8:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
loaded: loaded (/lib/systemd/system/rsyslog.service; enabled)
Active: active (running) since Mon 2021-08-30 23:22:24 EDT; 2ms ago
Docs: man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 7978 (rsyslogd)
CGroup: /system.slice/rsyslog.service
L7978 /usr/sbin/rsyslogd -n

Aug 30 23:22:24 Debian8 systemd[1]: Started System Logging Service.
root@Debian8:~#

17 )
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2.3 Debian 9

JLr=a

2.3.1 #R¥E Squid FREE

(1) % Squid ARA
root@ebian9:~# squid -v
Squid Cache: Version 3.5

(2) #mEE Squid TR

# vi /letc/squid/squid.conf

(3) E Squid HEFHHEI
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %orm %ru %un %Sh/%<A %mt
access_log /var/log/squid3/access.log nreporter
logformat nreporter %ts.%03tu %=a %5s/%03Hs %<st %rm %ru %un %Sh/%<A %mt

access log daemon:/var/log/squid/access.log nreporter

(4) ERY Squid ARFEMIER Squid FRIEIES

# systemctl restart squid && systemctl status squid

3ms ago
status=0/SUCCESS)
d, status=0/S5UCCESS)

Main PI
Task

-YC -f /etc/s
daemon) /var/l
-YC -f /fetc/sq

54 Debian9 squid HTTP Proxy version 3.x...
54 Debian9 s 4 : Squid Parent: will start 1 kids
54 Debian9 4 : Starting Squid HTTP Proxy: squid.
:54 Debiang - emd : ¥ PID file /var/run/squid.pid not readable (yet?) after start: No such file or directory
4 Debian9 squid : Squi (squid-1) process 4269 started
Debiang s : . i Supervising process 4269 which is not our child. We'll most likely not notice when it exits.
Debian9 sys 1]: Started LSB: Squid HTTP Proxy version 3.x.

18 e
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2.3.2 &% Rsyslog #3% Squid log

(1) & rsyslog ARA

# rsyslogd -v

root@ebian9:~# rsyslogd -v
rsyslogd 8.24.0, compiled with:
PLATFORM: %86 64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.

root@Debian9:~#

(2) #wEE rsyslog FREE

# vi letc/rsyslog.conf

root@ebian9:~# vi /etc/rsyslog.conf

(3) MNEF, imfile & A4
module(load="imfile")  # provides support for file logging
e

##HHE MODULES ####
e

module(load="imuxsock") # provides support for local system logging
module(load="imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging
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(4) /T Squid log #2% %] N-Reporter
# Send Squid log to N-Reporter

input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

input(type ile i ar/log, é gquid]:" Severity="info" Facility="local4" Ruleset="nreporter")
ruleset(name="nreporter”){action(type=" omfwd" Targut "19 16 .8.4" Port="514" Protocol="udp")}

ABXFEMUFEA Squid HiEEEEZRF N-Reporter 4% 1P address

(5) ERL rsyslog FRFEMIERD rsyslog FRIFIEE
# systemctl restart rsyslog && systemctl status rsyslog

root@ebiang:~# systemctl restart lsyshm && systemctl status rsyslog
Se

ndor preset: enabled)

/ rsyslog.com/doc/
Main PID: 43 (rsyslogd)
Tasks: 5 (limit: 4915)
CGroup: /sys .8 /rsyslog.service
E] sbin/rsyslogd -n

;51 Dhblang systemd[1]:
d

" swWersion="8.24.0" x-pid " x-info="http://www.rsyslog.com"] start
51 Debian9 systemd[1]: Start
root@ebiang:~#
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3. Ubuntu

3.1 Ubuntu 16

3.1.1 #RiE8 Squid REE

(1) BF Squid fRA&

root@buntulb:~# squid -v
Squid Cache: Version 3.5.12

(2) #"EE Squid REE

# vi letc/squid/squid.conf

root@buntul6:~# vi /etc/squid/squid.conf

(3) FRE Squid HFEER
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access_log /var/log/squid/access.log nreporter

format nreporter %ts.%03tu %=a %5s5/% =Hs %=st %rm %ru %un %Sh/%<A %Smt
access fvar/ /squid/access. nreporter

(4) ERL Squid ARFEAIERR Squid FRIFIEE

# systemctl restart squid && systemctl status squid

root@buntulb:~# systemctl restart squid && systemctl status squid
® squid.service - LSB: Squid HTTP Proxy version 3.x
Loaded: loaded (/etc/init.d/squid; bad; vendor preset: enabled)
Active: active (running) since Tue 2021-08-31 14:23:38 CST; 12Zms ago
Docs: man:systemd-sysv-generator(8
ited, status=0/SUCCESS)
exited, status=0/SUCCESS)
Tasks: 5
Memory: 16.6M
CPU: B5ms
CGroup: /system.slice/squid.service
t:3646 fusr/sbin/squid -YC -f /etc/squid/squid.conf
3649 (squid-1) -YC -f /etc/squid/squid.conf

Aug 31 14: 38 Ubuntulb systemd[1l]: Starting LSB: Squid HTTP Proxy version 3.x...
Aug 31 ! 3:38 Ubuntult squid[3604]: * Starting 5quid HTTP Proxy squid

Aug 31 : 3:38 Ubuntul6 squid[3646]: Squid Parent: will start 1 kids

Aug 31 ! 8 Ubuntult squid[3604]: . ..done.

Aug 31 ! 8 Ubuntult systemd[1l]: Started LSB: Squid HTTP Proxy version 3.x.
Aug 31 ! 38 Ubuntult squid[3646]: Squid Parent: (squid-1) process 3649 started
root@Ubunt
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3.1.2 &% Rsyslog #3% Squid log

(1) & rsyslog ARA

# rsyslogd -v

root@buntulb:~# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: %86 64-pc-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEEUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): MNo
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@buntulb:~#

(2) #wEE rsyslog FREE

# vi letc/rsyslog.conf

root@buntul6:~# vi fetc/rsyslog.conf

(3) NM& imfile B AE#HE

module(load="imfile")  # provides support for file logging

module{load=
module{load=

module{load=

(4) g rsyslog B9 110-squid.conf F&IEHRE

# vi /etc/rsyslog.d/110-squid.conf

root@buntulb:~# vi fetc/rsyslog.d/1180-squid.conf
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(5) & Squid log #2% %] N-Reporter
# Send Squid log to N-Reporter

input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"
Ruleset="nreporter")
ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

" Tag="[squid]:" Severity="info" Facility="local4" Ruleset="nreporter")
ruleset(name="nreporter"”){action(type="omfwd" Target="192.168.8.4" Port="514" Protocol="udp")}

A EXFEUFBA Squid HREBEEZEM N-Reporter %4t IP address

(6) ERL rsyslog FRFEMIERD rsyslog FRIFIEE
# systemctl restart rsyslog && systemctl status rsyslog

root@lbuntul6:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Lo Jlﬂg Service
ed; vendor preset: enabled)
actlve {(running) since Tue _m:l u“
man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 3690 (rsyslogd)
Tasks: 5
Memory: 660.0K
CPU: Zms
CGroup: /system.slice/rsyslog.service
L3690 /usr/sbin/rsyslogd -n

Aug 31 14:31:54 Ubuntulb systemd[1l]: Starting System Logging Service...
Aug 31 14:31:54 Ubuntul6 systemd[1l]: Started System Logging Service.
root@buntul6:~#
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3.2 Ubuntu 18

3.2.1 #Ri#g Squid FREE

(1) BBF Squid fRA&

root@buntul8:~# squid -v
Squid Cache: Version 3.5.27

(2) #mEE Squid TR

# vi /letc/squid/squid.conf

root@buntul8:~# vi /etc/squid/squid.conf

(3) E Squid HEFHHEI
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access_log /var/log/squid/access.log nreporter

format nre
access

(4) ERY Squid ARFEMIER Squid FRIEIES

# systemctl restart squid && systemctl status squid

root@lbuntul8:~# systemctl restart squid && systemctl status squid
® squid.service - LSB: Squid HTTP Proxy version 3.x
Loaded: loaded (/etc/init.d/squid; generated)
Active: active (running) since Tue 2021-88-31 07:02:07 UTC; 5ms ago
Docs: man:systemd-sysv-generator(8)
Process: 24200 ExecStop=/etc/init.d/squid stop (code=exited, status=0/5UCCESS)
Process: 24225 Ex de=exited, status=0/5UCCESS)
Tasks: 1 (limit: 1)
CGroup: /system.slice/squid.service
L_24275 /usr/sbin/squid -YC -f /etc/squid/squid.conf

Aug 31 07:02:07 Ubuntul8 systemd[1l]: Stopped L5B: Squid HTTP Proxy version 3.x.

Aug 31 07:82:07 Ubuntull8 systemd[1]: Starting LSB: 5quid HTTP Proxy version 3.x...
Aug 31 07:02:07 Ubuntul8 squid[24225]: * Starting Squid HTTP Proxy squid

Aug 31 07:02:07 Ubuntul8 squid[2 : ...done.

Aug 31 07:02:07 Ubuntul8 systemd[1l]: Started L5B: Squid HTTP Proxy version 3.x.

Aug 31 07:02:07 Ubuntul8 squid[24275]: Squid Parent: will start 1 kids

Aug 31 07:02:07 Ubuntul8 squid[24275]: Squid Parent: (squid-1) process 24279 started
root@buntuld:~#
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3.2.2 &% Rsyslog 3% Squid log

(1) & rsyslog ARA

# rsyslogd -v

root@buntul8:~# rsyslogd -v
rsyslogd 8.32.0, compiled with:
PLATFORM: %86 _64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@buntuld:~#

(2) #wEE rsyslog FREE
# vi letc/rsyslog.conf

root@buntul8:~# vi /etc/rsyslog.conf

(3) NM& imfile B AE#HE

module(load="imfile")  # provides support for file logging

module{load=

module{load=

(4) g rsyslog B9 110-squid.conf F&IEHRE

# vi /etc/rsyslog.d/110-squid.conf

root@buntul8:~# vi /etc/rsyslog.d/110-squid.conf
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(5) & Squid log #2% %] N-Reporter
# Send Squid log to N-Reporter

input(type="imfile" File=" " Tag="[squid]:" Severity="info" Facility="local4"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# Send Squid log to N-Reporter

input(type="imfile" File="/var/log/squid/access.log" Tag="[squid]:" Severity="info" Facility="local4" Ruleset="nreporter")
ruleset(name="nreporter”) {action(typ d arge .168.8.4" Port="514" Protocol="udp")}

ABXFEMUFEA Squid HiEEEEZRF N-Reporter 4% 1P address

(6) ERL rsyslog FRFEMIERD rsyslog FRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@buntul8:~# systemctl restart rsyslog &% systemctl status rsyslog
ce

: ( - preset: enabled)
: active (running) since T
man:rsyslogd(8)
http://www. lsyslog com/doc/

Ubuntul8 sy:s g

Ubuntul8 Started System Lo

Ubuntul8 rsys 6]: imuxsock q { ket '/run/systemd/journal/syslog' (fd 3) from systemd. [v8.32.0]

Ubuntul8 rsys 6]: rsys gr C d to 106

Ubuntul8 r gd 6]: r dc to 1682

Ubuntul8 rsys 6]: rig ersi " id 4426" x-info="http://www.rsyslog.com”] start
2:39 Ubuntul8 rsyslogd 26]1: imfile: error th inotify , 1gno g Le 0g/squid/acc log': Permission denied

lootﬂubuntL 18:~#

FA7RZBHY Squid log #ERAE

(7) % Squid log 1R
# Il /var/log/squid/

root@buntul8:~# 11 /var/log/squid/
total 16
drwxr-xr-x 2 proxy proxy 4096 Aug ! y
drwxrwxr-x 10 root syslog 4096 Aug 31 07:50 ../
proxy proxy 6 Aug 31 07:50 access.log
prcxy proxy 5179 Aug 31 87:51 cache.log
root@buntul8:~#

(8) 1Bt& Squid log HEIRSEAESIEEY

# chmod o+x /var/log/squid/access.log

root@Ubuntul8:~# chmod o+r /var/log/squid/access.log

W rail Liiel



(9) M&E Squid log H#EBR

# Il /var/log/s

root@buntul8&:~# 11 /var/log/squid/

total 16

drwxr-xr-x 2 proxy proxy 4096 Aug 31 07:50 ./

drwxrwxr-x 10 root syslog 4096 Aug 31 07:50 ../

-rw-r--r-- 1 proxy proxy 0 Aug 31 07:50 access.log
1 proxy proxy 5179 Aug 31 07:51 cache.log

root@buntul8:~#

root@Ubuntu # systum: tl
® rsyslo r - System Loge
Loaded: aded (/lib/sys d/sys /rsyslog.s i enabled; vendor preset: enabled)
Active: acti i 5 o 2 3 49 UTC; 6ms ago
Docs:

Main PID: 243
Tasks: 4
CGroup: 4 em.sli rsyslog.serv
L 24315 /usr /sbm/lsyslog:

8 Ubuntul8 systemd[1]:
Ubuntul8 systumzl[ll
Ubuntul8
Ubuntul8 i mu x et '/run/systemd/journal/syslog' (fd 3) from systemd. [v8
Ubuntul 5 ]
Ubuntul8 ISyS]_D:_]tl[
Ubuntul8 rsyslog : 0" x-pid 315" x-info="http://www.rsyslog.com"] start

root@lbuntu
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4. Windows 2019
4.1 NXLog
4.1.1 NXLog &

(1) & NXLog

BUfE#3LE https://nxlog.co/products/nxlog-community-edition/download

TEBULFHFAR nxlog-ce-x.x.xxxx.msi - #4l: nxlog-ce-2.10.2150.msi

(2) Z%& NXLog
<2.1> Windows 2003 = 7 B R AIEZE A4t

252 [nxlog-ce-2.10.2150.msi] -> 1% [Install] | [Finish]

#7 NXLog-CE Setup —

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install

Cancel
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4.1.2 NXLog ERERETH

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) T& nxlog_WinSquid.conf I1Z&2 NXLog :REHE

T EELS © hitp://www.npartnertech.com/download/tech/nxlog_WinSquid.conf

BN %5 EEE: Windows PowerShell
PS C:~> Invoke—YebRegquest

PS C:xD>
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4.1.3 NXLog REHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define ROOT C:\Program Files (x86)\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data
Pidfle  %ROOT%\data\nxlog.pid

define NCloud 192.168.8.4
define BASEDIR C:\Squid\var\log\squid

## Load the modules needed by the outputs
<Extension syslog>

Module Xxm_syslog
</Extension>

## For Squid log file use the following:
<Input in_squidlog>
Module im_file
File '‘%BASEDIR%\access.log'
SavePos TRUE
ReadFromLast TRUE
Recursive TRUE
</Input>

<Output out_squidlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 20;
Exec $raw_event = "[squid]:" + Sraw_event ;
Exec to_syslog_bsd();
</Output>

<Route squidlog>
Path in_squidlog => out_squidlog
</Route>

EBNFEMIAR A N-Reporter %47 IP address A Squid FCEk1E RIS
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4.1.4 NXLog RAENARTS

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) BIEh NXLog AR#% - #2E NXLog ARFZHMMER NXLog EAHRM I

N =HEFES: Windows PowerShell - O >
PSS C:x» Start—-Service nxlog
PSS G:s> Get—Service nxlog

Mame DisplayMame

nxlog

PSS C:v» Get—Content
20210901 A7:17:48 INFQ nxlog—ce—-2.18.2158 started
PS C:s>
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4.2 #®¥8 Squid FREE

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) BE Squid kA
PS C:\>

EN 5 EEE Windows PowerShell — O .

PSS C:ox> CoisSquidsbinssgquid.exe
Sguid Cache: Uersion 4.14

Service Hame: squid

(3) #REE Squid FREHE
PS C:\>

EN ZZJEEE: Windows PowerShell — O >
PSS GC:x> notepad C:sSguidsetessguidssguid.conf

PS C:n>

AL FEMIEEA Squid REERMEEE

(4) ®E Squid HFEEEI

logformat -nreporter-%ts_ %03tu-%>a - %5s/%@3>Hs - #<st - Hrm-Bru - Bun - BSh /%< - Bmt
access log-C:\Squid\var\log\squid\access.log nreporter

ABEXFRAIFE®HA Squid HEEBEESR
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(5) ERY Squid ARFFMMER Squid RIEIER
PS C:\>
PS C:\>

EN 5 EEE: Windows PowerShell — O >

PS C:%> Restart—Service sgquidsru
PE C:=%> Get—Service squidsru

MHame DizplayHame

squidsru Sguid for Windows
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5. N-Reporter

(1) g Squid &RfE

REEE] > [RETKE] > M L)
&)/ i-Reporter ©
Bl Admin Global) - &) BRERE

i EERE

g Q

:

------ Q Global {4)

e [ AT (0)

A ETIE

ST
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(2) F|E Squid FEMEREINF Facility
BABE M IP-> AEKREEL: [Syslog] > EEERET: [Squid] 1 Facility: [(20) local use 4(local4)]f] =&

Icon: [icon-host] -> EEZWRRE: [RXA] -> =T [HEE]

AREAE "

Hil

‘ Squid-192.168.2.127 ‘

‘ 192.168.2.127 ‘

ST
Syslog Flow SNMP

Syslog fHRHE

ERMEA

Squid s

Facility

(20) local use 4 (local4) ~

REL

UTF-8 ~

AR RIEPERTE

ICMP iR

[ [/ p— — ~

Sticon  HE

icon-host v

Login Account

Login Password

SR
(®) B &=

ARG
Bit H Syslog/Flow Bl S

HRHFEXE
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