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1. Red Hat
1.1 Red Hat 6
1.1.1 &% Oracle Audit

(1) B2 oracle MR3E

# su - oracle

(2) & A Oracle ERlE

$ sqlplus / as sysdba

(3) BREFTSH

SQL> show parameter audit

(4) BERERERL

SQL> show parameter audit_trail

(6) BANEITER

SQL> show parameter audit_syslog_level

(7) R sysdba FtERFEET

SQL> show parameter audit_sys_operations

(ORCEERER-EIEF S

SQL> alter system set audit_trail="OS' scope=spfile;

(9) BYA sysdba FERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1B E=TaCEE facility: localO info L&

SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

(11) =1k Oracle BERIERFE

SQL> shutdown immediate

T raltiiel



(12) EXE) Oracle ERERFE

SQL> startup

(13) BRBIHEH

SQL> show parameter audit

(14) BB Oracle ERE

Ll rail Liiel



1.1.2 &% Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog ARFEFAERS Rsyslog ARIFIER

# service rsyslog restart && service rsyslog status

T raltiiel



1.2 Red Hat 7
1.2.1 &% Oracle Audit

(1) B oracle MRSE

# su - oracle

(2) A Oracle EHlE

$ sqlplus / as sysdba

(3) BREREH

SQL> show parameter audit

(4) BREREER

SQL> show parameter audit_trail

(6) BRETER

SQL> show parameter audit_syslog_level

(7) B~ sysdba FHEMRFEET

SQL> show parameter audit_sys_operations

(ORCRERE#E LS

SQL> alter system set audit_trail="OS' scope=spfile;

(9) RUA sysdba %itERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1EXEET5CER facility: localo info L&

SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

(11) =1k Oracle ERERS

SQL> shutdown immediate

L rail Liiel



(12) EXE) Oracle ERERFE

SQL> startup

(13) BRBIHEH

SQL> show parameter audit

(14) BB Oracle ERE

T raltiiel



1.2.2 &% Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog

L rail Liiel



1.3 Red Hat 8
1.3.1 &% Oracle Audit

(1) B oracle MRSE

# su - oracle

(2) A Oracle EHlE

$ sqlplus / as sysdba

(3) BREREH

SQL> show parameter audit

(4) BREREER

SQL> show parameter audit_trail

(6) BRETER

SQL> show parameter audit_syslog_level

(7) B~ sysdba FHEMRFEET

SQL> show parameter audit_sys_operations

(ORCRERE#E LS

SQL> alter system set audit_trail="OS' scope=spfile;

(9) RUA sysdba %itERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1EXEET5CER facility: localo info L&

SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

(11) =1k Oracle ERERS

SQL> shutdown immediate

(12) BYE) Oracle ERERTS

SQL> startup

9 ]

Ny raltiiel



(13) BREIHEH

SQL> show parameter audit

(14) BtH Oracle EHlE
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1.3.2 &% Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog

11 _'*:v. ral’ Lici



2. Oracle Linux
2.1 Oracle Linux 6
2.1.1 %% Oracle Audit

(1) B2 oracle MR3E

# su - oracle

(2) & A Oracle ERlE

$ sqlplus / as sysdba

(3) BREFTSH

SQL> show parameter audit

(4) BERERERL

SQL> show parameter audit_trail

(6) BANEITER

SQL> show parameter audit_syslog_level

(7) R sysdba FtERFEET

SQL> show parameter audit_sys_operations

(ORCEERER-EIEF S

SQL> alter system set audit_trail="OS' scope=spfile;

(9) BYA sysdba FERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1B E=TaCEE facility: localO info L&

SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

(11) =1k Oracle BERIERFE

SQL> shutdown immediate

12 ]
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(12) EYE) Oracle ERIEBERTS

SQL> startup

(13) BRBIHEH

SQL> show parameter audit

(14) BB Oracle ERE

13 "%
s =al'Liel



2.1.2 %% Rsyslog

(1) #"¥8 Rsyslog REE

# vi /etc/rsyslog.conf

(2) #% Oracle log f#53%£%] N-Reporter
# Send Oracle log to N-Reporter
local0.* @)

BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# service rsyslog restart && service rsyslog status

14 ]
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2.2 Oracle Linux 7
2.2.1 %7 Oracle Audit

(1) B oracle MRSE

# su - oracle

(2) A Oracle EHlE

$ sqlplus / as sysdba

[oracle@oracle ~]% sqlplus / as sysdba

SQL*Plus: Release 19.0.0.0.0 - Production on Fri Jun 11 17:25:41 2021
Version 19.3.0.0.0

Copyright (c) 1982, 2019, oracle. All rights reserved.
Connected to:

Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.3.0.0.0

sQL>

(3) BNEREZH

SQL> show parameter audit

SOL> show parameter audit

audit_file_dest string Jopt/oracle/admin/ORCLCDB,/adum

audit_sys_operations boolean TRUE

audit_syslog_level string

audit_trail string DB

unified_audit_common_systemlog string

unified_audit_sga_queue_size integer 1048576
ified_audit_systemlog string

SQL>

(4) BREREER

SQL> show parameter audit_trail

v raltiiel



(5) BUEFTREREIEERMR

SQL> alter system set audit_trail='"OS' scope=spfile;

alter system set audit_trail='0s

System altered.

(6) BERBET L

SQL> show parameter audit_syslog_level

SQL> show parameter audit_syslog_level
NAME VALUE

it_syslog_level string

(7) 1BILEETRCEE facility: local info &
SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

alter system set audit_syslog_level="localO.info’

System altered.

(8) BT sysdba HEME B

SQL> show parameter audit_sys_operations

SQL> show parameter audit_sys_operations
VALUE

boolean TRUE

W rail Liiel



(10) =1k Oracle ERERT

SQL> shutdown immediate

SQL> shutdown immediate
Database closed.

Database dismounted.
ORACLE instance shut down.

50)

(11) BYE) Oracle ERERTE

SQL> startup

SQL=> startup

ORACLE instance started.

Total Sy [ ? 0200E+10
Fixed si 9145232
le Siz )4 Te

variab
Database Buffers
Redo Buffers
Database mounted.
Database opened.
S0OL =

(12) BRESHSH

SQL> show parameter audit

audit_file_dest string

audit_sys_operations boolean TRUE

audit_syslog_level string CALO.INFO
audit_trail string 0
unified_audit_common_systemlog string
unified_audit_sga_queue_size integer 1048576
unified_audit_systemlog string

SQL >

(13) BkRFE Oracle ERIE

SQL> exit
Disconnected from Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production

Version 19.3.0.0.0
[oracle@oracle ~]%

v raltiiel



2.2.2 &% Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog

18 e
[ ~arthel



2.3 Oracle Linux 8
2.3.1 %7 Oracle Audit

(1) B oracle MRSE

# su - oracle

(2) A Oracle EHlE

$ sqlplus / as sysdba

(3) BREREH

SQL> show parameter audit

(4) BREREER

SQL> show parameter audit_trail

(6) BRETER

SQL> show parameter audit_syslog_level

(7) B~ sysdba FHEMRFEET

SQL> show parameter audit_sys_operations

(ORCRERE#E LS

SQL> alter system set audit_trail="OS' scope=spfile;

(9) RUA sysdba %itERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1EXEET5CER facility: localo info L&

SQL> alter system set audit_syslog_level='local0.info' scope=spfile;

(11) =1k Oracle ERERS

SQL> shutdown immediate

(12) BYE) Oracle ERERTS

SQL> startup

19 ]
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(13) BREIHESH

SQL> show parameter audit

(14) BtH Oracle EHlE

Ll rail Liiel



2.3.2 %% Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog

- _'*:v. ral’ Lici



3. SUSE Linux

3.1 2% Oracle Audit
(1) t]# oracle MR5E

# su - oracle

(2) & A Oracle ERlE

$ sqlplus / as sysdba

3) BRBEHSH

SQL> show parameter audit

(4) BERERERL

SQL> show parameter audit_trail

(6) BANEITER

SQL> show parameter audit_syslog_level

(7) R sysdba FtERFEET

SQL> show parameter audit_sys_operations

(ORCEERER-EIEF S

SQL> alter system set audit_trail="OS' scope=spfile;

(9) B sysdba FERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1B E=TaCEE facility: localO info &2

SQL> alter system set audit_syslog_level="local0.info' scope=spfile;

(11) /=Lt Oracle BRI ERFS

SQL> shutdown immediate

(12) Ri&) Oracle BRI ERTS

SQL> startup

Ll rail Liiel



(13) BREIHEH

SQL> show parameter audit

(14) BtH Oracle EHlE

23 "%
s =al'Liel



3.2 i%%E Rsyslog

(1) #"¥E Rsyslog RREE

# vi letc/rsyslog.conf

(2) #% Oracle log f53%£%] N-Reporter
# Send Oracle log to N-Reporter
local0.* @)

A BXFEMIFEB A N-Reporter 4% IP address

(3) ERI Rsyslog R#EAMER Rsyslog AR IEN

# systemctl restart rsyslog && systemctl status rsyslog

Ll rail Liiel



4. AIX

4.1 &% Oracle Audit
(1) B2 oracle MR3E

# su - oracle

(2) & A Oracle ERlE

$ sqlplus / as sysdba

3) BRBEHSH

SQL> show parameter audit;

(4) BERERERL

SQL> show parameter audit_trail;

(6) BANEITER

SQL> show parameter audit_syslog_level,

(7) R sysdba FtERFEET

SQL> show parameter audit_sys_operations;

(ORCEERER-EIEF S

SQL> alter system set audit_trail="OS' scope=spfile;

(9) B sysdba FERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(10) 1B E=TaCEE facility: localO info &2

SQL> alter system set audit_syslog_level='local0.info' scope=spfile;

(11) /=Lt Oracle BRI ERFS

SQL> shutdown immediate;

(12) Ri&) Oracle BRI ERTS

SQL> startup;

25 ]
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(13) BREIHEH

SQL> show parameter audit;

(14) BtH Oracle EHlE

Ll rail Liiel



4.2 %% Syslogd

(1) #mE syslog RTEE

# vi letc/syslog.conf

(2) #% Oracle log #2%%| N-Reporter
# Send Oracle log to N-Reporter
local0.* @)

A BXFEMIFEB A N-Reporter 4% IP address

(3) 1F1E syslogd ARFEMENE) syslogd AR#E

# stopsrc -s syslogd && startsrc -s syslogd

(4) HER syslogd ARFSIBEH

# ps -ef | grep syslogd

27 3
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5. Windows
5.1 NXLog
5.1.1 NXLog %3

(1) & NXLog

BIfE#331L https://nxlog.co/products/nxlog-community-edition/download

TEBURFAR nxlog-ce-x.x.xxxx.msi - &f4l: nxlog-ce-2.10.2150.msi

(2) Z%& NXLog

2528 [nxlog-ce-2.10.2150.msi] -> 1% [Install] £ [Finish]

#7 NXLog-CE Setup — b4

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

28 &7 N-Partner



5.1.2 NXLog R&EETH

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) F& nxlog_Oracle.conf &% NXLog REME °

EN Administrator: Windows PowerShell — O >

14> Invoke-WebRequest

29 ‘tj Partner



5.1.3 NXLog REHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.184
define ROOT  C:\Program Files (x86)\nxlog

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir %ROO0T%\data

LogFile  %ROOT%\data\nxlog.log

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile  %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module Xm_syslog
</Extension>

## For Oracle event log file use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Application">*[System[(Provider[@Name="'Oracle.orcl)]]</Select> \
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message,;
Exec if (5EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (3EventType == 'WARNING'") { $SyslogSeverityValue = 4; }\
else if ($EventType =="INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBNFEMIAR A N-Reporter %48 IP address 1 Oracle ¥ 1T{ERS &M

I al Lyl




5.1.4 NXLog REYENARFS

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) BIEh NXLog AR#% - #2E NXLog ARFZHMMER NXLog EAHERM I

EN 5 EEE Windows PowerShell — O )4

PSS C:~> Start—Service nxlog
P8 C:x> Get—Service nxlog

Mame DisplayMame

nxlog

PS C:=~> Get—Content
%EEE—EE—BE 18:34:38 INF0Q nxlog—ce—-2.18.2158 started
NI o
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5.2 Oracle Database

5.2.1 Oracle 12c Audit &%

(1) BAEX [SQL Plus]

SQL Plus

(2) B A user-name: 1 password:

SQL Plus

EQL*Plus: Release 12.2.8.1.8 Production on Wed Jul 7 14:27:83 2821
opyright (c> 1782, 2016, Oracle. All rights reserved.

Enter user—name: syz as syszsdba
Enter password:

(3) BB SH

SQL> show parameter audit;
SQL Plus [= [T

LQL> show parameter aundit;

udit_file_dest i G:~0RACLE~APP~ADMINISTRATOR~AD
MIN“ORCL~ADUMP

udit_sys_operations hoolean TRUE
string DB
inified_aundit_sga_gueue_size integer 1848576

W rail Liiel



(4) BUEFTREREEREZRSR

SQL> alter system set AUDIT_TRAIL=0s scope=spfile;
" SQL Plus [=[= [T

LQL> alter system set AUDIT_TRAIL=o0s scope=spfile;

Cfystem altered.

(5) f=LE Oracle EREBERT
SQL> shutdown immediate;

[ SQOL Plus

LQL> zshutdown immediates
Databaze closed.

Databaze dizmounted.
ORACLE instance shut down.

(6) RiE) Oracle BRI ERT

[ SQL Plus |;l£-_

SQL> startups
ODRACLE instance started.

otal System Glohal Area 2.0867AE+18 hytes
Fixed Size 8229648 hytes
ariahle Si=ze 2617249432 hytes

Datahaze Buffers 1.7985E+18 hytes
LB175488 hytes

v raltiiel



(7) BRBEHEH

SQL> show parameter audit;
C SQL Plus (= [= [T

LQL> show parameter audit;

udit_file_dest i C:~0RACLE~AFPP~ADMINISTRATOR~AD
MIN~0ORCL~ADUME
udit_sys_operations hoolean TRUE
ndit_trail string 05
mnified_awdit_sga_gueue_size integer 1848576

(8) B [SQL Plus]

[ SQAL Plus
QL ewit

W rail Liiel



5.2.2 Oracle 19c Audit %%

(1) BB [SQL Plus]

&

501 Plus

(2) BIA user-name: 1 password:

B SOL Plus — O >

SQOL*Plus: Release 19.6.8.8.8 - Production on Wed Jul 7 13:35:86
Version 19.3.8.8.8

Copyright ] 2819, Oracle. All rights reserved.

Enter user-name:
Enter password:

Connected to:
Oracle Database 19c Enterprise Edition Release 19.8.8.8.8 - Production
Version 19.3.8.8.0

SQL> o

(3) BRBEHEH

B SCL Plus — O >

5Q0L» show parameter audit;
VALUE
C:\WUSERS\ADMINISTRATOR\DESKTOP

YADMINAORCL\ADUMP
ys_operations boolean TRUE

audit_ sy

audit trail string DE
unified audit sg: integer 1848576
unified audit s boolean FALSE
SQL> o

35 T
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(4) BUEFTREREEREZRSR

B 50L Plus
AUDIT TRAIL=0s scope=spfile;

(5) F1E Oracle &l ERE

B SCLPlus — O )4

SQL» shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL> o

(6) RiE) Oracle BRI ERT

" S0L Plus

SQL> startup;
ORACLE instance started.

System Global Area 1.8381E+18
5 12 36
Variabl

Database Buffers
Redo Buffers

Database mounted.
Database opened.

SQL> o

36 rv Farther



VALLUE

audit file des ring : \ORACLENAPPAVADMINISTRATORY
NY\ORCL \ADUMP

audit sys operations boolean

audit trail string

unified audit sga queue size integer

unified audit systemlog boolean

SQL>

¥ t

(8) BRI [SQL Plus]

B SOLPlus — O ot
> exit
Disconnected from Oracle Database 19c Enterprise Edition Release 19.0
.8.8.2 - Pro tion

Version 19.3.6.68.08

37 rv Fartner



6. Oracle RAC

EZE 24 L0 Oracle Linux &4l -

6.1 Node 1
6.1.1 FZ7E Oracle Audit

(1) B2 oracle MR3E

(2) & A Oracle ERlE

[oracle@oracle-racl ~]$ sqlplus / as sysdba
SQL*Plus: Release 12.2.6.1.60 Production on Wed Jul 7 16:43:39 2021
Copyright (c) 1982, 2816, Oracle. All rights reserved.

Connected to:
Oracle Database 12c Enterprise Edition Release 12.2.6.1.6 - 64bit Production

SQL> |

(3) BEERERENNITREERME

SQL> SELECT inst_name FROM v$active_instances;
INST_NAME

oracle-racl.localdomain:cdbracl
oracle-rac2.localdomain:cdbrac2

SQL>

(4) & Oracle SID

SQL> select instance_name from V$instance;

INSTANCE_NAME

cdbracl

SQL>

38 o
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(5) & Oracle spfile

SQL> show parameter spfile;

NAME

string +DATA/CDBRAC/PARAMETERFILE/spf
ile.309.1877273243

(6) BARETSH

SQL> show parameter audit;
NAME

audit_file_dest string fudl/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string

audit_trail string DE

unified_audit_sga_queue_size integer 1048576

SQL>

(7) BRENEEE

SQL> show parameter audit_trail;
NAME

audit_trail
sQL>

(8) BN FERT LRI R A

SQL> alter system set audit_trail='0S' scope=spfile;

System altered.

SQL>

Ny raltiiel



(9) BRETER

SQL> show parameter audit_syslog_level;

NAME

audit_syslog_level string
sQL>

(10) B4 ZEETRCEE facility: localO info L2
sQL>

SQL> alter system set audit_syslog_level='local®.info' scope=spfile;
System altered.

SQL>

(11) #K sysdba FH#EMRFEET

SQL> show parameter audit_sys_operations;
NAME

audit_sys_operations
sQL>

(12) BIA sysdba FFHEAFEE

SQL> alter system set audit_sys_operations=true scope=spfile;
System altered.

SQL>

(13) F1E Oracle ERERTE
sQL>

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL>
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(14) EYE) Oracle ERERTE

SQL> startup;
ORACLE instance started.

Total System Global Area 3707764736
Fixed Size 8799328
Variable Size 9p59726U8
Database Buffers 2785817856
Redo Buffers TO7U912
Database mounted.

Database opened.

SQL> show parameter audit;
NAME

audit_file_dest string fuel/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string LOCAL®.INFO

audit_trail string 0s

unified_audit_sga_queue_size integer 1848576

sQL>

(16) BEBE Oracle ERlE

SQL> exit;
Disconnected from Oracle Database 12c Enterprise Edition Release 12.2.6.1.8 - 64bit Production
[oracle@oracle-racl ~]%
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6.1.2 8%%E Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog
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6.2 Node 2
6.2.1 2% Oracle Audit

(1) B oracle MRSE

(2) A Oracle Ef}E

[oracle@oracle-rac2 ~]$ sqlplus / as sysdba
SQL*Plus: Release 12.2.6.1.6 Production on Wed Jul 7 11:01:85 26821
Copyright (c) 1982, 2016, Oracle. All rights reserved.

Connected to:
Oracle Database 12c Enterprise Edition Release 12.2.6.1.6 - 64bit Production

SQL>

(3) EEERERENNTEERSE

SQL> SELECT inst_name FROM v$active_instances;
INST_NAME

oracle-racl.localdomain:cdbracl
oracle-rac2.localdomain:cdbracz

SQL>

(4) &% Oracle SID

SQL> select instance_name from V$instance;
INSTANCE_NAME

cdbrac?z

SQL>
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(5) & Oracle spfile

SQL> show parameter spfile;

NAME

string +DATA/CDBRAC/PARAMETERFILE/spf
ile.309.1877273243

(6) BARETSH

SQL> show parameter audit;
NAME

audit_file_dest string /uel/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string

audit_trail string DE

unifird_audit_sga_queue_size integer 1848576

sQL>

(7) BRENEEE

SQL> show parameter audit_trail;
NAME

audit_trail
sQL>

(8) BN FERT LRI R A

SQL> alter system set audit_trail='0S' scope=spfile;

System altered.

SQL>
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(9) BRETER

SQL> show parameter audit_syslog_level;

NAME

audit_syslog_level string
sQL>

(10) B4 ZEETRCEE facility: localO info L2
sQL>

SQL> alter system set audit_syslog_level='local®.info' scope=spfile;
System altered.

SQL>

(11) #K sysdba FH#EMFPEET

SQL> show parameter audit_sys_operations;
NAME

audit_sys_operations
sQL>

(12) BIA sysdba FFHEAFEE

SQL> alter system set audit_sys_operations=true scope=spfile;
System altered.

SQL>

(13) fF1E Oracle ERERE
sQL>

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL>
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(14) EYE) Oracle ERERTE

SQL> startup;
ORACLE instance started.

Total System Global Area 3707764736
Fixed Size 8799328
Variable Size 9p59726U8
Database Buffers 2785817856
Redo Buffers TO7U912
Database mounted.

Database opened.

SQL> show parameter audit;
NAME

audit_file_dest string fuel/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string LOCAL®.INFO

audit_trail string 0s

unified_audit_sga_queue_size integer 1848576

sQL>

(16) BEBE Oracle ERlE

SQL> exit;
Disconnected from Oracle Database 12c Enterprise Edition Release 12.2.8.1.8 - 64bit Production
[oracle@oracle-rac2 ~1%
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6.2.2 %%E Rsyslog
(1) #"¥8 Rsyslog REE
# vi /etc/rsyslog.conf

(2) & Oracle log B%%] N-Reporter

# Send Oracle log to N-Reporter

local0.*
BN FEMFH A N-Reporter 24 IP address

(3) ERL Rsyslog AR7EAERD Rsyslog ARIF B

# systemctl restart rsyslog && systemctl status rsyslog

47 _'*:v. ral’ Lici



7. N-Reporter

(1) #18 Oracle Database &%

BB RHEIE) > [REGHRE] > BT [H]

A5 ) i-Reporter &
Bl Admin (Global) ¥ = St

i HEETRE

o
Q

B=

------ Q Global (2)
b2 REETERE (1)

NEFIE

SR
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7.1 Linux / AIX
(2) B&%E Oracle Database FREFEHE RIS
BAEE TP -> AERBELE: [Syslog] -> EEERMEI: [Oracle] 0 Facility: [(16) local use 0 (local0)] -> i

a1 Icon: [icon-host] -> FAEEFZUWGREE: [BUA] -> T [FEXE]

HEEARE )

HiE

Oracle-192.168.1.138

192.168.1.188

it
Syslog Flow SNMP

Syslog tHRARE

HHE

Oracle =t

Facility

(18] local use 0 (locald) w

L =E BT

UTF-8 w

WBENIE

ICMP &4l

N/A v

g icon R

icon-host v

Login Account

Login Password

Bk s
-
W R
Bt Syslog/Flow i e
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7.2 Windows
(2) B&%E Oracle Database FREFEHE RIS
BAGHE M IP-> AEKREEL: [Syslog] > EEERE: [Windows] -> EIEF M Icon: [icon-host] -> BHEEUAK

BE: [RUAH] > T[]
M
R REREE

#iE

| Oracle-192.168.1.188 ‘

| 192.168.1.188 ‘

ST
Syslog Flow SNMP

Syslog tHRRRE

HRHEA

Windows W

Facility

B

ICMP &5E &R

Pigicon R

icon-host v

Login Account
Login Password

EiikaE
g
YREHEE

Bt syslog/Flow Himgil s

R ERE

W
[= 3
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8. EIREHERR

(1) &%& Oracle SID

SQL> select instance_name from V$instance;

S select instance_name from V$instance;

INSTANCE_NAME

ORCLCDB

SQL>

(2) & Oracle DB %#tLL pfile B2 spfile RYED
SQL> SELECT DECODE(value, NULL, 'PFILE', 'SPFILE") "Init File Type" FROM sys.v_$parameter WHERE name =

SELECT DECODE (value, NULL, 'PFILE', "SPFILE"') "Init File Type"” FROM sys._v_%$parameter WHERE name = 'spfile’;

(3) & Oracle spfile

SQL> show parameter spfile;

VALUE

string ' .
/spfileORCLCDB. ora

(4) % Oracle pfile

SQL> show parameter pfile;

SQL> show parameter pfile;

VALUE

string ‘oracle/product/19c/dbhome
'dbs /spfi1eORCLCDE. ora
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