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1. CentOS 8
1.1 #REE MySQL FRTEHE

(1) EBF MySQL frA&
# mysql -V

[root@Cent058 ~]1# mysqgl -V

mysgl Ver 8.0.21 for Linux on x86 64 (Source distribution)
[root@CentDS8 ~]#

(2) #w#8 MySQL Server :REHE

# vi /etc/my.cnf.d/mysqgl-server.cnf

[root@Cent0S8 ~]1# vi fetc/my.cnt.d/mysgl-server.cnt

(3) BE MySQL Foi%

IR EAE R
# General and Slow logging
log-output=FILE

7 R 5 7T B

general-log=1

ERRRER
general_log_file=/var/log/mysql/mysqgl-gen.log
F RV B RC BR

slow-query-log=1

EEHREER

slow_query_log_file=/var/log/mysqgl/mysql-slow.log

WITHEE 10 MECHR
long_query_time=10

PRERACERIE SR

# Error Logging.
log-error=/var/log/mysql/mysqld.log

# General and Slow logging

log output=FILE

general log=1

general log file=/var/log/mysgl/mysql _gen.log
slow query log=1

slow query log file=/var/leog/mysql/mysql slow.log
long _query time=10

# Error Logging.

log _error=/var/log/mysql/mysqld. log
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(4) ER MySQL ARFZFITERS MySQL BRFFIES

# systemctl restart mysqld && systemctl status mysqld

- MySQL 8.6

active (running) sin
Proc 5678 ExecStartPost=/usr/1i 50 grade (c statu /SUCCESS)
Process: 5551 E: star Susr/1i ec/mysql-prepare-db-dir : d ce (code=exited, status=0/SUCCESS)
Pre ! ) Star sr/li mysql-check-socket (code d, status=0/SUCCESS)
Main PID:

Server is operational”
(limit: 11411)
Memory: 491.7M
CGroup: /syst ;lice/mysqld.service
] /mysqld --basedir=/usr

8.localdomain systemd[1]: Starting MySQL 8.0 database or...
38.localdomain mysqgl-prepare-db-dir[5551]: Initializing QL database
8.0 database server.
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1.2 %% Rsyslog 2% MySOQL log

(1) & rsyslog ARA
[root@Cent058 ~1# rsyslogd -v
rsyslogd 8.1911.0-7.e18 4.2 (aka 2019.11) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: fetc/rsyslog.cont
PID file: fvar!run!rsyslngd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent058 ~]#

(2) #m¥E Rsyslog REME

# vi letc/rsyslog.conf

[root@Cent058 ~]# vi /etc/rsyslog.conf

(3) MNEF, imfile & AEAR
module(load="imfile") # provides support for file logging
i MODULES ###

module (load="imuxsock" # provides support for local system logging (e.g. via logger command)
SysSock.Use="off") # Turn off message reception via local lo
# local messages are retrieved through 1m]ourﬂa1 now.
module (Lload="imjournal” # provides acc to the systemd journal
StateFile="imjournal.state") # File to store the position in the journal
#module(load="imklog") # reads kernel messages (the same are read from journald)
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(4) #8 rsyslog B9 130-mysgl.conf =& EE
# vi /etc/rsyslog.d/130-mysql.conf

[root@Cent0S8 ~]1# vi /etc/rsyslog.d/130-mysql.conf
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(5) &7E MySQL log #3%%] N-Reporter

# Send MySQL log to N-Reporter

input(type="imfile" File=" " Tag="mysql" Severity="info" Facility="local3"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="mysql" Severity="warning" Facility="local3"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="mysql" Severity="error" Facility="local3"

Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# Send MySQL log to N-Reporter

input(ty

input(typ

input(type="imfile -
ruleset(name="nreporter ar ] .16“ 8.4" F'Dlt—" " F'rato::olz"u::ip")}

porter™)

ABXFEMUFBA MySQL HESEEEIEZRF N-Reporter 245 IP address

(6) ERY Rsyslog ARFEATER Rsyslog ARFEIES
# systemctl restart rsyslog && systemctl statu rsyslog

ed; vendor preset: enabled)
; 9ms ago

o/ /www . rsyslog.com/doc/
Main PID: 5 yslogd)
Tasks: 5 (limit: 11411)
Memory: 1.1M
CGroup:
[

-localdomain
-localdomain
-localdomain r
“ent058.localdomain systemd[1]: Startud Systum Logging Service.
#

swVersion="8.1911.0-7.e18_4.2" x-pid= 34" x-info="https://www.rsyslog.com"] start

[root@C
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2. Ubuntu 21
2.1 #REE MySQL REHE

(1) EBF MySQL frA&
# mysql -V
root@buntu2l :~# mysql -V

mysql Ver 8.0.26-O0ubuntu®.21.84.3 for Linux on x86 64 ((Ubuntu))
root@buntul :~#

(2) #w#8 MySQL Server :REHE

# vi /etc/mysqgl/mysqgl.conf.d/mysqgld.cnf

root@buntu2l:~# vi fetc/mysql/mysql.conf.d/mysqgld.cnf

(3) BE MySQL Foi%

IR EAE R
# General and Slow logging
log-output=FILE

7 R 5 7T B
general-log=1
ERRIRER
general_log_file=/var/log/mysql/mysqgl-gen.log

F RV B RC BR

slow-query-log=1

EEHREER

slow_query_log_file=/var/log/mysqgl/mysql-slow.log

WITHEE 10 MECHR

long_query time=10

PRERACERIE SR

# Error Logging
log-error=/var/log/mysqgl/mysqld.log

log output=FILE
general_log=1

general log file=/var/log/mysgl/mysql gen.log
slow_query log=1

slow query log file=/var/log/mysgl/mysqgl slow.log
long_query time=10

log error=/var/log/mysql/error.log
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(4) ERL MySQL FR#BHAMEE MySQL ARFFLESR
# systemctl restart mysql && systemctl status mysq|

root@buntu2l:~# systemctl restart mysgl && systemctl status mysql
® mysqgl.service - MySQL Community Serv
loaded (/lib/systemd/s e i enabled; vendor preset: enabled)
active (running) sinc
Process: 95
Main PID: (mysqld)
Status: rver is operational"
Tasks 8 (limit: 4584
Memory .5M
CGroup: fsystem.slice/mysgl.service
L9553 /usr/sbin/mysqld

Sep 0 2:16: 38

buntu2l systemd[1]: Starting MySQL Community Server...

8 U
Sep 0 1 8 Ubuntu2l systemd[1]: Started MySQL Community Server.
root@Ubuntu
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2.2 &7 Rsyslog #E3& MySQL log

(1) #8& rsyslog kR4S
# rsyslogd -v

root@buntu2l:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: %86 64-pc-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEEUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@buntu?l :~#

(2) 4REE rsyslog RREIE

# vi letc/rsyslog.conf

root@buntu2l:~# vi fetc/rsyslog.cont

(3) NM& imfile B AE#HE

module(load="imfile")  # provides support for file logging

module{load=

module({load=

(4) g rsyslog B9 130-mysgl.conf REHE

# vi letc/rsyslog.d/130-mysql.conf

root@buntu2l:~# vi /etc/rsyslog.d/130-mysqgl.conf
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(5) &7E MySQL log #3%%] N-Reporter

# Send MySQL log to N-Reporter

input(type="imfile" File=" " Tag="mysql" Severity="info" Facility="local3"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="mysql" Severity="warning" Facility="local3"

Ruleset="nreporter")
input(type="imfile" File=" " Tag="mysqgl" Severity="error" Facility="local3" Ruleset="nreporter")
ruleset(name="nreporter*){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send MySQL log to N-Reporter

input(typ mfile"” Fi var/log/mysql/mysql_gen.log"

input(type i i var/log/my: /mysql_slow.lo

input(type="imfi i var/log/mysql/error.log" Ta q
ruleset(name= ){action(type="omfwd" Target= 8.8.4" Port=

A BEXFEUFBRA MySQL HEFFEEEIEZREM N-Reporter 4% IP address

(6) ERI Rsyslog FRIFAFERR Rsyslog FRFFIESR

# systemctl restart rsyslog && systemctl status rsyslog

root@Ubuntu # systemctl start rsyslog && systemctl status rsyslog
- System Logging Serv
nabled; vendor preset: enabled)
UTC; 5ms ago

man: rsyslog.conf(5)
https://www.rsyslog.com/doc/
Main PID
Tasks
Memory
CGroup: /system.slice/rsyslog.service
/usr/sbin/rsyslogd -n -iNONE

arting System Logging Servi
i */run/systemd/journal/syslog’ 1 3) from systemd.

Ubuntu2l r

FAREEEY MySQL log #ERAZE

(7) BF MySQL log #[R

# Il /var/log/mysql/

root@buntu2l:~# 11 /var/log/mysql/
total 24
drwxr-x--- 2 mysql adm 4096 Se : v
drwxrwxr-x 10 root syslog 4096 Se : 53 ../
1 mysqgl adm 7194 Se : error.log
1 mysgl mysqgl 178 Se : mysgl_gen.log
mysgl mysgl 178 Sep . mysgl slow.log
root@lbuntu2l:~#

(8) 1222 MySQL log HEIRIEAESDEE

# chmod o+x /var/log/mysql/*.log

root@buntu2l:~# chmod o+r /var/log/mysql/*

W rail Liiel



(9) & MySQL log #[R
# Il /var/log/mysql/

root@buntu2l:~# 11 /var/log/mysql/
total 24
drwxr-x--- 2 mysqgl adm 4096

drwxrwxr-x 18 root syslog 4096 .

-rw-r--r-- 1 mysqgl adm 7194 5e 3 02:16 error.log
-rw-r--r-- 1 mysql mysqgl 178 Se 3 02:16 mysgl gen.log
-rw-r--r-- 1 mysql mysqgl 178 Se 3 02:16 mysgl slow.log
root@buntu2l :~#

(10) ERY rsyslog FRFFFNFERD rsyslog FRIFIER

# systemctl restart rsyslog && systemctl status rsysl

root@Ubunt systemctl restart rsyslog && systemctl status rsyslog
- System Loggin i
(/lib/systemd/sys r5 Y5 i enabled : enabled)

® syslog.socket
cs: man:rsysl

Jwww . rsyslog.com/doc/
Main PID: 03 yslogd)

Tasks: 5 (limit: 4584)
Memory
CGroup: / .slice/rsyslog.service
031 /usr/sbin/rsyslogd -n -iNONE

Ubuntu2l
Ubuntu2l r
Ubuntu2l syste
Ubuntu2l rsys 1 1 gr é to 110
Ubuntu2l r d
03 03:07: Ubuntu2l
root@Ubuntu =
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3. Windows 2019
3.1 NXLog

3.1.1 NXLog %3
(1) & NXLog

RIF#3IE https://nxlog.co/products/nxlog-community-edition/download

TEBUFRFAR nxlog-ce-x.x.xxxx.msi - #fl: nxlog-ce-2.10.2150.msi

(2) Z%& NXLog

262 [nxlog-ce-2.10.2150.msi] -> ##Z [Install] % [Finish]

#7 NXLog-CE Setup — b4

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel
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3.1.2 NXLog REETH

(1) BARY [Windows PowerShell]

o
Windows
PowerShell

(2) & nxlog_MySQL.conf /&2 NXLog :REME °

TEELS ¢ hitp://www.npartnertech.com/download/tech/nxlog_MySQL.conf

EN %5 =EE: Windows PowerShell
PS C:%> Invoke—UWebReguest

PS C:v>
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3.1.3 NXLog #RiEHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.1.184

define BASEDIR C:\Logs

define ROOT C:\Program Files (x86)\nxlog

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir  %ROOT%\data

LogFile  %ROOT%\data\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module Xm_syslog
</Extension>

## For MySQL general log file use the following:
<Input in_generallog>
Module im_file
File '%BASEDIR%\mysgl-gen.log'
Exec $SyslogSeverityValue = 6;
SavePos True
ReadFromLast True
</Input>

## For MySQL Slow log file use the following:
<Input in_slowlog>
Module im_file
File '%BASEDIR%\mysqgl-slow.log'
Exec $SyslogSeverityValue = 4;
SavePos True
ReadFromLast True
</Input>

## For MySQL error log file use the following:
<Input in_errorlog>
Module im_file
File '%BASEDIRY%\mysql.err'
Exec $SyslogSeverityValue = 3;
SavePos True
ReadFromLast True
</Input>

<Output out_mysqgllog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 19;
Exec to_syslog_bsd();
</Output>

<Route mysqllog>
Path in_generallog, in_slowlog, in_errorlog => out_mysqllog
</Route>

EBXFEMFBE A N-Reporter 24 IP address f1 MySQL HFTEEEES
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3.1.4 NXLog EYENARFS

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) BB NXLog FE#5 - & NXLog RRIZHMMEFE NXLog >2AIERAE

EN 5 EEE Windows PowerShell — O .

PSS C:~> Start—Service nxlog
PS8 C:x> Get—Service nxlog

Mame DiszplayMame

nxlog

PE C:=%> Get—Content
%EEE—EE—BE 16:17:58 INF0Q nxlog—ce—-2.18.2158 started
NI o
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3.2 MySQL

3.2.1 #REE MySQL RREE

(1) BARX [Windows PowerShell] - 4% my.ini 2 E&

PS C:\>

EN =HEFEE: Windows PowerShell - O >
PSS C:%> notepad C:sProgramDatasMySQLs~MySQL Server 8.8 my.ini

PSS Ciny

ALENFEBAIEEIA MySQL AR#SARAS

(2) :&E MySQL =iz

ROERFEAESR

PR E RO RC i

EIRCERER

FRUIE B RCER

EEHREER

AT 10 FECER

#-General-and-Slow- logging.
log-output=FILE

general-log=1

general log file="mysql-gen.log"
slow-query-log=1

slow_query_log file="mysgl-slow.log"
long query time=18

#-Error-Logging.
log-error="mysql.err"

AL FEIEEA MySQL HEfER
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3.2.2 R MySQL BR#%

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) ERL MysSQL RRFFAMERE MySQL ARFSARRE

EN &5 TS Windows PowerShell
PS C:x> Restart—Service

ARNING: Waiting for service 'MySQLEA (MypSQLEAY* to start...

PSS C:v» Get—Service

Mame DisplayMame

MySQLEA

AL FEIEEA MySQL ARFSARZS

17
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4. N-Reporter
(1) ¥ MySQL =&

EHEE] > RHEIKE) > B2 (5
4/ i-Reporter &
Bl ~dmin Global) - El St

i HERTRE

o
(]

Bz

...... @ Global (4)
L (5] SRETEE (0)

NEFIE

TR
BEREEE
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(2) F|E MySQL FEREREINH Facility
BAGER IP-> AERETELR: [Syslog] -> EEFEEREIN: MySQL] 1 Facility: [(19) local use 3 (local3)|fE& %

Icon: [icon-host] -> EEZWRRE: [RXA] -> =T [HEE]

REEFRE )

2%

‘ MysQL-192.168.10.4 ‘

IP

‘ 192.168.10.4 ‘

SRER

Flow SNMP

Syslog 1EEEEEE

HERES

|'v'|YS aL L

Facility

(19) local use 3 {local3) ~

KEBEAR

UTF-8 v

FRENOBEEETEHESyslogiE e » 8 Raw Data

Zflcon R

icon-host R

Login Account
Login Password
Enable Password

Bk

R e

BT Syslog HEERSE
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