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1. NXLog

1.1 NXLog 228t
(1) F& NXLog CE(Community Edition)

BUfE#3LE https://nxlog.co/products/nxlog-community-edition/download

TEBULFHF AR nxlog-ce-x.x.xxxx.msi - Al: nxlog-ce-3.0.2272.msi

]

o
L
]

A L |

T EBEHZENE NXLog 32bit hiA - FHEEMEE -

o

(2) Z%& NXLog
<2.1> Windows 2008 = 7 B R AIEZE A4t

<2.1.1> BRI [Windows PowerShell]

Lo
Windows
PowerShell

<2.1.2> Z# NXLog ¥rBg

PS C:\>

EN 5 =ES: Windows PowerShell — O W
Sanxlog—ce—-3. 82272 _msi

Uersion Source

Csnxlog—ce—3...
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<2.2> Windows 2003

FHE [nxlog-ce-2.10.2150.msi] -> #Z [Install] # [Finish]

#F NXLog-CE Setup — >

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

‘ A& N-Partner



1.2 NXLog REETE

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) & NXLog MS Exchange #HAMENE -> BE Windows %4 NXLog R ELE

TEZE4S ¢« hitps://www.npartnertech.com/download/tech/nxlog_Exchange.conf

EN HEEE Windows PowerShell — O W
PSS C:~> Inuvoke—WebRequest

PS C:s>

KX HEBIZ NXLog 64bit fRZAS - 2 NXLog 32bit hiA - AL EXFEMIFERLL FERE 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'

° 7 N-Partner



1.3 NXLog REHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking
define lISLog C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle = %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Exchange Message Tracking log file use the following:
<Input in_maillog>

Module im_file

File '%MailLog%\MSGTRK*.LOG'

ReadFromLast TRUE

SavePos TRUE
</Input>

<Output out_maillog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 2;
Exec $SourceName = 'Exchange’;
Exec to_syslog_bsd();

</Output>

<Route maillog>
Path in_maillog => out_maillog
</Route>

## For Windows Event log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=4624 or EventlD=4625 or EventlD=4626 or
EventlD=4627 or EventlD=4634 or EventlD=4646 or EventlD=4647 or EventlID=4648 or EventlD=4649 or
EventlID=4672 or EventlD=4675)]]</Select> \
<Select Path="Security">*[System[(EventID=4778 or EventlD=4779 or EventID=4800 or
EventlD=4801 or EventlD=4802 or EventlD=4803 or EventlD=4964 or EventlID=4976 or EventiID=5378 or
EventlD=5632 or EventlD=5633)]]</Select> \
<Select Path="Security">*[System[(EventID=4768 or EventlD=4769 or EventlD=4770 or
EventlD=4771 or EventlD=4772 or EventlD=4773 or EventlD=4774 or EventlID=4775 or EventiID=4776 or
EventlD=4777 or EventlD=4820)]]</Select> \
<Select Path="Security">*[System[(EventID=4720 or EventlD=4722 or EventlD=4723 or
EventlD=4724 or EventlD=4725 or EventlD=4726 or EventlD=4727 or EventlD=4731 or EventiD=4732 or
EventlD=4733 or EventlD=4734)]]</Select> \
<Select Path="Security">*[System[(EventlD=4735 or EventID=4738 or EventlD=4739 or
EventlD=4740 or EventlD=4749 or EventlD=4750 or EventlD=4751 or EventlID=4752 or EventlD=4753 or
EventlD=4764 or EventID=4765)]]</Select> \
<Select Path="Security">*[System[(EventID=4766 or EventlID=4767 or EventID=4780 or
EventlD=4781 or EventiD=4782 or EventiD=4793 or EventlD=4794 or EventlD=4797 or EventlD=4798 or

Qi Lyl




EventiD=4799 or EventlD=5376 or EventlD=5377)]|</Select> \

<Select Path="Security">*[System[(EventID=4608 or EventID=4610 or EventID=4611 or
EventlD=4612 or EventlD=4614 or EventlD=4615 or EventlD=4616 or EventlID=4618 or EventiD=4621 or
EventiD=4622 or EventlD=4697)]]</Select> \

<Select Path="Security">*[System[(EventID=5024 or EventID=5025 or EventID=5027 or
EventlD=5028 or EventlD=5029 or Event|D=5030 or EventID=5032 or EventID=5033 or EventiD=5034 or
EventlD=5035 or EventlD=5037)]]</Select> \

<Select Path="Security">*[System[(EventID=5038 or EventID=5056 or EventlD=5058 or
EventID=5059 or EventlD=5061 or EventID=5890 or EventID=6281 or EventlID=6400 or EventiD=6401 or
EventlD=6402 or EventlD=6403)]]</Select> \

<Select Path="Security">*[System[(EventID=6404 or EventlD=6405 or EventID=6406 or
EventlD=6407 or EventlD=6408 or EventlD=6409 or EventlD=6410)]]</Select> \

</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING") { $SyslogSeverityValue = 4; } \
else if ($EventType =="INFO' or $EventType =="'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%lISLog%\u_ex*.log'

ReadFromLast TRUE

Recursive TRUE

SavePos TRUE
</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [info]: " + $raw_event ;
Exec to_syslog_bsd();
</Output>

<Route iislog>
Path in_iislog => out_iislog
</Route>
EBXFEIFE# A N-Reporter %% IP address
define NCloud 192.168.8.4
R BIZ NXLog 64bit ARAS - H2Z NXLog 32bit Wi AFB AL NRE
define ROOT C:\Program Files (x86)\nxlog
EBNFHEMIFH A Exchange log BEE

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

EeXFEAIFEA IS log B
define [ISLog C:\inetpub\logs\LogFiles

I al Lyl




1.4 NXLog RYENARFS

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) E¥RE) NXLog AR# - #8& NXLog ARFEAMTERS NXLog 2AIHRE

EN &5 EEE: Windows PowerShell - O >

PSS GC:~> Restart—Service nxlog
PSS C:v> Get—Service nxlog | Select—0Ohject Mame .S5tatus . StartType

nxlog Running Automatic

PSS GC:x> Get—Content
2022-03-08 16:43:19 INF) nxlog-—ce—3.8.2272 started
PS Cosr>r o

(3) BRRY [3675] ThEE

EN 2ZJEEE: Windows PowerShell — O >

PSS C:v> Services.msc

PSS Cine
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(4) FRY NXLog BREARR

B2 [NXLog] -> B4 E [AE]

B — O Y
BER DEA  BENV) BEH)
$$|.§>|ﬂ| RS

C EEEE =

-~

MNXLog =2E it AhEE EEEL EAED ~
n &), Network Lacation Awareness WEEEE. ITF =E| Metwork Service
é_%_&ﬂ;ﬁ i €1 Netwark Setup Service FE|(EEE.. Local System

=

B (EEEE) Local System

Fﬁﬂ: o ) = Local System
This service is responsible for T=F Local Svst
running the MXLog agent. See T ocal system

www.nxlog.co.

\ G A B/

'-.f:!; Optimize drives B&EEFEE.. FE Local System

(6) [ BE -> MR ; MENEE: [BF (EERE)]

Mxlog AE (ZBER) x

—&= |BA &F #Ee

EEEE nxlog
BETEE MxLog
=i This service is responsible for running the MNxLog

agent. See www.nxlog.co.

oHTEREREE
"CHProgram Files\nxloghnxlog.exe" -¢ "CA\Program Files\nxloghconfnxlog

EEEE(E) S (EEE) v

ERSE RNTH

A]

BLEN(S) FLE(T) EFP) £2R)

"

EELEER ST BEERESANEE -

EXEhERATIN:

i:ha i EHA)
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6) [(ER] BEE -> MR ; F—RKMET: M FIRKUE: M BEXME: [EMMERE] > & BE]

NXlog AE (TEER)

—&  BA | EF |#fEe

ERLEEFRENERERE - BIRETEREE

Pt

E—IFHEFR: ELEENEEE ~
ETIEHEE): ELEENEEE ~
BEZHELU: ELEENEEE ~
EE TR RHEEREMEE(0): 1 =
EETFEEEEFRLIEEWV): 1 a8
[ e e E SR LA EmRAYEE - EREFRHERR)
HITER
BEP)
EE(B)...
A MBI
ESRETEMINE &S FIEE (fail=%1%)(E)
B EAW
10
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2. Exchange 2007

g6l - Exchange 2007 %% Windows 2003 fafzs -
OJ3##ZF [Exchange EIEF#EA] 3¢ [Exchange EIEM< N H]

2.1 Exchange MessageTracking Log

&2 nxlog.conf

it 2% 1.3NXlLog REE

A=

EBXFENR B EHER?

[BEI=UEPS

BHERCE -

define MailLog

2.1.1 Exchange BB X#Z&

(1) FRX [Exchange BB F &)

(2) EF [fAiR=AERE] -> F

BiExchange ER T EL
BRE BITW WHRO HED

1<)

4R /58] -> [Exchange fAlARE{(WIN2003)] -> [AS]

5

=] |

o | @m 2m
£3 Misrosoft Exwhenge | R Pyt

T RITHERE)

Z: WINZ2003

ferE e |

BFE - | #ae
721 Clignt WIN2003 E&A
21 Default WIN2003 E=A

WIN2003
G BRI Madlbox server mole M)

S 3B Client Avvess server role...
D FEEisEER.

vl AEER)

C_].ient WIN2Z003

© #Ro

X BB

PR
E2E

G
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(3) #hEE [RCEHERTE] BE -> R [RURIAEKCE] MEHENFCIRIERL [C:\Program

Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking] -> & [M&E]

WIN2003 % ]|
—# | FgereE | SH8R DN 06A | poBR DNS 25RE | MR | SRERMEERTE ||

H{HEBLECHRE

Ei.-..%ﬁﬁ%ﬁ:iéﬁ%%?ﬁ; ...................................
Hi{HE RGO PEE :
IC "\Frogran FileshlicoceoffFrchange Semx".Tm:qorLRnles"Log;s |

ﬁ?ﬂuﬂﬁ

[~ &R RS ERD
LR SO AR TR T
IC:".P&:G@am Files\hiciosoftErchange Benred TransportFolesLogs HE[ERED.. |

i e )

TR e e B8 BG T i TE GraR T P (T

IC:".P&:G@am Files\WicioenftErchange Senred TransportRoles\Log="Fio JRIERRD. .

For MTE e 28 B o TE SCaR TR PEE

IC:".PIG@;&m Files\hficioenftFrchange Senred TransportFoles\Log="Fio JEEE . |

g | _=mw | sie |

k
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2.1.2 Exchange EE&H<H

(1) FRY [Exchange EIEfn</H]

(2) R [RUBEABRACIRE] MEABRCIRER: [C:\Program Files\Microsoft\Exchange

Server\TransportRoles\Logs\MessageTracking]
[PS] C:\> Get-TransportServer
@Machme win2003 | Scope: npariner.local

Welcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =IM* or *Mailbox*

Get general help: help

Get help for a cmdlet: help <cmdlet-—name> or <cmdlet—-name> —7
Show guick reference guide: gquickref

Exchange team blog: get—exbloyg

Show full output for a cmd: <cmd> | format—list

Tip of the day H48:

HERLE R RIS 7 BRE

Get—ExchangeServer | Get—MailbhoxDatabase —Status | Format—-Tahle Mame, =*Back»

[PE]1 C:“Documents and Settings“administrator NPARTHER>Get-TransportServer Win2B883 | Select-Object *Track=

MessageTrackingLogEnabled True

MeszageTrackingLogMaxfge 30.00:068:808

MessageTrackingLogMaxDirectorySize 258MB

MeszageTrackingLogMaxFileSize 18MB

MeszageTrackingLogPath :“Program Files“Microsoft“Exchange Server“IransportRoles“Logs“MessageTracking
MesszageTrackingLogSubjectLoggingEnabled True

[PS]1 C:“Documents and Settings“administrator.NPARTHNER>_

A BXFENIFEE A Exchange EIRZE2HE

T raliLiel



2.2 1S Log

(1) PR [RERAEEMRS (1S) EEE]

(2) & IS Bk BEAR > BEE [AF]

Vo #:E  STw  WR0 #EoD Ao

| =1 ]

[
ERO)..
PEELR D)
HEE)

Hita I
FRE TIEE

it (7
fiE 35 TR HTIER B (W)

EWNERE
BHEEL)..

[

-

R R T5ATE
e

EENRTENEEERATHERR - |

14

Ay

ol

Partner



(3) W& [MUSECEEMA UTF-8 RG] > 1% [T
WIN2003 (ABEIE) AR 1]
EREAmRL IR |

1 B EE Metabaze (RER QD
FLEFAEAE 115 S01TRE + 4RER 115 Metabase SHTEAS -

—UTF-3 3Li%
JLEF IR {EA UTFR R BB R AR A SLiFHE -

[ #@u53EsRA UTF-8 AiRRE (0D |

— MIME $58U

N I8 FIRFSES £ B MIME 18
FLE B RAEE - BEs R UME BRI
FoligE ¢ i [MIME 188 -

RLiH ER A £HEd

(@) 2 (] R IS BB
IS E8 S

9| EEHBHR LMREESEENATEE IS SFEISTEY -
o/ EHIEEEE IS

(5) BARY [ RAFIT]

P—
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(6) ¥Ti& 1S LogFiles ERIZFME IS LogFiles
C:\> mkdir C:\Inetpub\logs\LogFiles
C:\> dir C:\Inetpub\logs

Microsoft Windows L 5.2.37981

¢y FRHEFRE 1985-2883 Microsoft Corp °

C:~Documents and Settingssadministrator.

C:ﬁDucuments anﬂ Settingssadministrator
FHEIE ¢ PEVESERE TR -
R FAE:  4AER-4DF@

G:xInetpubslogs Eﬁﬁﬂiﬁ

202881./87 T - B4:86
2020-81.-87 T - @4:86

{DIR>
<DIR>
<DIR>

EREP

MPARTMER >mkdir C:“Inetpub>logsz>LogFiles

.MPARTHER>dir C:“Inetpub*logs

For

B {5 F

?1.786.727.424

C:~Documents and Settingssadminiztrator

AL

LR
fimHH AT

-NPARTHER>

(7) £ [A8Uh] BBEAR > BE [NE]

DEEREEIRS (1S) XS _[O[x]
V) #EE #iTw WSRO #AEw SHEE =&
&= EE
€ s SR P EE |4k
-0 WINZODS (SR | e ARG 1 BT
i) ERESER
+H- | ] %ﬁﬁg@@ 3
PRI K b
1.0 b
HEETRERISIRE (W)
B
EHEEL) .
1| 10
EEnEE e R AT HE AR -
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(8) [(91k] BE: 2iE [RMUAREH] > RANKEHEINERE W3C BRTHEREN] > & [RE]

gEps  |EH|
SREF | HITP4EEE | BITeEm | BE
ik S |  msarrEmEE | BEs#: |
~ A RIS
S EH Y I
TE {idE (I [ZFiEE) =l EEo |

TCE SEELE T I Rl SRR I

— AR

S SRR B R (1) | 120

[v B5F HTTP BB ER IO

v _BRERE)|
AR RS O
|| WAC F7 DR SRS vI

9) [ BE: FELESERE (8B > D& [RERXTBEAERNE] ->

C:\Inetpub\logs\LogFiles -> # [EH]
SEHATE

7w |
IV S S
i~ FEHI

i EE O

=AM

O BHEEHAEE R
O EigE AR E:

IEEI _I: ME

| SEER AR S RS E (D
SEHEEEL):

C \nstpubilogsiLogFiles 8. |

]|

SLERTE S W3SV CHesonmmddhhlog

Bt =R W) S

17
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(10) (E&F&] Bl : EFRCEHEIRDE [HE(date)] ~ [FFRE(time)] ~ [P 1P filt(c-ip)] ~ [ERZE &M (cs-
username)] * [AR7% &7 (s-sitename)] * [BARES %18 (s-computername)] ~ [EAR=: IP fiIilk(s-ip)] * [BAREREEEIR(s-
port)] * [57%(cs-method)] * [URI F5&(cs-uri-stem)] * [URI &3f)(cs-uri-query)] ~ B 17 EAREE (sc-status)] -~ [BF1H
E FikB&(sc-substatus)] ~ [Win32 ik B&(sc-win32-status)] - [{EE AT (sc-bytes)] ~ [ 17T (cs-bytes)] ~ [TEERF
fE(time-taken)]  [#BaT 1% X Bk A (cs-version)] ~ [E1#(cs-host)] - [1E B &K (cs(User-Agent))] *
[Cookie(cs(Cookie))] - [#EE (cs(Referer))] -> & [MEE]
EHAT |

8

i Eio bt 2T

BEHE (date ) LI
BERE (time )

Ak

v FAEs TP Ak (c-ip)

- W IEREEE (ceuemane |

- o] IRTEETE ( e-sitename )

- [ 1E]IREE & (scomputermname )
- [w] {E1AR 8 IF fifdt (sip)

- [l {ElIEEEHERELE {s-port)

- FiE (eemethod )

- [ URT 68 { co-uri-stem )

- W] URL EFEH { co-uri-query )

- [ SBERIRTEARRE { m-status )

- v SEERERE FAARE ( sc-substatuz )
- o] Win32 4ARE { so-win32-statos )
- W TESERIA TR (a-botes )

- [ TR TR {os-botes )

- W] TEERERRE ( tine-taken )

- [ SEERERTEREAE ( coversion )

v 1 (cehost)

- W ERETIE (caUer-Agent) )
o W] Cookie (ca(Cookie) )

- | HEEE (caReferer) ) EI

B || mE | ERw | EA |

18 M7 N-Partner



(1) ¥ [2%] ERFBHAIEMN [FEE]
SRR

]|

TFIFEIREEER "LozFile Truncatelize” AITHE * SEATIECRRATAEETE
ROIE = &he T oAREE DiBRTE(E H B TETERS -

e | BTiH

(12) #52 [C:\Inetpub\logs\LogFiles\W3SVC1] &3 IS log #&2: u_ex*.log

BRE #HE BRO HHEEW TED HHD | &
QLE-O-7 | 2 pex |3 o X 9 |@
#Eijt@"_;u Z MnetpubilogsilogFiles W3SV C1

= B E
EHE x || &8 - |

: ol | 4R | iz BEA =
@ A& = 1_ex1 9080617 lng 6KE zmFarft 2019846 T 05:38

L) AT
= HATER
= s AHEREERE (C2)
Iy Documents and Settings
= 5 Inetpub
) Adminferipts
= ) logs
=l [ LogFiles
I W3EVC)
IS wewwroot
|5 Program Files

&
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2.3 Event Log
2.3.1 ABEM

(1) FARY AD fEF&EMEH

BIRYL [Active Directory {5 F3& FERK]

(2) FIBABEN

 [(EmatE BEaAR > BE ) > BHE [MEEQ

£# Active Directory & B IS

& BRE BT itﬁﬁﬂfﬁﬂ REW HEE JSETES
& = | &
@ﬂctwe Dﬂecmr}rfﬁﬁﬁé&ﬁﬂﬁ KMl npariner local 5 @40
; : II £ [T
[ TS T 1+ .
---D : EHEHIE).. et
2 iy e
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(4) &) Exchange falfRzz 2FTHIAHBIEENL
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2.3.2 B4H[F A
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(7) EHRE  EMRHEENNEAE

BB (B
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(8) £ Exchange falfgs: -> HR [M<RRFIT]

Chv_

(9) EfEFARR

C:\> gpupdate /force

o | S AT

Microsoft Windows [fff7F 5.2.37981

<C> FRiZARE 1985-2883 Microsoft Corp °

C:“Documents and Settings“administrator MPARTHERgpupdate ~force

(ETESSFREEHE AL ...

EHHEE -

C:“Documents and Settings“administrator.NPARTHER:_

30 )

Ll ralLliiel



(10) EEBERIEMER

Hicrusuft_winduws L L.2.3794a]
<C» HRIERTHE 1985-2883 Microsoft Copp °

C:~Documentz and Settingssadministrator .  MPARTMER»gprezult ~u

Microsoft <R>» Windows (R> Operating System Group Policy Hesult tool v2.08
Copuright <C» Microszoft Corp. 1781-2881

FENTHY 202817 T4 B4:59:31

C:sDocuments and Settingssadministrator.NPARTHER

CH=WIN2883 ., 0U=5ervers . DC=npartner.DC=local

IE 282817 §+ T2 B4:58:30
ad.npartner.local

88 khps

npartner

Windows 286806

LSRR
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H-Partner Policy
Default Domain Policy
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3. Exchange 2010

&35 : Exchange 2010 %%%7f Windows 2008 falfRas
gJ##E [Exchange Management Console] 3 [Exchange Management Shell] & EFHERECEE -
3.1 Exchange Message Tracking Log

&2 nxlog.conf

i 2% 1.3 NXLog REHRE

EENF BB REBHERHER K
define MailLog

3.1.1 Exchange Management Console

(1) BARL [Exchange Management Console]

(2) B [AIRZ:BRE] > HE [EMREH)] -> [Exchange EAREZ(WIN2008)] -> [AA]

B Exchange ¥R T ES _ (O
WEF BT iR HEEE

&= 2zHE

151 Microsoft Exchange 1 {E ¥ mﬂf
0B Mmros:uftE)-cchange AEFSEE £ ik
(4] oo = B
HHE%S‘%E
FE:
L umibm
& TR
7 WINZ0OS 2 fEioi+ | WIN2008
r— | ;E Eﬂfﬁfsﬁfﬁ
— = | 5 EEARRTEAS
| % Clisnt WINZO0G EEH e EHEDEITEAT.
7] Default WIN2008 E&eA
P SRS
Client WIN2008
© =/
7 TR
Mz
HEE
< | | -
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(3) #hEE [RCEHERTE] BE -> R [RURIAEKCE] MEHENFCIRIERL [C:\Program

Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking] -> 1% [fEE]

WIN2008 B |
—h% | FmsaaE | SMEF DNS EERA | MEF DN ZERA | PR4 | ESRMEIE ]
E{-HE K LIRS
I_ EEFF] iﬂ f#ﬁﬁﬁ?i%ﬁlﬁ} .............................................. *
N BB EL T HERATE (M) :
IC \Program FilesbicrosoftErxchange BervertW 1 4\ TransportBolesLogs\besmy
g%ﬁ*ﬁ;:{g ..............................................................
[v BRFHEEER E0ER Q)
FERL S - (I
IC:".Prc:g:rsm FilesttdicrozoftExchange Servert 15T ranspotF olesiLogsComnmne
iBHRE R
R SR EIE R D)
IC:".Prc:g:rsm FilestticrozoftExchange ServertV 14T ranspotF olesiLogsProtocoll
BRI R E SRR T (V)
IC:".Prc:g:rsm FilestticrozoftExchange ServertV 14T ranspotF olesiLogsProtocoll
= BB L) el

33 &7 N-Partner



3.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

(2) R [RUBHEA B IRE] MEABRCIRER: [C:\Program Files\Microsoft\Exchange

Server\V14\TransportRoles\Logs\MessageTracking]
[PS] C:\> Get-TransportServer

achine: Win2008 npariner local

Welcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =IM* or *Mailbox*

Get general help: help

Get help for a cmdlet: help <cmdlet-—name> or <cmdlet—-name> —7
Show guick reference guide: gquickref

Exchange team blog: get—exbloyg

Show full output for a cmd: <cmd> | format—list

Tip of the day #i:

=
B

Get—Alias

UERBOSE: Connecting to Win2808 .npartner.local
UERBOSE: Connected to WinZBB8.npartner.local.
[PE]1 C:~Mindows*system3d2>Get—-TransportServer WinZBBA8 | Select—0Object *Track

MessageTrackingLogEnabled True

MeszageTrackingLogMaxfge 30.00:068:808
MessageTrackingLogMaxDirectorySize 1888 MB <1.848.576.888 bytes)>
MeszageTrackingLogMaxFileSize 1@ MB <18,.485,.768 bytes)

MessageTrackingLogPath C:“Program Files“Microsoft“Exchange Server-Ul4:TransportRoles“Logs“-MessageTracking

MesszageTrackingLogSubjectLoggingEnabled True

[PS] C: “Mindows“system32>_

KX FEMIEEA Exchange falfRzs%&H

Qi Lyl




3.211S Log

&4 nxlog.conf

if: £% 1.3 NXLog REHE

EBNFIMIABL IS mEREER KK
define 11ISLog

(1) Z%& 1S Advanced Logging - R Windows Server 2008 -
#tE [AdvancedLogging_amd64 zh-TW.msi] -> A& [BRESIEHERESH] > & [Z£F)] 3 ]

i IIS Advanced Logging 1.0 23 M=l E3 |
Microsoft P 11S Advanced Logging 1.0 BE#EESE

Internet
I I S Information
Services

MICROSOFT #xRes v A B sk

115 ADYANCED LOGGING 1.0 - MICROSOFT
WINDDWS OPERATING SYSTEMS

Microsoft 4R (BERARIRESRE - 1R BRPRE
ERFIMENTE) i SRPEHSEEES -

% B HHPBEE Microsoft Windows Operating
Systems ENEE (GE A4 18 EE R 8D ( [&x

W81 ) T HEE BRI EEEEES . B

H REF IS ErREEE - BI-F 5 A 15 iE

= « B HBERS T EREIEHEEIEEE - 10 Ll

[ HEEEnERaEA |

i) | ke I ) ey

(2) FRL [Internet Information Services (1I1S) BIEE]
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(3) ®HE (IS EAREE] -> [RoiE]
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(5) R EFEA
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(6) 4% [Advanced Logging]
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(7) #& [AREERCEFEAI]

™E Internet Information Services (IIS) B S M=l B3
@h‘, |65 wmanm » [k - @~
wBEE WwREA RAH
i} | |& qi! Ad‘.-’ﬂll‘ced Lﬂgglﬂg |® Advanced L':lggiﬂg mﬁgaﬁm = |
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EEE AR SRimt OF FimsL i - LiE sr E R S0assniE -
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PrEH(THE: SHEGH - B2 ad T
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ERERE W
ERERECIR BT ..
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(8) & [HTIBMM]

SRR HE|

BEEHT IR () Ifﬁﬁﬁ}ﬁﬂ j
RRIEE | FEELE | s ri | #5R | #EEEE -
Wi 22 S tatus Win 323 tatng FE Default s-windd-status
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
Tserlame Userllame EEny Defanlt C3- TSR TIAME

et & gent User-A gent E-{E0g Defanlt call -4 genf)
URI-5tem URI-3tem iz Defanlt ca-ur-stem
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTC Time-UTC i Default Hme

Time-Local Time-Local iz Defanlt time-lacal

Time Taken Time- Taken i Defanlt Time Takenbd
Substatuz Substatnz iz Defanlt se-substatns
Statuz Statnz iz Defanlt so-statns

Bite Name SiteMame iz Defanlt s-sitename
Berver-IP Server-IP FE Defanlt sip

Server Port ServerPort FE Diefanlt sport i
J | _"|_I

SRR (A)... ) | &=meE. |

wr |

BE |

(9) B AN BIAS: X-Forwarded-For -> ##1F485!: [Default] -> RIRLEEL: [ZK1T8E] -> BWARERZTE: X-

Forwarded-For -> 1Z [f&XE]

Hi TR HE|

fRfrEa RIS (F):

IK-FDnvaIded-FDr
$BRIC):

IDefault

—— R

HURERAU(T):

[ExeEs
B A ):

!K-Fu:-nvarded-Fu:uI
a d ':.T.-' .
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—_ frny

HTiH
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(10) #& [HEZE]

el

SRR HE|
BesH{TRiE (0 Ifﬁﬁﬁ}ﬁﬁ j
RRIEE | FEELE | s ri | 28R | #EEEE T -
H-Forwarded-For H-Forwarded-For E-{E0g Defanlt
Wi tatg Win 325 etz A= Defanlt ao-wein S E-statns
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
TTseMame Userlame E-{E0g Defanlt 3 TSR TTIAITLE
et & gent User-A gent E-{E0g Defanlt call -4 genf)
TTRI-Stem URI-Stem FE Defanlt - Tri-stermn
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTTC Timne-TTTC i Default Hme
Time-Local Tirne-Local FE Defanlt time-local
Time Taken Tirne- Taken i Default Tirne TakenhdS
Substatos Substahs FE Defanlt se-sbstatos
Statos Stahis FE Defanlt se-statns
Bite Waume SiteNarme FE Defanlt ssitename
Berver-IP Server-IP FE Diefanlt sip i
a | »
[ wewmme. | 1A R) | w=mee. |
HETE | HriH
(11) 4% [RUA Advanced Logging] 1 [BUFE A PimaC#R]
?Elntemet Information Services (II3) ¥R 5 =] E3
@,H, EEEE & - e
wBEE WwREA RAH
Q- id|2 |8 gg' Advanced Logging @ Advanced Logeing HEETER - |
s FEAEEEE .
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EEE WATICE 0 2R
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HCOMPUTERNAME®%-Server  E0FR R R Pl ST
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5 _FE6ER
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$R7E: Tocalhost' applicationHost confiz L=
42 M7 N-Partner



(12) ##E [%COMPUTERNAME%-Server] -> R [FRELERER

“'-!Elntemet Information Services (II3) ¥R 5 =] E3
&[S wmom & e
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Q- |7 & Qgg Advenced Logging RIS .
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(13) S5 [FHERIETS

™E Internet Information Services (IIS) B S =] E3
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E
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SR FR
SRBE SDARRAL. .
iReR R HsE..
IR,
@ o
2 6
< | N B =
$H7E: Tocalhost' applicationHost config Gi:i
4 A& N-Partner



(14) MAREERSHE: u_ex > AE [CRH] > EEJE: [B8/\F] > & [BEEREN]
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(15) @#E [X-Forwarded-For] * [Win32Status(sc-win32-status)] * [UserName(cs-username)] - [User Agent(cs(User-

Agent))] * [URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] ~ [Time

Taken(TimeTakenMS)] * [Substatus(sc-substatus)] * [Status(sc-status)] * [Site Name(s-sitename)] * [Server-IP(s-

ip)] * [Server Port(s-port)] * [Server Name(s-computername)] - [Referer(cs(Referer))] ~ [Protocol Version(cs-

version)] * [Method(cs-method)] * [Host(cs(Host))] * [Date-Local(date-local)] * [Cookie(cs(Cookie))] * [Client-IP (c-

ip)] * [Byte Sent(sc-bytes)] - [Bytes Received(cs-bytes)] -> 1% [fEE]

L T - [

EEiHTIEG): Ifﬁﬁﬁ}ﬁﬁ -]

HBIEE | EEEE B T [ -]

H-Forwarded-For H-Forwarded-For — FE{EEE Diefanlt

Win33Statn: Win 333 tats P Defanlt  s-windZ-status

[0 W3WP-PrivateBytes  Process{w3wplF... SHTEEET@rER  Defanlt W 2 WP-PrivateByies

Usarlame Userllame ER{E0E Defanlt  cs-mermame

Mser & gent User-A gent - {E0E Diefanlt calTsr-4 genf)

URI-3tem URI-3tem i Default  cs-uri-stem

URI-Cuerrstring URI-Quernmsting FE Diefanlt CE T ueny

[ Time-UTC Time-UTC Fiae Default  time

Time-Local Time-Local e Diefavlt  time-local

Time Taken Time- Taken o Defanlt Tirne Takenhd:

Suhstatns Suhstats P Defanlt  s-substatus

Statns Statos A Default  sc-status

Site Naime SiteMame i Defanlt  ssitename

Server-IP Server-IP i Defanlt  #ip

Server Port ServerPort FE Defanlt  sport

Server Name ServerName e Defanlt  scomputername

O EequestsPerBecond VIISVC_WAIWE.. WUEESTEMES  Defanlt FequestsPertecond

Referer I Eeferer ER{E08 Defanlt ca{Feferer)

O Proecy Tia E a0 - L Defavlt  sprowy

I Protocol Version ProtocolVersion FE Defanlt  es-version

[ ] Fratocal Protocol i Defanlt  e-profocal

Method Methad i Defanlt  cs-methad

Host Host ER{E0E Dretfanlt caHosf)

[0 EndRequest UTC EndRequest UTC  #8EH Deefanlt EndRequest-TTiC

O Deate-TTC Date-TTC P Defanlt  date

Diate-Local | Date-Lacal 22 Defavlt  date-local

[ CPU-Utilization Processor_Total..  SURESTEMEE  Defarlt  CPU-Titilization

Cookie I Cookie ER{E08 Defanlt caiCookie)

[ ContentPath ContentPath i Default  scontentpath

Client-IF Client-IF i Defanlt  e-ip

Ertes Sent ErtesSent 2= Dretfanlt st-brtes

Ertes Beceived BrtesReceived = Diefanlt ci-btes

[ BeginRequest-UTC  BeginRequest-UTC  $8EH Defanlt BegimFequest-UTC EI
e || mE |
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(16) FWEEEVAIE ML [Date-Local(date-local)] ~ [Time-Local(time-local)] * [Site Name(s-sitename)] ~ [Server
Name(s-computername)] * [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] ~ [URI-Querystring(cs-
uri-query)] - [Server Port(s-port)] * [UserName(cs-username)] * [Client-IP(c-ip)] * [Protocol Version(cs-version)]
[User Agent(cs(User-Agent))] - [Cookie(cs(Cookie))] ~ [Referer(cs(Referer))] ~ [Host(cs(Host))] * [Status(sc-

status)] * [Substatus(sc-substatus)] * [Win32Status(sc-win32-status)] * [Bytes Send(sc-bytes)] * [Bytes Received(cs-

bytes)] * [Time Taken(TimeTakenMS)] * [X-Forwarded-For] -> & [E#] 3 [F#]-> % [EA]

™ Internet Information Services (IIS) HMS [ [O0)
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Server Name s-cormputername E
Server-IP ip &
Method cs-method &
URI-8tem cs-uri-stem &
URI-Querystring CENr-quELy &
Server Port spot E
UseiName CSNEIRAME e
Client-IP e-ip Fed
Protocol Fersion CE-version &
Tser Agent celser-A gent) &
Cookie cefConkie) & o
Referer ca(Referer) & ﬂl
Host cafHost) T
Statns se-status &
Substatus s-substatus & e
Win323tatus so-win32-statns & M
Bortes Sent a-bortes & ey
Eivtes Received ce-btes & —_—
Time Taken Time Takenbd & TRE(W)
X-Forwarded -For & ZI BIEEEL) |

mERe. | BRE |

ERE
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[t - psn

ek 9Q:

-
-

47 & N-Partner



(17) 243 [3R[@ Advanced Logging]

™ Internet Information Services (IIS) HMS [ [O0)
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Berver-IF #ip &
Method cs-method &
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URI-Cuerysteing Ce-Ur-queny &
Server Port spot E
UseiName CSNEIRAME e
Client-TP c-ip &
Protocol Fersion CE-version &
Tser Agent celser-A gent) &
Cookie ca{Cookie) & o
Eeferer cx{Referer) & HRER(T)...
Host cs(Host) &
Statns se-status &
Substatus se-gubstatus & s
Win32Status stewinF2-status = HRIRATEM)
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(18) FhEE [#mEERCEXH %]

'!Elntemet Information Services (IIS) B 5

IS [=] E3

@h" | €5 » wnzoos »

& - e -

EMEIRIETER

& Advanced Logzing
EHAFImLE
ERER SRR

IR EIRE.
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(19) WY [EAR=RFCEREER] A [FERRUEE

EETEAS HE|
B T T i

,I%S}rstemDnve Finetpubilogstid dvanced Logs

'E wubE sLER HERL):

II%E}rstemDnve Finetpubilogstid dvanced Logs
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(20) FhEE [EFENEN IS ARTS
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3.3 Event Log
3.3.1 S

(1) FARY AD fEF&EMEH

BIRYL [Active Directory {5 F3& FERK]

(2) FIBABEN

 [(EmatE BEaAR > BE ) > BHE [MEEQ

B Active Directory {1 & 1 =]
WEF  #iTA) WA HEH

Y EEIEN I ek =)

Directory {EF&F0SER [ | £38 | sgAy | st |
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(3) WABHBNIETE

W AABENIZHE: Servers 7t AIKEPREZVABBEUENE > i (FeF)

Skt - SIMER =]
._.:_‘. ¥B577T:  nparmerlocal!
8
IServers
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AE | me |
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(5) EEFABEN

EIE [Servers] HABEN -> & [HEE]

£&h E3
e En R ()
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3.3.2 B4R AI

(1) FRREARRIERE
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(3) W ABARADHBE
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(5) ARIRRA : FEZ/RAN

B2 [EIRE] > [EA -> [Windows

RIE] -> [REMRRTE] -> [KNKRR] -> [BZRR] -> FE [BRRASH), B

ZIREEASH], (ERIRFEE], [BZBEASH] BB > W& [EEELERARE]: & [N & [KH] -> & [MEE]
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(6) EHRCE:  LEMRHEXNNEAE

)
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(7) B4t  TEUEBRERFA A
BEH [EIERE] -> [[RAI] -> [Windows &

iE [EREREERAE

QE] > FhE [REE

SE] -> [ZEMRE] -> [BHRCER] > BE

BREMN > & [FEE]
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(8) 7 Exchange falfR=§ -> FRY [Windows PowerShell]

(9) EFAFARRA
PS C:\>

2 Adminiztrator: Windows PowerShell

| ﬂ:'\} ‘gpupdate sforce
ETEERREA]. .

(10) £ AD #8iEfElfRzs -> FRY [Windows PowerShell] -

(11) E4% Exchange EIRZREFARRIHE -
PS C:\>
2 Administrator: Windows PowerShell

PE C:=%> Get—GPRezultantSetofPolicy —Computer WINZAAE —Path C:stmp*WinZ2BH88_html —ReportType html !
[

RzopMode : Logging
Mamespace : SSWINZ2@B8“\Root “Rsop“NS7BCF47B7_8CC4_4587_2267_198312ECYE6A

LoggingComputer = WINZOBS
Logginglser : NPARTMER“administrator
: Computer

ABFIMBEH A Windows Server @Rz B ERN R CIEZATE
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(12) FRERZ: -> & Exchange falfRss -> EM N-Partner Policy ###H/R R

{ZNPARTHER\WIN2008 - Windows Internet Explorer
<> || CMmp'Win2008 himl =l 2| % ||l Bing o~
or HEEE @ NPARTNER\WINZO0S | |
PRaH F st =
NPARTHERAWINZOOR®
BRI 2021011017 TR o2z - o ]
W EiT
BESTE i=E -3
Windows 33 Bt
FeHEE A
e AR 1 HY BET
EF RN EE R BET
RO AR i
=13l HE &2 Gro
B R mEEh » 2B N-Fariner Policy
EEEFE A ST mETh » 2B N-Fariner Policy
Bl mETh » B N-Farinar Policy
BT AT RETH » 2EBY N-Parinar Policy
P 1 cloL P g A EET
PR i=E -3
[ =1:] ] o &3 GPo
e MDERERE RS WBEME N-Pariner Policy
T MR REAE 2ME0 KB N-Fariner Folicy
EMERPNAESEEHFE - BRST ST BT
2 BHE MR E R 5 A BET
£ BRE- RN A S T IR 2 T Y BET
HHEEE BET
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4. Exchange 2013

g6l - Exchange 2013 L% Windows 2012 fafRzs -

gJ##F [Exchange Administrative Center] 3% [Exchange Management Shell] &0 FIE B RO EE ©
4.1 Exchange Message Tracking Log

&2 nxlog.conf

i 2% 1.3 NXLog REHRE

EBNFEMIB BB R i B R
define MailLog

4.1.1 Exchange Administrative Center

(1) BIRL (2%

@\_/

Exchange
Administrative
Center

(2) URL 8@ A hitps:/<ExchangelP>/ecp ->8 AR ZHE\EEZRFRMEN > BT [EA]

[= a5
[0 exchange 2HZET L | | #H oKk 1
— St AN

Exchange &4 &I /0

EENEREEE:

npartnenadministrator ‘

[eeerres |

@ BA
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(3) B (AR BEE -> [fFMR=R] -> E#E [Mailbox fEAR=R(WIN2012)] -> FA%E 4 (HmE)

<« B

[ 3R Office 365

oy |44 FI8BEE - Microsoft Exchan... %

Exchange A EE P/

EERE H1E
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Ut BRR | ErlE ExlETRAEEE EEBE BE

R

FHERER ° 2

A ZB «| EESsE BE
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R
E%, AFRER

BHRE Version 15.0 (Build 1473.3)
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o8 SAESSE
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(4) RHE [BEWECiE] > BR [RABMERECHFE] MEBHERCERERE: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking] -> & [f#7F]

WINZ2012

—fig
EdENEREIRAKE
E4
POP3
IMAP4
2o
DNS EFE
SEilRS

» BEiaE |
Outlook Anywhere

7 T
BB sEnSE
FusRDSEnE

=EwaE
BHERLEE
EEEHEEE
|C:"gPrcgram Files\Microsoft\Exchange Server\W15\Transportf

EMBELCEE
BEEREELTHEER

|C.“1Program Files\Microsoft\Exchange Server\1 5\Tmn5portRDIe|

BUEREECHEER
|C.“|LProgram Files\Microsoft\Exchange ServeriV1 5\Tmn5portRDIe|

https://192.168.1.183/ecp/Servers/EditServer. aspx?pwmcid=3&ReturnObjectType=18&id=454958ba-d6f1-431a-] # 100% =~
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4.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

M

&

Exchange
Management
Shell

(2) R [RUBHEA B IRE] MEABRCIRER: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking]

[PS] C:\> Get-TransportService | Select-Object *Track*

Get—ExBlog

: {command> | Format-List

Get—Mailbox

ForEach { If<5_.UmEnabled —Eg $True>{5_.Name2>}

in2812 _npartner.local ©
[k Win2812 .npartner.local ©
rogramDataMicrosoft “\Windows “Start Menu“Programs*Microsoft Exchange Server 2013>Get-TransportService win2B1l2 | Select—0Object *Tracks

sagelrackingLogEnabled : True

geTrackingLogMaxfige : 30.00:00:00

gelrackingLogMaxDirectorySize : 1888 MB <1.048.576.008 bhytes)

geTrackingLogMaxFileSize : 18 MB {18.485,.768 bhytes)

geTrackingLogPath : G:~Program Files“Microsoft~Exchange Server-WiS5-sIransportRoles\Logs“Messagelracking
sageTrackingLogSubjectLoggingEnabled : True

[PS1 C:“ProgramData“Microsoft-Windows“Start Menu“Programs“\Microsoft Exchange Server 28133

A BXFENIFEE A Exchange EIRZE2HE
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4.2 IS Log

(1) BARY [Internet Information Services (IIS) EIEE]

Infarmation

(2) B (IS FR=R] -> BHE [FCER]

{95 WiN2012 (NPARTI

0‘3 WIN2012 B8

g - Y EZQ - G2BETO | BERE
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© & j & m @
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L BREE E

THEGER BEFFS =REE Eh2s EEREA

s

2 @ B @

HTTPE!E HTTP iﬁé ISAPI & CGI ISAPI E528
] R

ﬂ.m%’*

ZHERY GARZERE EXSE
BHERR

ﬂiﬂl@

ﬁtﬂﬂ&ﬂii E25EE
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oS EEEME 1S EERE DJs:%)’ﬁ ZERE =RTRES
BE PR

MaRE | D AERE
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(3) EEK NIIREREBEUR—ELHEHE: 18] ->

e iEAE R WaC] > B

[%SystemDrive%\inetpub\logs\LogFiles] -> #&#%: [UTF-8] -> ot BRI [EIRECIRIE] > R (B > 3

E [ERAtREBAERGR] > R EIENL

€ » WIN2012 »

BEE ®BEN =EW

- Wy EmRES
483 WIN2012 (MPARTH
) ERENZE
b-[8] e

oy @3

Wt ARRE LS = EEARE LTS ERA -
[T RIEE S EE T —FHE0):

1| 9%6SystemDrive%\inetpub’logs\LogFiles ;
v ||

LESHERT
ERIS EEALHSEFERM -

® ERILSED
O ERETWESD
O ESHEEFETWSHETEW

LsiEEn
E0 IS ARETMTHENTE -

V]

O BER/NLER (ITH)@:

L ]

O FEEIFISEN)

BEE)...

< B

FE3E: localhost’ applicationHost.config
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2

) TN

(4) B¥E [HH(date)] ~ [FFRE(time)] ~ [A PR IP fiilk(c-ip)] * [EFIE &7 (cs-username)] - [ARFE & (s-sitename)]
[fE1AR 28 & 18 (s-computername)] ~ [fEIARER IP AiIilk(s-ip)] * [EIAREREEE IR (s-port)] ~ [/77%(cs-method)]  [URI FEE(cs-
uri-stem)] ~ [URI &&8(cs-uri-query)] ~ B3 EAR R (sc-status)] B 177 E FARE& (sc-substatus)] ~ [Win32 #AR&&(sc-
win32-status)] * [ 704 (sc-bytes)] ~ [ 7oA (cs-bytes)] ~ [{EE 5B (time-taken)] ~ [BF 177 E AR A (cs-

version)] ~ [E#(cs-host)] * [EFE IR (cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#EE (cs(Referer))] -> % [Hi

RN

EERSE):

v BHEA [ date)

[v] B (time)

v RERIP U ( c-ip)

[v] EEE=E (cs-username )

[v] EEFEEE (s-sitename)

[v] EEEFEEE (s-computername )
[v] EEEE P U (s-ip)

v EREEREE (s-port)

[#] F3E (cs-method )

[+] URI =38 (Stem) ( cs-uri-stem )
[v] URI Z& ( cs-uri-query)

[v] EBEIBEAREE (sc-status )

[w] B EEFALEE ( sc-substatus )
[v] Win32 #A5E [ sc-win32-status )
v CEEMEE ( sc-bytes)

[v] SRR ( cs-bytes)

[«] TEEEE (time-taken)

[v] BEEERE [ cs-version )

[w] =8 (cs-host)

[v] EEEHIEET (cs(User-Agent) )
[v] Cookie { cs(Cookie) )

| FEEE ( cs(Referer) )

EETRIUC):
End i

H FrEEA)..

v ... A& N-Partner



(5) BARNMIZTE: X-Forwarded-For -> ZEERRIFD: [ZKIFE] -> 8 AKIR: X-Forwarded-For -> 1% [1E]

A==
|}(-Fﬂmarde~d-For

FREEED:
B

FEE):
|}(-Fﬂmarded-For
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EERSE:

[« BEf (date)

[v] = (time)

v BEEIP I (c-ip)

[v] EEE=E (cs-username )

[v] EEFEEE (s-sitename)

[v] EEEFEEE (s-computername )
[v] EEEE P U (s-ip)

v EREEREE (s-port)

[#] F3E (cs-method )

[+] URI =38 (Stem) ( cs-uri-stem )
[#] URI E5 ( cs-uri-query )

[v] |ER B EAREE ( sc-status)

[w] B EEFALEE ( sc-substatus )
[v] Win32 #A5E [ sc-win32-status )
v CEEMEE ( sc-bytes)

[v] SRR ( cs-bytes)

[v] TEEEEE (time-taken )

[v] BEEERE [ cs-version )

[w] =8 (cs-host)

[v] EREHIEES (cs(User-Agent) )
[v] Cookie { cs(Cookie) )

| FEEE ( cs(Referer) )

EETRIUC):

ECERiE U
H-Forwarded-For

EE
H-Forwarded-Faor

FEREIA)...

69

.. & N-Partner




¢y =#

EMaE T ARRE IS = REREELTEE RN -

AFHEERENET—EESE0):
ED v]

-6y mmEs
0; WIN2012 (NPARTR

Bt

BRI

[wac vl T emRnG.
Bl

|6SystemDrive8\inetpubllogs\LogFiles

FEE:

|uTF-8

LESHERT
ERIS EEALHSEFERM -

® ERISED
O ERETWESD
O EHEEBFETWSHETEW

ERiEEE
E0 IS ARETMTHENTE -

®© BEC:
[=1& v]

O BERNLER (ITE@:

L ]

O FEEIFISEN)

v ERTHEESERSEW

< m ] [>
FE3E: localhost’ applicationHost.config
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4.3 Event Log
4.3.1 #HMEE(I

(1) BRI AD EREME

FARY [Active Directory f#F3& &)

~
td

Active Directory
EREAER

(2) FrIBAHBEN
 [(EmatE BEaAR > BE ) > BHE [MEEQ

BEE =iER) wEN FEH
e | Fl oz HE TRETER

] Active Directory EFEFIER | 28 g Ao

L BEEE L EEEs ENEEESENERRE

A npartner_local_' =4 nnartner lacal £
I+ Builtin EEEHIE).
[ Cormputers 280,

[ 2] Domain Co

b || ForeignSec BERED).-
b [ Managed BEEEEFHB0)...
b [ Users ESEEESHA) .

BRIEEREM)...

FrE(N) =&
FAELER J|EA

ExmEE #iE

InetOrgPerson
maslmaging-PSPs

MSMQ {75515
.
EIE A -

EHE

HHERRE

AE(R)
EEH)
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(3) WMAMEMEBNLE

A EBEAIETE: Servers 7t | BIKEPRIFEZVHBBAEE > % [fEE)

puj

npartner.local/

EEA):

Senvers

Vi FEZELFLEESHRIERE)
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(4) &) Exchange fAlARZEEMAVAMEN
12 [Computers] ABEN -> 7E [Win2012] GRS - BEAR - i - FHIKSFIREEE Exchange Server +

# > mhg (B8N

BEO 2E® BEY) FAE)
e« 2 48 XEE HmE 3 RiaT

] Active Directory EREFIEH | B @
[} ﬁ ﬁﬁﬁﬁ W - s

4 4 npartnerlocal
b1 Builtin

| | Computers EREFS)
[ main Lontrollars EZEEA)

b || ForeignSecurityPrincips EEIV)...

b | Managed Service Acco EEM)

b [C] Users

] Servers FrELEK

=R
RIER(D)

MER)
EERAH)

a o M- Partner



(5) BEEAMEBN
BHIE [Servers] HBENMN > & [BE)

EHERIEEM):

Elﬁ npartner

- | Builtin

-] Computers

#-/2] Domain Controllers

+-| | ForeignSecurityPrincipals
+. | Managed Service Accounts
5

]ij Users

(6) T&&% Exchange fElfRzz 2% ENEFAVABEN

BHIE [Servers] AHMENI - R Win2012 EfRzE 2% E) -

EEH TEW BEY FHEE)
e nE 48 XEdz HE 3REaTER

] Active Directory EHEFER || 28 b= it
b BEES
4 3 npartnerlocal
B ] Builtin
[ Computers
2] Domain Controllers
I- 7] ForeignSecurityPrincipz
b ] Managed Service Acco

| Users

@] Servers

m E3

b o B N-Partner



4.3.2 B4AERER)

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

HERRIEE

(2) #£ Servers MHBMEM - FIERFHERAMMG

£ [Servers] MMEN - HBEAR > HE [(EEEMEPET GPO WELE.. ]

o OE=ER e BBV BEW) EEH
&= = & B

£ #ERREE T FHEH

4 g B % npartnerlocal WI
4 5y EE
4 3 npartnerlocal =1 “
s Default Domai A% B %: npartnerlocal
3| Domain Contre

FERY  =EE&ETEI GPO WERIC)..

SRIEA GPOL).
= EE(E)

i BEFERER EFEERIU).

L BERRER sEEsERESG).
FRESE TN
EEEERFEEW)
RIE(D)

EHmsEM)
ExmEp

AER)

258 (H)

> |
EEEEHTEY GPO LETERIEES:
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(3) MAFARNMGEHE

AR B N-Partner Policy & @ AIKEPRERUAHENHEE > 2 M)

puj

EE(N):
H M-Partner Policy

7S AP GPO(S):
E3

(4) “REBRFARAIMH
£ [N-Partner Policy] ###ARBIMH - 12BEGR > RHE [4RIE)

S OEEmF =EE) BEV BEEW BEH)
&= F

2 FERREE Bl HIEH
4 g B npartnerlocal o
a gy EE e
4 3 npartnerlocal =%
i/ Default Domain Polic AN Bi%: npartner.local
B 2] Domain Controllers
4 (2] Servers

[Eﬂ M-Partner Policy ||
L EE &=|EE(E).

Y

b Gy WMIERER EE)

b L& AP GPO
> OB ﬁ;‘éﬁ HREHD)
Y mEERIER BEES(S).

[ #EFRIESR HEEAaFREW

RIEE(D)
EffsEM)
Ex=iER

EREAH)

77

.. & N-Partner



(5) AHIRA : FEZIRA

o
-4
3
'3

7

BR [ENERE] -> [[RE] -> [Windows FR7E] -> [ZE MR E] -> [AMERER] -> [Z/RA] > B8 [EZAHEH), [E
ZIREEASH), [BZIREEE, [BZBASH] BEE > Q8 [EEELEREARE]: & [RI] & [K/] > 7 [EE]
1= FZAEFRIEEEERSE - O x

BEF) =EA)  BEN RBEH
= $| aﬁ b 4 @\
N—PartnerPolicy[WINADzmz.NPARTN =1 - IEEERs
E L EEESEESR HEEE
[ zEzz=x mI, %5 |
| BEmSER HEES
L mEEaE BEES
[ mEaREEER HRES
L EEREEASSE I, %%
[ mEE e B, %
EEEASE LI, %8
B e r ek CES

= j fiﬁﬁlﬁ
b G SHTsE
P FMEEE
b g REEE
v Ca S8
b R BERR
b fof EESETE (EEE 802.3) F
O EEEETEZEH Winc
O EnsEgEsEa
b Gafl EESEFE (EEE 802.11)
b AEzeEE
b [C] EEErEFIEEI
b EREEEEE
b [ EREREREE
b B P EZEE (IS A
b EERERIIEE
bl B EEISIRER QoS
PO REEEST CRTEEREN]
P SEH#RE
4 it EEEHE
p [ EE
b EFERE

E=EREEE #3

E BEEASH

VI E=EEREEED)
EEELEH:

[w] BZ0(S)
[v] = R2F)
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(6) HHrCErtE
FEF [EBhkER

WE [EEEERABRE] -> BA 204800 KB &t

7E] -> [[RB] -> [Windows

P REMEHEEANNREAE

RIE] -> [REMRRTE] -> [BHREE] > ME [REMERENNRAE] >

HEEPEEEE > g ET)

= FZHFHIEERERE — | =] =
EEF) HEA) BENV BEH)
e rnEXE = H
M-Partner Palicy [WINAD2012 NPARTM|| E2| = ERZE
L FaETERESRESerSs MAETE
,«$%#$§$§§E¥ﬁ?ﬁﬁ METE
: EE i = I e i mEEs
L 0 Windows 2| CETy T " 204800 KB
B EHEHEEJ TS ELERE D ==
— = L EeersaREry METES
RET S =Pl MATE
' b 2 REsEEsSE MRS
'}g ﬁgﬁ b 2R SERERy MEES
‘b—mﬁ o) EHET SSREERE EEESE
b O REEE G mREsnsEs) BAE MRS
= L EREERSERERY METE
Pl B
bR EERE e = ) 2
A et =R EEFBANEAE - N [ > |
) EnsEzEsED
b Galf B4R (EEE 802.11) i EoEnsERERE
b [0 AESREE ==
b [ sEREEE
b O ERTREE |v=ssE=EazzD |
b [0 EREEEEEE
b B P E2EES (IS Ad
b EREEERRRE 204800 |2 g
b ol LUEBISEE QoS
p [ RESESE DREEEE
b ] EFSE EUEESTIRTESRSE EERERESEOESE -
P iﬁ) EE=LE MEEMMED - %%ﬁFé:éﬁﬁ'ETJ%TE = (Q823659)
b [ FEl
b ] EFSE
| omE || = =AW
< m >

79

&7 N-Partner



(7) EHacirtE

C 2 MREERT A

BEH [EINERE] -> [[REl] -> [Windows FRIE] -> [ZEMRRE] -> [BHURIFE] > HE (22U RERERE] > &4
B [EEREERRRE] > HE [AREEEESH] > &2 [EE)
= FZHFHIEERERE - |0
ERM BEW BBV BEEH
e rnEXE = H
M-Parther Pcnlicy [WINADZ201 2. MPARTMN || EEI - FEIEE
L FANTERESRE LTSS MkEE
I FAFTEREER2GTSE MEES
-ﬁtc#zsmeﬁﬁwmﬁﬂﬁﬁ e
] 204200 KB
N EsETeEEsEE SESAE |
__,.*;ei EhneRE~E ESE ]
U REEsEAIEAE MRES
= = Y 5 L e E
= PEY ks MkES
e o
-ﬂl L EEETESEsSE MRES
b A EEE ) EREREsEA BAE E
= [ EEESESEEETE MkES
Pl B
b (A EREE s 3 2 RN
b Do EHE%E (EEE 802.3) B e
O #EpEsEzEsEE
b Galf B4R (EEE 802.11) - EoErsERssE
b AEREEE ==
b [ sasrEs|Es
b [ EREREE —
b O EEE=EEs | vEsEEFaZEO |
b PE2ERE (TS Act O GEESE= =0
b EEEEERSE ' =EFO
b ol LUEEIS R QoS | @ sz=m==5w) |
> M EEES: DA HERN O FEEESHE LFHEZERESN)
R
. R EEERE EUEESTIsTEaRSE  EEEERESByESE -
b O] = NEEMES  SEESSETSEET S - (Q823659)
R
= | i =HA)
< m >
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(8) &£ AD #iEfElfRas -> FRY [Windows PowerShell]

Windows
PowerShell

(9) E# Exchange falfRzsa4HRE!
PS C:\>

> | =HEES: Windows PowerShell

Al FEMIEE A Exchange fafRz3%&%

(10) E% Exchange fElfR=384H/RAIHE -

e HMSEEES: Windows PowerShell M

: Logging
= SNHINZ2812 “Root “Rsop~NSS5EFABSDE_248A_44D4_AA?E_CFE2B54DASSA
LoggingComputer = WINZA1Z

Loggingllser = NPARTHNER“administratop
LoggingMode : Computer

H

AL FEMIFE#HA Exchange AR BEMBER KB EIEEZE
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(11) BERIEREE -> T Exchange Server fAfR28 -> EF N-Partner Policy ###H/RA!

)= commumirzin 5 ¢

NPARTMERNWINZ2012
FHEE 17/11,/2021 16:24:11
w=E

EREFAEN

—&

TLFFRREE

HE

BEARRE
BEESEASSE
BEESSE
BEREANBS

B GPO

M-Partner Policy
M-Fartner Policy
M-Partner Policy
M-Partner Policy

ERER/EEEE

=HEDEE

=]
TEHESEEERE
LEHESERESSE

B GPO
M-Partner Policy

M-Fartner Policy

LELERA/SERERFE - BHREE

LEEERA/MBERRE

BEFRINE

WM ESHESE

EREEAEN

82




5. Exchange 2016

g6l - Exchange 2016 %% Windows 2016 falfzs -
gJ#1E [Exchange Administrative Center] 3 [Exchange Management Shell] % E BB LT ©
5.1 Exchange Message Tracking Log

&2 nxlog.conf

i 2% 1.3 NXLog REHRE

EBXFENBEEHEREHER K

define MailLog

5.1.1 Exchange Administrative Center

(1) BIRK [BES
&
Exchange

Administrative
Center

(2) URL 8@ A hitps://<ExchangelP>/ecp -> B A ZE\EEERGZNEE > & [FA]

e & hitps /192.1681.183/0ws/ P - § BRES O|| @ exchange 2mEES L e 8@

Exchange Z#EIE /0

BENEREEE:

| npartnefiadministrator |
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(3) B [ARKk=R] BEE -> [fFMR=R] -> E#E [Mailbox fEAR=:(WIN2016)] -> Fh%E -i(%ﬁﬁﬁ)

e: G |@ https://192.16. O~ @ BE G| & B - Microsoft Exchan...
J

Exchange & &I

Office 365

& Eika: | EnlE EREofAUidE EREE BE

#IR

HE

- | AESZSE

LRERE

EoEd

Gl

CER1E X 1#

RS
| https://192.168.1.183/ecp/Servers/Servers.slab?showhelp=Talse# |

WINZ2016

S

Version 15.1 (Build 1591.10)
EEF AR

B

B AERT®
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(4) RHE [BEWirE] BEE -> R [RUBBEENRCERE] MEHERCEFEELS: [C:\Program
Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking] -> % [f&fF]
& Exchange G - Internst Explarer — | x

|@ https://192.168.1.183/ecp/Servers/EditServer. aspx? pwmcid=48ReturnObjectType=18lid=4be29b9c-8d14-4806- Eﬂﬁ?ﬂ

WIN2016
- BRERGER T 7
e 1 = A ﬁ:EL‘l g F
izgﬁﬁ’ﬂgﬂmﬁ ERECEE = -
. | BrEuTSensE [
POP3 : |C:\Program Files\MicrosoffiExchange Server\V 15\ TransportF :
InAP4 e L L L e T
= EEIHE
DNS =6 M mmEsTss
= BETHERS:
EHifRs! —
I ﬁﬁ'ﬂﬁﬁ I |C:\.Program Files\Microsoft\Exchange Server\V15\Transportf
k IS 5
Outlook Anywhere EMm e
BEEARETSERETD
|C:\Prc:gram Files\Microsoft\Exchange Serven\V1 5"..TransportRDIE|
EWERRTECEERE

|C:‘-.Prcgram Files\Microsoft\Exchange ServeriV1 5"..TransportRDIE|

= | HWGE

https,//192.168.1.183/ecp/Servers/EditServer. aspx?pwmcid =4&ReturnObject Type=1&id=4be20b9c-2d 14-4806- % 100% -~
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5.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

Exchange
Management
Shell

(2) R [RUBHEA B IRE] MEABRCIRER: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking]

[PS] C:\> Get-TransportService | Select-Object *Trac

& 3% Win2016.npartner.local — [m] ®

A BXFENIFEE A Exchange EIRZE2HE

W ralLliiel




=
"1&  P——
}}T‘: [ e

5.2 1IS Log

(1) BB [Internet Information Services (IIS) EIEE]

e fn

=
ﬂ ==
Internet
Infarmation
Services (IIS) &
EE

(2) B2 (IS FRER] > BhE

[5284]

Qﬂ Internet Information Services (|IS) SEE

e >

|95 WIN2016 »

BEG ®BEV HEH

25
ﬂ,l:i'&

5] 95 WIN2016 (NPART!

Q;a} WIN2016 B 5

sEs - W EZG - ERETn | BERE A
ASPMET A
I = ‘
e 9 5 & @ &
MET iﬁfﬂ: NETEEE NET Iﬁﬁﬁ NET#BE MET ﬁ'%!ﬁ SMTPEE
& =
& Ly 'ﬁ: iﬁ & =
TrESy =SS SeE 0 Skes #5ESH EEETD
= B T
1S A
el iy, Q? as B &)
= 199 % = @y
TieEEE

HTTP EIEE HTTP EFE ISAPI B CGl ISAPI 888 MIME B2
72 = il

?ﬂﬂﬁ-‘kﬁ’] ﬁ‘lE%Sﬁﬁ EREHE
EHRE

M o=
=)

BUERE £5F5
2

e @

& 9

0w il

® °

= - _ n
F
IS ZEEEFE IS EEEE  Shared MEEEE BT HESE SEEE
HE & Configurat...
< B mase | | AseR
i 4
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(3) EEFEMK NIIBEEREMNRBI —EREE: [I58] ->

[%SystemDrived\inetpub\logs\LogFiles] -> #R#%: [UTF-8] ->

# [ERTREAERMRA] > &Y EIEL]

sRepiiEt: (W3C] > Hi%:

SRR (EIRESE] > BHE: (B > 3

'qﬂ Internet Information Services (15) SEE
f& 93, WIN2016 »
BEE ®BENM ZHEW

#5 =
a’? i 8. q;’ SLER

y -8 S

UWEIREC] R E IS ERREARE LLEERNAR -
EFFEEsEET —(ERSEQ):

e v

LR

= (M)
W3C

B &0

LESFEE
ERIS EEACSEESNENE -

@ EETHED
O EFRETWE%D
O HEBA ETW SE2EA)

LHERE
RIS BRBIHESENEE -

® EEEO):
=Tl w

O BEANLR o8 D:

]

O FERUHFITHEN

[¥ eEzemmsazsaw]|

< | [Enegs B nses

#2E: 'localhast’ applicationHast.config

qﬂ.:i

88

A& N-Partner



(4) B¥E [HH(date)] ~ [FFRE(time)] ~ [A PR IP fiilk(c-ip)] * [EFIE &7 (cs-username)] - [ARFE & (s-sitename)]
[fF AR 23 & #8 (s-computername)] * [f@ARE: IP {iIilt(s-ip)] * [fFARERE IR (s-port)] * [/57A(cs-method)] ~ [URI E3&(cs-
uri-stem)] * [URI &3f(cs-uri-query)] ~ Bz EAREE (sc-status)] ~ [BFIFE F AR 8 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [EiE 17T (sc-bytes)] ~ [#EUAITTAH (cs-bytes)] ~ [{EE R B (time-taken)] ~ @& 17 E AR A (cs-
version)] ~ [E#(cs-host)] * [EFIZE LIE(cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &~ [#
b e Rivd|

W3C ELEHET ? Pt

EERUS):

HER ( date) -
EEE (time)

HES P (c-ip)

{EREE#E ( cs-username )
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
FEE P (0 (s-ip)
BEEEEE (s-port)

3% [ cs-method )

URI =88 (Stem) ( cs-uri-stem )
URI Z& ( cz-uri-query )
EEETEN EE (sc-status)
EFIETETAREE [ sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUITE (sc-bytes )
SEUWUTE (cs-bytes)
TEEREE (time-taken )
BEHEERS (cs-version )

=T (cs-host)

FEHSHEES [ cs(User-Agent) )
Cookie ([ cs(Cookie))

FEEEE ( cs(Referer)) v

=HE - Jini(ek
EEREl mEEL B

FEREU..

BE Hs
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(5) BMARNMIZTE: X-Forwarded-For -> ZEERRIFL: [ZKIFE] -> 8 ARIR: X-Forwarded-For -> & [M#xE]

= I=HIE -

7

BUSEM):

|}(-F::uru~.rarded-F::ur

FEFED:

ExEE

FIE(S):

|}(-F::|ru~.rarded-F::ur

s

90

A& N-Partner



(6) T [HEZE]

W3C SRR ? p
EER{S):
HER ( date) -

=R (time)

BHEE IP Ut (c-ip)
EHEEE [ cs-username )
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
FEE P (0 (s-ip)
BEEEEE (s-port)

FiE (cs-method)

URI =88 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query )
EEETEN EE (sc-status)
EFIETETAREE [ sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUTE (sc-bytes)
CEWUTE (cs-bytes)
TEEREE (time-taken )
EFETEEE (ce-version)

=T (cs-host)

EREREET (os(User-Agent) )
Cookie ([ cs(Cookie))

IEEEE ( cs(Referen) ) W
BEI R uD:
ECERiE (U FiEiEE WE
#-Forwarded-For ExERE #-Forwarded-Far
A,
BE A
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(7) #®F [EF

€ Internet Information Services (IS) ZEE

© ° %) winots »

B0 &RV HEW

& A
& ilnig | 9P TF

Gy EREE . e e
o & vinzors ARy | SPIETRRET IS SERERS LRAERGSE

,@ EHEIEZEE ETFIEESEET—ETSE0:
> @] W& |g‘5a v|

LEE
BEM):

‘w3c v smeeo.

B&):

|%System Drive%hinetpubtlogsiLogFiles

| zEe.

£EE:
UTF8 v

LESFEE
ERIS EEALSEEHNENE -

® EFEZHED
O EFRETWE%D
O HEBA ETW 2SR

LHERE
RIS BRBIFHEISENEE -

[OF:==I(w}
|§;|\§ i |

O BEANLR {UmED:

]

O FERUHFITHEN

VM ERFHEESERSEU

s i naua

<

W

FE: 'localhost’ applicationHost.config
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(8) &3 [C:\inetpub\logs\LogFiles\W3SVC2] £l IS log #&2E: u_ex*.log

W3SVC2 N s
A | vllo| | ®3wasvea 0
2 B BuAS = il
 EEER .
u_ex20010911_xlog 2020/1/9 £5 11:37 B4 181 KB
o =i
3 =%
1 EEE CZEH1EEE 180KB =2 =]
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5.3 Event Log

5.3.1 #H4EEE (U

(1) R AD A& BN

BIRYL [Active Directory {5 F3& FERK]

—
R — _,:_J

&

A;tive Directory
EHENER

(2) HriEmALE
£ [BEETE] BB

i > BE 8] > RME [HEAEN]

= Active Directory EHEFER

BER =IEW BRNV  FESEH)
= EH o2 HETeETE%
=] Active Directory EHEFER || =& =il | B
t-' REEH Finpartnerlo.. #£f
v & npartner local T EHEERTENENE
> L1 Builtin Ze R ARl (E)..
> _| Computers S3()..
3 @] Domain Co
» [ | ForeignSec RERAD)-
5 [7] Managed® HEREEERIRC).
s [0 Users ESHEEEEE=EA).
SEFHM)_
HEMN) > ==
=Y > EEA
EFEEP =
) InetOrgPerson
AER) msD5-ShadowPrincipalContainer
EREA(H) mslmaging-PSPs
MSMQ {7 515l=
HAEEN
FIES::
RS
HHREMSE
€ >
EU—EFms.
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(3) WABHBNIETE

WA B NI ETE: Servers it ' MIKEPREZTHBMEUES > 2 (&

et - E8EQ

"‘?. EuE: npartner.local/

EEA)

Ser‘ver&l

FESZLEEEEHRERD

ik

R
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(4) &) Exchange falfRzz 2FTHIAHBIEENL

12 [Computers] BN -> 76 [Win2016] ERE - BB AH - it | AIKEFIRIEERE Exchange Server £

> mhE [RE)
] Active Directory EREFIEMH — O =
BEP =:EW EBRN EEH)
e’ nHE /0| XEE HE2aETa%
] Active Directory EBHE| =i =i T
» [ BEES NMIN2016 =B
v 3 npartnerlocal
= Byilkin MAFER(G)...
| Computers FHIEF(S)
> 2] Domain Controller %%TIEF'F(A]
» [ | ForeignSecurityPrir SEE).
» [ Managed Service
s Users EEM)
2] Servers BRETIEK 5
ETR(T)
RIER(D)
AER)
ERAA(H)
< >
EZEAMNEREEEHI S —EESEN -
96

A& N-Partner



(5) EEFABEN

E1E [Servers] ABEN > & [FEE]
e *
EEREEEIEEM):
-5 npartner
F-__| Builtin
i-L | Computers
lers

[3
m-2| Domain Control
[

+ | Jsers

7| ForeignSecurityPrincipals
+-_| Managed Service Accounts

R

(6) ¥ Exchange fAfRZEz R ENEMAVABEN

BH3E [Servers] AHMEN - MR Win2016 ER\BERE -

] Active Directory @HEF]
BER ZFEA BRV)

=i
EHEH)

a

Pt

o= 2R /B XE HE P RaETER

] Active Directory EHEE
> [0 EEEH
v 3 npartnerlocal
5 || Builtin
[ Computers
5 [2] Domain Controller
» [ | ForeignSecurityPrir
» [ Managed Service
s | Users
2] Servers

ZE
S WIN2016

ppac]
i

i
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5.3.2 B4H[F A

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

&
REFREE

(2) £ Servers MHMEAI - FIGRFARR

£ [Servers] MMEN CHIBEAR > HE [(EEEMEPEL GPO WELE.. ]

EEE#EETET GPO WEEELIEEEE

& BEHEEFIIEE - O >
B EBER EER BENM fFEW) HBEH) - e =
&= |5 ¢ 3
& EaEmEE B AE
v i\ Bi%: npartner.local Az
v (5L B =
v 3 npartner.local =t
mi Default Domail| | & #i%: npartnerlocal
2 3 Domain Contre
» =22 Ser\rersl
T FERY  =EE&MTEIGPO LERI0).
> E ’“:;‘;' EELEE GPO(L).
» LE &R -
. & IR
5 BEERER EHFEFEI).
O wEERIEF HEEEENESG).
IHEEEEN)
T EEREEFREEMN)
Tl B (D)
EFsEM)
EFREEF
FIE(R)
E2HEH)
< 3
< >
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(3) MAMARRMGEHE

WA BHEERIY 4B 7E: N-Partner Policy &t & s ikEPIRISEUBAYHERE > & [FE)

&g GPO et

HEM):
M-Partner Palicy

#EAFI GPO(S):
()

ik

(4) BIBBARALE

£ [N-Partner Policy] ###ARBIMH - 12BEGR > RHE [4RIE)

o BEFRRIEE — O *
EH EBER HEW BERNV |EW)  HBEMH) -8 =
€= |5 b
2 BERREE FEl FHI BT
v A\ Bi%: npartnerlocal M
v (& #E
v 3 npartner.local =8
=i Default Domain Policy A\ 8% npartnerlocal
% |2 Domain Controllers
w |2l Servers
sz N-F"ﬂrtnerF"culicyl
» L5 wrElRE FEE(E)...
> [g AFIGPO .
Y BEERER BEHS9).
Og #EERIES REEEEEEEW)
flER(D)
ExasEMm)
EHEER
EREA(H)
‘ < >

& GPO |ER#
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(5) AHIRA : FEZIRA

ER Bk E] -> [[RA] -> [Windows

RIE] -> [REMRRTE] -> [KNKRR] -> [BZRR] -> FE [BRRAmSH), &

ZIRPEASH], EZIRFEE], (EREASH] BB > AE [EREERARTE]: &[] & [KM] > & [FEE]

S EEEEFE|EIEEERE _ 0O 3%
E2FR EA) BBV 2R
o= | HEXE = HE
=[ M-Partner Policy PWINAD2016.MPART|| =5 - = B
; L EERgss T, =3
S L BUERT T
e EBRRER eSS
5 Wind : 24
L~ = j'"g%“gﬁgj L EEEuEE sxE=
B ESE-E/Ey | LECoZREEE SEEE
- TEE = L EEEEEASE T, =3
= - | EEEsTE I, 5
T T R EEEASE AL, S5
v & HEEFEE | BEREESH ESh
. G maEs :
S EREENeE BEELES-AE 7 *
3 25%%@3 Z2EBHRE 25
» Ca SMhEaE _
) (A 5% = REEASE
» (g B
» (& BE&%
» fof B (IEEE 8023 ESELEERED)
> [ REEEZZEHW e
- EmE==EsEl REELES
» Gall LS (EEE 802.1 HINE)
y [ AESmES
, [ mEErEEEs [ =RE
y [ EEES
» 8 IPE2EEE (IS
s [ EEEEERE
> o B EEISESES Qos
L RAETEST. CHUTEER
s O EFRE
v i} EEERE
» [ IREI
> E BT
B =AM
£ >
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(6) HHrCErtE

ER (Bl E] -> [[RA] -> [Windows

iE [EREREERAE

< E] -> BA 204800 KB

P REMEHEEANNREAE

RIE] -> [REMRRTE] -> [BHREE] > ME [REMERENNRAE] >

pall

i BREFBERE > % R

S mEEnTEgES - o X
BEEP SER) BEV) REH)
e | HEIXE =2 H=
=[ M-Partner Policy (WINAD2016.MPART | =5 . EE3E
v i ?“ﬁ;ﬂf L FaEtERE RS e TeE OES
Y= $ﬂ:#$&ﬂé§ﬁﬂa$ﬁ?ﬁﬁ OES
> L s : - meosss  seas
— ==
%ﬂ Eiﬁ‘ﬂﬁﬁxmrﬁxﬁ 204800 KB
£ HeE - @a/me o Ee= : SRES
e &Eﬁ?ﬁﬁﬁarm OES 3
) REESELELE OES
PP MEES
L 2GR SEEERY OES 3
R e e OES 1
e L EEESTsEs EAE MEEE
y [A %5EH L EEERrsERERY OES
y [ B8
. (4 E=zE FERESEANBAE - RS 7 %
y fof EEHERE (IEEE 802.3 )
y [ EEEETSER W ZzERARE #n
| gEE=sEsEs ) o
, Eaf SB35 (EEE 8021 E ZoeTSEREAE
y O AESwEE —ad
, [ mEEzEE —
, [ EEESEEE [D=semsazzO |
» & pE2eEI (s
, [ EEmpEIaE =
2048300
s ol LUEEIBERE QoS |: =] K8
s [0 2FEESE: Dt s
> [ BEE EuEELTTIsTERRSE  BEEERESEoESE -
v i BEEEE OEEhER . SEEESEESES 25 E - (Q823659)
» [ =&l
s [0 28T
ws || =
£ >
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(7) Bt
B9 [

2] -> [[RA] -> [Windows &

2 MREERT A

QIE] -> [REMRRE] -> [BHRCEE] > ME [REMEHRERIENIA] > 2

B [EEREERRRE] > HE [AREEEESH] > &2 [EE)
] meEnzEesEs — O
B=P) JER) BBV BEH
x| 7FHXE | HE
=[ N-Partner Policy WINAD2016.NPAR]|| =5 - =5joE
v i ?“ﬁ;ﬂf [ FestERE RS e DeE sxTs
LA - B e Fr—g-a-rE Vet 1= MEEE
B e L FasraRETREEESRSE  AEEs
v ] Windows 87E . =
. _“'I TEER R ZIEFE 204800 KB
o EeE . (mmm; ErEnsEESEE EEETE |
L EsEnseERErE )
L 2mmsEa ) 2hiE HEEs
BE e v MEES
: . e e MEES
53 iﬁrﬁﬁﬁ L EEEERsEssE MEES
> L8 = L EEEnRsEs ) 2E =TS
y (R RFEE I EEEErsEREEY wEEs
y (4 B8
y (3 BRiE EreTEEREEE- A 2
y fof EEHERE (IEEE 802.3 )
» O EEEETSER W EZRFRRE £
O EpEEsEsEs ) )
> Gaf B9 (IEEE 8021 = REERSRERTE
s O] AES8ES =
y [ sEemsEs
» [ BRERERRR | mEssEEazzo |
» & pE2eEI (s
y ] EREEESE O {FEEEE=%(0)
s BUEEISEES QoS
s [0 2FTESE Sl EEn OEEEEEEEIN)
, [ =3EE OFEEESE LEDETERISN)
v b BRERE EuEELRTIsrEEEEE  EEEERESEYESE -
> O EAl OBEMER  SEEZSETSEESSE - (Q823659)
y [ EtFaE
Y EEW
L4 >
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(8) £ AD #1mifEAREE -> FRY [Windows PowerShell]

Lo
Windows
PowerShell

(9) E#r Exchange Server Ef#H[FR A

PS C:\>

EN =52=1EE Windows PowerShell — O e

5 Cohve: Tnvoke-GPUpdate WinZ016 I s

Al FEMIEE A Exchange fafRz3%&%

(10) &£ AD #EfEMR=: -> EZ% Exchange fElfR=:8FAERAIImRZE

BN 25 EEE Windows PowerShell

Hin20ie Covtmp\Win2016 . html

Root \Rzop N2ALE6T440_4D04_4B41 8E36_64ESETZEDSEE

Sadministrator

AL FEMIFE#HA Exchange AR BEMBER KB EIEEZE

H
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(11) BERIEREE -> ¥ Exchange iR -> EFR N-Partner Policy #¥#RA!

— O X
e'@ﬂé file:///C:/tmp/Win2016.htr O ~ & || & NPARTNER\WIN2016 X | | i s £ @
NPARTNERAWINZ2016
BEHIE 20211117 T4 05:50:00
HE
EREEEN
—&
TPHRER
=E
FEERRE
EFERI/EERR
EFRR/EFHERR
THERAEEER
FRI = B GPO
sERAEH HiTh - &8 M-Fartner Policy
ZERERAEE Hizh » %8 M-Partner Policy
EEIREEE Hizh - %87 M-Partner Policy
EEEAEH BT - 8 M-Partner Policy
THERFEEHEER
|
E i
BE
ERI = B GPO
FeETEEERRE H#EEME M-Partner Policy
TEEEREREERE 204800 KB M-Partner Policy
AREERR/F2RERFRE - BEEmEE
T
RREEER/NEEEREN _
FERRE ST
WMI ERSESR
ERESEEY
Hr |

1od . &N-Partner




6. Exchange 2019

g6l - Exchange 2019 %% Windows 2019 fafzs -

gJ##F [Exchange Administrative Center] 3§ [Exchange Management Shell] &0 FIE B ACEE
6.1 Exchange Message Tracking Log

&2 nxlog.conf

i 2% 1.3 NXLog REHRE

EENF BB REBHERHER K

define MailLog

6.1.1 Exchange Administrative Center

(1) BIRL (2%

&

Exchange
Administrative
Center

(2) URL @A hitps://<ExchangelP>/ecp -> BAAEZE\EREZRFNZN > 2T [BA]

e | Eﬂ https://192.168.1.183/owa/auth/logon.aspx?replaceCurrent=18wrl=https%3a%2%2f192.168.1.183 vI 9 BESS G| | 2= o~ | {nt 7% ‘::’

Exchang

Exchange Z#t &332 /0

BENEREEE:
| npartner\administrator |

e |
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(3) BhiE ARk BEE -> [fIMRas] -> E#E [Mailbox fEAR=:(Win2019)] -> F5iE 4 (HmHE)

@ : ||_% https://localhast/ecp/?ExchClientVer=15 : v @ EREE Gl |E§_ y L~ | AR
L} fE8BE - Microsoft Exchan_.. [T
] %M Office 365 Administrator v 2 ~

Exchange ZFEIE S

Wtz FAfR:| ErlE EXEUAMEE EREHE BE

e

8 s EEEEE B

- W01 Vewonls2Guid3ns _ [RWWEGRES
=38

R Version 15.2 (Build 330.5)
EEHER

_ e

T8 BAERTH

THRERERE

EliEs

Ba EEm1E H1E

106 ~ #/N-Partner



(4) FE [BEWICHRE] > B R EAENR IS MEBHERECEE . [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking] -> Z T [{#7F]

& Exchange E8EEE - Internet Explorer

|C:\Program Files\Microsoft\Exchange Server\V13\TransportRoles\Logs\Hub\Protocol Log\.Smt|

Win2019
—H e |
ERENENETAE | o o encss ;
=4 : SN EHTSEEE |
POP3 | |C:\ngram Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking :
IMAP4 o e e e
=piE EEasE
DMS =8 E’a’ﬂ?éjﬂﬁﬂ%tﬁ
SR |f:f’i:iﬂiis\hﬂicmsoﬂ\&tha nge Server\W 15\ TransportRoles\Logs\Hub\Connectivity
Outloak Anywhere EMpEree
BEENRELHELE
|C:\Program Files\Microsoft\Exchange Server\W15\TransportRoles\Logs\Hub'\Protocol Log\Smt|
BUWETRRELSERE

=42

HGE

#100% -
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6.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

Exchange
Management
Shell

(2) T [RUFBEMAHIEREFCERIE] AR B BE SCBRAE RS 1S: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking]

3 Machine: Win2019.npartner.lacal

Welcome to the Exchange Management Shell?

[Full list of cmdlets: Get—Command

Only Exchange cmdlet Get—ExCommand

[Cmdlets that match a specific string: Help *{string>*

iGet general help: Help

iGet help for a cmdlet: Help <{cmdlet name> or <cmdlet name> -7
[Exchange team blog: Get-ExBlog

Bhow full output for a command: <command> | Format-List

[Ehow guick weference guide: QuickRef
UERBOSE: Connecting to Win281?.npartner.local.

UERBOSE: Connected to Win2819.npartner.local.
[PS]1 C:~ProgramData“Microsoft \Windows“Start Menu\Programs“\Microsoft Exchange Server 2819>Get-TransportService Win2019 ! Select—Object =Track=

IHessageTrackingLngEnahled : True
Me geTrackingLogMaxfAge : 30.00:00:80
[ IMe sageTrackingLogMaxDirectorySize : 1868 MB (1,048,576,.0608 hytes)

essagelrackingLogMaxFileSize H - - ytes
IH T kingLogMaxFileB8i 18 MB <18.485.768 h 2
MessageTrackingLogPath :“\Program Files“Microsoft:Exchange Server-U1t\TransportRolessLogs‘\Messagelracking

= G
|MessageTrackingLogSubjectLoggingEnabled @ True

[PE]1 C:“\ProgramData‘Microsoft \Windows"Start Menu\Programs“Microsoft Exchange Sewver 28193 _

A BXFENIFEE A Exchange EIRZE2HE
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6.2 1S Log

(1) FRX [Internet Information Services (I1S) EIEE]

< 8|

tJ

Internet
Information
Services (1I5) £
E=E

(2) B (IS FR=R] -> BHE [FCER]

3 Internet Information Services (IIS) EBE

E 5 %) winom »

BER ®BEV ZJEH

0;, WIN2019 585

-G aEETe | BEGE

[ winzoto ueart} | FEE: - ¥ BEQ
ASP.NET -
¢ 9 =

& lj%m a
TEESSR EEFs EEE

S
& “@] E

i PR

ET ] <Y
B & =
FHEZRY GFAESEEE EXmE
BHEE
ERET

248 E&gﬂi.ﬁ ERER

g2
& &
IS EERE IS EERE  Shared
BE R Configurat...

NET 23R{E NET FEE NET ﬁ%ﬁ NETEE NETESRE SMIPEF

E} Eer

% 5 &

Bz HRRER ERERR

] EE

& » @

HTTP E&EE HTTP E5E ISAPI & CGl ISAPI 5% MIME EHE TIHEESE
B =

MEEE RTEEE SEEE

MEstE || AEEE

~
v

qﬂ:f
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(3) EEFEMK NIIBEEREMNRBI —EREE: [I58] ->

[%SystemDrived\inetpub\logs\LogFiles] -> #R#%: [UTF-8] ->

# [ERTREAERMRA] > &Y EIEL]

'i?j Internet Information Services (15) EES
L

sRepiiEt: (W3C] > Hi%:

xS HEM: [ERACEFE] > AR [B/)\RK] > 3

— €3 WIN2019 »

BER &BRM ZHEH
B8

g =
€- [ & i! )

65 BiEE J— ) R -
o ..Gﬂ WIN2018 (NPARTH KIHaEol ARET IS s R EEEE L EHERpAT

J EREREE FTAEBSEUET—EISEO):
> (8] 158 g5

e

Bt ]
EIL(M):

wac v||| SER(S)... |
285 01):

:%SystemDrive%\inetpub\logs\LogFiIes : EHE(R)...
EEE):
UTF8 VI

ESHERE

ZE IS EEAZSS=FHERE -
O & ETW E4:(T)

O THEAETWESE"ZR)

iEEER

ER IS BREUmTaEngE -
® HEC):

ShE

O B2 LR (fuE)@):
O FEBUFTHEN)

| EzrsEassas) |

<

> | [l mase® | AseR
#3E: 'localhast’ applicationHast.config
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(4) B¥E [HH(date)] ~ [FFRE(time)] ~ [A PR IP fiilk(c-ip)] * [EFIE &7 (cs-username)] - [ARFE & (s-sitename)]
[fF AR 23 & #8 (s-computername)] * [f@ARE: IP {iIilt(s-ip)] * [fFARERE IR (s-port)] * [/57A(cs-method)] ~ [URI E3&(cs-
uri-stem)] * [URI &3f(cs-uri-query)] ~ Bz EAREE (sc-status)] ~ [BFIFE F AR 8 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [EiE 17T (sc-bytes)] ~ [#EUAITTAH (cs-bytes)] ~ [{EE R B (time-taken)] ~ @& 17 E AR A (cs-

version)] ~ [E#(cs-host)] * [EFIZE LIE(cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &~ [#

AR )
W3C SR ? p4
EERUS):
HER ( date) -

EEE (time)

HES P (c-ip)
{EREE#E ( cs-username )
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
FEE P (0 (s-ip)
BEEEEE (s-port)

3% [ cs-method )

URI =88 (Stem) ( cs-uri-stem )
URI Z& ( cz-uri-query )
EEETEN EE (sc-status)
EFIETETAREE [ sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUITE (sc-bytes )
SEUWUTE (cs-bytes)
TEEREE (time-taken )
BEHEERS (cs-version )
=T (cs-host)

FEHSHEES [ cs(User-Agent) )
Cookie ([ cs(Cookie))

IEEEE ( cs(Referen) ) W
BETR U (C):
Bt A FEIER *E
Fagne. |
BE R

L &7 N-Partner



(5) BMARNMIZTE: X-Forwarded-For -> ZEERRIFL: [ZKIFE] -> 8 ARIR: X-Forwarded-For -> & [M#xE]

= I=HIE -

7

BUEEN):

|}(-F::uru~.rarded-F::ur

FEHET):

ExEE

FIE(S):

|}(-F::|ru~.rarded-F::ur

s
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(6) T [HEZE]

W3C SRR ? ®
EER{S):
HER ( date) -

=R (time)

BHEE IP Ut (c-ip)
EREEE (cs-username)
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
FEE P (0 (s-ip)
BEEEEE (s-port)

FiE (cs-method)

URI =88 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query )
EEETEN EE (sc-status)
EFETETIRE (sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUTE (sc-bytes)
CEWUTE (cs-bytes)
TEEREE (time-taken )
BEHEERS (cs-version )

=T (cs-host)

EREREET (os(User-Agent) )
Cookie ([ cs(Cookie))

IEEEE ( cs(Referen) ) W
BETR U (C):
ECERiE (U FiEiEE WE
#-Forwarded-For ExERE #-Forwarded-Far
i) EZEEEIR EEEfEZE(E
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7

k.l
¥
v:,'\d

(7) =% [EH]

€ Internet Information Services (115) SIES

& 5 9, win219 »

BER &BRM ZHEH

B8
@ H|Z 8

9y EmEE

-0 ERRRSE
y (8] I8

<

v 83 WIN2019 (NPARTH

>

0‘;! SCER

EIEEl AR EE IS SRR AEE EsE SRR -

GFTIEESEUET—EISEO):
= -

g
M)

wac V[ EmRae.

B&RY):

|%S)-5tem DriveS&hinetpubtlogs\LogFiles

| z=E.

£EE):
|uTFs v

IESEN
Em s EEALSEFTEME -

® EEZEEL
O ERETWE&M
(O EHEFETW SHTS(A)

EEERR
EE IS BREUFTaEnEE -

@ HEO:
E-T v|

O B2 LR (fuTE)N):

O FEBUFIHEN)

ERFERERERESEW

EET T

#iE: 'localhost’ applicationHost.config

q.i:i
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(8) &3 [C:\ inetpub\logs\LogFiles\W3SVC2] &l IIS log #&Z:: u_ex*.log

W3ISVC2 — O X
« | vp | E=wasvee o
EiE BT | 7
W HiEEE
Bl uex20010916xlog  2020/1/0 F£ 0412  XEx4 2 KB
o 51
S =%
1 EEE f=2| &
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6.3 Event Log
6.3.1 #HMHEEM

(1) R AD A& BN

BIRYL [Active Directory {5 F3& FERK]

Active Directory
EHEN=ER

(2) HriEmALE

 [(EmatE BEaAR > BE ) > BHE [MEEQ

] Active Directory EEREFEE - O pe
BER =IEW BRNV  FESEH)
2 E o2 HETeETES%
] Active Directory EFEFIER || == B i
MI 285 fﬂnpartner.l-:u... £ i
v 3 npartnerlocal S e EE NN
| Buttan EIEEHE)... B
" | Computer: N
2| Domain Ct EI:EIEI]...
| ForeignSet BERED)--
~| Managed HEREEERIEC)...
| Users ESEENEESSA).
EfEZEM)...
HE(N) * =i
AR LIER > WEA
E5aEp =
) InetOrgPerson
RER) msD5-ShadowPrincipal Container
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MSMQ {T3I51=
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S
ZHEHRE
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(3) WABHBNIETE

WA B NI ETE: Servers it ' MIKEPREZTHBMEUES > 2 (&

et - E8ED

"‘?. EuE: npartner.local/

EE(A)

Servers

FRESZLEEEESREREP)

ik

R
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(4) &) Exchange falfRzz 2FTHIAHBIEENL

12 [Computers] MM -> 76 [Win2019] ERE - wBEAH - i ' AIKEFIRIEERE Exchange Server £

1%

-> FhE [BE)

] Active Directory EHEFER
BEFR =EW

wEN  E|HEH)
o | 2F B XEE HEl L aETaa

- |

x

] Active Directory EEEFEH |

=2

Eil] it

>l SFES 2. WIN2019
v 3 npartnerlocal
= Builtin IMAFHET(G)...
T2 Doman controllers EZERA)
» || ForeignSecurityPrincipe FEENV).
» _| Managed Service Acco E@[M]
v | Users
2] Servers ERETIEN 5
BT
fIER(D)
AER)
SRAA(H)
< >
SHENERAEEHAE S—EEEEN -
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(5) EEFABEN

E1E [Servers] ABEN > & [FEE]

ZE X

SarEEEEEM):

-5 npartner
w5 Builtin
_“| Computers
i| Domain Controllers
_“| FareignSecurityPrincipals
.71 Managed Service Accounts

NERR Servers

=

(6) ¥ Exchange fAfRZEz R ENEMAVABEN

BH3E [Servers] AHMEN - MR Win2019 GER\BERE -

] Active Directory EEEFZ0H - | X

BEFR =:EW ERN EEH)

e |71H /BIXEE HE P aETa%
] Active Directory EEEFER || =& E il At
SWIN2019 =

> [ BEEH
v 3 npartnerlocal

» || Builtin
[ Computers

s [2] Domain Controllers

» [ | ForeignSecurityPrincipz
» [ Managed Service Acco
3 [ | Users

2] Servers
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6.3.2 ¥R

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

i

L 52p

&
RAFAEE

(2) £ Servers MHMEAI - FIGRFARR

£ [Servers] AAMEN FI1ZBE

fi > FHE [EEEMEEPEL GPO WELR..]

EEE#EETET GPO WEEELIEEEE

F BHEEREE - | X
EH BER HER \EN |EW)  HBEMH) - 8 %
“=|F 8|
H mEEnSE Bl A BT
v A B1%: npartnerlocal g
v (& #E -~
v 3 npartner.local =t
mi Default Domail| | & &i%: npartnerlocal
2 | Domain Contre
2| Servers
L5 wHREIRS EEEEETET GPO BB T ESFIER(C)._
5 ‘f;;'gﬁ SEERA GPO()...
B E SIHEE(E)
Y BEERER EHMEFEEREAIU)..
Go FERARER zesnspsso).
HEESEUN)
feEIEEEEHEEW)
TIE=(D)
ExsEMm)
EFEEF)
FE(R)
ERAA(H)
< >
< >
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(3) MAMARRMGEHE

8 A\ BEAE R AU 142 78: N-Partner Policy &t °

AREPRIERUBANGERE > 1 [(fEE)

8 GPO

ZEN):

et

M-Partner Palicy

FEAFI GPO(S):
=

ik

(4) BIBBARALE

£ [N-Partner Policy] ###ARBIMH - 12BEGR > RHE [4RIE)

o mEEnEE
2 BER #EW
& =5 6|

BRMV |EW) =BEH)

— | >

-5 X

= BHAERIEE B [ H) ST
v A\ Bi%: npartnerlocal M
v (& #EE
v 3 npartner.local =8
mi/ Default Domain Policy| | A #i%: npartnerlocal
2] Domain Controllers
w |2l Servers
#i N-Partner F"::ulicyl
[or seElRR ZEE(E) ..
S WM EREE BN
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—E e = (]
Gy BEERIE BEES(E).
e mEERES wEEEEEEEW)
FIER(D)
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EF=Ef
EREA(H)
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EE GPO |EE
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(5) AHIRA : FEZIRA

ER Bk E] -> [[RA] -> [Windows

RIE] -> [REMRRTE] -> [KNKRR] -> [BZRR] -> FE [BRRAmSH), &

ZIRPEASH], EZIRFEE], (EREASH] BB > AE [EREERARTE]: &[] & [KM] > & [FEE]

E[ EEEREIEESERE — O by
EEM #EA) BEN) BHEH)
e nEIXEE HE
N-Partner Policy [WINAD2019.NPARTI | =g ” [
—. [Limzssse 5, 53
I - j T———— T EEnEEE Z===
- L EEENEE s===
SES ren
2 5eE-Ga/Es | AEASSCEER ===
= L EEEEEASS o, £
- L EEEssE I, 5%
— ==t wEEA=s R, &%
v 5§ tEEs B e
5 R8I i
ij EE - BEEASE - A T %
y O BEeSE e
R Pe T2EEHNE ==
> [a =fREE 5 mEEA=s
s [h REHE =
> g BE
s [a EERE
> o ESHEES (EEE 802.3) V] ESEL£EEEED)
. [ EEEEZSEE Wir me
- ErEEsEsEE REELES
> Gaf SEESHEFE (IEEE 802.11 [ BEINIS)
, [ AEsmEm
s [ sEmEaEE M =3E
y [ EEEEsEL
s B PEEEEE (HE A
. [ EEmEEISE
s i BUEEIS EE QoS
, [ EsESE CREaERy
. [ =9uE
v i EEERT
» [0 [FEI
. [ =9uE
w | [T
£ >
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(6) HHicirtE - LR MRHENNEKRE
R [BRkERE] -> [[RA] -> [Windows 7] -> [REMKE] -> [BHACERE] > #E [REMREENNRKIE] >

pall

e [EHBERAEE] > BA 204800 KB it P mIKEFRERAE > i [

= #EEE - O X
EER  DiEA) BENV)  SEH)
| 7EXE 2| HE
=[ M-Partner Policy [WINADZ019.NPARTI | =5 - EEsE
v & EREE [ FASTEREERES RS mxEs
— $‘L‘E‘r$3ﬁ§‘ﬂﬁﬁ mx%
w | Windows 58278 =
> ;'l EE ]|
Fa::-% u:mﬂmn :
N ﬁ&‘aﬁﬁﬁarm METE
L REESEAIERE METES
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| EEﬁEEJ L RERSEREER METE
FE L ERESTaEsSE METES
‘WW P! : I ERRErsEs Bl MEES
s (@ RHEE b EREETSERERY METE
> [ Bs
. A EEEE BEUREEAIEAE - HE ? X
» o FLEHERE (EEE 802.3) )
s [0 EEEEszEnw | ZEERREE 2%
| EmEEsEsEE i . .
> Eaf HiSEE (EEE 80211 = RRELSEAIERE
y O AE28EER —ad
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L [ mEESEEE EEEEEEECN
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» [ EREEENSTE 04800 I
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L [ RETEST CHTEERT
> O SiFaE . EREERTEsIESRSE  FERESSSEOESE -
v i}, ERERT M gEEmsEd SeETSEDSE | EE - (Q823659)
> 5 B8
s [ =F8E
B ZEW
£ >
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(7) BHcirE L2 URBRERT A

&R [BINRRE] -> [[RRI] -> [Windows FRTE] -> [ 4R E] -> [SHRCIFE] > #ME [ZREMRHERITS A > 3

# [EREERARE]-> ME [REZEBEREMH] > & [FEE]

F pEEsTEEES e =
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(8) £ AD #1mifEAREE -> FRY [Windows PowerShell]

&

Windows
PowerShell

(9) E#r Exchange Server Ef#H[R A

PS C:\>

BN 25 EEE: Windows PowerShell

Al FEbMIEE A Exchange fafRz3%&%

(10) &£ AD #EfEMR=: -> EZ% Exchange fElfR=:8FAERAIImRZE

EN 25 EEE: Windows PowerShell

AL FERMIF#EIA Exchange A=z BN E R KRB EERZHE
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(11) BERIEREE -> ¥ Exchange iR -> EFR N-Partner Policy #¥#RA!

& NPARTNERWIN2019 x |CH|
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7. N-Reporter
(1) #1& MS Exchange &

[REBEE > [REERE) > %2 g
4/ -Reporter ©
B Admin (Global)~ 2 SREIHRE

& HEETE

D
Q

B=

------ Q Global (4)
e 1) SR (0)

NEFIE

SRR
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7.1 Exchange Message Trackng Log

7.1.1 Exchange 2007

=

(2) 87 Exchange Message Tracking log s2#&RIE RIETUA Facility
WAREEHE M P> WEREBELR: [Syslog] -> BEZFEERMEIL: [Exchange 2007] # Facility: [(2) mail system] ->

EEIEEMH Icon: [icon-host] -> RHEBEULIRES: [BLA] > & T [fETE]

BHEEFS .

1

| ExchangeMail-192.168.8.183 ‘

P

| 192.168.8.183 ‘

HEEEE

Syslog Flow SNMP PM

Syslog EERE

HHEEL

Exchange 2007 =

EREEsRAET

Facility

(2) mail system ~
wEAE

UTF-8 ~

9552 E Raw Data o
TRERSEEEEENESyslogiEEE Oa\’.‘ Data

SigEns E0%E [HFRE Raw Data] -
ICMP S8R
A - [EH&ER] #r Raw Data &&fl
a2 Icon u
icon-host v
Login Account
Login Password

Enable Password

EREEESE
£ Syslog EZERSE
SHEsaE
E= -

REEERE

SR E

=E | =x| |
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A

7.1.2 Exchange 2010

(2) & Exchange Message Tracking log

REHEREZUA Facility

WMAREBEEHE M IP-> WEREELE: [Syslog] -> BEEERMEI: [Exchange 2010] # Facility: [(2) mail system] ->

EEIZE0 1 Icon: [icon-host] -> FEFEUGIARR: [RUA] > & [BE]

& RS

HREETR

-

=W

| ExchangeMail-192.168.8.183

P

| 192.168.8.183

HEEE

Syslog HERE

SNMP

PM

R

Exchange 2010

FEREESEAER

aEeEs

ICMP 58 iR

NIA

248 Ilcon II

Facility

(2) mail system -
REA=

UTF-8 -

icon-host

Login Account
Login Password
Enable Password

B

ERTEEE
EiFH Syslog HEERSE

SWEERE
ity

REEEAH

BRE

B

En#E [HERE Raw Data] -
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7.1.3 Exchange 2013 S Z#&hRAK

)

| E Exchange Message Tracking log

REHEREZUA Facility

WARBEHE M P -> WERBELR: [Syslog] -> BEEFERMEI: [Exchange 2013] A Facility: [(2) mail system] ->

EEIZE0 1 Icon: [icon-host] -> FEFEUGIARR: [RUA] > & [BE]

& aRE

EEEFETE

-

=1

| ExchangeMail-192.168.8.183

P

| 192.168.8.183

HEEE

Syslog TBEAE

SNMP

PM

‘RS

Exchange 2013

[ smezszaes

Facility
| (2) mail system ~
R

UTF-8 -

EEERE

ICMP & &1k

NIA

24 Icon u

icon-host

Legin Account

Login Password

Enable Password

EREREE
B Syslog EEERIEE

EWERRE
==

AEREEN

L)

x|
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7.2 11S Log
(2) 87 Exchange IIS log sERIEREICA Facility
WARREEE M IP-> ZEREELE: [Syslog] -> EEERMEI: [IIS] # Facility: [(22) local use 6 (local6)] -> #EiE

22 15 Icon: [icon-host] -> RHERULARRS: [BIA] > 2T [FEE]

BEEFZ .

£

| ExchangellS-192.168.8.183 |

P

| 192.168.8.183 |

Bt

Syslog Flow SNMP PM

Syslog B#ERE

UL

s v

ERRESEREL

Facility

(22) local use 6 (locals) ~
HEs

UTF-8 ~

FRERSBETERUISyslogEs B O Raw Data

LiEmEnE #7)% [HFHR® Raw Data] -

ICMP SE#IE —
[EHER] B~ Raw Data Eifl

N/A

2288 lcon II

icon-host v

Login Account

Login Password

Enable Password

EREESE

£ 5 Syslog E2EREE
SEEENE
it ~

BERRERE

R

2E | e
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7.3 Event Log
(2) 87 Exchange Event log s2#&RE RS Facility
WARBEE M IP-> QAEREEE: [Syslog] -> BEEEREI: [Windows] I Facility: [(17) local use 1 (locall)] ->

EEIERME Icon: [icon-host] -> FHEBEUREE: [BXA] > & T [FEE]

BEEFE :

=1

| ExchangeEvent-192.168.8.183 |

P

| 192.168.8.183 |

HEEE

Syslog Flow SNMP PM

Syslog EEIEAZE

REES

‘Windows v

ERRESREAED

Facility

(17 local use 1 (local1) -
WA=

UTF-8 -

SHERSE ERE [HFERSB Raw Data] -
ICMP SR _ )
A y [ &) B/~ Raw Data Eifl
@#icon [HN
icon-host v
Login Account

Login Password

Enable Password

ERRHESE

EiE Syslog EEERSE
SWEERRE
E= .

BREERE

ERE

as| | s |
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8. REIREHEFR
8.1 Invoke-GPUpdate #&:%

(1) &£ AD #13f[EAR= -> 1T Invoke-GPUpdate E#7 Windows Server £ 48RRI HIREERAE

EN 5 EEE: Windows PowerShell — O X

PS C:\> Invoke-GPUp Win2019

(2) £ Windows Server B [Windows PowerShell]

&

Windows
PowerShell

(3) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 28

! Select—Object Hame. DisplayMame. Enabled. Direction. Action ! Format-Tahle

Enabled Direction Action
Machine Monitoring C(RFPC) Inbound Allow

F.
MSDTC-RFCSS—In-ICF Distributed Transaction Coordinator (RFC-EPMAP> False Inbound Allow
WMI-WINHGHT-In-TCF Windows Management Instrumentation <WHI-In> False Inbound Allow

ps c:v>

(4) BF Windows Firewall # WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP #R Rl

PS C:\>

N %5 EEE: Windows PowerShell - O x

PE C:»> Set—NetFirewallRule

PS G0 o
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(5) & Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 2]
PS C:\>

E¥ %£EEE: Windows PowerShell

[PS C:\> Get-NetFirewallRule i 8elect—Ohject Mame. DisplayMame. Enabled. Direction. Action ! Format-Table

Name layName Enabled Direction Action

—non itoring rpe Machine Monitoring (RPC) True  Inbound Allow
MS DT C—RPCSS—In uted Transaction Coordinator CREC EPHAP> — True  Inbound Allow
ML TRHGHL T TCP Windome Management Instrumentation (WMI-In True  Inbound Allow

Ps czn>

(6) £ AD #BiEfEIARES -> EH#r Windows Server ###4H[RE|

N 2ZEEE: Windows PowerShell — O Pt

[nvoke-GPL Win2(19

A B FEMEH A Windows Server ElR2s 2 TE
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