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1. CentOS 7
1.1 #R¥§ BIND :RELE

(1) & BIND hRA&

# named -v

[root@Cent0S7 ~]# named -v

BIND 9.11.4-P2-RedHat-9.11.4-26.P2.el7 9.9 (Extended Support Version) <id:7107deb>
[root@Cent0S7 ~]1#

(2) #& BIND log ERIKFEE log ERIFE BIND #R

# mkdir -p /var/log/named

# chown -R named.named /var/log/named/

[root@Cent0S7 ~]1# mkdir -p /var/log/named
[root@Cent0S7 ~]# chown -R named.named /var/log/named/
[root@Cent0S7 ~]#

(3) #4mEE BIND REME

# vi letc/named.conf

[root@Cent0S7 ~]# vi /etc/named.conf
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(4) #1& BIND Logging
logging {
channel default_debug {
file "data/named.run®;
severity dynamic;
h
channel default_log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
2
channel general_log {
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
¥
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
¥
channel network_log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
%
channel queries_log {
file "/var/log/named/queries.log"
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
%
channel query-errors_log {
file "/var/log/named/query-errors.log"
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
¥
channel lame-servers_log {
file "/var/log/named/lame-servers.log"
print-time yes;
print-category yes;
print-severity yes;
severity dynamic
%
category default { default_log; };
category general { general_log; };
category notify { notify_log; };
category network { network_log; };
category queries { queries_log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers_log; };
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logging {

channel default_debug {
file “"data/named.run”;
severity dynamic;

}s

channel default log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

}s

channel general log {
file "/var/log/named/general.log";
print-time yes,
print-category yes;
print-severity yes;
severity dynamic;

ks

channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel network log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;

severity dynamic;

L
channel queries log {
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes
severity dynamic;
b
channel query-errors_log {
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
}s
channel lame-servers log {
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
L
category default { default_log; };
category general { general_log; };
category notify { notify log; };
category network { network_log; };
category queries { queries log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers log; };
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(5) W& BIND sRENH - BREERAE

# named-checkconf /etc/named.conf

[root@Cent0S7 ~]1# named-checkconft /fetc/named.conf

[ root@Cent057 -~1#

(6) E=RY BIND BRFSANMEDARFSANRR

# systemctl restart named && systemctl status named

3| systemctl restart named && systemctl status named
@ named.service - Berkeley Internet Name Domain (D
Loaded: loaded (/usr/lib/systemd/system/named.service; disabled; vendor preset: disabled)
Active: active (running) since Fri 2022-05-27 01:52: 30 ST; 7ms
Process: < xecStop=/bin/sh -c /usr/sbin/rndc stop > /dev/null 2>&1 || /bin/kill -TERM $MAINPID (co xited, status=0/SUCCESS)
Process: 16 31 ExecStart=/usr/sbin/named -u named -c ${NAMEDCONF} $OPTIONS (code=exited, status=0/SUCCES

Process E\ecHtaltPre /bln/baﬁh -c if [ ! "SDISABLE_ZONE_CHECKING" == "yes" ], then /usr/sbin/named-checkconf -z "$NAMEDCONF"; else echo "Checking of zon
e fil ; /

Main PID:
CGroup:

1 -u named -c /etc/named.conf

May 27 01:52: C S7.localdomain named[16433]: automatic empty zone: B.E.F.IP6. ARPA

May 2 :52: C .localdomain named[16433]: automatic empty zone .B.D.0.1.0.0.2.IP6.ARPA
May :52: Cent0S7.localdomain named[16433]: automatic empty zone: EMPTY.AS112.ARPA

May 2 Cent0S7.localdomain named[16433 automatic emptv zone: HOME. ARPA

May 2 152 Cel .localdomain d 3]: none:104: "max-cache-size setting to 7012MB (out of 7791MB)
May 2 :52: C S7.localdomain : configuring command channel from '/etc/rndc.key'
May 2 .localdomain 4 : command channel listening on 127.0.0.1#953

May 2 .localdomain d 4 : configuring command channel from '/etc/rndc.key'
May 2 C .localdomain 4 command channel listening on #953

May 2 Cel S7.localdomain systemd[1]: arted Berkeley Internet Name Domain (DNS).
[root@Cent0S7 ~]#
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1.2 &% Rsyslog 2% BIND Log

(1) & Rsyslog iRA&

# rsyslogd -v

[root@Cent057 ~]# rsyslogd -v
rsyslogd 6.24.0-57.el7 9.2, compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (lsb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

(2) 4REE rsyslog FREIE

# vi letc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(3) #IZ imfile EAEA

$ModLoad imfile # provides support for file logging

##4 MODULES st

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)

$ModLoad imjournal # provides access to the systemd journal

#3ModLoad imklog # reads kernel messages (the same are read from journald)
#%ModLoad immark # provides --MARK-- message capability

$ModLoad imfile # provides support for file logging
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(4) RREE BIND log

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log” Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){ action(type="omfwd" Target= " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="1local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter”){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

A BXFE AR A N-Reporter %4t IP address

(5) ERI Rsyslog ARFEATERRIZIES

# systemctl restart rsyslog && systemctl status rsyslog

~1# systemctl restart rsyslog && systemctl status rsyslog

ce - System ervice
loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
active (running) since Fri 2022-05-27 17:18:16 CST; 9ms ago

Main PID: 1982
CGroup: /system.slice/rsyslog
L1982 /usr/sbin/

27 17:18:16 Cent0S7.localdomain systemd : ..
27 17: 16 Cent0S7.loca ain rsysloc 9 : g s sl swVersion="8.24.0-57.e17_9.2" " x-info="http://www.rsyslog..."] start
27 17: C S7.1 in sys : rted System Log i
lines were ellipsiz se -1 show in full.
[root@Cent0S7 ~1#
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2. Debian 11

2.1 #7EE BIND :REE

(1) & BIND hRA&

# named -v

root@ebianll:~# named -v

BIND 9.16.27-Debian (Extended Support Version) <id:96094c5>
root@ebianll:~#

(2) #& BIND log ERIKFEE log ERIZE BIND #R

# mkdir -p /var/log/named

# chown -R bind.bind /var/log/named/

root@ebianll:~# mkdir -p /var/log/named
root@ebianll:~# chown -R bind.bind /var/log/named
root@ebianll:~#

Ay

(3) #m¥E named.conf.options FREAE

# vi /etc/bind/named.conf.options

root@ebianll:/# vi /etc/bind/named.conf.options
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(4) #71& BIND Logging
logging {
channel default_log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel general_log {
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel network_log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel queries_log {
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel query-errors_log {
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel lame-servers_log {
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
category default { default_log; };
category general { general_log; };
category notify { notify_log; };
category network { network_log; };
category queries { queries_log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers_log; };
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logging {
channel default_log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel general log {
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel network log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel queries log {
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel query-errors_log {
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel lame-servers log {
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
category default { default log; };
category general { general log; };
category notify { notify log; };
category network { network log; };
category queries { queries log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers log; };
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(5) W& BIND sRENH - B REERAE

# named-checkconf /etc/bind/named.conf

root@ebianll:/# named-checkconf /etc/bind/named.conf

root@ebianll: /#

(6) ERIL BIND BRFEFNIER ARFE AR
# systemctl restart named && systemctl status named

root@ebianll:/# systemctl restart named && systemctl status named
® named.service - BIND Domain MName Server
Loaded: loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-05-27 09:51:12 CST; 6ms ago
Docs: man:named(8)
Main PID: 7500 (named)
Tasks: 1 (limit: 9506)
Memory: 420.0K
CPU: 1ms
CGroup: /system.slice/named.service
L7500 /usr/sbin/named -f -u bind

May 27 09:51:12 Debianll systemd[1]: Started BIND Domain Name Server.
root@ebianll:/#

12 )
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2.2 887 Rsyslog #2% BIND Log

(1) & Rsyslog iRA&

root@ebianll:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (1sb_release -d):
FEATURE REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: fetc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

(2) 4REE rsyslog FREIE

# vi letc/rsyslog.conf

root@ebianll:~# vi /etc/rsyslog.cont

(3) #ig imfile & AEA
module(load="imfile")  # provides support for file logging
I 1S

##4#4# MODULES ###4#
e

module(load="imuxsock") # provides support for local system logging
module(load="imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for fTile logging
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(4) RREE BIND log

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){ action(type="omfwd" Target=
# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log"
input(type="imfile" File="/var/log/named/general.log"
input(type="imfile" File="/var/log/named/notify.log
input(type="imfile" "/var/log/named/network.log"
input(type="imfile" File="/var/log/named/queries.log"

" Port="514" Protocol="udp") }

Tag="bind" Facility="local6" Ruleset="nreporter")
"bind" Facility="local6" Ruleset="nreporter")

" Tag¥“bind“ Facility="1local6" Ruleset="nreporter")

"bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" "/var/log/named/query-errors.log” Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" '/var/log/named/lame-servers.log" g="bind" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter”){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

A BXFE AR A N-Reporter %4t IP address

(5) ERI Rsyslog AR¥EAE Rsyslog ARFEZIES

# systemctl restart rsyslog && systemctl status rsyslog

@ebianll:~# systemctl r rt rsyslog &% systemctl status rsyslog
ervice - System Logging Servi
: loaded (/lib/systemd/system/r
ning) since Fri 2022

Main PID:
Tasks:
Memory:
CPU:
CGroup:

5 (limit:
2M

5ms

/system.slice/rsyslog.service

L1250 fusr/sbin/rsyslogd -n

9506)

-iNONE

Debianll systemd[1]
20 Debianll rsyslogd 50]: i H q
20 Debianll rs ogd[1250]: [or 3
Debianll systemd[l]: Started
L

Starting System Logging Service...

UNIX socket '/run/systemd/journal/syslog’
syslogd" swVersion="8.2102.0" x-pid="

ystem Logging Service.

(fd 3) from systemd.
“om"] start
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3. Ubuntu 22

3.1 #RE§ BIND :REE

(1) % BIND hRA

# named -v

root@lbuntu??:~# named -v
BIND 9.18.1-1ubuntul.l-Ubuntu (Stable Release) <id:>

root@lbuntul?:—-#

(2) %12 BIND log EHIEFMEE log FHIK BIND H#IR

# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

root@buntu22:~# mkdir -p /var/log/named

root@buntu22:~# chown -R bind.bind /var/log/named/
root@buntu22:~#

o

(3) #R¥E named.conf.options R EE

# vi /etc/bind/named.conf.options

root@buntu22:~# vi /etc/bind/named.conf.options

15 _'*‘:v. ral kil



(4) #71& BIND Logging
logging {
channel default_log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel general_log {
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel network_log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel queries_log {
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel query-errors_log {
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
channel lame-servers_log {
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
%
category default { default_log; };
category general { general_log; };
category notify { notify_log; };
category network { network_log; };
category queries { queries_log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers_log; };
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logging {
channel default_log {
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel general log {
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel network log {
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel queries log {
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity vyes;
severity dynamic;
};
channel query-errors_log {
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
channel lame-servers log {
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
};
category default { default log; };
category general { general log; };
category notify { notify log; };
category network { network log; };
category queries { queries log; };
category query-errors { query-errors_log; };
category lame-servers { lame-servers log; };
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(5) & BIND RREXH - BURRIERI

# named-checkconf /etc/bind/named.conf

root@buntu22:~# named-checkconf /etc/bind/named.conf

root@lbuntu2?:—-#

(6) E=RY BIND BRFSANMEDARFSANRR

# systemctl restart named && systemctl status named

root@lbuntu22:~# systemctl restart named && systemctl status named
® named.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-05-27 02:41:29 UTC; 6ms ago
Docs: man:named(8)
Process: 815 ExecStart=/usr/sbin/named $0PTIONS (code=exited, status=0/SUCCESS)
Main PID: 816 (named)
Tasks: 6 (limit: 9407)
Memory: 6.3M
CPU: 40ms
CGroup: /system.slice/named.service
L816 /usr/sbin/named -u bind

27 82:41:29 Ubuntu22 named[816
27 9 Ubuntu22 named[81
2 :41:29 Ubuntu22 named[816
2 ) : 29 Ubuntu22 named[81
27 02: 29 Ubuntu22 named[81
1

816

16

16

i1

[8 automatic empty zone: A.E.F.IP6.ARPA
(8
[
[
(8
2 2:41:29 Ubuntu22 named[8
[
(8
[8
md

automatic empty zone: B.E.F.IP6. ARPA
automatic empty zone: 8.B.D.0.1.0.0.2.IP6.ARPA
automatic empty zone: EMPTY.AbllL.ARPA

]
6]
]
]
]: automatic empty zone: HOME.ARPA
]
]
]
]
]

6
6
6

configuring command channel from "/etc/bind/rndc.key’
command channel listening on 127.0.0.1#953
configuring command channel from '/etc/bind/rndc.key’
command channel listening on ::1#953

Started BIND Domain Name Server.

2 2:41:29 Ubuntu22 named[38
27 02: 29 Ubuntu22 named
27 02:41:29 Ubuntu22 named
27 02:4] 9 Ubuntu22 syste

roothbuntuz:.w#

18 "
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3.2 &% Rsyslog #2% BIND Log

(1) & Rsyslog iRA&

# rsyslogd -v

root@buntu22:~# rsyslogd -v
rsyslogd 8.2112.0 (aka 2021.12) compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (1sb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@buntu22:~#

(2) #m¥E rsyslog.conf

# vi letc/rsyslog.conf

root@buntu22:~# vi /etc/rsyslog.conf

(3) #ig imfile & AEA
module(load="imfile")  # provides support for file logging

module(lLoad=

module(load=

(4) #3& bind.conf FREE

# vi /etc/rsyslog.d/110-bind.conf

root@buntu22:~# vi fetc/rsyslog.d/110-bind.conf
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(5) REE BIND log

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){ action(type="omfwd" Target= " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="1local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter”){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

A BXFE AR A N-Reporter %4t IP address

(6) ERI Rsyslog FR¥EATE Rsyslog ARFEZIES

# systemctl restart rsyslog && systemctl status rsyslog

# systemctl restart rsyslog && systemctl status rsyslog
- System Logging Service
d: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
: active (running) since Fri 2022-05-27 02:56:08 UTC; 6ms ago
TriggeredBy: @ syslog
Docs: L 8)
conf(5)
syslog.com/doc/
Main PID:
Tasks: 5 (limit:
Memory: 1.5M
CPU: 7ms

CGroup: tem.slice/rsyslog.service

/s
[

May 27 :08 Ubunt y

May 27 08 Ubunt Sy d : Starting Sys Service. ..
May 27 rsyslogd UNIX socket '/run/systemd/journal/syslaog' (fd 3) from systemd. [v8.2112.8]

May 27 rs d Hl g 's gr anged to 113

May 27 servi

May 27 : s g 109

May 27 ) Ubuntu2 gd d" swVersion="8.2112.0" x-pid= x-info="https://www.rsyslog.com"] start
root@buntu22:~
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4. N-Reporter
(1) #71& BIND(DNS) &

[REBEE > [REERE) > %2 g
4/ -Reporter ©
B Admin (Global)~ 2 SREIHRE

& HEETE

D
Q

B=

------ Q Global (4)
e 1) SR (0)

NEFIE

SRR
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(2) E BIND(DNS) sEMERMET

WAZENEE P> HERBEE: [Syslog] -> EEERMEI: [UNIX DNS] F1 Facility: [(22) local use 6 (local6)]

A 5% Icon: [icon-host] -> BHEEUAREE: [BIF] > & T [M&E]

i WSS

BEELTR

E4

‘ Bind_DNS-192.168.9.181

P

‘ 192.168.9.181

HEER

SNMP PM

REET

UNIX DNS b

Facility

(22) local use 6 {locals) ~

Ll Pk

UTF-8 v

B35S Raw Data

SEEED

ICMP SR

NIA

Hicon AN

icon-host B
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Login Password

Enable Password
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