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1. RedHat

1.1 RedHat 5

1.1.1 4=#8 Apache REHE

(1) & Apache hRA

# httpd -v

[root@RedHath ~]# httpd -v
Server version: Apache/2.2.3

Server built: Jul 18 2014 04:46:39
[ root@RedHats ~1#

(2) #"EE Apache REHE
# vi /etc/httpd/conf/httpd.conf

[root@RedHat5 ~1# vi /etc/httpd/conf/httpd.conf
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R Apache log £
ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorLog directive within a <VirtualHost>

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#

ErrorLog logs/error _log

ErrorLog logs/error-NReporter.log

#

# Loglevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

# "combinedio" includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#logFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Acgent}i\" %I %0" combinedio
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost>
container, they will be logged here. Contrariwise, if you *do*
define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

H oK KB R

#CustomLog logs/access log common

#

# IT you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer_log referer

#CustomLog logs/agent log agent

For a single logfile with access, agent, and referer information
(Combined Logfile Format), use the following directive:

CustomlLoag loas/access loa combined
CustomlLog "logs/access-NReporter.log" nreporter

I al Lyl




(4) ERY Apache FR#EFIMESE Apache ARFEARER
# service httpd restart && service httpd status

[root@RedHatb ~]# service httpd restart && service httpd status

Stopping httpd:
Starting httpd:

httpd dead but subsys locked
[root@RedHath ~]#
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1.1.2 #% Rsyslog 8 Eft
1.1.2.1 R EZR%E

(1) 1=F syslog AR#%

# service syslog stop

[root@RedHatb ~]# service syslog stop

Shutting down kernel logger:
Shutting down system logger:
[root@RedHats ~14#

(2) =HGIH syslog BENRIEIRTS

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHath ~]# chkconfig syslog off

[root@RedHat> ~]# chkconfig syslog --list

syslog O:off l:o0ff 2:0ff J:off 4:0ff 5:0ff 6:off
[root@RedHatb ~]#

)

(3) &, rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
[root@RedHatb ~]# curl -o /fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog. repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 227 1ee 227 0 0 230 O --r--1-- --ro-iee a-e---
[root@RedHats ~]1#

0

(4) &% rsyslog EH
# yum -y install rsyslog

Installed:
rsyslog.x86_64 0:8.16.0-1.el5.centos

Dependency Installed:
json-c.x86_64 0:0.11-3.el5.centos libestr.x86_64 0:0.1.10-1.el5.centos libgt.x86_64 0:0.3.11-1.el5.centos 1liblogging.x86_64 0:1.0.6-1.el5.centos

Replaced:
sysklogd.x86_64 0:1.4.1-46.el5

Complete!
[root@RedHat5 ~]#

(5) &) rsyslog ARFEAFER rsyslog ARFZIERE

# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status

Starting system logger: [
rsyslogd (pid 3348) is running...
[root@edHath ~]#
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(6) &E rsyslog FABEIRIAATER rsyslog BEIRAZER

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat5 ~]# chkconfig rsyslog on

[root@RedHat5 ~]# chkconfig rsyslog --list
rsyslog 0:o0ff 1:o0ff 2:on 3:on
[root@RedHatb ~]#

4:0on 5:on 6:0ff

(7) #52 rsyslog hRAs

# rsyslogd -v

[root@RedHath ~1# rsyslogd -v

rsyslogd 8.16.0, compiled with:
PLATFORM:
PLATFORM (1lsb_release -d):
FEATURE_REGEXP :
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:
Runtime Instrumentation (slow code):
uuid support:
Mumber of Bits in RainerScript integers:

See http://www.rsyslog.com for more information.
[root@RedHath ~1#

x86_64-redhat-linux-gnu

Yes
No
No
Yes
Yes
system default
No
No
64
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1.1.2.2 Bf#EZEE

(1) f=F syslog BR¥%

# service syslog stop

[root@RedHat5 ~]# service syslog stop

Shutting down kKernel logger:
Shutting down system logger:
[root@RedHats ~]#

(2) =R syslog BENRIEIARTS

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHath ~]# chkconfig syslog off

[root@edHatb ~]# chkconfig syslog --list
syslog O:off l:o0ff 2:0ff J:off 4:0ff 5:0ff 6:off
[root@RedHatb ~]#

Ll rail Liiel



) F& rsyslog FEKEH

# wget http://[rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/rsyslog-8.16.0-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/libestr-0.1.10-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/libgt-0.3.11-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/liblogging-1.0.6-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/json-c-0.11-3.el5.centos.x86_64.rpm

[root@edHat5 ~1# wget http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/rsyslog-8.16.0-1.el5.centos.x86_64.rpm http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS
/libestr-0.1.10-1.el5.centos.x86_64.rpm http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1ibgt-0.3.11-1.el5.centos.x86_64.rpm http://rpms.adiscon.com/v8-stable/epe
1-5/x86_64/RPMS/1iblogging-1.0.6-1.el5.centos.x86_64.rpm http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/json-c-0.11-3.el5.centos.x86_64.rpm

--2022-03-03 01:40:54-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/rsyslog-8.16.0-1.el5.centos.x86_64.rpm

Resolving rpms.adiscon.com... 45.55.202.239

Connecting to rpms.adiscon.com|[45.55.202.239|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 811194 (792K) [application/x-redhat-package-manager

Saving to: “rsyslog-8.16.0-1.el5.centos.x86_64.rpm"

100%[ 811,194 492K/s
2022-03-03 01:40:57 (492 KB/s) - "rsyslog-8.16.0-1.el5.centos.x86_64.rpm' saved [811194/811194]

--2022-03-03 01:40:57-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1ibestr-0.1.10-1.el5.centos.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:80.

HTTP request sent, awaiting response... 200 OK

Length: 8585 (8.4K) [application/x-redhat-package-manager

Saving to: ‘libestr-0.1.10-1.el5.centos.x86_64.rpm"

100%[

2022-03-03 01:40:57 (61.6 MB/s) - ‘libestr-0.1.10-1.el5.centos.x86_64.rpm’ saved [8585/8585]

--2022-03-03 01:40:57-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1ibgt-0.3.11-1.el5.centos.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:80.

HTTP request sent, awaiting response... 200 0K

Length: 62763 (61K) [application/x-redhat-package-manager

Saving to: 'libgt-0.3.11-1.el5.centos.x86_64.rpm’

100%[

2022-03-03 01:40:57 (58.7 MB/s) - ‘libgt-8.3.11-1.el5.centos.x86_64.rpm' saved [62763/62763]

--2022-03-03 01:40:57-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1iblogging-1.0.6-1.el5.centos.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:80.

HTTP request sent, awaiting response... 200 OK

Length: 25311 (25K) [application/x-redhat-package-manager

Saving to: 'liblogging-1.0.6-1.el5.centos.x86_64.rpm’

100%[

2022-03-03 01:40:57 (104 MB/s) - "liblogging-1.0.6-1.el5.centos.x86_64.rpm" saved [25311/25311

--2022-03-03 01:40:57-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/json-c-0.11-3.el5.centos.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:80.

HTTP request sent, awaiting response... 200 0K

Length: 54911 (54K) [application/x-redhat-package-manager

Saving to: 'json-c-0.11-3.el5.centos.x86_64.rpm’

100%[

2022-03-03 01:40:58 (48.4 MB/s) - "json-c-0.11-3.el5.centos.x86_64.rpm" saved [54911/54911

FINISHED --2022-03-03 01:40:58--
Downloaded: 5 files, 940K in 1.6s (583 KB/s)
[root@edHat5 ~1#

(4) BFTE rsyslog HKEH

[root@RedHats ~1#

total 968

“rW-r--r- root 54911 Apr 30
-rw-r--r- root 8585 Dec 9
-rwW-r--r- root 62763 Nov 15
-rwW-r--r- root 25311 Mar 6
-rw-r--r-- 1 root 811194 Jan 26
[root@RedHats ~1#




(5) &% rsyslog HEIKEM
# rpm -ivh json-c-0.11-3.el5.centos.x86_64.rpm libestr-0.1.10-1.el5.centos.x86_64.rpm libgt-0.3.11-
1.el5.centos.x86_64.rpm liblogging-1.0.6-1.el5.centos.x86_64.rpm

dHat5 ~]# rpm -ivh json-c-0.11-3.el5.centos.x86_64.rpm libestr-0.1.10-1.el5.centos.x86_64.rpm 1ibgt-0.3.11-1.el5.centos.x86_64.rpm liblogging-1.0.6-1.el5.cento
m

-c-0.11-3.el5.centos.x86_64.rpm: Header V3 RSA/SHA1 signature: NOKEY, key ID e00b8985
AR AR 1100%]
B e i S S S Fe S S p s s s
R R i e S s S s s e e s
B e i S S S Fe S S p s s s

[
[
[
SRR |

5
7
100%

(6) EF rsyslog EH

# rpm -Uvh rsyslog-8.16.0-1.el5.centos.x86_64.rpm

[root@edHat5 ~]# rpm -Uvh rsyslog-8.16.0-1.el5.centos.x86 64.rpm
warning yslog-8.16.0-1.el5.centos.x86_64.rpm: Header V3 RSA/SHALl signature: NOKEY, key ID e00b8985
Preparin . R [100%]
1:rsyslog R [100%]
[root@RedHats ~]#

(7) RiED rsyslog ARFEFAMERD rsyslog ARISIEE
# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status
Starting system logger: [
rsyslogd (pid 3348) is running...

[root@RedHatb ~]#

(8) T rsyslog BB ENRIFAFMERD rsyslog BENRMAER

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat5 ~]1# chkconfig rsyslog on

[root@RedHatb ~]# chkconfig rsyslog --list
rsyslog 0:off 1l:o0ff 2:0n 3:on 4:on 5:0n 6:o0ff
[ root@RedHath ~1#

W rail Liiel



(9) T&F2 rsyslog ARAS

# rsyslogd -v

[root@RedHat5 -~1# rsyslogd -wv
rsyslogd 8.16.0, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: No
Mumber of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHath ~]#
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1.1.3 &% Rsyslog #3& Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@RedHatb ~]# vi /etc/rsyslog.conf

(2) 8 imfile & AEHE

module(load="imfile")  # provides support for file logging

#### MODULES s

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
module(load="imklog") # provides kernel logging support (previously done by rklogd)

#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) TEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(hame="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter.log" ‘apache"” Severity="info" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/httpd/error-NReporter.l che" Severity="warning" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter"){action(type="omfwd" Target="192.168 " Port="514" Protocol="udp")}

A BN FEMIAR A Apache HEERREHEZEM N-Reporter 4% IP address

(4) EFRE rsyslog FRFEFIMESRD rsyslog ARIFIERE

# service rsyslog start && service rsyslog status

[root@RedHat5 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 3192) is running...
[root@RedHats ~1#

12 ]
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1.2 RedHat 6

1.2.1 4R#8 Apache REHE

(1) BBF Apache fR#&

# httpd -v

[root@RedHatt ~]# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: Jun 19 2018 15:45:13
[ root@RedHate ~]4#

(2) #"#E Apache REHE

# vi letc/httpd/conf/httpd.conf

[root@RedHat6 ~]# vi /etc/httpd/conf/httpd.conf

13 _?‘:v' ral Liici



R Apache log £
ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost>

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#

ErrorLog logs/error log

ErrorLog logs/error-NReporter.log

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

#

# The following directives define some format nicknames for use with

# a CustomlLog directive (see below).

#

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %Su %t \"%r\" %=s %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i" agent

# "combinedio" includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod_logio module to be loaded.
#loaFormat "%h %1 %u %St \"%r\" %=s %b \"%{Refererti\" \"%{User-Agent}ti\" %I %0" combinedio
<IfModule logio module>

LogFormat "%h %L1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

The location and format of the access logfile (Common Logfile Format).
IT you do not define any access logfiles within a <VirtualHost>
container, they will be logged here. Contrariwise, if you *do*
define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

HHEHHEHHEH

#CustomLog logs/access log common

#

# IT you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer log referer

#CustomLog logs/agent log agent

For a single logfile with access, agent, and referer information
(Combined Logfile Format), use the following directive:

CustomLog logs/access log combined
CustomLog "logs/access-NReporter.log"” nreporter
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(4) ERY Apache RR#EFIMESE Apache ARFEARER
# service httpd restart && service httpd status

[root@edHatb ~]# service httpd restart && service httpd status

Stopping httpd:
Starting httpd:

httpd (pid 7937) is running...
[ root@RedHate ~]1#

SN
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1.2.2 E# Rsyslog 8 hRZA&
1.2.2.1 @ %5

(1) #& rsyslog A

# rsyslogd -v

[root@RedHatt ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP : Yes
FEATURE LARGEFILE: No
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
Runtime Instrumentation (slow code): No

See http://www.rsyslog.com for more information.
[ root@RedHate -~1#

= ]

(2) & rsyslog repository & iE1E
# curl -o /etc/lyum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@RedHat6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 (0] 193 0 0:00:01 0:00:01 --:--:-- 1167
[root@RedHatt -~1#

(3) &%t rsyslog EH

# yum -y install rsyslog

Dependency Installed:
libestr.x86_64 0:0.1.11-1.e16 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@RedHatb ~]#

(4) BXE rsyslog ARFEAMIER rsyslog BRFEIEE

# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status

Starting system logger:
rsyslogd (pid 8022) is running...
[ root@RedHatt —~]#
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(5) &E rsyslog R BEIRIAATER rsyslog BEIRAZER

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHatb ~]1# chkconfig rsyslog on

[root@RedHatb ~]# chkconfig rsyslog --list
rsyslog O:off l:off 2:0n 3:on 4:on 5:0n b:off
[ root@RedHatt ~]#

(6) #&F2 rsyslog AR

# rsyslogd -v

[root@RedHatt ~]1# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: Xx86_64-redhat-Llinux-gnu
PLATFORM (1sb_release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: No

Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Mumber of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[ root@RedHatt ~]#
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1.2.2.2 BfaEZEE

(1) & rsyslog ARA

# rsyslo

[ root@RedHatt ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP: Yes
FEATURE LARGEFILE: No
GSSAPI Kerberos 5 support: Yes

FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
Runtime Instrumentation (slow code): No

See http://www.rsyslog.com for more information.
[ root@RedHate ~]4#

(2) T& rsyslog FBEKEL

# wget http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/rsyslog-8.2010.0-2.el6.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/libestr-0.1.11-1.el6.x86_64.rpm http://rpms.adiscon.com/v8-
stable/epel-6/x86_64/RPMS/libfastjson4-0.99.8-1.el6.x86_64.rpm

get http://rpms.adiscon.com/v8-stable/epel-6/x86_64 MS/re g-¢ x86_64.rpm http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/libe
64.rpm http://rpms iscon.com/v8-stable/epel-6, L j 16.x86_64.rpm
- scon.com/v8-stable/epel-6/x8 syslog . L _64.rpm
239
. connected.

ihat-package-manager]
64.rpm”

>] 660,868 452K/s

:33-- http://rpms
onnection to r

(0] ) [application/x-redhat-package-manager
Saving to: "libestr-0.1.11-1.el6.x86_64.rpm”

33 (1.34 GB/s) - “libestr-0.1.11-1.el6.x86_64.rpm” saved [8640/8640]

:33-- http://rpm -stable/epel-6/x86_64/RPMS/1ibfastjson4-0.99.8-1.el6.x86_64.rpm
onnection to r|

redhat-package-manager]
Saving to: "libfastjson4-0.99.8-1.el6.x86_64.rpm”

in 0.001s

FINISHED
Downloa
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(38) BE & rsyslog HIKEH
#1|

[root@RedHatt ~]# 11

total 716

-rw-r--r--. 1 root root 8640 2020 libestr-6.1.11-1.el6.x86 64.rpm
-rw-r--r--. 1 root root 56052 2020 libfastjson4-0.99.8-1.e16.x86 64.rpm
-rw-r--r--. 1 root root 660868 2020 rsyslog-8.2010.0-2.e16.x86 _64.rpm

[ root@RedHatt ~]#

(4) &%t rsyslog HHIKEH
# yum -y localinstall *.rpm

Installed:
libestr.x86_64 0:0.1.11-1.e16 libfastjsond.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@RedHatb ~]#

(5) RiE rsyslog AR#EFMERD rsyslog ARISIEE
# service rsyslog start && service rsyslog status

[root@RedHatt ~]# service rsyslog start && service rsyslog status
Starting system logger:

rsyslogd (pid 1839) is running...

[ root@RedHatt -~]#

(6) R rsyslog BB EIRIFEFNMERY rsyslog BEIRAER
# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHatt ~]1# chkconfig rsyslog on

[root@edHatb6 ~]# chkconfig rsyslog --list
rsyslog Q:off l:o0ff 2:on 3:on 4:on 5:0n
[ root@RedHate ~]#
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(7) #&F2 rsyslog ARAS

# rsyslogd -v

[root@RedHatb ~1# rsyslogd -v

rsyslogd 8.2010.0 (aka 2020.10) compiled with:

PLATFORM:

PLATFORM (1lsb_release -d):

FEATURE _REGEXP:

GSSAPI Kerberos 5 support:

FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:

Runtime Instrumentation (slow code):
uuid support:

systemd support:

Config file:

PID file:

Number of Bits in RainerScript integers:

X86 64-redhat-linux-gnu

Yes

Mo

No

Yes

Yes

system default

Mo

Yes

No
/etc/rsyslog.conf
/var/run/sysloqgd.pid
64

See https://www.rsyslog.com for more information.
[root@RedHatb ~1#
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1.2.3 &% Rsyslog #3& Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@RedHatbt ~]# vi /etc/rsyslog.cont

(2) ¥ imfile 8 AEA

module(load="imfile")  # provides support for file logging

#it44# MODULES ##444

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
#module(load="imklog") # provides kernel logging support (previously done by rklogd)

#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) &A% imjournal 124
# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
# module(load="imjournal"” StateFile="imjournal.state")

(4) #E#2 OmitLocalLogging

# Turn off message reception via local log socket;

# local messages are retrieved through imjournal now.
# $0OmitlLocallogging on

(5) REEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"

Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter.log "apache" Severity="info" Facility="local6" Ruleset="nreporter")
input(type="imfile" Fi ar/log/httpd/ r-NReport ache" Severity rni acility="localb" Ruleset="nreporter"”)
ruleset(name="nreporter”){action(type="omfwd" Target="192 Port="514" Protocol="udp")}

ABEXFEMMIFBA Apache HFFEEEIEZEM N-Reporter %4t IP address
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(6) ERY rsyslog ARFEFHE rsyslog ARFSIEE

# service rsyslog restart && service rsyslog status

[root@RedHatt ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 1979) is running...
[root@RedHatt ~]#

22 o
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1.3 RedHat 7

AR—re

1.3.1 #®¥8 Apache REE

(1) BBF Apache fR#&

# httpd -v

[root@RedHat7 ~]# httpd -v
Server version: Apache/s/2.4.6 (Cent0S)

Server built: Oct
[root@RedHat7 ~]1#

(2) #"E8 Apache REHE

# vi /etc/httpd/conf/httpd.conf

[root@RedHat7? ~]# vi fetc/httpd/conf/httpd.conf

23 _?‘:v' ral Liici



(3) #1& log
ErrorLog "logs/error-NReporter.log”
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <WVirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error log”

ErrorLog "logs/error-NReporter.log”

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

=<IfModule log config module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %L %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %>s %b" commen
ErrorLogFormat "[%{u}t] [%-m:%Ll] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %1 %u %t \"%r\" %=s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

#

# The location and format of the access logfile (Common Logfile Format).
# IT you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost= access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog "logs/access log" common

If you prefer a logfile with access, agent, and referer information
(Combined Logfile Format) you can use the following directive.

CustomLog "logs/access log" combined
CustomLog "logs/access-NReporter.log” nreporter
</IfModule=
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(4) ERY Apache RR#EFIMESY Apache ARFEARER
# systemctl restart httpd && systemctl status httpd

[root@RedHat7? ~]# systemctl restart httpd && systemctl status httpd
ervice - The Apache HTTP Server

Loaded:
Active:
Docs:

Process:
Main PID:
Status:
CGroup:

Aug 12 089
Aug 12
Aug 12

loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)
active (running) since Thu 2021-88-12 @9:54:52 CST; 6ms ago
man:httpd(8
man : apachect1(8)
5706 ExecStop=/bin/kill -WINCH ${MAINPID} (code=exited, status=0/SUCCESS)
5711 (httpd)
"Processing reguests
/system.slice/httpd.service
fusr/sbin/httpd -DFOREGROUND
2 fusr/sbin/httpd -DFOREGROUND
5713 fusr/sbin/httpd -DFOREGROUND
fusr/sbin/httpd -DFOREGROUND
5 fusr/sbin/httpd -DFOREGROUND
fusr/sbin/httpd -DFOREGROUND

:54:52 RedHat/.localdomain systemd[1l]: Stopped The Apache HTTP Server.

RedHat7.localdomain systemd[1l]: Starting The Apache HTTP Server...
:54:52 RedHat7.localdomain systemd[1l]: Started The Apache HTTP Server.
[root@RedHat? ~]1#
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1.3.2 E# Rsyslog hR&

(1) & rsyslog ARA

# rsyslogd -v

[root@RedHat7 ~1# rsyslogd -v
rsyslogd 8.24.0-34.el7, compiled with:
PLATFORM: %*86_64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): ! [s]
uuid support: Yes
Mumber of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#

(2) E# rsyslog EH

# yum -y install rsyslog

Updated:
rsyslog.x86 64 0:8.24.0-55.el7

Complete!
[ root@RedHat? ~]1#
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(3) ¥ & rsyslog hRA

[root@RedHat7 ~]1# rsyslogd -v
rsyslogd 8.24.0-55.el7, compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#
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1.3.3 &% rsyslog #2 Apache log

(1) #"EE rsyslog R IEE
# vi /etc/rsyslog.conf

[root@RedHat7 ~]1# vi /etc/rsyslog.cont

(2) ¥ imfile 8 AEA
$ModLoad imfile  # provides support for file logging

#HH# MODULES ##HH

# The imjournal module bellow is now used as a message source instead of imuxsock.
¢tModLoad imuxsock # provides support for local system logging (e.g. via logger command)
¢ModLoad imjournal # provic access to the systemd journal

#$ModlLoad imklog # reads kernel messages (the same are read from journald)

#%ModlLoad immark # provides --MARK-- message capability

¢ModLoad imfile # provides support for file logging

(3) EREEEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

; : ¢ ity="info" Facility="local6" Ruleset="nreporter")
/var/log/httpd/ r g i : : severity="warning" Facility="local6" Ruleset="nreporter")
{action(type="omfwd g 2.168.8._4 - 14" Protocol="udp")}

(/usr/lib/syst 3 3 ice; enabled; vendor preset: enabled)
active (running) since Thu 202 8-12 CST; 4ms ago
cs: man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 5745 (rsyslogd)
CGroup: /s m.slice/rsyslog.service
-n

systemd[1]: Stopped System Loggi
systemd[1]: Starting System Loggin
rsyslogd[5745]: [origin softwar
systemd[1]: Started System Logg
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1.4 RedHat 8

AR—re

1.4.1 #"¥8 Apache REHE

(1) BBF Apache fR#&

# httpd -v

[root@RedHat8 ~]1# httpd -v
Server version: Apache/2.4.37 (Red Hat Enterprise Linux)

Server built: Sep 2 2019 14:31:45
[ root@RedHat8 ~]#

(2) #"E8 Apache REHE

# vi letc/httpd/conf/httpd.conf

[root@RedHat8 ~]# vi fetc/httpd/conf/httpd.conf
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(3) #1& log
ErrorLog "logs/error-NReporter.log”
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %I %u %t \"%r\" %>s %0 %I| %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a =VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error log"

ErrorLog "logs/error-NReporter.log”

#

# LoglLevel: Control the number of messages logged to the error log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

<IfModule leog config module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %L %u %t \"%r\" %=5 %b" common
ErrorLogFormat "[%{u}t] [%-m:%1l] [pid %P:tid %T] %/F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %L %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %L %u %t \"%r\" %=s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</ITModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog "logs/access log" common

If you prefer a logfile with access, agent, and referer information
(Combined Logfile Format) you can use the following directive.

CustomLog "logs/access log" combined
CustomLog "logs/access-NReporter.log” nreporter
</ITModule=
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(4) ERY Apache RR#EFIMESY Apache ARFEARER
# systemctl restart httpd && systemctl status httpd

[root@RedHat8 ~]# systemctl restart httpd && systemctl status httpd
® httpd.

- The Apache HTTP Server

: loaded (/fusr/lib/systemd/sy ; ervice; disabled; vendor preset: disabled)
: active (running) since Thu 2021-88-12 11:11:35 CS5T; 18ms ago
: man:httpd.service(8)
Main PID:
Status:
Tasks:
Memory:
CGroup:

10291 (httpd)
“Configuration loaded."
1 (limit: 23980)

3.3M

/system.slice/httpd.service

L-10291 /usr/sbin/httpd -DFOREGROUND

Aug 12 11:11:34 RedHat8.localdomain systemd[1l]: Starting The Apache HTTP Server...
Aug 12 11:11:35 RedHat8.localdomain systemd[1]: Started The Apache HTTP Server.
[root@RedHat8 ~1#
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1.4.2 &7 rsyslog #2 Apache log

(1) & rsyslog ARA

[root@RedHat8 ~]1# rsyslogd -v
rsyslogd 8.37.0-13.el8, compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHat8 ~]1#

(2) #wEE rsyslog FREE

# vi letc/rsyslog.conf
[root@RedHat8 ~]1# vi /etc/rsyslog.conf

(3) #ig imfile W AREAH

module(load="imfile") # provides support for file logging

#i### MODULES ####

module(load="imuxsock" # provides support for local system logging (e.g. via logger command)

SysSock.Use="off") # Turn off message reception via local log socket;
# local mes: : retrieved through imjournal now.

module(load="imjournal"” # provides access to the systemd journal

StateFile="imjournal.state") # File to store the position in the journal
#module(load="imklog") # reads rnel messac {(the same are read from journald)
#module(load"immark") # provides --MARK-- ge capability
module(load="imfile") # provides support for file logging
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(4) FEEE Apache log

# Send Apache log to N-Reporter
input(type="imfile" File="
Ruleset="nreporter")
input(type="imfile" File="
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="

# Send Ap
input(typ
input(type="imfile"
rulese

che log tD N-

AL FEIE#IA Apache HESEEESR

(4) ERL Rsyslog FRFEFIMERS Rsyslog FRIFIER

"apache" Severity="info" Facility="local6"

" Tag="apache" Severity="warning" Facility="local6"

" Port="514" Protocol="udp")}

rity="info" Facility="local6" Rule
verity="warnin
" Protocol="udp")}

“nreporter™)
Facility="1local6" Ruleset="nreporter")

M N-Reporter %#t IP address

Systemctl restart rsyslog && systemctl status rsyslog

ed; vendor prese

Main PID:
Tasks: 4
Memory: 1.2l
CGroup: /system.s
L1518 /usr

bin/rs .ys logd -n

Aug 12 11:16: systend[1]: System Logging Serv

environment varlahle TZ is m)t set, auto correcting thlS to T.

[origin softwa

enabled)

" swVersion="8.37.0-13.e18" x-pi 18"

tc/localtime [v8.37.08-13.el8 try http://www.rsyslog.com/e/2442 ]

x-info="http://www.rsyslog.com"] start
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2. CentOS

2.1 CentOS 5

2.1.1 #%E8 Apache REHE

(1) BF Apache &

# httpd -v

(2) #m¥E Apache FREME

[root@Cent0S5 ~1# vi fetc/httpd/conf/httpd.conf

34

# vi letc/httpd/conf/httpd.conf
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(3) #MZ log
ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a =VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog logs/error log

ErrorLog logs/error-NReporter.log

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

Loglevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\” \"%{User-Agent}i\"" combined
LogFormat "%h %L %u %t \"%r\" %=s %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i” agent

# "combinedio" includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#lLogFormat "%h %L %u %t \"%r\" %=s5 %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
<IfModule logio module=

LogFormat "%h %L1 %u %t \"%r\" %=s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</ITModule>

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog logs/access log common

#

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer_log referer

#CustomLog logs/agent_log agent

For a single logfile with access, agent, and referer information
(Combined Logfile Format), use the following directive:

CustomLog logs/access log combined
CustomLog logs/access-NReporter.log nreporter
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(4) ERY Apache FR#EFIMESE Apache ARFEARER

# service httpd restart && service httpd status

[root@Cent055 ~]# service httpd restart && service httpd status
Stopping httpd:

Starting httpd:
httpd dead but subsys locked
[root@Cent0S5 ~]#
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2.1.2 #% Rsyslog 8 Ef

(1) f=F syslog BR¥%

[root@Cent0S5 ~]1# service syslog stop && service syslog status
Shutting down kernel logger:

Shutting down system logge

syslogd is stopped
klogd is stopped
[root@Cent0S5 ~]#

(2) =R syslog BENRIEIARTS

# chkconfig syslog off
# chkconfig syslog --list

[root@Cent055 ~]1# chkconfig syslog off

[root@Cent0S5 ~]1# chkconfig syslog --list
syslog O:off 1l:off 2:o0off 3:off 4:off DLH:ioff 6:off
[root@Cent055 ~]#

(3) & rsyslog repository & iE1E
# curl -o /etc/lyum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
[root@Cent0S5 ~]# curl -o fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog. repo
% Total % Re ved % Xferd Average Spe i me Time Current
Dload Uploac Total > Left Speed
100 106 227 0] 0] 63 0 0:00:03 0:00:03 P 458
[root@Cent055 ~]#

(4) %8t rsyslog EH

# yum -y install rsyslog

libestr.x86_64 0:0.1.18-1. ) 1libgt.x86_64 0:0.3.11-1.el5.centos 1liblogging.x86_64 0:1.0.6-1.el5.centos

v rralLiiel



(5) T&F2 rsyslog ARAS

# rsyslogd -v

[root@Cent055 ~]# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: %86 64-redhat-linux-gnu
PLATFORM (lsb release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Mo
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): Mo
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S5 ~]#
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2.1.3 &% Rsyslog 3% Apache log

(1) #"EE rsyslog R IEE
# vi /etc/rsyslog.conf

[root@Cent055 ~]1# vi /etc/rsyslog.conf

(2) ¥ imfile 8 AEA
module(load="imfile")  # provides support for file logging
#iHH MODULES ##44

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
module (load="imklog") # provides kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

module(load="imfile") # provid support for file Llogging

(3) EREEEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter

input(type="imfile" FJ:_]_""/ ar/log/httpd/acce eporter.log" g=" C ty="info" Facility="localg" eset="nreporter”)

input(type="imfile" F /var/log/httpd/ r log" Tag="ap ity="warning"” Facility="local6" eset="nreporter")
ruleset(name="nreporte {action(type="omfwd ge 92.168.8.4" Port="5 rotocol="udp" )}

A BEXFEMUFEBA Apache HFEEEEZEMN N-Reporter %4t IP address

(4) BXE rsyslog BRFEMIER rsyslog BRFZIEE

[root@Cent0S5 ~]# service rsyslog start && service rsyslog status
Starting system logger: [
rsyslogd (pid 7748) is running...

[root@Cent055 ~]#

(5) & rsyslog FBEIRIAMER rsyslog BEIRIBER
# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@Cent055 ~]1# chkconfig rsyslog on

[root@Cent0S5 ~]1# chkconfig rsyslog --list
rsyslog O:off l:off 2:on 3:on 4:on 5:0n 6:o0ff
[root@Cent055 ~]#
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2.2 CentOS 6

BEE

2.2.1 #R¥E Apache FREHE

(1) BBF Apache fR#&

# httpd -v

[root@Cent056 ~]1# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: Jun 19 2018 15:45:13
[root@Cent056 ~1#

(2) #"EE Apache REME

# vi /etc/httpd/conf/httpd.conf

[root@Cent0S6 ~]# vi /fetc/httpd/conf/httpd.conf
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(3) #1& log
ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter
#
# ErrorLog: The location of the error log file.
# If you do not specify an Errorlog directive within a <VirtualHost=
# container, error messages relating to that virtual host will be
# logged here. If you *do* define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.
#

ErrorLog logs/error log
ErrorLog logs/error-NReporter.log

#

# LogLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i" agent

# "combinedio” includes actual counts of actual bytes received (%I) and sent (%0); this
# reqguires the mod_logioc module to be loaded.
#logFormat "%h %1 %u %t \"%r\" %=s5 %b \"%{Referer}il\"” \"%{User-Agent}i\" %I %0" combinedio
<IfModule logio_module=

LogFormat "Sh %1 %u %t \"%r\" %=s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog logs/access_log common

#

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer log referer

#CustomLog logs/agent log agent

For a single logfile with access, agent, and referer information
(Combined Logfile Format), use the following directive:

CustomlLog logs/access log combined
CustomLog logs/access-NReporter.log nreporter
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(4) ERY Apache RR#EFIMESY Apache ARFEARER

# service httpd restart && service httpd status

[root@Cent056 ~]# service httpd restart && service httpd status
Stopping httpd:

Starting httpd:
httpd (pid 1796) is running...
[root@Cent056 ~]#
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2.2.2 E# Rsyslog 8 HR&

(1) & rsyslog ARA

# rsyslogd -v

[root@Cent0s6 ~]# FﬁyS]ng -\
rsyslogd 5.8.10, compiled with:
FEATURE_REGEXP:
FEATURE_LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@Cent0sb ~]#

=)

(2) N&; rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent0S6 ~]1# curl -o /etc/yum.repos.d/rsyslog.repo hitp://rpms.adiscon.com/v8-stable/rsyslog. repo
% Total % Received % Xferd Average Speed Time Time Current
Dload Upload Total > Left Spe
113 227 ! 0 122 0 O: 91 --:--:-- 1112
[root@Cent0S6 ~]#

(3) &% rsyslog EH

# yum -y install rsyslog

Dependency Instal :
libestr.x86_64 0:0 libfastjsond4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86 64 0:8.2010.0-2.el6
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(4) T&F2 rsyslog ARAS

[root@Cent056 ~]1# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent056 ~]1#
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2.2.3 %% Rsyslog 3% Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@RedHatt ~]1# vi fetc/rsyslog.conf

(2) ¥ imfile 8 AEA
module(load="imfile") # provides support for file logging

#### MODULES ####

module(load="imuxsock") # provides support for local system logging (e.g. via lo r command)
#module(Lload="imklog") # provides kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

module(load="imfile") # provides support for file logging

(3) &A% imjournal 124
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

(4) #E#2 OmitLocalLogging
#$OmitLocallLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitlLocallogging on

(5) T Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

ility="1local6" Rule porter™)
Facility="1local6" Ru reporter”)

ABXFEMMIFBA Apache HFFEEIEZEM N-Reporter %4t IP address

45 *v ral Liici



(6) ERY rsyslog ARFEFHE rsyslog ARFSIEE

# service rsyslog restart && service rsyslog status

[root@Cent0S6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 2094) is running...
[root@Cent056 ~]#
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2.3 CentOS 7

AR—re

2.3.1 #REE Apache REHE

(1) BBF Apache fR#&

# httpd -v

[root@Cent057 ~]1# httpd -v
Server version: Apache/s/2.4.6 (Cent0S)

Server built: MNov 16 2020 16:13:20
[root@Cent057 ~]1#

(2) #"E8 Apache REHE

# vi letc/httpd/conf/httpd.conf

[root@Cent0S7 ~]# vi fetc/httpd/conf/httpd.conf

a7 _?‘:v' ral Liici



(3) #1& log
ErrorLog "logs/error-NReporter.log”
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %I %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error log"

ErrorLog "logs/error-NReporter.log”

#

# LoglLevel: Control the number of messages logged to the error_leg.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

<IfModule log_config_module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %L %u %t \"%r\" %=s5 %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %al] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %L %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %1 %u %t \"%r\" %=s %0 %I %I %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog "logs/access log" common

If you prefer a logfile with access, agent, and referer information
(Combined Logfile Format) you can use the following directive.

CustomLog "logs/access log" combined
CustomLog "logs/access-NReporter.log” nreporter
</IfModule>
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(4) ERY Apache RR#EFIMESY Apache ARFEARER
# systemctl restart httpd && systemctl status httpd

[root@Cent057 ~]# systemctl restart httpd && systemctl status httpd
httpd.service - The Apache HTTP Server

Loaded:
Acti
Docs:

Process:
Main PID:
Status:
CGroup:

loaded (/usr/lib/systemd/system/httpd.service; disabled)

=

: active (running) since Fri 2021-88-13 19:34:25 CST; 4ms ago

man:httpd(8)
man :apachectl(8)
2351 ExecStop=/bin/kill -WINCH ${MAINPID} (code=exited, status=0/SUCCESS)
2356 (httpd)
“Processing requests..."
/system.slice/httpd.service
2 Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
8 /usr/sbin/httpd -DFOREGROUND
) Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
2 Jusr/sbin/httpd -DFOREGROUND

Aug 13 19:34:25 Cent057.localdomain systemd[1]: Started The Apache HTTP Server.
[root@Cent0S7 ~]1#
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2.3.2 E# Rsyslog hR7A

(1) & rsyslog ARA

# rsyslogd -v

[root@Cent0S7T ~1# rsyslogd -v
rsyslogd 7.4.7, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supports
Buntime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent057 ~]1#

(2) E#7 rsyslog 8 EX
# yum -y install rsyslog

libaio.x86_64 0:0.3.109-13.e17 libfastjson.x86_64 0:0.99.4-3.el7 1z4.x86_64 0:1.8.3-1.el7

09.1.el7.centos dracut.x86_64 0: 2.e initscripts.x86_64 0:9.49.53-1.e17_9.1 lvm2-libs.x86_64 7:2.02.187-6.el7_9.5

(3) ME rsyslog FRA
[root@Cent057 ~]1# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator: system default
Buntime Instrumentation (slow code): MNo
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]1#
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2.3.3 &7 rsyslog % Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@Cent057 ~]# vi /etc/rsyslog.conf

(2) ¥ imfile 8 AEA
$ModLoad imfile  # provides support for file logging

#### MODULES ####

# The imjournal module bellow is now used as a message source instead of imuxsock.
¢tModlLoad imuxsock # provides support for local system logging (e.g. via logger command)
¢tModLoad imjournal # provides access to the systemd journal

#$ModlLoad imklog # reads kernel sages (the same are read from journald)

#$ModlLoad immark # prov --MARK-- message capability

tModLoad imfile # provides support for file logging

(3) FREEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter

input(type i i var/log/httpd/ac ag="apache” Severity="info" Facility="local6" Ruleset="nr

input(ty i i r/logy of r S ity="warning" Facility="1local6" Ru nreporter")
ruleset(na 4" Protocol="udp")}

A BEXFEMUFEBA Apache HFEEEEZEMN N-Reporter %4t IP address

(4) ERI rsyslog BRFEMIE rsyslog BRFEZIEE

# systemctl restart rsyslog && systemctl status rsyslog

enabled; vendor preset: enabled)
CST; 5ms ago

Starting System Loggin T -
83 [origin softwar s1og swVersion="8.24.0-57.el7_9.1" x-pid="9836" x-info="http://www.rsyslog.com"] st
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2.4 CentOS 8

BEE

2.4.1 #REE Apache FREME

(1) & Apache hRA

[root@Cent058 ~]1# httpd -v
Server version: Apache/2.4.37 (centos)

Server built: May 20 2021 04:33:06
[root@Cent058 ~1#

(2) #"E8 Apache REHE

# vi letc/httpd/conf/httpd.conf

[root@Cent0S8 ~]1# vi /etc/httpd/conf/httpd.conf
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(3) #1& log
ErrorLog "logs/error-NReporter.log”
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %I %u %t \"%r\" %>s %0 %I| %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# IT you do not specify an ErrorLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#

Errorloa "loas/error_log"

ErrorLog "logs/error-NReporter.log”

#

# LoglLevel: Control the number of messages logged to the error log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

<IfModule log_config_module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %L %u %t \"%r\" %=s5 %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" commaon
ErrorLogFormat "[%{u}t] [%-m:%Ll] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Refererti\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %L %u %t \"%r\" %=5 %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a =VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#
#

CustomLog "logs/access log" common

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
Customl faly) "'Ingq!;:rrnl:q_'lng" rnmhinad
CustomLog "logs/access-NReporter.log"” nreporter
</IfModule=
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(4) ERY Apache RR#EFIMESY Apache ARFEAKER
# systemctl restart httpd && systemctl status httpd

[root@Cent058 ~]# systemctl restart httpd && systemctl status httpd
ervice - The Apache HTTP Server
: loaded (/fusr/lib/systemd/sys /httpd.service; disabled; vendor preset: disabled)
o: active (running) since Fri 2 -08-13 14:57:086 CS5T; llms ago
: man:httpd.service(8)
Main PID: 9723 (httpd)
Status: "Configuration loaded."
Tasks: 1 (limit: 24009)
Memory: 2.7M
CGroup: /system.slice/httpd.service
L9723 /usr/sbin/httpd -DFOREGROUND

Aug 13 14:57:06 Cent0S8.localdomain systemd[1l]: Starting The Apache HTTP Server...
Aug 13 14:57:06 Cent0S8.localdomain systemd[1l]: Started The Apache HTTP Server.
[root@Cent0S8 ~]#
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2.4.2 E# Rsyslog hR7A

(1) & rsyslog ARA

# rsyslogd -v

[root@Cent058 ~]1# rsyslogd -v
rsyslogd 8.37.0-9.e18, compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent058 ~1#

(2) E# rsyslog EH

# yum -y install rsyslog

Upgraded:
rsyslog-8.1911.0-7.e18 4.2.x86 64

Complete!
[root@Cent0S8 ~]#

55 *v =al'Liiel



(3) ¥ & rsyslog hRA
[root@Cent0S7 ~]1# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: %*86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent057 ~]#
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2.4.3 &7 rsyslog #% Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@Cent058 ~]# vi /fetc/rsyslog.conf

(2) #iZ imfile BABEAH
module(load="imfile") # provides support for file logging
#### MODULES ####

module(load="imuxsock" # provides support for local system logging . Vi er command)
SysSock.Use="off") # Turn off me ption via local log so:kut
# local messages are retrieved through imjournal now.
module({load="imjournal” # provides access to the systemd journal
StateFile="imjournal.state") # File to store the position in the journal
) # reads kernel messages (the same are read from journald)
#module (load="1imms # pr ] MARK message capability
modul ac ile # pr es s - file logging

(3) FREEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N— porter

input(ty i r/log; d/access-NReporter.log” Tag="apache” Severity="info" Facility="localt" Rule: nreporter®)
input(type ile i dfe r 8 .log g é everi arning acility= Cé e nreporter")
ruleset(name

(4) ERI Rsyslog ARFEAER Rsyslog ARFEIES

# systemctl restart lsyslog && systemctl status lsyslog

d ; enabled; vendor preset: enabled)
active (running) since Fri 2021-08-13 15:44:27 CST; 8ms ago
€S: man: rsysloq:h‘u)
51/

systemd[1]: Stopped System Logging Service
.1:): al:lomaln ] ging .
.localdomain rs gd[10112]: [origin softw d" swVWersion="8.1911.0-7.e18_4.2" x-pid="10112" x-info="https://www.rsyslog.com"] start
.localdomain systemd[1] ed System Logging
-localdomain rsyslogd[10112]: imjournal: journal flles changed, reloading. . [v8.1911.8-7.el8_4.2 try https://www.rsyslog.com/e/0 ]

9 :
[root@Ce
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3. OracleLinux
3.1 OracleLinux 6
3.1.1 #wiE8 Apache REHE

(1) & Apache hRA

# httpd -v

[root@racleLinuxté ~]# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: May 1 2018 12:09:33
[root@0raclelinuxb ~]#

(2) #m¥E Apache FREME

# vi letc/httpd/conf/httpd.conf

[root@racleLinuxt ~]# vi /etc/httpd/conf/httpd.conf
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(3) #MZ log
ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorlLog: The location of the error log file.

# If you do not specify an ErrorLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a =VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog logs/error log

ErrorLog logs/error-NReporter.log

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \"%r\" %=5 %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s5 %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat “%{User-agent}i"” agent

# "combinedio" includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#lLogFormat "%h %L %u %t \"%r\" %=5 %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
<IfModule logio_module=

LogFormat "%h %1 %u %t \"“%r\" %=>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost=

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog logs/access_log common

#

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer_log referer

#CustomLog logs/agent_log agent

For a single logfile with access, agent, and referer information
{Combined Logfile Format), use the following directive:

CustomLog logs/access log combined
CustomLog logs/access-NReporter.log nreporter
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(4) ERY Apache RR#EFIMESE Apache ARFEARER

# service httpd restart && service httpd status

[root@0racleLinux6 ~]# service httpd restart && service httpd status
Stopping httpd: [ ]

Starting httpd: [ |
httpd (pid 1856) is running...
[root@Iraclelinuxb ~]#
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3.1.2 E# Rsyslog 8 hR&

(1) & rsyslog ARA

# rsyslogd -v

[root@raclelLinuxt ~]1# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEEUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supportec
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@Iraclelinuxbt ~]1#

Y

(2) & rsyslog repository %

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
e 5 Time Time Time Current

Total Spent Left Speed
s 01 0:00:01 --:--:-- 1140

[root@0raclelLinux6 ~]1#

(3) &% rsyslog EH

# yum -y install rsyslog

ncy Instal
tr.x86 64 0:0.1.11-1.e16 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.8-2.el6

Complete!
[root@0raclelLinux6 ~]#
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(4) T&F2 rsyslog ARAS

[root@raclelLinuxt ~]1# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Mo
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
6b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: fvar/run/syslogd.pid
Mumber of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@raclelinuxt ~]#
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3.1.3 &% Rsyslog 3% Apache log

(1) #REE rsyslog RREME

# vi /etc/rsyslog.conf

[root@raclelinuxé ~]# vi /etc/rsyslog.conf

(2) #iZ imfile BABEAH

$ModLoad imfile  # provides support for file logging

##HH MODULES #H4H

module(Lload="imuxsock") # provides support for local system logging (e.g. via log r command)
#module(load="imklog") # provides kernel logging support (previously done by rk

#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) &A% imjournal 124
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal" StateFile="imjournal.state")

(4) ### OmitLocalLogging

#$OmitLocallLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallogging on

(5) FEEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N Reporter
o" var/log/httpc Cess- NRuportul log” Tag="apach ity="info" Facility="localb6" Ruleset="nreporter")
var/log/ht rter.log” Tac e ty="warning” Facility="1local6" Ruleset="nreporter")
ruleset(name="nreporter"){action(type="omfwd" Tarqut— 192.168.8.4" Port Protocol="udp")}

A BENFEMIAR A Apache HEERREHEZEM N-Reporter 4% IP address
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(6) ERY rsyslog ARFEFHE rsyslog ARFSIEE

# service rsyslog restart && service rsyslog status

[root@racleLinux6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ |

Starting system logger: [ |
rsyslogd (pid 1809) is running...
[root@raclelinuxt ~]#
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3.2 OracleLinux 7

3.2.1 #RE8 Apache REHE

(1) BBF Apache fR#&

# httpd -v

[root@racleLinux? ~]# httpd -v
Server version: Apache/2.4.6 ()

Server built: Nov 10 2020 12:35:43
[root@raclelinux? ~]1#

(2) #"E8 Apache REHE

# vi letc/httpd/conf/httpd.conf

[root@raclelinux/ ~]# vi /etc/httpd/conf/httpd.conf
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(3) #1& log
ErrorLog "logs/error-NReporter.log”
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %I %u %t \"%r\" %>s %0 %I| %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

#

# ErrorLog: The location of the error log file.

# IT you do not specify an ErrorLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>

# container, that host's errors will be logged there and not here.
#

ErrorlLoa "loas/error_loa”
ErrorLog "logs/error-NReporter.log”

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

<IfModule log config module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%Ll] [pid %P:tid %T] %/F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Refererti\" \"%{User-Acent}i\" %I %0" combinedio
LogFormat "%h %1 %u %t \"%r\" %=5 %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</ITModule=

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a =VirtualHost>

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomlLog "logs/access log" common

If you prefer a logfile with access, agent, and referer information
(Combined Logfile Format) you can use the following directive.

CustomLog "logs/access log" combined
CustomLog "logs/access-NReporter.log" nreporter
</IfModule=
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(4) ERY Apache RR#EFIMESY Apache ARFEARER
# systemctl restart httpd && systemctl status httpd

[root@0raclelLinux? ~]# systemctl restart httpd && systemctl status httpd

: loaded (/usr/Llib/systemd/system/httpd.service; disabled; vendor preset: disabled)
Active: active (running) since Mon 2021-88-16 14:54:14 CST; 6ms ago
Docs: man:httpd(8)
man:apachectl(8)
Main PID: 19131 (httpd)
Status: "Processing requests..."
CGroup: /system.slice/httpd.service
19131 /fusr/sbin/httpd -DFOREGROUND
fusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
5 /usr/sbin/httpd -DFOREGROUND
19136 /usr/sbin/httpd -DFOREGROUND

Aug 16 14:54:14 OraclelLinux/.localdomain systemd[1l]: Starting The Apache HTTP Server...
Aug 16 14:54:14 OraclelLinux/.localdomain systemd[l]: Started The Apache HTTP Server.
[root@0raclelLinux/ ~]#
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3.2.2 E# Rsyslog hR7A

(1) & rsyslog ARA

# rsyslogd -v

[root@racleLinux? ~]# rsyslogd -v
rsyslogd 8.24.0-38.el7, compiled with:
PLATFORM: %*86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@lraclelLinuxy ~]1#

(2) Z8E rsyslog EX

# yum -y install rsyslog

Updated:
rsyslog.x86 64 0:8.24.0-57.0.1.el7 9.1

Complete!
[root@lraclelLinuxy ~]1#

68 ]

Ll rail Liiel



(3) ¥ & rsyslog hRA

# rsyslogd -version

[root@raclelinux? ~]1# rsyslogd -v
rsyslogd 8.24.0-57.0.1.e17 9.1, compiled with:
PLATFORM: %86 64-redhat-linux-gnu
PLATFORM (lsb release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation {(slow code): Mo
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@0draclelinux? ~]1#
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3.2.3 &7 rsyslog #% Apache log

(1) #"EE rsyslog R IEE

# vi /etc/rsyslog.conf

[root@raclelinux7? ~1# vi fetc/rsyslog.c

(2) #iZ imfile BABEAH

$ModLoad imfile  # provides support for file logging

#H# MODULES ##HH#

# The imjournal module bellow is now used as a message source instead of imuxsock.
¢ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
¢tModLoad imjournal # prov : s to the systemd journal

#$ModlLoad imklog # reads kerne essages (the same are read from journald)

#$ModlLoad immark # provides --MARK-- message capability

¢tModLoad imfile  # provides support for file logging

(3) FREEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter

input(typ

input(type="imfi i ar/log d r g" T é € reporter”)
ruleset(name= y

A BEXFEMUFBBA Apache HFEEEEZEM N-Reporter %4t IP address

(4) ERI rsyslog BRFEMIE rsyslog BRFEZIEE

# systemctl restart rsyslog && systemctl status rsyslog

t rsyslog && systemctl status rsyslog

d ystem/rsyslog. S“lvllu enabled; vendor preset: enabled)
actlve (running) since Mon 2621-08- 14: 40 CST; 4ms ago
: man:rsyslogd(8)

Main PID: 19176 (rsy:
CGroup: /system.sl
19176 /usr

Aug 16 14: i) systemd[1]: e c

Aug 16 c inux7. rsyslogd[19176]1: [orig swVersion="8 0.1.el7_9.1" x-pid="19176" x-info="http://www.rsyslog.com"] start
Aug 16 14 c 7. in systemd[1]: Started System Logc

[root@0ra nux? ~1#
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4. Debian 9

11k

4.1 #REE Apache FREE

(1) BBF Apache fR#&

# apache2 -v

root@lebian9:~# apache? -v
Server version: Apache/:

Server built: 2021-16
root@Debian9:~#

(2) #4REE Apache2 R EHE

# vi letc/apache2/apache2.conf

root@ebian9:~# vi

(3) #i& ErrorLog F&7E

ErrorLog ${APACHE_LOG_DIR}/error-NReporter.log

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

#

ErrorLog ${APACHE LOG DIR}/error.log

ErrorLog ${APACHE LOG DIR}/error-NReporter.log

(4) #iZ LogFormat F%7E
LogFormat "%h %l %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"

The following directi C i ome format nicknames for use with
a CustomLog directiv

These deviate from the Common Log Format definitions in that they use
(the actual bytes sent including headers) instead o b (the size of the
requested file), because the Tatter makes it impossible to detect partial
requests.

Note that the use of %{X-Forwarded-Forl}i instead of %h is not recommended.
Use mod_remoteip instead.

= S S S HE e e SR R R R

vhost_combined
combined

ogFormat ' . A . PRI\ ser-Agentl}i
i

ormat '
ormat '
ormat
ormat
LogFormat

ErrorLogFormat "[% % ogls id [cTient\
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(5) #R¥E 000-default sXEHE

# vi letc/apache?2/sites-enabled/000-default.conf

root@ebian9:~# vi /etc/apache2/sites-enabled/B00-default.conf

(6) #iZ CustomLog E&E
CustomLog ${APACHE _LOG_DIR}/access-NReporter.log nreporter

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined
CustomLog ${APACHE LOG DIR}/access-NReporter.log nreporter

(7) ERL Apache BRFEAMIESR Apache ARFZARERR

# systemctl restart apache2 && systemctl status apache?2

root@ebian9:~# systemctl restart apache2 && systemctl status apache2

Loaded: loaded (/lib/systemd/system/apacheZ.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-10-26 09:59:19 CS5T; 4ms ago
Process: 1750 ExecStop=/usr/sbin/apachectl stop (code=exited, status=0/SUCCESS)
Process: 1757 ExecS5tart=/usr/sbin/apachectl start (code=exited, status=0/5UCCESS)
Main PID: 1761 (apache2)
Tasks: 7 (limit: 4915)
CGroup: fsystem.slice/apacheZ.service
1761 /usr/sbin/apache2 -k start
1764 /usr/sbin/apache2 -k start

1765 /usr/sbin/apache2 -k start

Oct 26 09:59:19 Debian9 systemd[1l]: Starting The Apache HTTP Server...
Oct 26 09:59:19 Debian9 systemd[1l]: Started The Apache HTTP Server.

root@lebian9:~#
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4.2 %%E Rsyslog 2 Apache log

(1) & rsyslog ARA

# rsyslogd -v

root@ebian9:~# rsyslogd -v
rsyslogd 8.24.0, compiled with:
PLATFORM: x*86 64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.

root@Debian9:~#

(2) #wEE rsyslog FREE

# vi letc/rsyslog.conf

root@ebian9:~# vi /etc/rsyslog.conf

(3) #ig imfile AR

module(load="imfile")  # provides support for file logging
Bt

#H#H MODULES ####

Bt

module(load="imuxsock") # provides support for local system logging
module(load="imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging
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(4) sEEE Apache log
# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Apache log to N-Reporter
" rity="info" Facility="localt" Rule "nrepor
" Facility="1local6" Ru

¥

(5) ERI Rsyslog ARF¥EAE Rsyslog ARFEIES
# systemctl restart rsyslog && systemctl status rsyslog

root@Debiand systemctl restart rsyslog && systemctl status rsyslog
d : enabled)
active (running) sil
cs: man:rsyslogd(8)
.rsyslog.com/doc/
Main PID:
Tasks:
CGroup: /sys 5 syslog.service
in/rsyslogd -n

Oct 26 10:10:04 Debian9 systemd[1]: Starting System Logging Servi

Oct 2 :10: 04 ian9 liblogging-stdl 1879]: [or n softwar swVersion="8.24.0" x-pid="1879" x-info="http://www.rsyslog.com"] start
Oct 2 4 ng Serv

root@ebiang
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5. Ubuntu 18
5.1 #w¥E Apache REHE

(1) BBF Apache fR#&

root@buntul8:~# apache? -v
Server version: Apache/2.4.29 (Ubuntu)

Server built: 2021-09-28T22:27:27
root@buntuld:~#

AR—Ft

(2) #R¥E Apache2 FREHE

(3) #71& ErrorLog &

og ${APACHE LO0OG DIR}/ .log
og ${APACHE LOG DIR}/ -NReporter.log
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necs

(4) #1& LogFormat =&7E
LogFormat "%h %l %u %t \"%r\" %>s %0 %Il %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"

vhost_combined
combined

common

agent
nreporter

(5) #m¥E 000-default FREE
# vi letc/apache?2/sites-enabled/000-default.conf

root@ubuntul8:~# vi /etc/apachel/sites-enabled/000-default.conf

B

(6) #i& CustomLog E&7TE
CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter

${APACHE_L0G_DIR}/ .log

${APACHE LOG DIR}/access.log combined
${APACHE LOG DIR}/access-NReporter.log nreporter
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(7) ERY Apache RR#EFNMEEY Apache ARFEAKER
# systemctl restart apache2 && systemctl status apache?2

root@buntul8:~# systemctl restart apache? && systemctl status apache?Z
@ apache )
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor preset: enabled)
Drop-In: /lib/systemd/system/apache?.service.d
L_apache2-systemd.conf
Active: active (running) since Tue 2021-10-26 02:40:12 UTC; 6ms ago
Process:
Process: 99 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCCESS)
Main PID: 13 (apache2)
Tasks: 1 (limit:
CGroup: /system.slice/apache2.service
3 /Jusr/sbin/fapache2 -k start

Oct 26 02:40:12 Ubuntul8 systemd[1l]: Stopped The Apache HTTP Server.
Oct 26 @ 0:12 Ubuntul8 systemd[1l]: Starting The Apache HTTP Server...
Oct 26 02:40:12 Ubuntul8 systemd[1]: Started The Apache HTTP Server.
root@lbuntuld:~#
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5.2 &7 Rsyslog #3& Apache log

(1) & rsyslog ARA

# rsyslogd -v

root@buntuld:~# rsyslogd -v
rsyslogd 8.32.0, compiled with:
PLATFORM: %86 _64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@buntul8:~#

(2) #wEE rsyslog FREE

# vi letc/rsyslog.conf

root@buntul8:~# vi /etc/rsyslog.conf

(3) #ig imfile W AREAH
module(load="imfile")  # provides support for file logging

module{load=

module{load=

(4) #"¥8 120-apache.conf FREIE

# vi /etc/rsyslog.d/120-apache.conf

root@buntul8:~# vi /etc/rsyslog.d/120-apache.conf
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(5) s EEEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

rity="info" Facility="local6" Rulese
rity="warni Facility="1local6" Ru
4" Protocol="udp")}

(6) ERY Rsyslog ARF¥EATE Rsyslog ARFZIES

# systemctl restart rsyslog && systemctl status rsyslog

root@Ubuntuls
® rsyslog. r
Loa ad (/lib/systemd/system/rsyslo
Active: active (running) since Tue
Docs: man:rsyslogd(8)
yslog.com/doc/
Main PID: 3 (rsyslogd)
Tasks: 4

CGroup:

Ubuntul8
0 Ubuntul8
Ubuntul8
Ubuntul8
Ubuntul8
Ubuntul8
¢ 0 Ubuntul8

root@Ubuntu
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6. SUSE

6.1 SUSE 10

6.1.1 #wiE8 Apache REHE

(1) & Apache hRA

# httpd2 -v

SUSE10:~ # httpd2 -v
Server version: Apache/2

Server built: Apr 2. 108 22:51:07
SUSE10:~ #

Bt

(2) #"¥E8 mod_log_config REHE
# vi letc/apache2/mod_log_config.conf

SUSE10:~ # vi /etc/apache2/mod log config.conf

(2) #18 log BE
LogFormat "%h %l %u %t \"%r\" %>s %0 \
\%I %T %b \"%{Referer}i\" \"%{User-Agent}\"" nreporter

# To use and , you need to enable mod_logio
<IfModule mod_Tlogi
LogFormat y \ \
\V'"%IRefer it Moad AQ LAY combhinedio
b\ " nreporter
IfModule>

(3) #R¥E loadmodule F&EIE

# vi letc/apache2/sysconfig.d/loadmodule.conf

SUSEL10:~ # vi /etc/apache2/sysconfig.d/loadmodule.conf
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(4) BYF mod_logio.so f##H

odule logio_module

LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule

actions_module
alias_module

auth basic module
authn fllu module
authz host module

auth¢_groupflle_module
authz_default_module

authz_user_module
authn_dbm module
autoindex_module
gi module
dir module
env_module
xpires module
module
log_config_module
mime module
negotiation_ module
setenvif module
ss1 _module

LoadModule s

LoadModule
LoadModule

userdir module
logio_module

(5) #wEE apache2 REHE

fusr/1ib64/apach
fusr/lib64/apach
fusr/1ib64/apach
/usr/lib64/apache2-prefork/mod_authn_ file.so
fusr/lib64/apach
fusr/1ib64/apach
fusr/lib64/apache?2
fusr/1ib64/apach
fusr/1ib64/apach
fusr/lib64/apache2-
fusr/1ib64/apach
fusrflib64faparh

fusrf11b64fapa:h
fusr/1ib64/apach
fusr/1lib64/apache?2
fusr/1ib64/apach
fusr/lib64/apach
fusr/1ib64/apache?
fusr/1ib64/apach
fusr/lib64/apach
fusr/1ib64/apache?2
fusr/1ib64/apach

# vi /etc/sysconfig/apache2

SUSE10:~ # vi /etc/sysconfig/apache2

(6) A logio &H#H

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core
authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir

regtimeout

# apac default installation
# APAC LES="authz_host actions alias asis auth autoindex cgi dir imap include log_config mime negotiation setenvif status

# your setting
APACHE_MODULE

ctions alias_auth basic authn_file authz_host authz_groupfile authz_d

envif ssl suexec userdir php5 logio"

(7) #"¥E httpd &

EfE

efault authz_user authn_dbm autoindex cgi dir e

lusr/lib64/apache2-prefork/mod_logio.so

prefork/mod_actions.so
prefork/mod_alias.so
prefork/mod auth basic.so

prefork/mod_authz_host.so
prefork/mod authz groupfile.so
-prefork/mod_authz_default.so
prefork/mod authz user.so
prefork/mod authn_dbm.so
prefork/mod_ autoindex.so
prefork/mod

prﬂformeod

preforkfmod o
prefork/med include.s
-prefork/mod_log_config.so
prefork/mod mime.so
prefork/mod _negotiation.so
-prefork/mod_setenvif.so
prefork/mod ssl.so
prefork/mod_sue; :
-prefork/mod userdir.so
prefork/med legio.so

expires include log_config mime negotiation set

# vi Jetc/apache2/httpd.conf

SUSE1@:~ # vi /fetc/apache

2/httpd.conf
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(8) R CostomLog F ErrorLog

#ErrorLog /var/log/apache2/error_log

ErrorLog "| /usr/bin/tee -a /var/log/apache2/error-NReporter.log | /bin/logger -t apache -p local6.error"

CustomLog "| /usr/bin/tee -a /var/log/apache2/access-NReporter.log | /bin/logger -t apache -p local6.info" nreporter

# ErrorLog: The location of the error log
# If you do not specify an ErrorLog directive within a <VirtualHost=

# container, error me: elating to that virtual host will be

# loge h . If you *d ine an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.
#Errarlon /var/loa/anacha?/arrar laa
ErrorLog "| /fusr/bin/ -a /var/log/apac

ror-NReporter.log | /bin/logger -t apache -p local6.error”
CustomLog "| /usr/bin/t

ee -a /var/log/apache2/access-NReporter.log | /bin/logger -t apache -p local6.info" nreporter

(9) ERY Apache BRFEFMERS Apache ARFFARER

TR

# service apache?2 restart && service apache? status

SUSEL1Q0:~ # service apache2 restart && service apache2 status
Syntax OK

Shutting down httpdZ {(waiting for all children to terminate) done
httpd2 (prefork)
for httpdZ:

#

done
running
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6.1.2 &% syslog-ng 3% Apache log

(1) & syslog-ng hRA&

# syslog-ng -v

SUSE10:~ # syslog-ng -v

binding fd 3, unixaddr: /dev/log

SUSE10:~ #

(2) #R¥E syslog-ng FREHE

# vi /etc/syslog-ng/syslog-ng.conf

SUSE10:~ # vi /etc/syslog-ng/syslog-ng.conf

(3) R Facility local6

filter f_local6 { facility(local6); };

#

# Filter definitions
#

filter f iptables

filter f console

filter f_newsnotice
filter T _newscrit
filter T _newserr
filter T _news

filter T mailinfo
filter T _mailwarn
filter T _mailerr

filter T mail

filter T cron

filter T localb
filter T local

e B B e B i |

e B e B e B

et

facility(kern) and match("IN=") and match("0UT="); };

level(warn) and facility(kern) and not filter(f iptables)
or level(err) and not facility(authpriv); };

level({notice) and facility(news); };
level(crit) and facility(news); };
level(err) and facility(news); };
facility(news); F};

level(info) and facility(mail); };
level (warn) and facility(mail); };
level{err, crit) and facility(mail); };
facility(mail); 7F;

facility(cron); };
facility(localb); },

facility(local®, locall, local2, local3,
local4, localb, localb, local7); };
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(4) sEEE Apache log

# Send Apache log to N-Reporter:

#

destination nreporter { udp(" " port(514));
log { source(src); filter(f_local6); destination(nreporter); };

#

# Cron-messages in one file:

# (don't forget to provide logrotation config)
#

#destination cron { file("/var/log/cron™); };
#log { source(src); Tilter(f cron); destination(cron); };

#

# Send Apache log to N-Reporter:

#

destination nreporter { udp("192.168.8.4" port(514)); };

log { source(src); filter(f localb); destination(nreporter); };

#

# Some boot scripts use/require locall[l-7]:

#

destination localmessages { file("/var/log/localmessages”); };

log { source(src); filter(f local); destination(localmessages); };

A BXFEMIERA N-Reporter %4t IP address

(5) ERI Syslog-ng ARFEFNMEED Syslog-ng ARFFIES
SUSEL1D:~ # service syslog restart && service syslog status
Shutting down syslog services done

Starting syslog services done
Checking for service syslog: running
SUSE10:~ #
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6.2 SUSE 15

6.2.1 #wE8 Apache REHE

(1) #%¥E8 mod_log_config FREHE

# vi letc/apache2/mod_log_config.conf

vi Setc/apache?/mod_log_config.conf

(2) #IE log RE

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %l %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

Format string: Nickname:

e

ogFormat common
ormat vhos t_common

L
L
L

agent
ormat
combined
rmat
vhost_combined

ErrorLogFormat

# To use
<IfModule
LogFormat o
o ] fUser-Ag combinedio

JFormat nreporter
TModu | e

(3) #R¥E loadmodule F&EIE

# vi /etc/apache2/loadmodule.conf

vi /etc/apache?/loadmodule.conf

85 | "

v rralLiiel



(4) BYF mod_logio.so f##H

actions_module
alias_module ;
auth_basic_module Jus b6 ) el-prefork/
authn_file_module Jus i D el-prefork/mod_authn_file
7_host_module Jus i D el2-prefork/mod_authz_host
roupfile_module /us D el-prefork,/mod_ roupfile.so
user_module Jus D el-prefork/mod_ user.so
_module /us . el-prefork/
cgi_module /us D el2-prefork/
dir_module Jus D el2-prefork/
eny Jus D e2-prefork/n
> ) apache2-prefork/ b
i . /us apache2-prefork,/mod_ de.so
lTog_config_moc /us 64 /fapache?2-prefork/mod_log_config.so
mime_module /us apache2-prefork,/mod_mime.so
negotiation_module /us i apache2-prefork/mod_negotiation.so
setenvif_module Jus i bé ' e2-prefork/mod_setenvif.so
ss1_module /us ' el-prefork/mod_ss1.s0
socache_shmch_module /us i k/n ocache_shmecb. so
userdir_module i bt - k/mod_userdir.so
reqtimeout_module ) k/mod_reqtimeout.so
authn_core_module /us ib6 D - k/mod_authn_core.so
authz _core module = i bt D e?-prefork/mod _authz core.so
Togio_module Jusr/T1 apache2-prefork,/mod_logio.so

(5) #wmEE apache2 REHE
# vi /etc/sysconfig/apache2

/etc/sysconfig/apache?

(6) A logio &H#H
APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core

authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir
regtimeout "

apache's default installation
S=" ost actions alias asis auth autoindex cgi dir imap include log_co
status userdir"

HE_MODULES=

(7) #R¥E httpd R EIE

# vi Jetc/apache2/httpd.conf

vi fetc/apachel/httpd.conf
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(8) &7 CostomLog
ErrorLog /var/log/apache2/error-NReporter.log
CustomLog /var/log/apache2/access-NReporter.log nreporter

ErrorLog: The location of the error log file.
If you do not specify an ErrorLog directive within a irtualHost>

ainer, essages relating to that virtual host will be
L * define an error logfile for a <virtualHost:>
: rrors will be logged there and not here.
rrorLog , fap e /error-NReporter.log
CustomLog /v /access-NReporter.log nreporter

(9) ERL Apache R7EFNIER Apache FRFEAREE

# systemctl restart httpd && systemctl status httpd

status=0

-C Include /etc/ e f / dmo e.co C Include
C Incluc e f e Inclu
ncluc e e Inclu
ncluc e f e Inclu
e e Inclu

tc
Inclu tc/apache
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6.2.2 %% Rsyslog 3% Apache log

(1) #"EE rsyslog R IEE
# vi /etc/rsyslog.conf

vi Setc/rsyslog.conf

(2) #11g imfile #AEA

# provides support for file logging

$ModLoad imfile

# kernel logging (may be also provided by /sbin/klogd)
# see also http://www.rsyslog.com/doc-imklog.html.
¢tModLoad imklog.so

# set log level 1 (same as in fetc/sysconfig/syslog).
¢tklogConsoleloglevel 1

# provides support for fTile loge
tModLoad imfile

(3) FREEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File=" " Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File=" " Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(hame="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

/var/log/htt 2 g g erity="warning" Facility="local6" Ruleset=
{action(type d arge 192.168.8.4" Por Protocol="udp")}

r preset: enabled)

arting sys ..
envir not set, auto correcting this to etc/localtime [v8. y http: //www.rsyslog.com/e/2442 ]
et "/run ten ] 3) fre ystem 1]

info="htt
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7. Solaris 11

7.1 #R¥8 Apache REHE

(1) #REE httpd HBEE

root@olarisll:~# vi /etc/apache2/2.4/httpd.conf

(2) BXA mod_logio.so %A

#lLoadModule log_debug _module libexec/mod_log_debug.so
#lLoadModule log forensic module libexec/mod log forensic.so
LoadModule logio_module libexec/mod logio.so

#lLoadModule lua_module libexec/mod_lua.so
LoadModule env_module libexec/mod env.so
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nca

=& CostomLog A ErrorLog

ErrorLog "/var/apache2/2.4/logs/error_log"
ErrorLog "|/usr/bin/logger -t apache -p local6.error"
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

ErrorLog: The location of the error log file.

If you do not specify an ErrorLog directive within a <VirtualHost=
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and not here.

ErrorLog “/var/apache2/2.4/logs/error log"
Errorlog "| /usr/bin/logger -t apache -p localb6.error"

#

# Loglevel: Control the number of messages logged to the error log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

<IfModule log config module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t \"%r\" %=>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %>s %b" common
ErrorLogFormat "[%{u}t] [%-m:%L] [pid %P:tid %T] %/F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "S%h %L %u St \"%r\" %=s %0 %I %1 %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=>

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost>
container, they will be logged here. Contrariwise, if you *do*
define per-=VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

CustomLog “/var/apache2/2.4/logs/access log"” common
CustomLog “| fusr/bin/logger -t apache -p local6.info"” nreporter

If you prefer a logfile with access, agent, and referer information
(Combined Logfile Format) you can use the following directive.

#CustomLog "/var/apache2/2.4/logs/access log" combined
</IfModule=
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(4) ERY Apache FR¥ZFNMESS Apache ARFEARER
# svcadm -v restart http:apache24
# svcs -a | grep apache

root@Solarisll:~# svcadm -v restart http:apache24

Action restart set for svc:/network/http:apache24.
root@olarisll:~# svcs -a | grep apache

2:53:43 svc:/system/apache-stats-24:default
23:15:10 svc:/network/http:apache24

disabled

online :
root@Solarisll:~#
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7.2 &7 Rsyslog #3§ Apache log

(1) #"EE rsyslog R IEE
# vi /etc/rsyslog.conf

root@Solarisll:~# vi fetc/rsyslog.conf

(2) sEE 3 Apache log
# Send Apache log to N-Reporter
local6.*

# Send Apache log to M-Reporter
local6.* @192.168.8.4

M BEXFEMFER A N-Reporter 245 IP address

(3) f=F3 system-log:default FEYF system-log:rsyslog FERL system-log:rsyslog F1#&:2 system-log #k&E
# svcadm -v restart system-log:rsyslog

# svcs -a | grep system-log

root@Solarisll:~# svcadm -v restart system-log:rsyslog

Action restart set for svc:/system/system-log:rsyslog.

root@olarisll:~# svcs -a | grep system-log

disabled 22:53:42 svc:/system/system-log:default
online 23:35:41 svc:/system/system-log:rsyslog
root@solarisll:~#

92 ]

Ll rail Liiel



8. FreeBSD 12

11k

e i

8.1 #Ri#g Apache FRTEME

(1) BBF Apache fR#A&

# httpd -version

root@FreeBSD12:~ # httpd -version
Server version: Apache/2.4.51 (FreeBSD)

Server built: unknown
root@FreeB5D12:~ #

(2) #"E8 Apache REHE
# vi /usr/local/etc/apache24/httpd.conf

root@FreeBSD12:~ # vi /fusr/local/etc/apacheZ4/httpd.conf

(3) BXA mod_logio.so &##H
LoadModule logio_module libexec/apache24/mod_logio.so

#lLoadModule log debug module libexec/apache24/mod log debug.so
#LoadModule log forensic module libexec/apacheZ4/mod log forensic.s

LoadModule logio module libexec/apache24/mod logio.so
LoadModule env_module libexec/apache24/mod env.so
#LoadModule mime_magic_module libexec/apacheZ4/mod_mime_magic.so
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(4) #1E log
ErrorLog "|/usr/bin/logger -t apache -p local6.error"
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% \ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %l %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

ErrorLog: The location of the error log file.

IT you do not specify an ErrorlLog directive within a <VirtualHost=
container, error messages relating to that virtual host will be
logged here. IT you *do* define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and not here.

ErrorLog “/var/log/httpd-error.log”
ErrorLog "|/usr/bin/logger -t apache -p localb.error”

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

<IfModule log_config_module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "Sh %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod_logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %1 %u %t \"%r\" %=s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=>

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost>

# container, they will be logged here. Contrariwise, if you *do*

# define per-<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#

CustomLog "/var/log/httpd-access.log” common

CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
#CustomLog "/var/log/httpd-access.log" combined
</IfModule>
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(5) ERY Apache RR#EFNMESY Apache ARFEAKER

# service apache24 onerestart && service apache24 onestatus

root@FreeBSD12:~ # service apacheZ4 onerestart && service apache24 onestatus
Performing sanity check on apache24 configuration:

Syntax 0K

Stopping apache24.

Waiting for PIDS: 1161.

Performing sanity check on apache24 configuration:
Syntax 0K

Starting apacheZ24.

apache24 is running as pid 1138.

root@FreeBsD12:~ #
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8.2 F&TE Syslog 3% Apache log

(1) #"#8 syslog REME

# vi /etc/syslog.conf

root@-reeBSD12:~ # vi /etc/syslog.conf

(2) sEE 3 Apache log
# Send Apache log to N-Reporter
local6.*

# Send Apache log to N-Reporter
localb.* @192.168.8.¢

HEBXFEMEE A N-Reporter 24 IP address

(3) ERI syslogd ARFEAMIE syslogd ARIFIESE

# service syslogd onerestart && service syslogd onestatus

root@FreeBSD12:~ # service syslogd onerestart && service syslogd onestatus
Stopping syslogd.

Waiting for PIDS: 1161.
Starting syslogd.

syslogd is running as pid 1192.
root@FreaBSD12:~ #
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9. Windows 2016
9.1 NXLog
9.1.1 NXLog %3

(1) & NXLog

BIfE#331L https://nxlog.co/products/nxlog-community-edition/download

TERBULFF AR nxlog-ce-x.x.xxxx.msi - #4l: nxlog-ce-2.10.2150.msi

(2) FRY [Windows PowerShell]

&

Windows
PowerShell

(3) 2% NXLog B

PS C:\>

EN 5 EEE: Windows PowerShell — O >
PS8 C:x> Install-Package Ssnxlog—ce—2.10.2158.mei
Uersion Source

Cisnxlog—ce—2...
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9.1.2 NXLog RXEIETH

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) N& Apache 9 NXLog AR EIEIEZ NXLog HREE

TEELS ¢ http://www.npartnertech.com/download/tech/nxlog_WinApache.conf

EN 25 EEE: Windows PowerShell

PS C:n> Inuvoke—WehRequest
PSS C:ni
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9.1.3NXLog REHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4
define ApachePath C:\Apache24\logs

define ROOT C:\Program Files (x86)\nxlog
Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

LogFile %ROOT%\data\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Apache access log file use the following:
<Input in_accesslog>
Module im_file
File '%ApachePath%\access-NReporter.log'
Exec $SyslogSeverityValue = 6;
SavePos True
ReadFromLast True
</Input>

## For Apache error log file use the following:
<Input in_errorlog>
Module im_file
File '%ApachePath%\error-NReporter.log’
Exec $SyslogSeverityValue = 3;
SavePos True
ReadFromLast True
</Input>

<Output out_apachelog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $SourceName = 'apache’;
Exec to_syslog_bsd();
</Output>

<Route apachelog>
Path in_accesslog, in_errorlog => out_apachelog
</Route>

EEXFEMFBEE A N-Reporter 24 IP address 1 Apache HFSEEEER
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9.1.4 NXLog REYENARFS

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) BX® NXLog BR#5 - #8&E NXLog ARFFIRZEFIFEF] NXLog FCERREIARRAE

BN 25 EEE: Windows PowerShell
PE C:sWindowsssystem32> Start—Service nxlog
PE C:sWindows»system3Z> Get—-Service nxlog | Select—0Object

Mame Status StartTupe

nxlog Running Automatic

PE C:sWindowsssystem32> Get—Content
2020-11-18 18:52:592 INF0 nxlog—ce—2.10.2150 started
PE C:sWindowsssystem32> _

100

Hame .Status . StartType
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9.2 ApaChe
9.2.1 #R¥E Apache REHE

(1) #"¥E httpd.conf R EHE - XA mod_logio.so ##H

#lLoadModule - 1bmethod heartbeat module-modules/mod lbmethod heartbeat.so
#lLoadModule -1dap module -modules/mod ldap.so

LoadModule-logio module - -modules/mod_ logioc.so

LoadModule-log config module-modules/mod log config.so
#lLoadModule - log debug module-modules/mod log debug.so
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(2) #1Z log &

<IfModule logio_module>

</IfModule>

ErrorLog: -The:-location:of-the-error-log-file.
If-you-do-not-specify-an-Errorlog-directive-within-a-<VirtualHost>»
container, -error-messages-relating-to-that-virtual-host-will-be
logged-here. - -If-you-*do*-define-an-error-logfile-for-a-<VirtualHost>»
container, -that-host's-errors-will be-logged-there-and-not-here.

ErrorlLoeg- "logs/error.log”
ErrorlLog- "logs/error-NReporter.log"

#

#-Loglevel: -Control -the-number-of -messages - logged-to-the-error_log.
#:-Possible-values-include: -debug, - info, -notice, -warn, -error, -crit,
#-alert, -emerg.

#

LoglLevel -warn

<IfModule-log config module>
#
#-The-following-directives-define- some - format-nicknames - for-use-with
#-a-CustomLog-directive - (see-below).
#
LogFormat - "%h-%1-%u-%t-\"%r\" %>s - %b-\"%{Referer}i\" -\ "%{User-Agent}i\"" - combined
LogFormat - "%h-%1 -%u - %t - \"%r\" - %>s -%b" - common
ErrorLogFormat - "[#{u}t] - [%-m:%1] - [pid-%P:tid -%T] -%7F: -%E:-[client\-%a] %M%-,\ -referer\ -%{Referer}i”

<IfModule-logio_module>
#-You-need-to-enable-mod_logio.c-to-use-%I-and- %0
LogFormat - "%h - %1 -%u - %t - \"%r\" -%>s -%b - \"%{Refererti\" - \"%{User-Agent }i\" -¥I-%0" - combinedio
LogFormat - "%h -%1-%u-%t -\ "%r\" -%>s-%0 %I -%T-%b-\"%{Referer}i\" - \"%{User-Agent}i\"" - nreporter
</IfModule>

#

#-The-location-and-format-of -the access-logfile- (Common - Logfile - Format).
#-If-you-do-not-define-any-access-logfiles-within-a-<VirtualHost>»
#-container, - they-will-be-logged-here. - -Contrariwise, -if:you- *do*
#-define: per-<VirtualHost>-access-logfiles, - transactions -will-be
#-logged: therein-and- *not*-in-this-file.

CustomLog-"logs/access.log” - common
CustomlLog-"logs/access-NReporter.log” - nreporter
f-you-prefer-a-logfile-with-access, -agent, -and - referer-information

I
(Combined-Logfile-Format) -you-can-use-the-following-directive.

#CustomLog - "logs/access.log” - combined
</IfModule>
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9.2.2 ERY Apache HRF

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) ERY Apache FR#ZFNMES Apache ARFEARER

EN 25 EFEE Windows PowerShell - O

PSS GC:%» Restart—-Service Apachez4
PSS C:x» Get—Service ApacheZ4

Mame DizplayName

ApacheZ4

AL FERIEEIA Apache AR#S&M
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PS C:\>
PS C:\>

Partner



10. N-Reporter
(1) #¥i& Apache R

[REEE] > [RERRE] -> FE [FE)
4/ i-Reporter (o]
. Admin (Global)~ E

i ERETE
b=

...... @ Global (4)
L (5] SRETEE (0)

frEFI=R
EEBE
HERESE

it E
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(2) RE Apache REMERHIEINF Facility
BASHEN IP-> HEREER: [Syslog] -> EEEREI: [Apache] M Facility: [(22) local use 6 (local6)] -> #E#E
&1 Icon: [icon-host] -> BREEREUGRES: [BUAR] -> T [FEXE]

| mim

WA )

il

‘ Apache-192.168.2.211 |

‘ 192.168.2.211 |

TS
Syslog Flow SNMP
Syslog #HRHR%E
HEHEL
Apache o
Facility
(22) local use 6 (localg) ~
REL
UTF-8 ~
AR IRIEPE R E
ICMP {5 E& iR
------------- 17— ~
#iicon HR
icon-host e

Login Account

Login Password

IR
(®) BA =8
TREREE

Bt Syslog/Flow B EkHe L
EEHE SR

L]
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