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1. Red Hat
1.1 Red Hat 3
1.1.1 #REE SSH R EE

(1) #%¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

[root@RedHat3 rootl# vi /etc/ssh/sshd _config

(2) XA Facility AUTHPRIV F1 Loglevel INFO - #7138 Facility AUTH F] Loglevel VERBOSE F¥AREILE

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LogLevel INFO

LogLevel VERBOSE

# Logging

#obsoletes (QuietMode and Fascistlogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLoglLevel INFO

LogLevel VERBOSE

(3) E R SSH BRFEFNTES SSH ARFFIER

# service sshd restart && service sshd status

[ root@RedHat3 root]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
sshd (pid 1002 941) is running...
[root@RedHat3 root]#
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1.1.2 5% syslog ¥ 3% SSH log

(1) &EBE syslog hRA

# syslogd -v

[root@RedHat3 root]# syslogd -v

syslogd 1.4.1
[root@RedHat3 root]#

(2) #m¥E syslog.conf REE
# vi /etc/syslog.conf

[root@RedHat3 root]# vi /etc/syslog.conf

(38) & Facility auth.*;authpriv.* log FTE A1 /var/log/secure #1485 25 %] N-Reporter

# The authpriv file has restricted access.

authpriv.*;auth.* Ivar/log/secure

# Send SSH log to N-Reporter

authpriv.*;auth.*

#The authpriv file has restricted access.

authpriv.*;auth.= /var/log/secure
#Send SSH log to N-Reporter

authpriv.*;auth.*

A X FEAIEE AN-Reporter 2 #51P address

(4) ERY syslog IRFEFMERD syslog RFELEE

# service syslog restart && service syslog status

[root@RedHat3 root]# service syslog restart && service syslog status
Shutting down kernel logger: [ ]
Shutting down system logger:

[ ]
Starting system logger: [ ]
Starting kernel logger: [ ]
syslogd (pid 1035) is running...

klogd (pid 1039) is running...

[root@RedHat3 root]#
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1.2 Red Hat 5
1.2.1 #4RiE SSH R EHE

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

[ root@RedHat> ~]# vi /etc/ssh/sshd_config

(2) FE#% Facility AUTHPRIV F Loglevel INFO - #73& Facility AUTH # Loglevel VERBOSE Ff#fizH 2
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and Fascistlogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLogLevel INFO

LogLevel VERBOSE

(38) ERI SSH ARFE A& SSH ARFEIES
# service sshd restart && service sshd status

[root@RedHats ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 3359) is running...
[root@RedHatb ~]#

™ ral Liiel



1.2.2 &%t Rsyslog8 Eft

(1) = syslog AR#%
# service syslog stop

[root@RedHath ~]# service syslog stop

Shutting down kernel logger:
Shutting down system logger:
[root@RedHath ~]#

(2) 1=F syslog B FEIENARFEFNMERD syslog ARIZ SR ESZ off

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHat5 ~]# chkconfig syslog off

[root@RedHat5 ~]# chkconfig syslog --list

syslog O:o0ff l:o0ff 2:o0ff 3:o0ff 4:o0ff 5:0ff 6:o0ff
[root@RedHat5 ~]#

(3) T & rsyslog repository X EIE
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@edHat5 ~]# curl -o fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 227 100 227 0 0 166 0 0:00:01 0:00:01 --:--:--
[root@RedHat5 ~]1#

0

(4) Z5E rsyslog EXHF

# yum -y install rsyslog

Installed:
rsyslog.x86_64 0:8.16.0-1.el5.centos

Dependency Installed:

json-c.x86_64 0:0.11-3.el5.centos libestr.x86_64 0:0.1.10-1.el5.centos libgt.x86_64 0:0.3.11-1.el5.centos liblogging.x86_64 0:1.0.6-1.el5.centos

Replaced:
sysklogd.x86_64 0:1.4.1-46.e15

Complete!
[root@RedHat5 ~]#
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http://rpms.adiscon.com/v8-stable/rsyslog.repo

(5) T&=R rsyslog hRA

[root@RedHats ~]1# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE _REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): ! [s]
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHats ~1#

™ ral Liiel



1.2.3 §& 7€ Rsyslog & 2% SSH log

(1) #REE rsyslog RREE

# vi letc/rsyslog.conf

[root@RedHatS ~]# vi /etc/rsyslog.conf

(2) FEfR authpriv.* - FT1Z syslogfacility-text "auth" or "authpriv" & Z 5% /var/log/secure I & £ %] N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if (syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# The authpriv file has restricted access.

#authpriv.#* fvar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

41 BB FERIFE A N-Reporter %% IP address

(3) BXE rsyslog ARFEFNTERD rsyslog FRFZIEE

# service rsyslog start && service rsyslog status

[root@edHat5 ~]# service rsyslog start &4 service rsyslog status

Starting system logger: | ]
rsyslogd (pid 3658) is running...
[root@RedHatb ~]#

(4) R rsyslog BB BIRIENARFZMERR rsyslog IRIFEBRIAER

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat5 ~]1# chkconfig rsyslog on

[root@RedHat5 ~]1# chkconfig rsyslog --list
rsyslog 0:off 1:o0ff 2:0n 3:0n 4:o0n 5:0n 6:0ff
[root@edHath ~]#
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1.3 Red Hat 6
1.3.1 #4RiE SSH R EHE

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

[root@RedHatb ~]# vi /etc/ssh/sshd config

(2) FE#% Facility AUTHPRIV F Loglevel INFO - #73& Facility AUTH # Loglevel VERBOSE Ff#fizH 2
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLogLevel INFO

LogLevel VERBOSE

(38) ERI SSH ARFEZ A& SSH ARFEIESR
# service sshd restart && service sshd status

[root@RedHatt ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 6803) is running...
[root@RedHatt ~]#
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1.3.2 E ¥ Rsyslog8 E

(1) & rsyslog hRA

# rsyslogd -v

[root@RedHatb ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP: Yes
FEATURE LARGEFILE: No
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
Runtime Instrumentation (slow code): No

See http://www.rsyslog.com for more information.
[ root@RedHatt -~]#

(2) & rsyslog repository X EIE
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@edHat6 ~]# curl -o fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 134 0 0:00:01 0:00:01 --:--:-- 1146
[root@RedHatb ~]1#

(3) E# rsyslog EXF

Dependency Installed:
libestr.x86_64 0:0.1.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86 64 0:8.2010.0-2.el6

Complete!
[root@edHat6 ~]#
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http://rpms.adiscon.com/v8-stable/rsyslog.repo

(4) T rsyslog hRA
[root@RedHat6 ~]# rsyslogd -v

rsyslogd 8.2010.0 (aka 2020.10) compiled with:

PLATFORM:

PLATFORM (lsb_release -d):

FEATURE REGEXP:

GSSAPI Kerberos 5 support:

FEATURE _DEBUG (debug build, slow code):
32bit Atomic operations supported:
bdbit Atomic operations supported:
memory allocator:

Runtime Instrumentation (slow code):
uuid support:

systemd support:

Config file:

PID file:

Xx86_64-redhat-linux-gnu

Yes

[\ [8]

[\ [8]

Yes

Yes

system default

No

Yes

[\ [8]

/etc/rsyslog.conf

/var/run/syslogd.pid
64

Number of Bits in RainerScript integers:

See https://www.rsyslog.com for more information.
[ root@RedHatt ~]#

™ ral Liiel
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1.3.3 §& 7€ Rsyslog & 2% SSH log

(1) #REE rsyslog RREE

# vi letc/rsyslog.conf

[root@RedHatbt ~]# vi /etc/rsyslog.cont

(2) &X#% imjournal 1240
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

(3) 72 OmitLocallogging

#$OmitLocallLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.

#$0mitLocallogging on

(4) FEAZ authpriv.* - HTIE syslogfacility-text "auth" or "authpriv" & Z /% /var/log/secure I ¥ 5% %l N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if (Bsyslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# The authpriv file has restricted access.
#authpriv.#* fvar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

KB FEIsEE A N-Reporter % #t IP address

(5) E X rsyslog ARFEFNFERD rsyslog RFELEE
# service rsyslog restart && service rsyslog status

[root@RedHatb ~]# vi /etc/rsyslog.conf
[root@RedHatb ~]# service rsyslog restart && service rsyslog status

Shutting down system logger: [ ]
Starting system logger: [ ]
rsyslogd (pid 6893) is running...

[root@RedHatb -~]1#

12 et
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1.4 Red Hat 7
1.4.1 #REg SSH FREME

(1) #m¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

[root@edHat7 ~]# vi /etc/ssh/sshd config

(2) XA Facility AUTHPRIV F1 Loglevel INFO - #73& Facility AUTH F] Loglevel VERBOSE F¥#ARzILE
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLogLevel INFO

LogLevel VERBOSE

(3) E R SSH BRFEFNTES SSH ARFEIER

[root@RedHat7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 01:13:04 CST; 8ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 13840 (sshd)

CGroup: /system.slice/sshd.service
L-13840 /usr/sbin/sshd -D

Aug 25 01:13:04 RedHat7.localdomain sy

Aug 25 01 :04 RedHat7.localdomain systemd[l]: Starting OpenSSH server daemon...

Aug 25 01 :04 RedHat7.localdomain sshd[13840]: Server listening on 0.06.0.0 port 22.
Aug 25 01:13:04 RedHat7.localdomain sshd[13840]: Server listening on :: port 22.

Aug 25 01:13:04 RedHat7.localdomain systemd[1l]: Started OpenSSH server daemon.
[root@RedHat7 ~1#

stemd[1]: Stopped OpenSSH server daemon.

13 )
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1.4.2 §%7E Rsyslog &% SSH log

(1) & rsyslog hRA

# rsyslogd -v

[root@RedHat7 ~]# rsyslogd -v
rsyslogd 8.24.0-34.el7, compiled with:
PLATFORM: Xx86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
bdbit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7? ~]4#

(2) #m¥E rsyslog.conf R EIE
# vi /etc/rsyslog.conf

[root@RedHat/ ~]# vi /etc/rsyslog.conf

(3) EEAZ authpriv.* - FT1E syslogfacility-text "auth" or "authpriv" f&7ZH /var/log/secure il #% % % N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if (Bsyslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* fvar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

B X FEMIFE A N-Reporter % #t IP address
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(4) E R rsyslog ARFEFNTERD rsyslog RFELEE

loaded (/usr/lib/systemd/sy
: active (running) since Thu 2022-08-2
Docs: man:rsyslo £
http://www
Main PID: 13855 (rsyslo
CGroup:
855 /usr/sbin/rsyslogd

Aug 25 01:25

Aug 25 01:25 \

Aug 25 01:25:52 RedHat7.localdomain 5 Logd [ ] : [origin software="rsyslogd" swVersion="8.24.0-34.el7" x-pid="13855" info="http://www.rsysl..."] start
5 .,

RedHat7.localdomain
RedHat7.localdomain

Aug 25 01:25:52 RedHat7.localdomain ] Started System Logging Servi
Hin me lines were ell
[root@RedHat? ~1#
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1.5 Red Hat 8
1.5.1 #4RiE SSH R EHE

(1) #m¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

ot@RedHat8 ~]# vi /etc/ssh/sshd_config

(2) FEf% Facility AUTHPRIV F Loglevel INFO - #73& Facility AUTH # Loglevel VERBOSE Ff#fizH 2
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLogLevel INFO

LogLevel VERBOSE

(3) =R SSH PRFEMNTER SSH R IER

# systemctl restart sshd && systemctl status sshd

[root@RedHat8 ~]# systemctl restart sshd && systemctl status sshd
d.service - OpenSSH server daemon
loaded (/usr/lib/systemd/syst d.service; enable vendor preset: enabled)
active (running) since Thu 20 25 16:58:07 CST; 12ms ago
Docs: (8)
|_config(5)
Main PID: hd)
1 23520)

m.slice/sshd.service
/usr/sbin/sshd -D -(v(]ipher’S:aeSESIS-g(mr_ju(:penssh.(om,(:ha(haQﬂ-p(ﬂ,yl.}E)Sr_juopenssh.(om,aesESﬁ-(:tr’,aeQSG-(b(,aeleB-gcm@openssh.((:m,aesl23-(tr,a

istening on 0.0.0.0 por
listening on ::
: Started OpenSSH serv

W ral Liiel
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1.5.2 §& 7€ Rsyslog & 2% SSH log

(1) & rsyslog hRA
# rsyslogd -v

[root@RedHat8 ~]# rsyslogd -v
rsyslogd 8.37.0-13.el8, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
bdbit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat8 ~]#

(2) #REE rsyslog.conf EREME

# vi /etc/rsyslog.conf

[root@RedHat8 ~]# vi /etc/rsyslog.conf

(3) EEAZ authpriv.* - FT1E syslogfacility-text "auth" or "authpriv" &7ZH /var/log/secure il #% % % N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if (Bsyslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.#* /var/log/secure
# Send SSH log to N-Reporter
if (%$syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

B X FEMIFEE A N-Reporter % #t IP address

W ral Liiel



(4) E R rsyslog ARFEFNTERD rsyslog RFELEE

# systemctl restart rsyslog && systemctl status

[root@RedHat8 ~]# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 17:09:30 CST; 8ms ago
Docs: man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 5951 (rsyslogd)
Tasks: 3 (limit: 23520)
Memory: 1.1M
CGroup: /system.slice/rsyslog.service
L5951 /usr/sbin/rsyslogd -n

25 17:09:30 RedHat8 systemd[1]: Stopped System Logging Service.
25 17:09:30 RedHat8 systemd[1]: Starting System Logging Service...

g 25 17:09:30 RedHat8 rsyslogd[5951]: environment variable TZ is not set, auto correcting this to TZ=/etc/localtime [v8.37.0-13.el8 try http://www.rsyslo§
25 17:09:30 RedHat8 systemd[1]: Started System Logging Service.

25 17:09:30 RedHat8 rsyslogd[5951]: [origin software="rsyslogd" swVersion="8.37.0-13.el8" x-pid="5951" x-info="http://www.rsyslog.com"] start
[root@RedHat8 ~]#
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2. CentOS

2.1 CentOS 6

2.1.1 #R¥8 SSH EREE
(1) #R¥8 sshd_config 58 EE

# vi /etc/ssh/sshd_config

[root@Cent0S6 ~]# vi /etc/ssh/sshd_config

(2) X#E Facility AUTHPRIV #1 Loglevel INFO - #71& Facility AUTH A1 Loglevel VERBOSE =#HTL2

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and Fascistlogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLoglLevel INFO

LogLevel VERBOSE

(3) E R SSH BRFEFNTES SSH AR IER
# service sshd restart && service sshd status

[root@Cent0S6 ~1# service sshd restart && service ssh status
Stopping sshd:

Starting sshd:
ssh: unrecognized service
[root@Cent0S6 ~]#

19 i
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2.1.2 E ¥ Rsyslog8 E

(1) & rsyslog hRA

# rsyslogd -v

[root@Cent056 ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP: Yes
FEATURE LARGEFILE: No
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[ root@Cent056 -~]#

(2) & rsyslog repository X EIE

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
[root@Cent0S6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 137 O 0:00:01 ©:00:01 --:--:-- 1158
[root@Cent0S6 ~]#

(38) E# rsyslog EX

Dependency Installed:
libestr.x86 64 0:0.1.11-1.el6 libfastjson4.x86 64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@Cent0S6 ~]#
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http://rpms.adiscon.com/v8-stable/rsyslog.repo

(4) T rsyslog hRA

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:

PLATFORM:

PLATFORM (1sb_release -d):
FEATURE_REGEXP:

GSSAPI Kerberos 5 support:

FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
bdbit Atomic operations supported:
memory allocator:

Runtime Instrumentation (slow code):
uuid support:

systemd support:

Config file:

PID file:

Xx86_64-redhat-linux-gnu

Yes

No

[ [o]

Yes

Yes

system default

No

Yes

No

Jetc/rsyslog.conf

fvar/run/syslogd.pid
64

Number of Bits in RainerScript integers:

See https://www.rsyslog.com for more information.
[root@Cent0S6 ~]#
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2.1.3 §&%E Rsyslog ## 2% SSH log

(1) #REE rsyslog RREE

# vi /etc/rsyslog.conf

[root@Cent0S6 ~]# vi /etc/rsyslog.conf

(2) &X#% imjournal 1240
="imjournal" StateFile="imjournal.state")

# provides to the systemd journal and file to store the position in the journal
#module(load="imjournal" StateFile="imjournal.state")

(3) 72 OmitLocallLogging

# Turn off message reception via local log socket;

# local messages are retrieved through imjournal now.
#$0mitLocallLogging on

(4) FEAZ authpriv.* - HTIE syslogfacility-text "auth" or "authpriv" &2/ /var/log/secure I #5 5& %l N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# The authpriv fTile has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A B X FEMIFE A N-Reporter %4t IP address

(5) E R rsyslog ARISFNTERD rsyslog ARFFIEE

# service rsyslog restart && service rsyslog status

[root@Cent056 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 6321) is running...
[root@Cent056 ~]4#

™ ral Liiel



2.2 CentOS 7

2.1.1 #R¥g SSH RREME

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

[root@Cent0S7 ~]# vi /etc/ssh/sshd config

(2) FE#% Facility AUTHPRIV F Loglevel INFO - #73& Facility AUTH # Loglevel VERBOSE Ff#fizH 2
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LogLevel VERBOSE

(3) E R SSH BRFEFNTES SSH AR IER

# systemctl restart sshd && systemctl status sshd

[root@Cent(0S7 ~]# systemctl restart sshd && systemctl status sshd
ervice - OpenSSH server daemon
d: loaded (/fusr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 18:29:08 CST; 9ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 8242 (sshd)
CGroup: /system.slice/sshd.service
L8242 /usr/sbin/sshd -D

Aug 25 18:29:07 Cent0S7.localdomain stemd[1]:

Aug 25 18:29:08 Cent0S7.localdomain _Stemd[l]:

Aug 25 18 :08 Cent0S7.localdomain sshd[8242]: Server listening on 0.0.0.0 port 22.
]
]

Stopped OpenSSH server daemon.
Starting OpenSSH server daemon...

Aug 25 18 :08 Cent0S7.localdomain sshd[8242]:
Aug 25 18:29:08 Cent0S7.localdomain systemd[1]:
[root@Cent0S7 ~1#

Server listening on :: port 22.
Started OpenSSH server daemon.
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2.1.2 EH Rsyslog Ef

(1) & rsyslog hRA

# rsyslogd -v

[root@Cent057 ~]# rsyslogd -v
rsyslogd 7.4.7, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Buntime Instrumentation {(slow code
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0ST ~]#

(2) EH rsyslog EH

# yum -y install rsyslog

Dependency Installed:
bc.x86_64 0:1.06.95-13.e17 libaio.x86_64 0:0.3.109-13.el7 libfastjson.x86_64 0:0.99.4-3.el7 1z4.x86_64 0:1.8.3-1.e17

Updated:
centos-release.x86_64 0:7-9.2009.1.el7.centos dracut.x86_64 0:033-572.el17 initscripts.x86_64 0:9.49.53-1.e17_9.1 1lvm2-1ibs.x86_64 7:2.02.187-6.e17_9.5

rsyslog.x86_64 0:8.24.0-57.e17_9.1

Dependency Updated:
cryptsetup-1libs.x86_64 0:2.0.3-6.el7 device-mapper.x86_64 7:1.02.170-6.el17_9.5 device-mapper-event.x86_64 7:1.02.170-6.e17_9.5
device-mapper-event-1ibs.x86_64 7:1.02.170-6.e17_9.5 device-mapper-1libs.x86_64 7:1. 170-6.e17_9. device-mapper rsistent-data.x86_64 0:0.8.5-3.e17_9.2
dracut-config-rescue.x86_64 0:033-572.el7 dracut-network.x86_64 0:033-57 glib2.x86_64 0:2.56.1-9.e17_9
kmod.x86_64 0:20-28.el7 libgudevl.x86_64 0:219-78.el7_ lvm2.x86_64 7:2.02.187-6.e17_9.5
systemd.x86_64 0:219-78.e17_9.3 systemd-1ibs.x86_64 0:219-78.e17_9.3 systemd-sysv.x86_64 0:219-78.e17_9.3

Complete!
[root@Cent0S7 ~]#

(3) &R rsyslog hRA

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: x86_ 64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE _REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator: system default
Runtime Instrumentation (slow code): [ [s]
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@CentDsS7 ~]#
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2.1.3 §&%E Rsyslog ## 2% SSH log

(1) #REE rsyslog RREE

# vi /etc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(2) XA authpriv.* « T8 syslogfacility-text "auth" or "authpriv" & Z /% /var/log/secure M #% 5% %l N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

41 BB FE A A N-Reporter % %% IP address

(3) = rsyslog ARFEMHIE rsyslog ARFEIES

# systemctl restart rsyslog && systemctl status rsyslog

[root@Cent0S7 ~]# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 22:57:40 CST; 7ms ago
Docs: man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 8284 (rsyslogd)
CGroup: /system.slice/rsyslog.service
L8284 /usr/sbin/rsyslogd -n

Aug 25 22:57:40 Cent0S7.localdomain systemd[1]: Starting System Logging Service...

Aug 25 22:57:40 Cent0S7.localdomain rsyslogd[8284]: [origin software="rsyslogd" swVersion="8.24.0-55.el7" x-pid="8284" x-info="http://www.rsyslog..."] start
Aug 25 22:57:40 Cent0S7.localdomain systemd[1]: Started System Logging Service.

Hint: Some lines were ellipsized, use -1 to show in full.

[root@Cent0S7 ~]#
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2.3 CentOS 8
2.3.1 #R#g SSH RREME

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

t@Cent0S8 ~1# vi /etc/ssh/sshd _config

(2) FE#% Facility AUTHPRIV F Loglevel INFO - #73& Facility AUTH # Loglevel VERBOSE Ff#fizH 2
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#lLogLevel INFO

LogLevel VERBOSE

(3) =R SSH PRFEMNTER SSH R IER

# systemctl restart sshd && systemctl status sshd

[root@Cent0S8 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 23:19:01 CST; 1llms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 5849 (sshd)
Tasks: 1 (limit: 23465)
Memory: 1.1M
CGroup: /system.slice/sshd.service
L5849 /usr/sbin/sshd -D —oCiphers:aesZSG—gcm@openssh.com,chacha20—polyl305@openssh.com,aesZSG—ctr,aesZSﬁ—cbc,aele%—gcm@openssh.com,ae5123—ctr,ai

25 23:19:01 Cent0S8.localdomain systemd[1]: sshd.service: Succeeded.

25 23:19:01 Cent0S8.localdomain systemd[1]: Stopped OpenSSH server daemon.

25 23:19:01 Cent0S8.localdomain systemd[1]: Starting OpenSSH server daemon...
23:19:01 Cent0S8.localdomain sshd[5849]: Server listening on 0.0.0.0 port 22.
23:19: Cent0S8.1localdomain sshd[5849]: Server listening on :: port 22.

23:19:01 Cent0S8.localdomain systemd[1]: Started OpenSSH server daemon.
[root@Cent0S8 ~]#
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2.3.2 5% %€ Rsyslog ## 3% SSH log

(1) & rsyslog hRA

# rsyslogd -v

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.2102.0-8.el8 (aka 2021.02) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /var/run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~1#

(2) #m¥E rsyslog.conf R EME

# vi /etc/rsyslog.conf

[root@Cent0S8 ~]# vi /etc/rsyslog.conf

(3) FEAZ authpriv.* « HTIE syslogfacility-text "auth" or "authpriv" & F /X /var/log/secure M §% % 5| N-Reporter
#authpriv.* Ivar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

4 B FEMIFAE A N-Reporter % %% IP address
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(4) E R rsyslog ARFEFNTERD rsyslog RFELEE

# systemctl restart rsyslog && systemctl status

[root@Cent0S8 ~]# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 23:23:24 CST; 8ms ago
Docs: man:rsyslogd(8)
https://www.rsyslog.com/doc/
Main PID: 5900 (rsyslogd)
Tasks: 3 (limit: 23465)
Memory: 3.0M
roup: /system.slice/rsyslog.service
L5900 /usr/sbin/rsyslogd -n

25 23:23:24 Cent0S8.localdomain systemd[1]: rsyslog.service: Succeeded.

25 23:23:24 Cent0S8.localdomain systemd[1]: Stopped System Logging Service.

25 23:23:24 Cent0S8.localdomain systemd[1]: Starting System Logging Service...

25 23:23:24 Cent0S8.localdomain rsyslogd[5900]: [origin softwar rsyslogd" swVersio| 8.2102.0-8.e18" x-pid="5900" x-inf https://www.rsyslog.com"] stH

25 23:23:24 Cent0S8.localdomain systemd[1]: Started System Logging Service.

25 23:23 Cent0S8.1localdomain rsyslogd[5900]: imjournal: journal files changed, reloading... [v8.2102.0-8.el8 try https://www.rsyslog.com/e/0 ]
[root@Cent0S8 ~]#
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3. OracleLinux
3.1 OracleLinux 6
3.1.1 #R¥8 SSH RREE
(1) #R¥§ sshd_config 7% E1E

# vi /etc/ssh/sshd_config

[root@0raclelLinux6 ~]# vi /etc/ssh/sshd_config

(2) XA Facility AUTHPRIV F1 Loglevel INFO - #7138 Facility AUTH F] Loglevel VERBOSE F¥#AAEILE
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and Fascistlogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LogLevel VERBOSE

(3) =R SSH PRFEMNTER SSH R IER

# service sshd restart && service sshd status

[root@0racleLinuxb ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 7779) is running...
[root@racleLinuxb ~]#

29 i

W ral Liiel



3.1.2 E# Rsyslog8 E

(1) & rsyslog hRA

# rsyslogd -v

[root@raclelLinuxb ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP: Yes
FEATURE LARGEFILE: No
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@iraclelLinux6 —~]#

(2) & rsyslog repository X EIE
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@raclelLinux6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 44 0 0:00:05 0:00:05 --:--:-- 1182
[root@racleLinux6 ~]#

(3) E# rsyslog EXF

Dependency Installed:
libestr.x86 64 0:0.1.11-1.el6 libfastjson4.x86 64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.e16

Complete!
[root@raclelLinuxt ~]#
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http://rpms.adiscon.com/v8-stable/rsyslog.repo

(4) T rsyslog hRA

[root@JIraclelinuxb ~1# rsyslogd -v
rsyslogd

8.2010.0 (aka 2020.10) compiled with:
PLATFORM:
PLATFORM (lsb_release -d):
FEATURE REGEXP :
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:
Runtime Instrumentation (slow code):
uuid support:
systemd support:
Config file:
PID file:

Number of Bits in RainerScript integers:

31

Xx86_64-redhat-linux-gnu

Yes

No

No

Yes

Yes

system default

No

Yes

No
fetc/rsyslog.conf
/var/run/syslogd.pid
64

See https://www.rsyslog.com for more information.
[root@lraclelinuxb ~]#
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3.1.3 §& % Rsyslog ## 3% SSH log

(1) #REE rsyslog RREE

# vi letc/rsyslog.conf

[root@raclelLinuxt ~]# vi /etc/rsyslog.conf

(2) #E#% imjournal fE4H
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

(3) 5 OmitLocallogging

# Turn off message reception via local log socket;

# local messages are retrieved through imjournal now.
#$0mitLocallLogging on

(4) XA authpriv.* « 138 syslogfacility-text "auth" or "authpriv" & Z /% /var/log/secure M #% 5% 5| N-Reporter
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}
# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

B X FEMIFE A N-Reporter %4t IP address

(5) ERY rsyslog ARISFNTEFD rsyslog ARFFIEE

# service rsyslog restart && service rsyslog status

[root@lraclelLinux6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 7868) is running...
[root@racleLinuxt ~]#
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3.2 OracleLinux 7
3.2.1 #REE SSH X EHE

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

[root@JraclelLinux/ ~]# vi /etc/ssh/sshd_config

(2) XA Facility AUTHPRIV F1 Loglevel INFO - #73& Facility AUTH F] Loglevel VERBOSE F#ARzILE2

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#lLoglLevel INFO

LogLevel VERBOSE

(3) ERI SSH ARFE A& SSH ARFEZIES
# systemctl restart sshd && systemctl status sshd

[root@raclelLinux?7 ~]1# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 15:56:32 CST; 27ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Main PID: 11169 (sshd)
CGroup: /system.slice/sshd.service
L-11169 /usr/sbin/sshd -D

Aug 25 15:56:32 OraclelLinux7.localdomain systemd[1]: Starting OpenSSH server daemon. ..
Aug 25 15:56: OracleLinux?.localdomain

Aug 25 15:5 2 OraclelLinux7.localdomain

Aug 25 15:56:32 Oraclelinux7.localdomain

[root@lraclelLinux? ~]#
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3.2.2 5% Rsyslog ## 2% SSH log

(1) & rsyslog hRA

# rsyslogd -v

[root@raclelLinux7 ~]# rsyslogd -v
rsyslogd 8.24.0-38.el7, compiled with:
PLATFORM: Xx86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
bdbit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@0racleLinux? ~]#

(2) #REE rsyslog RREME
# vi /etc/rsyslog.conf

[root@racleLinux/ ~]# vi /etc/rsyslog.conf

(3) FEAZ authpriv.* « HTIE syslogfacility-text "auth" or "authpriv" & F /X /var/log/secure M7 §% 5% 5| N-Reporter
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv Tile has restricted access.
#authpriv.* fvar/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

4 B FEMIFAE A N-Reporter % %% IP address
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(4) E R rsyslog ARFEFNTERD rsyslog RFELEE

# systemctl restart rsyslog && systemctl status

[root@racleLinux7 ~]# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 15:59:55 CST; 4ms ago
Docs: man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 11180 (rsyslogd)
CGroup: /system.slice/rsyslog.service
L-11180 /usr/sbin/rsyslogd -n

Aug 25 15:59:55 OraclelLinux7.localdomain systemd[1]: Starting System Logging Service

Aug 25 15:59:55 OracleLinux7.localdomain rsyslogd[11180]: [origin software="rsyslogd" swVersion="8.24.0-38.el7" x-pid="11180" x-info="http://www.r...] start
Aug 25 15:59:55 OracleLinux7.localdomain systemd[1]: Started System Logging Service.

Hint: Some lines were ellipsized, use -1 to show in full.

[root@Oracl nux7 ~1#
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4. Debian11
4.1 #mEE SSH FRENE

(1) #m¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

root@ebianll:~# vi /etc/ssh/sshd_config

(2) 52 Loglevel INFO - FT1Z Facility AUTH F Loglevel VERBOSE #*#HT 2
SyslogFacility AUTH

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#lLoglLevel INFO

LoglLevel VERBOSE

(3) E R SSH BRFEFNTES SSH R IER

# systemctl restart ssh && systemctl status ssh

root@ebianll:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/Lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 16:35:24 CST; 10ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Process:
Main PID: 527 (sshd)
Tasks: 1 (limit: 4668)
Memory: 1.1M
CPU: 1l4ms
CGroup: /system.slice/ssh.service
L 527 sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups

Aug 25 16:35:24 Debianll systemd[1l]: Starting OpenBSD Secure Shell server..
Aug 25 16: 4 Debianll sshd[527]: Server listening on 0.0.0.0 port 22.
Aug 25 16: 4 Debianll Server listening on :: port 22.

Aug :24 Debianll Secure Shell server.
root@ebianll:~#
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4.2 % 7E Rsyslog 2 £% SSH log

(1) #8E rsyslog hRA

root@ebianll:~# rsyslogd -v
rsyslogd 6.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: Jrun/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

(2) #REE rsyslog RREME

# vi /etc/rsyslog.conf

root@ebianll:~# vi /etc/rsyslog.conf
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(3) &R auth,authpriv.* - F71Z syslogfacility-text "auth" or "authpriv" & 7758 /var/log/auth.log I # 2% F| N-Reporter
#auth,authpriv.* Ivar/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

#

# First some standard log files. Log by facility.

#

#auth,authpriv.#* Jvar/log/auth.log
* #-auth,authpriv.none -/var/log/syslog

#cron.* /var/log/cron.log

daemon . * -/var/log/daemon.log

kern.#* -/var/log/kern.log
-/var/log/1pr.log
-/var/log/mail.log
-/var/log/user.log

# Send SSH log to N-Reporter
if (%syslogfacility-text == "auth" or %$syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A B FEIE I AN-Reporter Z24%IP address

(4) E R reyslog ARFEFNTERD rsyslog RFELEE
# systemctl restart rsyslog && systemctl status rsyslog

root@ebianll:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 16:41:27 CST; 5ms ago
TriggeredBy: @ syslog.socket
Docs: man:rsyslogd(8)
man:rsyslog.conf(5)
https://www.rsyslog.com/doc/
Main PID: 557 (rsyslogd)
Tasks: 4 (limit: 4668)
Memory: 848.0K
CPU: 3ms
CGroup: /system.slice/rsyslog.service
L557 /usr/sbin/rsyslogd -n -iNONE

25 i4.: Debianll systemd[1]: rsyslog.service: Succeeded.

25 w4 Debianll systemd[1]: Stopped System Logging Service.

25 :41: Debianll rsyslogd[557]: imuxsock: Acquired UNIX socket '/run/systemd/journal/syslog’' (fd 3) from systemd. [v8.2102.0]

25 :41: Debianll systemd[1]: Starting System Logging Service...

25 i4.: Debianll rsyslogd[557]: [origin software="rsyslogd" swVersion="8.2102.0" x-pid="557" x-info="https://www.rsyslog.com"] start

25 3

2 Debianll systemd[1]: Started System Logging Service.
root@ebianll:~#
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5. Ubuntu
5.1 Ubuntu 18
5.1.1 #%#§ SSH R EME

(1) #%¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

root@buntuld:~# vi /etc/ssh/sshd_config

(2) XA Loglevel INFO - #71Z Facility AUTH F Loglevel VERBOSE AN 2
SyslogFacility AUTH

#LogLevel INFO

LogLevel VERBOSE

SyslogFacility AUTH

Loglevel VERBOS

(3) E R SSH BRFEFNTES SSH ARFEIER

# systemctl restart ssh && systemctl status ssh

root@buntuld:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 09:42:07 UTC; 5ms ago
Process: 1978 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1991 (sshd)
Tasks: 1 (limit: 4590)
CGroup: /system.slice/ssh.service
L-1991 /usr/sbin/sshd -D

Aug 25 09:42:07 Ubuntul8 systemd[1]: Starting OpenBSD Secure Shell server...
Aug 25 09:42:07 Ubuntul8 sshd[1991]: Server listening on 0.0.0.0 port 22.
Aug 25 09:42:07 Ubuntul8 sshd[1991]: Server listening on :: port 22.

Aug 25 09:42:07 Ubuntul8 systemd[1]: Started OpenBSD Secure Shell server.
root@buntulg:~#
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5.1.2 5% % Rsyslog ## 2% SSH log

(1) & rsyslog hRA

# rsyslogd -v

root@buntul8:~# rsyslogd -v

rsyslogd 8.32.0, compiled with:
PLATFORM:
PLATFORM (1lsb_release -d):
FEATURE REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:
Runtime Instrumentation (slow code):
uuid support:
systemd support:
Number of Bits in RainerScript integers:

See http://www.rsyslog.com for more information.
root@buntul8:~#

(2) #m¥E rsyslog Y 50-default.conf ERTEIE

x86 _64-pc-linux-gnu

Yes
Yes
No
Yes
Yes
system default
No
Yes
Yes
64

# vi /etc/rsyslog.d/50-default.conf

root@buntul8:~# vi /etc/rsyslog.d/50-default.cont
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(3) &R auth,authpriv.* - F71Z syslogfacility-text "auth" or "authpriv" & 7758 /var/log/auth.log I # 2% F| N-Reporter
#auth,authpriv.* Ivar/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

+ ¥-auth,authpriv.none -/var/log/syslog

kern.* -/var/log/kern.log

mail.* -/var/log/mail.log

if ($syslogfacility-text == or $syslogfacility-text
then { action(type= File= )
action(type= Target= Port= Protocol= )}

A X FEAIEE AN-Reporter 2 #5IP address

(4) E A rsyslog ARFEFNHERR rsyslog BRFEIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@buntul8:~# systemctl restart rsyslog && systemctl status rsyslog
@ rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 09:48:51 UTC; 6ms ago
Docs: man:rsyslogd(8)

http://www.rsyslog.com/doc/
Main PID: 2028 (rsyslogd)
Tasks: 4 (limit: 4590)
CGroup: /system.slice/rsyslog.service
L2028 /usr/sbhin/rsyslogd -n
root@buntul8:~#
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5.2 Ubuntu 20

5.2.1 #R#g§ SSH FREME

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

root@buntu20:~# vi /etc/ssh/sshd_config

(2) 52 Loglevel INFO - FT1Z Facility AUTH F Loglevel VERBOSE #* 4l 2
SyslogFacility AUTH

#LogLevel INFO

LogLevel VERBOSE

ogFacility AUTH

LogLevel VERBOSE

(38) ERI SSH ARFZ A& SSH ARFEIESR

# systemctl restart ssh && systemctl status ssh

root@buntu20:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-88-25 09:55:35 UTC; 8ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Process: 1051 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1069 (sshd)
Tasks: 1 (limit: 4580)
Memory: 1.5M
CGroup: /system.slice/ssh.service
L1069 sshd: /usr/sbin/sshd -D [listener] 0 of 10-1080 startups

Aug 25 09:55:35 ubuntu20 systemd[1l]: Starting OpenBSD Secure Shell server...
i

Aug 25 09:55:35 ubuntu20 sshd[1069]: Server listening on 0.0.0.0 port 22.
Aug 25 09:55:35 ubuntu20 sshd[1069]: Server listening on :: port 22.

Aug 25 09:55:35 ubuntu20 systemd[1l]: Started OpenBSD Secure Shell server.
root@buntu20:~#
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5.2.2 5% Rsyslog ## 2% SSH log

(1) & rsyslog hRA

root@ubuntu20:~# rsyslogd -v
rsyslogd 8.2001.0 (aka 2020.01) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
b4bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@buntu20: ~#

(2) #m¥E rsyslog HY 50-default.conf Z&TE1E

# vi /etc/rsyslog.d/50-default.conf

root@buntu20:~# vi /etc/rsyslog.d/50-default.conf
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(3) &R auth,authpriv.* - F71Z syslogfacility-text "auth" or "authpriv" & 7758 /var/log/auth.log I # 2% F| N-Reporter
#auth,authpriv.* Ivar/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

+ *-auth,authpriv.none -fvar/log/syslog

kern.* -/var/log/kern.log

mail.* -/var/log/mail.log

it ($syslogfacility-text == or $syslogfacility-text ==
then { action(type= File= )
action(type= Target= Port= Protocol= 1}

A X FEAIEE AN-Reporter 2 #5IP address

(4) E A rsyslog ARFEFNHERR rsyslog BRFEIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@buntu20:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 10:00:49 UTC; 8ms ago
TriggeredBy: e syslog.socket
Docs: man:rsyslogd(8)
https://www.rsyslog.com/doc/
Main PID: 1127 (rsyslogd)
Tasks: 4 (limit: 4580)
Memory: 1.0M
CGroup: /system.slice/rsyslog.service
L1127 /usr/sbin/rsyslogd -n -iNONE

25 10:00:49 ubuntu20 systemd[1]: Starting System Logging Service...

25 10:00:49 ubuntu20 rsyslogd[1127]: imuxsock: Acquired UNIX socket '/run/systemd/journal/syslog' (fd 3) from systemd. [v8.2001.0]

25 10:00:49 ubuntu20 systemd[1l]: Started System Logging Service.

25 10:00:49 ubuntu20 rsyslogd[1127]: rsyslogd's groupid changed to 110

25 10:00:49 ubuntu20 rsyslogd[1127]: rsyslogd's userid changed to 104

25 10:00:49 ubuntu20 rsyslogd[1127]: [origin software="rsyslogd" swVersion="8.2001.0" x-pid="1127" x-info="https://www.rsyslog.com"] start
root@buntu20:~#
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6. SUSE 15
6.1 #REE SSH FXEFE

(1) #m¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

"~ W

(2) &E## Loglevel INFO - #T1Z Facility AUTH F] Loglevel VERBOSE #¥#H&H 2

SyslogFacility AUTH
LogLevel VERBOSE

AUTH

(3) E R SSH BRFEFNTES SSH ARFEIER

# systemctl restart sshd && systemctl status sshd

&& systemctl status d

rvice;
01:33:12

startups”

ng server k
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6.2 EXE Rsyslog % 2% SSH log

(1) & Rsyslog hRA
rsyslogd -v
rsyslogd 8.2106.0 (aka 2021.06) compiled with:
PLATFORM: x86 64-suse-linux-gnu
PLATFORM (lsb release -d):
FEATURE REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations s rted:
64bit Atomic operations ¢
memory allocator: system default
Runtime Instrumentation (slow code): NoO
uuid s )
nfig file:
/var/run/rsys
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.

(2) #7318 rsyslog BY 100-sshd.conf FREE
# vi /etc/rsyslog.d/100-sshd.conf
' /110-55

(3) RRE SSH log & F M /var/log/auth.log W#EE%%F] N-Reporter
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

t ==
mfile” ,
omfwd" Targ .50 rt="514" Prot« 1="udp") }

== "authpriv")

A BXFENIE#H AN-Reporter 245 IP address
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(4) E R rsyslog ARFEFNTERD rsyslog RFELEE
# systemctl restart rsyslog && systemctl status rsyslog

3) from

"h
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/. Solaris
7.1 Solaris 10
7.1.1 #%#5 SSH FREME

(1) #%¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

# vi /etc/ssh/sshd_config

(2) &7 SyslogFacility A Loglevel F¥AHFIE

SyslogFacility auth
LogLevel verbose

# Syslog facility and level
SyslogFacility auth

LoglLevel verbose

(38) ERI SSH RR#%
# svcadm restart svc:/network/ssh:default
# svcadm restart svc:/network/ssh:default

(4) T&8 SSH FRFEIER

# svcs ssh
STATE STIME FMRI

online 14:49:19 svc:/network/ssh:default
#
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7.1.2 %% syslog ¥ 2% SSH log

(1) &R system-log FRFZAUAREE

# svcs system-log

# svcs system-log
STATE STIME FMRI

online 14:40:16 svc:/system/system-log:default
#

(2) #REE syslog BREIE
# vi /etc/syslog.conf

# vi /etc/syslog.conf

(3) R E#E 2! N-Reporter

#5end S5SH log to N-Reporter
auth.debug

&% facility.severity #E 2 /E$ <tab> - MIFZEH <space> °
A B X FEMIFEE A N-Reporter %%t IP address

(4) ERY syslog IRFEFMERD syslog RFELEE
# svcadm restart system/system-log:default
# svcs system-log

# svcadm restart system/system-log:default

# svcs system-1log

STATE STIME FMRI

online 15:06:39 svc:/system/system-log:default
#
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7.2 Solaris 11

7.2.1 #R¥g SSH RREME

(1) #m¥E sshd_config FREE

# vi /etc/ssh/sshd_config

root@olarisll:~# vi /etc/ssh/sshd_config

(2) FEfR Loglevel INFO - HT3E SyslogFacility auth F1 LoglLevel verbose FEABRIE

SyslogFacility auth

#LogLevel INFO

LogLevel verbose

# Syslog facility and level
SyslogFacility auth
#lLoglLevel info

LogLevel verbose

(38) ERI SSH ARFZ A& SSH ARFEIESR

# svcadm restart svc:/network/ssh:default
# svcs ssh

root@Solarisll:~# svcadm restart svc:/network/ssh:default
root@solarisll:~-# svcs ssh

STATE STIME FMRI
online 23:51:12 svc:/network/ssh:default
root@Solarisl]:—-#
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7.2.2 BEETEER syslog T rsyslog ARFS

7.2.2.1 &7 syslog ¥ % SSH log

(1) &R system-log ARFZAUAREE

# svcs system-log

root@solarisll:~# svcs system-1log
STATE STIME FMRI

disabled 23:30:15 svc:/system/system-log:rsyslog
online 23:30:58 svc:/system/system-log:default
root@solarisll:~#

(2) 4RH¥E syslog FREIE
# vi /etc/syslog.conf

root@olarisll:~# vi /etc/syslog.conf

(3) ERE#E 5 Z] N-Reporter
# Send SSH log to N-Reporter

auth.*

#Send 55H log to N-Reporter
auth.=* @192.168.3.50

&t facility.severity 2 E ¥ /EHE <tab> - MIFZEH <space> °

A B X FEMIFEE A N-Reporter %4t IP address

(4) ERY syslog ARF%

# svcadm restart system/system-log:default

# svcs system-log

root@solarisll:~# svcadm restart system/system-log:default
root@Solarisll:~# svcs system-log

STATE STIME FMRI

disabled 23:30:15 svc:/system/system-log:rsyslog
online 23:55:39 svc:/system/system-log:default
root@solarisll:~#
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7.2.2.2 &7 rsyslog i 2% SSH log

(1) &R system-log FRFZAUAREE
# svcs system-log

root@olarisll:~# svcs system-log
STATE STIME FMRI

disabled 23:57:42 svc:/system/system-log:default
online 23:59:58 svc:/system/system-log:rsyslog
root@solarisll:~#

(2) ¥ & rsyslog hRA

root@Solarisll:~# /usr/lib/rsyslog/rsyslogd -v
rsyslogd 6.15.0, compiled with:
PLATFORM: x86 64-pc-solaris2.11
PLATFORM (1lsb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@solarisll:~#

(3) #73E rsyslog BY 100-sshd.conf FREE

# vi /etc/rsyslog.d/100-sshd.conf

root@Solarisll:~# vi /etc/rsyslog.d/100-sshd.conf
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(4) FRTE SSHlog F&TE AL /var/log/authlog i 8% F| N-Reporter
# Send SSH log to N-Reporter
if (syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/authlog")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send SSH log to N-Reporter
if ($syslogfacility-text "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/authlog")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A B X FEAIE 8 AN-Reporter 2 #5IP address

(5) E X rsyslog ARFEFNFERR rsyslog BRFEIEE

# svcadm restart svc:/system/system-log:rsyslog && svcs system-log:rsyslog

# svcs system-log

root@Solarisll:~# svcadm restart svc:/system/system-log:rsyslog && svcs system-log:rsyslog
STATE STIME FMRI

online* 23:59:58 svc:/system/system-log:rsyslog
root@Solarisll:~# svcs system-log

STATE STIME FMRI

disabled 23:57:42 svc:/system/system-log:default
online 0:05:17 svc:/system/system-log:rsyslog
root@Solarisll:~#
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8. HP-UX

HP-UX sshd syslog:

(1) #m¥E sshd_config FREIE

# vi /opt/ssh/etc/sshd_config

(2) #/7E SyslogFacility AUTH &I LogLevel VERBOSE
SyslogFacility AUTH
LogLevel VERBOSE

(3) =1k SSH AR
/sbin/init.d/secsh stop

|

(4) BXED SSH RR¥%
/sbin/init.d/secsh start

|

(5) &B%E SSH EfE
ps -ef | grep sshd

|

(6) #RH¥E syslog FREIE

vi /etc/syslog.conf

|

(7) 2 25Z! N-Reporter
# Send SSH log to N-Reporter
auth.info @

&F: facility.severity B EI /) 7H3% <tab> - M3IFZE R <space> ©
B X FEMIFEE A N-Reporter % #t IP address

(8) = IE syslogd BRFEFNELEN syslogd ARTE

# /sbin/init.d/syslogd stop

# Isbin/init.d/syslogd start
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9. AIX7

(1) #%¥E sshd_config FREIE

vi /etc/ssh/sshd_config

|

(2) #/7E SyslogFacility AUTH Al LoglLevel VERBOSE
SyslogFacility AUTH
LogLevel VERBOSE

(3) =1k SSH AR#%

stopsrc -s sshd

|

(4) BXED SSH RR#%

startsrc -s sshd

|

(5) 4RH¥E syslog FREIE

vi /etc/syslog.conf

|

(6) EREEE 25 Z] N-Reporter

# Send SSH log to N-Reporter

auth.debug @

A B X FEMIFEE A N-Reporter %4t IP address

(7) fF 1k syslog BR#%

stopsrc -s syslogd

|

(8) RXED syslog ARFE

startsrc -s syslogd

|
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10. FreeBSD 12
10.1 #R¥E§ SSH =X ELE

(1) #m¥E sshd_config FREIE

# vi /etc/ssh/sshd_config

root@rreeBSD12:~ # vi /etc/ssh/sshd_config

(2) 52 Loglevel INFO - FT1Z SyslogFacility AUTH F1 Loglevel VERBOSE #*#AFH 2

SyslogFacility AUTH

#LogLevel INFO

LogLevel verbose

# Logging
SyslogFacility AUTH
#lLogLevel INFO
LogLevel VERBOSE

(38) ERI SSH ARFZ A& SSH ARFEIESR

root@FreeBSD12:~ # service sshd restart && service sshd status
Performing sanity check on sshd configuration.

Stopping sshd.

Waiting for PIDS: 957.

Performing sanity check on sshd configuration.
Starting sshd.

sshd is running as pid 998.

root@FreeBSD12:~ #
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10.2 %7€ syslog 8% SSHlog

(1) #REE syslog REME
# vi /etc/syslog.conf

root@rreeBSD12:~ # vi /etc/syslog.conf

(2) = E #3252 N-Reporter
# Send SSH log to N-Reporter
auth.*;authpriv.*

#Send SSH log to N-Reporter
auth.*;authpriv.=*

5%: facility.severity B E /783 <tab> - M3FZE R <space> °
41 BB FEMiFA A N-Reporter % %t IP address

(38) ERA syslog BRFE
# service syslogd restart

root@rreeBSD12:~ # service syslogd restart
Stopping syslogd.

Waiting for PIDS: 459.

Starting syslogd.

root@FreeBSD12:~ #

(4) W& syslog FRIFIEE

# service syslogd status

root@rreeBSD12:~ # service syslogd status

syslogd is running as pid 1048.
root@rreeBsSD12:~ #
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11. N-Reporter

(1) #71E SSH audit 21

[REEE] > [RERARE] -> 3E i)
%) i-Reporter &
. Admin (Global) ¥ B mne /| FHBEEE / SEEHLE

i BEERE

2
Q
°
«
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