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Information flow security for cross-domain components

, ublic data
trusted writer —< P > trusted reader

secret data

2 DST . Science and Technology for Safeguarding Australia



Information flow security for cross-domain components

: ublic data
trusted writer —< P = untrusted reader
secret data

2 DST . Science and Technology for Safeguarding Australia



Value-dependent information flow security (IFS)

. ublic data
trusted writer —< P
secret data

sync_write(dataType secret) :
while (= CAS(z, 0, 1)) {
while (z # 0) {}
}
X =

secret;
z=1
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\

PO
proof obligation to guarantee IFS
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Information flow in concurrent programs
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Information flow in concurrent programs

public data

= untrusted reader

trusted writer —<

secret data

sync_write(dataType secret) :

while (= CAS(z,0, 1)) {
} while (z # 0) {}

sync_read : dataType
dataType y;

if (CAS(Z0, 2)) {

(X = secret; J ;
P —— return y;
X =
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Information flow in concurrent programs

. ublic data
trusted writer —< P T untrusted reader

secr et data
sync_write(dataType secret) : sync_read : dataType
while (= CAS(z, 0, 1)) { dataType y;
while (z # 0) {} if (CAS(z, 0,2)) {

Y =X
X := secret; z = 0;

return y;
x = 0; }
z = 0;
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Information flow in concurrent programs

public data

trusted writer —<

secret data

sync_write(dataType secret) :

while (= CAS(z, 0, 1)) {
while (z # 0) {}

X := secret;

x:=0
7

=0

= untrusted reader
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Information flow in concurrent programs

: ublic data
trusted writer —< P = untrusted reader
secr et data

sync_write(dataType secret) :
while (= CAS(z, 0, 1)) {
while (z # 0) {} Rmd rely condition

X := secret; (x=x") A (z=1 = z=2)

x = 0;
Z )

guarantee condition
gw'ritc = Rwritc
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Information flow in concurrent programs

public data

trusted writer —<

secret data

sync_write(dataType secret) :

while (= CAS(z, 0, 1)) {
while (z # 0) {}

X := secret;

x:=0
7

=0

stable R(PO)

= untrusted reader

Rrea ,  rely condition

(x=x") A (z=1 = z=2")

stabler(p) = p AR = p'
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.
Proof Obligations to guarantee IFS

Sec: lattice of security values (e.g., true as low and false as high)
L : Var — Pred security classification (value dependent)
security level of data held in a variable (~ ['f)

eg., L(x)=(z#1) and L(z) = true
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Backwards analysis via weakest precondition reasoning

wp(c, Q):finds all states for which instruction ¢ results in states Q
wpif (c, Q) = PO(c) A wp(c, Q)
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Backwards analysis via weakest precondition reasoning

wp(c, Q):finds all states for which instruction ¢ results in states Q

wpif (¢, Q) = PO(c) A wp(c, Q)
Po ==> PO(while...) |\ wp(while, _)
sync_write(dataType secret) :
while (= CAS(z, 0, 1)) {
while (z # 0) {}

PO(x:=secret) \ wp(x:=secret, __)

X = secret;
PO(x:=0) \ wp(x:=0, _)
x = 0;
PO(z:=0)
7 = 0;

true
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Backwards analysis for concurrent programs

wpifrg(c, Q) = PO(c) A wp(c, Q) A
guar(c,G) A
(PO(c) A guar(c,G) A wp(c, Q))
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Backwards analysis for concurrent programs

wpifrg(c, Q) = PO(c) A wp(c, Q) A — pre(c)
guar(c,G) A
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Backwards analysis for concurrent programs

wpifrg(c, Q) = PO(c) A wp(c, Q) A — pre(c)
guar(c,G) A
stabler (PO(c) A guar(c,G) A wp(c, Q))
}3 ==> pre(while)\guar(_) Nstable ()
sync_write(dataType secret) :
while (- CAS(z, 0, 1)) { T~
while (z # 0) {}
}

pre(x:=secret) \guar(_) /N stable, () R
X = secret;
pre(x:=0) N\ guar(_) /N stable.()
x = 0;
pre(z:=0) N\ guar(_) N\ stable, ()

7 = 0; A/

true
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Conclusion
» general (rely/guarantee) approach to concurrency
» backwards analysis leads to simpler predicates (for IFS)
» based on standard verification techniques
» soundness proof in Isabelle/HOL
P automation:

» theorem prover via tactics
» custom-made analyser with interface to SMT solver

» analysis of assembly code
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