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&

Pen-testing a subway system

what this talk is
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b

evidence in court
(hopefully)

what this talk is not
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turnstile control boxes open...
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almost everywhere

D



computer screens visible through
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documents left in the open
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what we found on Ebay
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pick the hardware
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CharlieTicket
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2

try a cloning attack

Is value stored on the card?



Case 1:08-cv-11364-GAO Document 9-8 Filed 08/09/08 Page 26 of 97

2

you now have free subway
rides for life

If yes, then
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but you want more than that,
eh?

Oh,
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reverse engineering
The Charlie Ticket
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©

forging
The Charlie Ticket
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5

learn about your RFID card
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Non-linear filter
functions

(e

security of the MIFARE card
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3

security of the MIFARE card
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charlie card + reader FFT
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charlie card + reader FFT
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challenge/response pairs

sniffing the turnstile
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brute/force i

when all else fails
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Mahony, leuan (BOS - X75835) ——— ———

From: Marcia Hofmann [marcia@eff.org]

Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, leuan {BOS - X75835)

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Attachments: defcon-16-anderson-ryan-cheisa.pdf

defcon-16-ander
son-ryan-cheisa..
Dear Ieuan:

Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key
details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
slides have been included in a CD distributed to DEFCON attendees.

We will try to give vyou a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcia

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisco, CA 94110

tel: (415) 436-9333 x. 116 | fax: (415) 436-9993 marcia@eff.org | http://www.eff.org

Join EFF today! http://www.eff.org/support

ieuan.mahony@hklaw. com wrote:

Kurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inquiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a reguest.

I note that we still do not have your clients' presentation materials.
I am inclined to object to any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 2:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this information.

With that said, we remain interested in discussing an amicable
resolution. ©Once I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

VYV VYV VYV VY YV VYV VYV YV VY Y

Teuan
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*Holland + Knight*

*Teuan G. Mahony*
Partner

Holland & Knight LLP
10 St. James Avenue
Boston, Ma (02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahonyBhklaw.com

www.hklaw.com

*NOTICE: * This e-mail is from a law firm, Holland & Knight LLP
{"H&K"), and is intended sclely for the use of the individual (s} to
whom it is addressed. If you believe you received this e-mail in
error, please ncotify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If vyou
are not an existing client of H&K, do not construe anything in this
e-mail to make you a c¢lient unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you should maintain
its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.
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Mahony, leuan 1 (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Saturday, August 09, 2008 5:15 AM

To: ‘Marcia Hofmann'

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu; 'Swope, Jeffrey'; William Mitchell; Scott
Darling; Mahony, leuan (BOS - X75835)

Subject: RE: MBTA v Anderson ef al

Marcia:

I am circulating this now. Given the time, and Scott's flight, I am not sure how close a
review of the substance we will have by the hearing.

I have the following two reguests, and would appreciate a response as far in advance of
the hearing as you are able:

{1) Please let me know the time at which the slide deck was first distributed to DEFCON
attendees.

(2) Please let me know the relationship, if any, between (a}) the point in time the MIT
Undergrads understcod the MBTA wanted an opportunity to view these materials; and {b) the
point in time when the materials were distributed at DEFCON.

I will wait for your call, and would appreclate a response to the above two guestions.
Teuan

————— Original Message-----

From: Marcia Hofmann [mailto:marcia@eff.org]
Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, Teuan (BOS - X75835)

Cc: kurtleff.oryg; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Dear TIeuan:
Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key
details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
slides have been included in a CD distributed to DEFCON attendees.

We will try to give you a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcia

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisgco, CA 94110

tel: {415) 436-9333 x. 116 | fax: (415) 436-9993 marciaReff.arg | http://www.eff.org

Join EFF today! http://www.eff.org/support
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ieuan.mahony@hklaw.com wrote:

V VY V VYV VY YV VY Y VY Y VY Y VVYVYY Y Y VY Y Y Y VY Y Y YV VY Y Y Y VYV VYY Y VY

Kurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inguiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a request.

I nete that we still do not have your clients' presentation materials.
I am inclined to object to any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 9:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this Information.

With that said, we remain interested in discussing an amicable
resolution. Cnce I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

Teuan

*Holland + Knight*

*Teuan G. Mahony*
Partner

Holland & Knight LLP
10 St. James Avenue
Boston, MA 02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahony@hklaw.com

www.hklaw.com

*NOTICE: * This e-mail is from a law firm, Hol.land & Knight LLP
("H&K*), and is intended solely for the use of the individual(s) to
whom it is addressed. If you believe you received this e-mail in
error, please notify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If you
are not an existing client of H&K, do not construe anything in this
e-mail to make you a client unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you shcould maintain
its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.
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Mahony, leuan (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Saturday, August 09, 2008 5:26 AM

To: ‘Swope, Jeffrey'

Cc: 'Marcia Hofmann'; kurt@eff.org; jennifer@eff.org; jaren@mit.edu; William Mitchell; Scott
Darling; Mahony, leuan {BOS - X75835)

Subject: RE: MBTA v Anderson et al

Jeffrey:

I make the following request of you, again, as tar in advance cf the hearing as you are
able:

(1) Please state when MIT first become aware of this slide deck?

(2) Please state whether MIT at any point had access to a copy of this slide deck? If so,
when?

Thank you

Teuan

————— Original Message-----

From: Mahony, Ieuan {(BOS - X75835)

Sent: Saturday, August 09, 2008 5:15 AM

To: ‘Marcia HofImann'

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu; 'Swope, Jeffrey'; William Mitchell;
Scott Darling; Mahony, Ieuan (B0OS - X75835)

Subject: RE: MBTA v Anderscn et al

Marcia:
I am circulating this now. Given the time, and Scott's flight, I am not sure how close a
review of the substance we will have by the hearing.

I have the following two requests, and would appreciate a response as far in advance of
the hearing as you are able:

(1} Please let me know the time at which the slide deck was first distributed to DEFCON
attendees.

{2) Please let me know the relationship, if any, between (a) the point in time the MIT
Undergrads understood the MBTA wanted an copportunity to view these materials; and (b} the
point in time when the materials were distributed at DEFCON.

I will wait for your call, and would appreciate a response to the above two guestions.
Teuan

————— Original Message-----

From: Marcia Hofmann [mailtco:marcialeff.org]
Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, Ieuan (BCS - X75835)

Cc: kurtGeff.org; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Dear Ieuan:

Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key

details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
1
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slides have been included in a CD distributed to DEFCON attendees.

We will try to give you a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcla

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisco, CA 94110

tel: (415) 436-9333 x. 116 | fax: (415) 436-9993 marcia@eff.org | http://www.eff.org

Join EFF today! http://www.eff.org/support

ieuan.mahony@hklaw.com wrote:

Xurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inquiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a regquest.

I note that we still do not have your clients' presentation materials.
I am inclined to object teo any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 9:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this information.

Wwith that said, we remain interested in discussing an amicable
resclution. Once I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

Teuan

*Holland + Knight*

*Teuan G. Mahony™*
Partner

Holland & Xnight LLP
10 St. James Avenue
Boston, MA (02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahony@hklaw.com

www . hklaw.com

*NOTICE: * This e-mail is from a law firm, Helland & Knight LLP
{"H&K"), and is intended solely for the use of the individual{s) to
whom it is addressed. If you believe you received this e-mail in
error, please ncotify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If you
are not an existing client of H&K, do not construe anything in this
e-mail to make you a client unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you should maintain

2
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its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.



