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1. Introduction

In September 2016, responding to the increasing threat of wholesale payments fraud, the Committee on
Payments and Market Infrastructures (CPMI) announced the establishment of a task force (TF) to look into
the security of wholesale payments that involve banks, financial market infrastructures (FMIs) and other
financial institutions.® This TF developed a strategy to reduce the risk of wholesale payments fraud related
to endpoint security (hereafter “wholesale payments fraud”), which the CPMI published for public
consultation in September 2017. The final strategy reflects feedback received during that consultation.

The strategy’s primary aim is to encourage and help focus industry efforts to reduce the risk of
wholesale payments fraud and, in doing so, support financial stability. To that end, each CPMI member
central bank, and the CPMI as a whole, is committed to acting as a catalyst for effective and coherent
operationalisation of the strategy within and across jurisdictions and systems and will monitor progress
throughout 2018 and 2019 to determine the need for further action.

This report first discusses the wholesale payment ecosystem and endpoints, and the risk of
wholesale payments fraud, stressing the need for a holistic approach and coordination (Section 1). It then
presents the strategy, which comprises seven elements (Section 2). It then discusses the CPMI's plan to
promote, support and monitor local and global progress in operationalising the strategy (Section 3), with
due recognition of the need for flexibility to reflect the uniqueness of each system and jurisdiction,
including the legal, regulatory, operational and technological structures and constraints under which they
may operate.

1.1 Wholesale payment ecosystem and endpoints

A safe, reliable, secure and efficient wholesale payment system is an essential component of a well
functioning financial system. A wholesale payment system is connected by a supporting messaging
network with banks, FMIs and other financial institutions and service providers, forming a complex
ecosystem. Central banks have long had a special interest in the wholesale payment ecosystem, both as
owners and operators of wholesale payment systems and as overseers of these systems. Further, central
banks use a wholesale payment system for their monetary policy implementation and provision of liquidity
to maintain financial stability.

Fraud in the wholesale payment ecosystem is becoming increasingly sophisticated, and recent
examples have shown that weaknesses in security at one endpoint in the ecosystem can be exploited to
commit payments fraud. For the purposes of this note, an endpoint in the wholesale payment ecosystem
is defined to be a point in place and time at which payment instruction information is exchanged between
two parties in the ecosystem, such as between a payment system and a messaging network, between a
messaging network and a participant in the network, or between a payment system and a participant in

See www.bis.org/press/p160916.htm.
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the system.2 Endpoint security is built upon measures taken with respect to endpoint hardware,3 software,
physical access,* logical access,® organisation and processes.®

1.2 Risk of wholesale payments fraud and need for a holistic approach and
coordination

While wholesale payments fraud can cause material risks to individual financial institutions, it may also
have a broader systemic impact on a payment system, its ecosystem and the broader economy. Given the
interconnectedness of various stakeholders in the wholesale payment ecosystem, fraud may not only result
in financial losses and reputational risk at the compromised endpoint but, in an extreme case and in the
absence of appropriate arrangements within the ecosystem for preventing, detecting, responding to and
communicating about fraud, may also undermine confidence in the integrity of the entire system. If
participants have concerns about the security of the payments network, their own security or the security
of other participants, each of them may implement additional controls before releasing payments or may
limit or halt payment instruction processing. When confidence in the integrity of the entire system has
been lost, such individual precautionary actions could, in aggregate, create significant gridlock in payment
processing, reduce overall liquidity in the financial markets and potentially cause a build-up of unsettled
positions and bilateral credit exposures among financial institutions. In extremis, these actions could
ultimately impede economic activity and disrupt financial stability.

In addressing the potential risk of wholesale payments fraud to the financial system and broader
economy, a wholesale payment ecosystem faces distinct challenges. First, wholesale payments fraud is
becoming increasingly sophisticated and is expected to evolve further. Second, wholesale payments are
typically large-value, immediate and final, which may make them more susceptible to be targeted for fraud
in the first place and increase complexities in addressing the risk. Third, operators of wholesale payment
systems and messaging networks alone cannot verify and control every aspect of endpoint security, and
need to rely on those who control the endpoints or are closer to them to ensure that appropriate controls
are in place and operating effectively. Given the interconnectedness of financial networks, the efforts of
single parties may not achieve the expected benefit unless other connected parties also undertake
complementary efforts. Lastly, each participant of payment systems and messaging networks has inherent

It is important to note that the term “endpoint” in this document does not relate solely to parties at either end of a payment
transaction chain, but rather participants of wholesale payment systems or messaging networks that can transmit and receive
payment instructions on behalf of themselves or others.

Endpoint hardware may include mobile devices, laptop or desktop PCs, and other equipment such as servers and network
devices. Endpoint hardware may or may not be controlled directly by the operator of a wholesale payment system or messaging
network.

Physical access refers to the ability of people to physically gain access to a computer information system, where any such
unauthorised physical access could lead to security risks and fraud. This type of access includes actual hands-on, on-site access
to computer and network hardware (eg devices and data centres) or other parts of a hardware installation. Examples of
safeguards are progressively restricted security zones, locked doors and intrusion alarm systems.

Logical access refers to any type of interaction with hardware through remote access, where any such unauthorised logical
access could lead to security risks and fraud. This type of access generally features software-based tools, protocols and
procedures used for identification, authentication, authorisation and accountability in computer information systems. Examples
of safeguards are identity and access management, intrusion detection systems, firewalls, and logging and malware protection.

Processes, procedures, tools, personnel and functions invoked and/or deployed across the organisation to prevent, detect and
respond to any security risks and fraud. These govern, for example, activity sequences (eg the practice of requesting an approval
after a payment initiation), operators (eg segregation of duties and recurrent staff vetting policies), equipment (eg bring your
own device and USB policies) and/or time (eg transactions need to occur during working hours).

2 Reducing the risk of wholesale payments fraud related to endpoint security



incentives to guard against the risk of wholesale payments fraud to avoid potentially large financial losses
and reputational damage, and should be expected to bear primary responsibility for taking necessary
action. However, the broader economic impacts and social costs as described above may not be sufficiently
anticipated and internalised by all relevant parties, resulting in an insufficient level of action and investment
— individually and collectively — to reduce the risk of wholesale payments fraud.

All these factors point to the criticality of better understanding the full range of risks and the
need for better coordination. It is vital that all relevant stakeholders, including operators of wholesale
payment systems and messaging networks, their participants and relevant authorities, take a holistic and
more coordinated approach to guarding against the potential loss of confidence in the integrity of the
wholesale payment ecosystem as a whole.
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2. Strategy for reducing the risk of wholesale payments fraud related to endpoint
security

The strategy is designed to be taken into account by all relevant public and private sector stakeholders in
reducing the risk of wholesale payments fraud, including operators of wholesale payment systems and
messaging networks, their participants and the respective regulators, supervisors and overseers of these
operators and participants.” The strategy is composed of seven elements. These elements are designed to
work holistically to address all areas relevant to preventing, detecting, responding to and communicating
about fraud. These elements describe what should be done at a high level, recognising the need for
flexibility when approaching each element. Such flexibility will allow wholesale payment systems and
messaging networks to adopt and operationalise the elements in accordance with their unique
architecture and processes, while taking into account changes to their risk environment and the evolution
of risk management technologies and tools. In addition, based on input received during the public
consultation, Annex 1 provides a number of points that could be taken into consideration by operators,
participants and other relevant stakeholders as they move forward in developing or implementing their
plans for operationalising the strategy.

It should be noted that although the strategy is relevant for a number of risk management topics
that are covered by the 24 principles of the CPMI-IOSCO Principles for financial market infrastructures
(PFMI), the expectations in Annex F of the PFMI (“Oversight expectations applicable to critical service
providers”) and related guidance, including the CPMI-IOSCO Guidance on cyber resilience for financial
market infrastructures, the strategy is not intended to replace or supersede them. Nevertheless, since the
scope of this strategy complements some of these principles and expectations, the strategy could be taken
into account by wholesale payment systems and messaging networks as they consider their approaches
for observing the principles and expectations, where applicable and appropriate. More generally, the
strategy is designed to be taken into account by all relevant public and private sector stakeholders in
reducing the risk of wholesale payments fraud, including operators of a wholesale payment system or a
messaging network, their respective participants and the respective regulators, supervisors and overseers
of these operators and participants.

Element 1: Identify and understand the range of risks

The operator and participants of a wholesale payment system and those of a messaging network should
identify and understand the risks related to endpoint security that they face individually and collectively,
including risks related to the potential loss of confidence in the integrity of the payment system or
messaging network itself.

Element 2: Establish endpoint security requirements

The operator of a wholesale payment system or a messaging network should have clear endpoint security
requirements for its participants as part of its participation requirements. Such requirements should
include those for the prevention and detection of fraud, for the immediate response to fraud and, when
appropriate, for alerting the broader wholesale payments network community to evolving fraud threats.
In addition to the requirements established by the operator of a wholesale payment system or a messaging

7 The terms “operator(s)” and “participant(s)” throughout this document should be understood to include, where applicable and

relevant, any third-party service provider(s) they may rely upon in carrying out their respective functions as operator(s) or
participant(s).
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network, each participant of the payment system or messaging network should identify and establish its
own, supplemental risk-based endpoint security arrangements as needed.

Element 3: Promote adherence

Based upon the understanding of the risks and the endpoint security requirements of a wholesale payment
system or a messaging network, the operator and participants of the payment system or messaging
network should have processes as necessary to help promote adherence to their respective endpoint
security requirements.

Element 4: Provide and use information and tools to improve prevention and detection

The operator and participants of a wholesale payment system or a messaging network should support the
provision and use of information and tools that would enhance their and each other's respective
capabilities to prevent and to detect attempted wholesale payments fraud in a timely manner to the extent
reasonably practicable and legally permissible and feasible.

Element 5: Respond in a timely way to potential fraud

The operator and participants of a wholesale payment system or a messaging network should have
procedures and practices, and deploy sufficient resources, to respond to actual or suspected fraud in a
timely manner. This includes, where possible and appropriate, supporting the timely initiation and
communication of, and response to, a request to take action concerning a potentially fraudulent payment
instruction when detected. Such procedures and practices should not alter or affect the finality of any
payment that has already been settled.

Element 6: Support ongoing education, awareness and information-sharing

The operator and participants of a wholesale payment system or a messaging network should collaborate
to identify and promote the adoption of procedures and practices, and the deployment of sufficient
resources, that would support ongoing education, awareness and, to the extent appropriate and legally
permissible and feasible, information-sharing about evolving endpoint security risks and risk controls.

Element 7: Learn, evolve and coordinate

The operator and participants of a wholesale payment system or a messaging network should monitor
evolving endpoint security risks and risk controls, and review and update their endpoint security
requirements, procedures, practices and resources accordingly. In addition, the operators and, to the
extent practicable, participants of different wholesale payment systems and messaging networks should
seek to coordinate approaches for strengthening endpoint security across systems and networks in order
to achieve potential efficiencies where possible and appropriate. Similarly, regulators, supervisors and
overseers of wholesale payment systems and messaging networks and participants of wholesale payment
systems and messaging networks should review and update their regulatory/supervisory/oversight
expectations and assessment programmes as appropriate to reflect the evolving risk mitigation strategies.
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3. Promoting, supporting and monitoring progress in operationalising the
strategy

The CPMI recognises that successful operationalisation of the strategy depends on operators, participants
and other relevant private sector and public sector stakeholders in each jurisdiction engaging actively in
and taking ownership of developing and carrying out an appropriate action plan for their respective
jurisdictions.

Accordingly, effective operationalisation of the strategy can be supported by the following actions.

1) Obtaining the commitment of all relevant stakeholders in each system and jurisdiction to
operationalise the strategy and to engage and coordinate in identifying and taking appropriate action.

2) Supporting the necessary flexibility® that allows stakeholders to reflect the uniqueness of each system
and jurisdiction in determining how best to operationalise the strategy, with the clear understanding
that flexibility should be exercised for the purpose of achieving the most effective outcomes and
should not lead to inaction or slow progress.

3) Providing opportunities for payment systems/messaging networks to coordinate and, if relevant and
appropriate, to harmonise the actions they may take when operationalising the strategy, both within
and across jurisdictions, so as to maximise potential efficiencies and to avoid potential inconsistencies
in requirements, processes and practices across systems and jurisdictions.

4) Establishing a clear allocation of tasks, responsibilities and timetable for operationalising the strategy
and for monitoring progress.

At the same time, each CPMI member central bank, and the CPMI as a whole, is committed to acting as a
catalyst for success by taking supportive steps to promote effective and coherent operationalisation of the
strategy within and across jurisdictions and systems. To that end, each CPMI member central bank, and
the CPMI as a whole, will monitor progress throughout 2018 and 2019 to determine the need for further
action. In particular, the CPMI and its members intend to undertake the following steps to advance the
operationalisation of the strategy:

1) The CPMI will act as a driving force to promote timely progress in the operationalisation of the strategy
by:

a. monitoring local progress via updates from individual CPMI members;

b. supporting cross-system coordination and, if and as relevant, appropriate harmonisation
(eg via CPMI sponsorship of industry workshops), to address common issues or enhancement
opportunities as identified via monitoring of local progress; and

c. providing outreach to a wide range of non-CPMI central banks/jurisdictions to promote global
awareness, support and operationalisation of the strategy.

2) Each CPMI member central bank will use its available roles (eg as catalyst, operator, overseer), as
relevant and appropriate, to advance operationalisation of the strategy within the central bank’s
jurisdiction. In particular, each CPMI member central bank intends to promote and support local
progress in its jurisdiction by:

Such flexibility relates to the substance of security requirements, process and procedures, and other arrangements that a
wholesale payment system or messaging network establishes as well as the modality whereby relevant stakeholders engage
and coordinate, reflecting eg market structure or regulatory/supervisory arrangements in a jurisdiction.
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a. promoting appropriate and timely progress in its local jurisdiction and monitoring progress;

b. promoting engagement and cooperation among relevant stakeholders in operationalising the
strategy, as necessary and appropriate;

c. encouraging the establishment of responsibilities and timelines for action that are clear and
consistent with successful overall operationalisation of the strategy;

d. identifying significant obstacles to operationalisation or enhancement opportunities that
might benefit from cross-system coordination or harmonisation; and

e. providing the CPMI with periodic updates on local progress.
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Annex 1: Points for consideration for operationalising the strategy

Comments submitted during the consultation period indicate that many operators, participants and other
stakeholders are already deeply engaged in developing or implementing plans to reduce the risk of
wholesale payments fraud related to endpoint security. Based on their experiences to date, commenters
submitted a number of potentially relevant points that could be taken into consideration by other
operators, participants and relevant stakeholders as they, in turn, move forward in developing or
implementing their own plans for operationalising the strategy. Below is a summary of the main points for
consideration offered by commenters during the consultation period.

Element 1 — Identify and understand the range of risks

The range of risks may differ across systems and jurisdictions, given: the uniqueness of different wholesale
payment systems and messaging networks and their participants; the legal, regulatory and supervisory
regimes that they are subject to; and differences among their respective stakeholders. It is therefore
important to clearly identify the distinct roles and responsibilities for all stakeholders in the wholesale
payment ecosystem, and for each to consider its specific range of risks. For example, participants can serve
multiple roles, such as originator, originator’s bank, payment service provider for other parties, beneficiary,
beneficiary’s bank or intermediary bank in the payment chain, and the associated risks will differ
depending on their specific roles.

The boundaries of endpoint security risk may go beyond payment systems and their direct participants.
Operators will need to be mindful of risks borne from indirect participants and others involved in the
correspondent banking system.

Element 2 — Establish endpoint security requirements

Endpoint security requirements may relate to participants’ hardware, software, physical access to relevant
systems and interfaces, logical access, organisation and processes. Requirements could be
principles-based, specifying security objectives that can be met by a variety of technologies and controls,
or could contain more specific measures, as appropriate to the design of a wholesale payment system or
messaging network.

Operators of payment systems and messaging networks could leverage existing broadly supported
security frameworks, where those frameworks are assessed to be comprehensive and effective. Those
frameworks could be supplemented with context-specific requirements if required. Stakeholders within a
jurisdiction may collaborate to avoid potentially duplicative or conflicting requirements across different
payment systems and messaging networks.

Operators of payment systems and messaging networks will need flexibility to determine endpoint security
requirements that are tailored to their legal, regulatory and supervisory regimes and are practical and
effective given the unique attributes of their systems and their participants.

When endpoint requirements are established, care should be taken to help ensure that they do not unduly
shift legal liability away from participants that ought to remain responsible for securing their own endpoint.
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Element 3 — Promote adherence

There is a range of potential options for promoting adherence to endpoint security requirements which
include but are not limited to self-certification, internal audit, supervisory review, external audit, external
certification or a combination thereof. Operators of wholesale payment systems and messaging networks
will need to consider a range of options and decide on establishing an effective programme to promote
adherence based on the design of their own system and the legal, regulatory and supervisory regimes that
they are subject to.

Operators will also need to consider the consequences if a participant’s endpoint security is determined
to be deficient. They may consider establishing rules, procedures and processes to address endpoint
security weaknesses, including (i) requesting remediation plans; (ii) providing to or agreeing with the
participant an appropriate time frame for remediation, with the potential of limiting access in the event of
no remediation; (iii) providing passive transparency on the security posture to peers; and (iv) actively
reporting to relevant stakeholders such as supervisory authorities that play a role in promoting and/or
assuring adherence to endpoint security requirements. Operators should exercise care when considering
the possibility of restricting or suspending such participants’ access to their systems or networks.

In all cases, operators should consider how to ensure that information related to the security measures
and posture of participants is appropriately protected and kept confidential.

Element 4 — Provide and use information and tools to improve prevention and detection

The provision and use of tools to prevent and detect fraud could help improve endpoint security. The
types of tools that can be made available will depend on the design of a wholesale payment system or
messaging network.

Operators of payment systems or messaging networks could work together with their participants, and
other stakeholders, to evaluate what types of information and tools could effectively support the
prevention and detection of wholesale payment fraud at the endpoints. These might include (i) participant-
defined payment limits (eg payments will be processed only when they are addressed to a known
correspondent within business hours and amount limits); (ii) payment screening against self-determined
parameters; (iii) detection of unusual or uncharacteristic payment patterns (eg in terms of timing, value,
volume or location); and (iv) frequent and timely (intraday) reconciliations.

Careful consideration should be given to helping ensure that ultimate responsibility and legal liability for
fraudulent payments will not be unduly shifted from participants that ought to remain responsible for
securing their own endpoint. For example, participants remain responsible for employing and
parameterising these tools as well as dealing with any alerts generated.

Element 5 — Respond in a timely way to potential fraud

Operators of wholesale payment systems and messaging networks should assess what arrangements are
in place in their jurisdiction for the response to fraud, and consider what role they should take in facilitating
participants’ requests for cancellation of payment instructions or requests for return of funds. These
arrangements will be affected by the design of their own systems. For example, the operator may not be
directly involved, and responses may be through bilateral communication between participants.
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Operators, in consultation with their participants, should consider whether these communications
protocols should include the relevant regulators, supervisors and overseers, and other law enforcement
authorities.

At the same time, it is important that response to fraud or possible fraudulent transactions should not
compromise the irrevocability and alter or affect the finality of any payment that has already been settled.

There are legal constraints related to privacy/data protection and information-sharing. Stakeholders will
need to consider how to best share information, taking into consideration the constraints applicable in
their jurisdiction. Further, due consideration should be given to potential liability if participants or others
provide information which is later found to be erroneous, inaccurate or incomplete.

Element 6 — Support ongoing education, awareness and information-sharing

Operators of wholesale payment system and messaging networks could establish processes for ongoing
education, awareness and information-sharing about security risks and good security practices.

There are legal constraints related to privacy/data protection and information-sharing. Stakeholders will
need to consider how to best share information, taking into consideration the constraints applicable in
their jurisdiction, especially where the information to be shared is sensitive and not entirely generic.
Further, due consideration should be given to potential liability if participants or others provide
information which is later found to be erroneous, inaccurate or incomplete.

National bodies and industry groups or other information exchange mechanisms (eg information-sharing
and analysis centres (ISACs)) could be leveraged to help share information and create awareness in the
industry.

Element 7 — Learn, evolve and coordinate

Operators of wholesale payment systems and messaging networks will need to update their endpoint
security requirements as the threat landscape evolves. Operators could use the results of their adherence
programmes to conduct thematic analysis of weaknesses in security across their participants or network,
and consider enhancing their endpoint security requirements.

Industry stakeholders could monitor emerging technologies and evolving security arrangements with a
view to developing best practices and assisting all stakeholders in learning about and adapting to the
evolving threat environment.

There could be benefits to coordinating, and potentially harmonising, across jurisdictions actions taken to
operationalise the strategy. For instance, coordinating approaches could help avoid inconsistency and
unnecessary duplication of efforts or requirements that could potentially cut across borders and affect
participants of payment systems in multiple jurisdictions.
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Annex 2: Analysing the risk of wholesale payments fraud related to endpoint
security

This Annex gives an overview of the analytical approach that the TF took to analysing the risk of wholesale
payments fraud. It outlines the questions used in the preliminary stocktaking exercise.

Endpoint security relies on layered, complementary control components that collectively address the need
to secure endpoints. As no single control objective can fully prevent the risk of fraud related to endpoint
security, a set of multiple control objectives must be designed to work in a holistic way to strengthen the
protection of endpoints, to detect and respond to potential and actual frauds in a timely manner, and to
communicate to the broader payments network community in an appropriate manner to coordinate the
response. In the light of the need for a holistic approach, the CPMI developed the following approach and
terminology for analysing and taking stock of current arrangements in four key areas that underpin
wholesale payments endpoint security:

1) Prevention of fraud

Preventive security measures are taken to reduce the likelihood of attempted or actual fraud at an
endpoint. Such measures can address endpoint hardware, software, physical access,® logical access,*®
organisation and processes.!! The implementation of such measures may be supported by security
expectations/requirements, confirmation of adherence to security requirements, validation of adherence,
use of enforcement mechanisms, providing education and training, and other tools to support prevention.
Accordingly, when analysing and taking stock of current arrangements for the prevention of fraud related
to endpoint security, the following questions were among those considered:

. Which parties provide tools (eg sender controls that can restrict transactions above a defined
amount) to support prevention, for what and for whom?

o Which parties (eg senders, receivers, operators and their respective supervisors, regulators and
overseers) have security expectations/requirements, for what and for whom?

o If a party has expectations/requirements, does it require confirmation of adherence (eg via self-
assessment or assessments by third parties)? If so, how often, for what and for whom?

. If a party has expectations/requirements, does it assess/validate adherence? If so, how often, for
what and for whom?

. If a party requires confirmation and/or conducts an assessment, does it have enforcement
mechanisms? If so, for what and for whom?

. Which parties provide education and training, for what and for whom?

2) Detection of fraud

Detective security measures are taken to increase the likelihood and speed of detecting actual, attempted
or potential fraud at an endpoint. The implementation of such measures may be supported by security
expectations/requirements, confirmation of adherence to security requirements, validation of adherence,
use of enforcement mechanisms, providing education and training, and other tools to support detection.

9 See footnote 4 above.

10 see footnote 5 above.

1 see footnote 6 above.
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Accordingly, when analysing and taking stock of current arrangements for the detection of fraud related
to endpoint security, the following questions were among those considered:

o Which parties have expectations/requirements for detection, for what and for whom?

o Which parties provide education and training, for what and for whom?

o Which parties provide tools to support detection, for what and for whom?

) If a party has expectations/requirements, does it require confirmation of adherence (eg via self-

assessment or assessments by third parties)? If so, how often, for what and for whom?

. If a party has expectations/requirements, does it assess/validate adherence? If so, how often, for
what and for whom?

) If a party requires confirmation and/or conducts an assessment, does it have enforcement
mechanisms? If so, for what and for whom?

3) Immediate response if senders, receivers or operators detect fraud

Response measures will include procedures and practices to inform relevant parties of suspected or actual
fraud originating from endpoints, and to determine whether or not a payment suspected to be fraudulent
is actually fraudulent. Measures may also include regular testing of capabilities and remediation of
deficiencies identified through testing. Accordingly, when analysing and taking stock of current
arrangements for responding to a suspected or actual fraud related to endpoint security, the following
questions were among those considered:

. Which parties have expectations and requirements for senders to inform receivers, operators or
law enforcement of fraudulent messages that originate at the sender’s endpoint?

o Which parties require senders to investigate the origin of a fraud in the event that fraudulent
messages are detected at the sender’s endpoint?

. Which parties have expectations and requirements for receivers to inform senders, operators or
law enforcement of fraudulent messages that originate at the sender’s endpoint?

) Which parties require receivers to investigate the origin of a fraud in the event that fraudulent
messages are detected by the receiver?

o Which parties have expectations and requirements for operators to inform senders, receivers or
law enforcement of fraudulent messages that originate at the sender’s endpoint?

o Which parties require the operators to investigate the origin of a fraud in the event that
fraudulent messages are detected by the operators?

4) Alerting the broader payments network community of attempted or actual fraud

Appropriately alerting the broader payments network community of attempted or actual fraud related to
endpoint security will rely on threat intelligence functions!? and up-to-date records of contacts,
documented procedures implemented to ensure timely communication, and processes developed and
implemented to alert the broader network. Accordingly, when analysing and taking stock of current
arrangements for alerting the broader community of attempted or actual fraud related to endpoint
security, the following questions were among those considered:

12 Processes, procedures, arrangements or (a group of) personnel for gathering and/or disseminating information that provides

relevant and sufficient understanding for mitigating the impact of a potentially harmful event.
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) Which parties have expectations or requirements for senders to inform the broader payments
network community of attempted or actual fraudulent payment instructions/messages that may
originate at the sender’s endpoint?

o Which parties have expectations or requirements for receivers to inform the broader payments
network community of attempted or actual fraudulent payment instructions/messages that may
originate at a sender’s endpoint?

. Which parties have expectations or requirements for operators to inform the broader payments
network community of attempted or actual fraudulent payment instructions/messages that may
originate at a sender's endpoint?

o Have any parties developed threat intelligence functions or do they use industry threat
intelligence providers to gather and disseminate information about threats and threat actors?

Reducing the risk of wholesale payments fraud related to endpoint security 13



Annex 3: Members of the task force

Co-chairs

National Bank of Belgium

Federal Reserve Bank of New York

Members

Reserve Bank of Australia
Bank of Canada
European Central Bank
Bank of France

Deutsche Bundesbank
Bank of Italy

Bank of Japan

Bank of Korea

Netherlands Bank

Central Bank of the Russian Federation
Monetary Authority of Singapore
Swiss National Bank

Bank of England

Board of Governors of the Federal Reserve System

Secretariat

Johan Pissens

Lawrence Sweet

Alison Clark
Chris Loken

Pierre Petit
Clay Youale
Christoph Heid

Fabio Zuffranieri

Hiromi Yamaoka

Kangbong Chang (until August 2017)
Teukrok Kang (since August 2017)
Raymond Kleijmeer

Savva Morozov

Nelson Chua

Maurizio Denaro

David Bailey

Jennifer Lucier

Stuart Sperry

Takeshi Shirakami

Luca Colantoni

Significant contributions were also made by Nikolai Boeckx, Filip Caron and Thomas Provoost (National
Bank of Belgium); Emran Islam and Chrissanthos Tsiliberdis (European Central Bank); Takashi Hamano
(Bank of Japan); Justin Jacobs (Bank of England); Jeff Marquardt and Tim Maas (Board of Governors of the
Federal Reserve System); Rebecca Chmielewski (Federal Reserve Bank of Chicago); and Alan Basmajian

(Federal Reserve Bank of New York).

14

Reducing the risk of wholesale payments fraud related to endpoint security



	1. Introduction
	1.1 Wholesale payment ecosystem and endpoints
	1.2 Risk of wholesale payments fraud and need for a holistic approach and coordination
	2. Strategy for reducing the risk of wholesale payments fraud related to endpoint security
	Element 1: Identify and understand the range of risks
	Element 2: Establish endpoint security requirements
	Element 3: Promote adherence
	Element 4: Provide and use information and tools to improve prevention and detection
	Element 5: Respond in a timely way to potential fraud
	Element 6: Support ongoing education, awareness and information-sharing
	Element 7: Learn, evolve and coordinate

	3. Promoting, supporting and monitoring progress in operationalising the strategy
	Annex 1: Points for consideration for operationalising the strategy
	Element 1 – Identify and understand the range of risks
	Element 2 – Establish endpoint security requirements
	Element 3 – Promote adherence
	Element 4 – Provide and use information and tools to improve prevention and detection
	Element 5 – Respond in a timely way to potential fraud
	Element 6 – Support ongoing education, awareness and information-sharing
	Element 7 – Learn, evolve and coordinate

	Annex 2: Analysing the risk of wholesale payments fraud related to endpoint security
	Endpoint security relies on layered, complementary control components that collectively address the need to secure endpoints. As no single control objective can fully prevent the risk of fraud related to endpoint security, a set of multiple control ob...
	1) Prevention of fraud
	2) Detection of fraud
	3) Immediate response if senders, receivers or operators detect fraud
	4) Alerting the broader payments network community of attempted or actual fraud

	Annex 3: Members of the task force


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.6

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages false

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo false

  /PreserveCopyPage false

  /PreserveDICMYKValues true

  /PreserveEPSInfo false

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

    /SymbolMT

    /Wingdings-Regular

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 150

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.00000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 150

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.00000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 600

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.00000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [600 600]

  /PageSize [595.276 841.890]

>> setpagedevice



