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Abstract

Undeniable signature is a special featured digital signature which can only be verified with the help
of the signer. Undeniable signature should satisfy invisibility which implies the inability of a user
to determine the validity of a message and signature pair as introduced by Chaum et al. Galbraith
and Mao later proposed the notion of anonymity which implies the infeasibility to determine which
user has issued the signature. They also proved that the notions of invisibility and anonymity are
equivalent when the signers possess the same signature space, such that if an undeniable signature
possesses invisibility, then it also possesses anonymity, and vice versa. In this paper, we show that in
contradiction to the equivalency result established by Galbraith and Mao, there exist some undeniable
signature schemes that possess invisibility but not anonymity. This motivates us to find out whether
there is a limitation on Galbraith and Mao’s equivalency result or the schemes are actually flawed.
Our analysis shows that the anonymity property requires all signers to possess the same signature
space but the invisibility property does not. This conforms to the equivalency result and implies that
an undeniable signature scheme can be invisible but not anonymous if the signers possess the differ-
ent signature space. Our result invalidates two past cryptanalyses on undeniable signature schemes.
We also provide a generic solution to solve the above problem.

Keywords: anonymity, invisibility, undeniable signature

1 Introduction

The notion of undeniable signature was introduced by Chaum and van Antwerpen [2]. Unlike ordinary
digital signature, undeniable signature has a distinctive feature, i.e., without the help of the signer, the
verifier will not be able to verify the validity of the undeniable signature. Since it was introduced, there
are various applications using it such as licensing software [2], electronic cash [3], electronic voting
and auctions [4, 5]. There are also some variants of undeniable signature proposed such as convertible
undeniable signature [6], designated verifier signature [7], and designated confirmer signature [8, 9].

Convertible undeniable signature was proposed by Boyar et al. [6]. It is an extension of undeni-
able signature that allows the signer to transform an undeniable signature into an universally verifiable
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ordinary digital signature. There are two types of convertible undeniable signature, namely, selectively
convertible and universally convertible. Selectively convertible undeniable signature allows the signer
to convert only a specific undeniable signature into an universally verifiable one by releasing a token.
In universally convertible undeniable signature, the signer releases part of his secret to convert the un-
deniable signature into the ordinary digital signature. Designated confirmer signature was introduced
by Chaum [8], where it allows an undeniable signature to be verified with the help of the signer or the
designated confirmer. On the other hand, the designated verifier signature was introduced by Jakobsson
et al. [7], where it allows an undeniable signature to be verified by the designated verifier or the signer
only.

As previous works were all built in the paradigm of conventional public key cryptography, Lib-
ert et al. [10] introduced the paradigm of identity-based undeniable signature, where it addressed the
certificate generation and management issues by deriving the signer’s public key from the signer’s pub-
licly verifiable information, and the signer’s private key is issued by a trusted third party called Private
Key Generator (PKG). Identity-based undeniable signature was further enhanced by Duan [11] with the
paradigm of certificateless undeniable signature in 2008 which addressed the issue of private key escrow
problem in identity-based cryptography.

The notion of invisibility was introduced as the main security property for undeniable signature
and designated confirmer signature by Chaum et al. [12]. Invisibility implies the inability of a user to
determine whether a given message and signature pair is valid. It was later formalised by Camenisch and
Michels [13] and generalised by Galbraith and Mao [14]. These two definitions of invisibility were also
proven to be equivalent by Galbraith and Mao [14]. Galbraith and Mao [14] also introduced the notion
of anonymity as the most relevant security property for undeniable signature and designated confirmer
signature in multi-user settings. Anonymity implies that given an undeniable signature and public keys
of two or more possible signers, it is infeasible to determine which user has issued the signature. They
also claimed that the notions of invisibility and anonymity are equivalent if all signers are sharing the
same signature space by providing a formal security proof. Huang et al. [15] later formalised invisibility
and anonymity in convertible setting where the adversary has some additional accessible oracles and
restrictions. They then provided the proof of equivalency between invisibility and anonymity using the
same approach as Galbraith and Mao [14]. Since then, the notions of invisibility and anonymity have
been regarded by researchers as equivalent, where one proves either of the security properties and the
other security property follows [16, 10, 17, 18, 19].

The first provably secure convertible undeniable signature scheme based on RSA was proposed by
Kurosawa and Takagi [20]. It was later revisited by Phong et al. [21] who showed that Kurosawa and
Takagi’s convertible undeniable signature scheme [20] did not satisfy anonymity, and thus invisibility
is not satisfied too. Meanwhile, an identity-based convertible undeniable signature scheme based on
pairings was proposed by Wu et al. [22]. It was later revisited by Behnia et al. [23] who showed that there
exists an adversary who can break the invisibility and anonymity of the scheme. A convertible undeniable
signature scheme without random oracle was later proposed by Huang and Wong [24]. However, it was
pointed out by Schuldt and Matsuura [25] that their schemes did not satisfy anonymity. The full version
[26] of Huang and Wong’s convertible undeniable signature scheme [24] was later published and they
remarked that their scheme possesses invisibility only. Besides, Huang et al. [27] proposed a designated
confirmer signature scheme, and they later highlighted that it did not satisfy anonymity in the full version
[28] as well.

1.1 Our Contributions

We revisit three cryptanalyses [21, 23, 25] on undeniable signature schemes and show that two [21, 23] of
them did not make a correct conclusion for the cryptanalysed schemes [26, 29, 27] on the equivalency of

19



On the Invisibility and Anonymity of US Schemes J.-C. Loh, S.-H. Heng, S.-Y. Tan, and K. Kurosawa

anonymity and invisibility. We also revisit a designated confirmer signature scheme [28] and show that it
faces the same issue as in the cryptanalysed schemes. More precisely, these four schemes do not possess
anonymity but they are invisible as the validity of the message and signature pair are not revealed. These
observations contradict to the well accepted fact that invisibility is equivalent to anonymity. It is thus
interesting to find out whether this phenomenon is caused by a limitation on Galbraith and Mao’s security
model or the schemes are actually flawed. We first show that the equivalency result of invisibility and
anonymity is not applicable in the four schemes due to the signature space for each signer is different as
opposed to the requirement placed in Galbraith and Mao’s equivalency result [14]. Next, we show that
invisibility does not require signers to have a common signature space but anonymity does. Therefore,
the four schemes [26, 29, 27, 28] are invisible but not anonymous and the two cryptanalyses [21, 23]
inadequately applied Galbraith and Mao’s equivalency theorem on them. In addition to our published
version [1], we propose a generic solution to overcome the weaknesses in the three conventional schemes
without requiring any modification to their security proof.

1.2 Organisation of the Paper

The organisation of the paper is as follows. In Section 2, we review some preliminaries and recall the
definitions of undeniable signature, convertible undeniable signature, and designated confirmer signature.
We also review the security model of invisibility and anonymity, and the equivalency between them. In
Section 3, we review the past attacks on some existing undeniable signature schemes. In Section 4, we
show that the past attacks are not entirely correct by providing a detailed discussion. In Section 5, we
propose a generic solution to fix the discussed conventional schemes. Finally, we conclude this paper in
Section 6.

2 Preliminaries

2.1 Bilinear Pairings

A brief review on the properties of bilinear pairings [30] is included here. Let G and GT be cyclic groups
of prime order p and a generator g ∈ G. The map ê : G×G→ GT is a bilinear map which satisfies the
following properties:

• Bilinearity: for all (x,y) ∈G and (a,b) ∈ Zp, we have ê(xa,yb) = ê(x,y)ab.

• Non-degeneracy: if g is a generator of G, then ê(g,g) is a generator of GT which also implies
ê(g,g) 6= 1.

• Computability: there exists an efficient algorithm to compute ê(x,y) for all x,y ∈G.

2.2 Proofs of Knowledge

A proof of knowledge (PoK) is a zero-knowledge protocol (ZK) that allows the signer to convince the
verifier that he knows a secret without leaking it [31]. There are some variants of PoK protocols that
applied in undeniable signature schemes [32], namely, the perfect zero-knowledge protocol (ZKIP),
the honest verifier zero-knowledge protocol (HVZK), and the non-interactive zero-knowledge protocol
(NIZK) with designated-verifier technique. In this paper, we describe HVZK in detail as we apply it in
Section 5. The HVZK assumes there is an honest verifier who runs the ZK protocol with the prover. At
the end of the protocol, the prover is able to generate a proof to either claim or deny a statement. The
HVZK is defined as HV ZK{(sk) : statement} where sk is the secret to be proven and statement is the
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condition to achieve true or false. A statement can also be a combination of two or more statements with
the condition of either one of the statement is true “∨ ” or all the statements are true “∧ ”.

2.3 Undeniable Signature Scheme

An undeniable signature is a special featured digital signature which is only verifiable with the help of
the signer. An undeniable signature scheme consists of the following algorithms and protocols [14]:

• KeyGen: On input a security parameter 1k, it outputs a signer’s public and private key pair (pk,sk).

• Sign: On input a message and a signer private key (m,sk), it outputs an undeniable signature σ .

• Con f irmation/Disavowal Protocol: An interactive protocol that runs between the signer and the
verifier on common input (pk,m,σ). The signer uses sk to check the validity of σ , the output is a
non-transferable transcript (“Accept”/“Deny”) that shows σ is valid/invalid on (m, pk).

Correctness. Every valid (invalid) undeniable signature can always be proven valid (invalid) with
Con f irmation/ Disavowal Protocol.

2.4 Convertible Undeniable Signature Scheme

A convertible undeniable signature scheme allows the signer to transform an undeniable signature into
a publicly verifiable one. It consists of the same algorithms and protocols as in undeniable signature
scheme with the following additional algorithms which allow selectively conversion and universally
conversion respectively [15]:

• Selective-Convert: On input (sk,m,σ), it computes a selective token πS which can be used to
publicly verify (m,σ) on pk.

• Selective-Veri f y: On input (pk,m,σ ,πS), it outputs ⊥ if πS is an invalid token on pk. Else, it
outputs “1” if (m,σ , pk) is valid and outputs “0” otherwise.

• Universal-Convert: On input sk, it computes an universal token πU which can be used to publicly
verify every σ generated by sk.

• Universal-Veri f y: On input (pk,m,σ ,πU), it outputs ⊥ if πU is an invalid token on pk. Else, it
outputs “1” if (m,σ , pk) is valid and outputs “0” otherwise.

Completeness and Soundness. Completeness is defined as that a valid (invalid) undeniable signature can
always be proven valid (invalid) and Soundness is defined as that a valid (invalid) undeniable signature
cannot be proven as invalid (valid).

2.5 Designated Confirmer Signature Scheme

A designated confirmer signature scheme allows the signer to designate a third party (confirmer) to verify
an undeniable signature. It consists of the same algorithms and protocols as in undeniable signature
scheme with the additional algorithm, DCKeyGen, and an additional input, the confirmer’s public key
pkc, into Sign and Con f irmation/Disavowal Protocol [8]:

• DCKeyGen: On input a security parameter 1k, it outputs a confirmer’s public and private key pair
(pkc,skc).
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• Sign: On input (m,sk, pkc), it outputs a designated confirmer signature σ .

• Con f irmation/Disavowal Protocol: An interactive protocol that runs between the signer/con-
firmer and the verifier on common input (pk, pkc,m,σ). The signature/confirmer uses sk/skc to
check the validity of σ , the output is a non-transferable transcript (“Accept”/“Deny”) that shows
σ is valid/invalid on (m, pk, pkc).

Correctness. Same as in Section 2.3.

2.6 The Notions of Invisibility and Anonymity

The notion of invisibility was first introduced by Chaum et al. [12]. It was later formalised by Ca-
menisch and Michels [13] to distinguish whether a signature is corresponding to either message m0 or
m1. Galbraith and Mao then generalised the notion of invisibility to distinguish a signature from a ran-
dom element. Besides, Galbraith and Mao also proposed the notion of anonymity [14] to distinguish a
signature which is either valid on public key pk0 or pk1, and they claimed that anonymity rather than
invisibility should be considered as the main security property for undeniable signature in the multi-user
setting, The notions of invisibility and anonymity were further studied by Huang et al. [15] in order to
cover the convertible undeniable signature scheme.

2.6.1 Invisibility

This security property requires that given (m,σ) and a signer’s public key pk, there is no computational
way to decide whether (m,σ) is valid on pk or not without the help from the signer. Its security model is
defined as the following game between an adversary AI and a challenger C [14, 15].

• Setup: C first runs KeyGen(1k)→ (pk,sk) and sends pk to AI .

• Queries I: AI is able to make queries to Sign oracle and Confirmation/disavowal oracle. AI can
also make query to selective convert oracle if the scheme is convertible.

• Output I: At some point, AI outputs a challenge message m̂ to request a challenge signature
σ̂ . If the scheme is deterministic, m̂ is restricted where it must not have been submitted to Sign
oracle during Queries I. AI submits a challenge message m̂. C responds by randomly choosing
a challenge bit b ∈ {0,1} and generates σ̂ = Signsk(m̂) if b = 0. Otherwise, C returns a random
element that is chosen from the same signature space as in σ̂ = Signsk(m̂).

• Queries II: Once AI obtains σ̂ , AI can still make queries to the accessible oracles as in Queries
I. The restrictions defined in Output I still hold with an additional restriction that any (m̂, ·) in the
equivalence class of (m̂, σ̂) is not allowed to be submitted to Confirmation/disavowal oracle and
selective convert oracle.

• Output II: AI outputs a guess b′ and wins the game if b′ = b.

The advantage of AI has in the above game is defined as Adv(AI) = |Pr[b = b′]− 1
2 |.

Definition 1. An undeniable signature, convertible undeniable signature, or designated confirmer sig-
nature scheme is (t,q,ε)-invisible if there is no probabilistic polynomial time (PPT) adversary AI can
have success probability more than ε in its game with at most q queries to its accessible oracles in time
t.

22



On the Invisibility and Anonymity of US Schemes J.-C. Loh, S.-H. Heng, S.-Y. Tan, and K. Kurosawa

2.6.2 Anonymity

This security property requires that given a valid (m,σ) and two possible signers’ public keys (pk0, pk1),
there is no computational way to decide who the real signer is. Its security model is defined as the
following game between an adversary AA and a challenger C [14, 15].

• Setup: C first runs KeyGen(1k)→ (pk0,sk0) and KeyGen(1k)→ (pk1,sk1) and sends (pk0, pk1)
to AA.

• Queries I: AA is able to make queries to all the accessible oracles and the same restrictions as in
Section 2.6.1.

• Output I: AA outputs a challenge message m̂ to request for a challenge signature σ̂ with the same
restriction as in Section 2.6.1. C responds by randomly choosing a challenge bit b ∈ {0,1} and
generates a challenge signature σ̂ = Signskb(m̂) that is valid on either pk0 or pk1. In either case, σ̂

is returned to AA.

• Queries II: Same as in Section 2.6.1.

• Output II: AA outputs a guess b′ and wins the game if b′ = b.

The advantage of A has in the above game is defined as Adv(AA)= |Pr[b = b′]− 1
2 |.

Definition 2. An undeniable signature, convertible undeniable signature, or designated confirmer sig-
nature scheme is (t,q,ε)-anonymous if there is no PPT adversary AA can have success probability more
than ε in its game with at most q queries to its accessible oracles in time t.

2.6.3 The Equivalence of Invisibility and Anonymity

The equivalence of invisibility and anonymity in undeniable signature and designated confirmer signature
schemes was introduced by Galbraith and Mao [14], and further studied by Huang et al. [15] for the
convertible variant. The equivalency shows that if an undeniable signature possesses invisibility, then it
also possesses anonymity, and vice versa. This is highlighted by Galbraith and Mao [14] and Phong et
al. [21] that invisibility implies anonymity if and only if all signers are sharing the same signature space,
especially in RSA based undeniable signature in order to ensure the signature length does not reveal the
identity of the signer. We only include the proof of Theorem 1 as given by Galbraith and Mao [14]. We
omit the proof of Theorem 2 as it is not referred in our subsequent discussion.

Theorem 1. [14, 15] If an undeniable signature, convertible undeniable signature, or designated con-
firmer signature possesses invisibility, then it also possesses anonymity.

Proof. Suppose there exists an adversary AA who can reveal the signer’s public key of the signature in
the game of anonymity, then there is an adversary AI who can use AA to have the advantage in the game
of invisibility and thus the scheme is not invisible.

• Setup: The input to AI is pk0, and we run KeyGen(1k)→ (pk1,sk1) to produce another public and
private key pair (pk1,sk1). AI keeps sk1 and flips a coin b′ ∈ {0,1}. If b′ = 0, the input to AA is
(pk0, pk1), otherwise the input is (pk1, pk0).

• Queries I: Queries made by AA with respect to pk0 are all passed on as AI queries, and queries
with respect to pk1 are handled by AI using knowledge of sk1.
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• Output I: At some point, AA outputs a challenge message m̂, AI passes m̂ as his own challenge
as well. If the challenge bit b = 0, AI receives a challenge signature σ̂ = Signsk0(m̂), or σ̂ which
with negligible probability, is valid on an arbitrary message if b = 1.

• Queries II: AA can continue to make his queries to AI as in Queries I with the restrictions covered
in the adversaries’ own challenges, such as m̂ is not allowed to query for confirmation/disavowal.

• Output II: At the end, AA outputs a guess b′′. If b′′= b′, AI outputs 0 as his guess and 1 otherwise.

Note that in the case b = 0, where σ̂ = Signsk0(m̂). Since AA can reveal the signer, AA outputs b′′ = b′ to
AI then AI can always output 0. At this point, AI wins the game with the help of AA which denotes as:

Pr[b′′ = b′|b = 0] =
1
2
+Adv(AA)

However, in the case b = 1, σ̂ is a random element which indicates an invalid signature (with the
negligible chance that it is valid on m̂). It follows by b′ is independent of σ̂ , hence Pr[b′′ 6= b′|b = 1]≈ 1

2 .
Therefore, the advantage of AI is defined as follows:

Adv(AI) = Pr[b′′ = b′|b = 0]
1
2
+Pr[b′′ 6= b′|b = 1]

1
2
− 1

2

= (
1
2
+Adv(AA))

1
2
+

1
2

1
2
− 1

2

=
1
2

Adv(AA)

Theorem 2. [14, 15] If an undeniable signature, convertible undeniable signature, or designated con-
firmer signature possesses anonymity, then it also possesses invisibility.

3 Revisiting the Cryptanalysis on Some Undeniable Signature Schemes

In this section, we first briefly describe the attack mounted by Behnia et al. [23] on Wu et al.’s identity-
based convertible undeniable signature scheme [22], followed by the attack by Phong et al. [21] on
Kurosawa and Takagi’s convertible undeniable signature scheme [20], and the attack by Schuldt and
Matsuura [25] on Huang and Wong’s convertible undeniable signature scheme [24]. Besides, we also
briefly describe Huang et al.’s designated confirmer signature scheme [28] which possesses invisibility
but not anonymity. We show that these schemes satisfy invisibility, but not anonymity.

3.1 Identity-based Convertible Undeniable Signature Scheme of Wu et al.

In the identity-based convertible undeniable signature scheme of Wu et al. [22], the public param-
eter PM = (ê,g,Ppub = gs,H1,H2,H3) and the signer’s private key sk = (SKID = H1(ID)s, V KID =
H1(ID||“Undeniable”)s). The undeniable signature σ = (U,V,W ) is given by

U = ê(V KID,H2(m))

V = gv

W = SKID ·H3(U,V )v
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where v is the random salt.
Behnia et al. showed that this scheme did not satisfy anonymity [23]. Indeed, given σ = (U,V,W ),

one can identify the signer by checking the validity of σ using the following equation (1) with the signer
identity ID:

ê(W,g) = ê(H1(ID),Ppub) · ê(H3(U,V ),V ) (1)

They therefore concluded that invisibility in Wu et al.’s scheme is broken too following the equivalency
result of Galbraith and Mao [14].

3.2 Undeniable Signature Scheme of Kurosawa and Takagi

In the undeniable signature scheme of Kurosawa and Takagi [20], the signer’s public key pk=(x,h1,h2,H,
N1,N2) and the private key sk = (d, p2,q2). The undeniable signature σ = (e,y,x′,ω) is given by

ye = x ·hH(x′)
2 mod N2 (2)

where e is a random exponent and (x′,ω) are commitment values of a message m. Note that y must
satisfy equation (2) with respect to the signer’s public key pk = (x,h1,h2,H,N1,N2).

Note that the signer randomly chooses y′ ∈ Z∗N1
, and x′ ∈ ZN1 is computed such that

(y′)N1 = x′hH(m)
1 mod N1

and N1 ·d = 1 mod lcm(p1−1,q1−1) with the signer private key sk = d and N1 = p1 ·q1.
Phong et al. showed that this scheme did not satisfy anonymity [21]. Indeed, given σ = (e,y,x′,ω),

one can identify the signer by checking the validity of (e,y) on x′ using equation (2) and pk. Phong et
al. [21] then claimed that Kurosawa and Takagi’s scheme did not possess invisibility too following the
equivalency result of Galbraith and Mao [14], even if the signers share a common signature space.

3.3 Convertible Undeniable Signature Scheme of Huang and Wong

In the undeniable signature scheme of Huang and Wong [24], The signer’s public key pk = (X = gx,Y =

g
1
y ,u,κ) and the private key sk = (x,y).

The undeniable signature σ = (δ ,γ,θ) is given by

δ = Hκ(m)
1

(x+s) (3)

γ = Y s (4)

θ = us (5)

where s is the random salt and Hκ is a programmable hash function with an input κ .
Schuldt and Matsuura showed that this scheme did not satisfy anonymity [25]. Indeed, given σ =

(δ ,γ,θ), one can identify the signer by checking the validity of (γ,θ) using the following equation (6)
with pk:

ê(γ,u) = ê(Y,θ) (6)

This issue was also highlighted in the full version [26] of the convertible undeniable signature scheme
by Huang and Wong [24] but no solution is given.
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3.4 Designated Confirmer Signature Scheme of Huang et al.

In the designated confirmer signature scheme of Huang et al., the same signature structure as in Section
3.3 was adopted. A slight difference is in the signer’s public key pk = u and there is confirmer’s public
key pkc = Y . The undeniable signature σ = (δ ,γ,θ) is as in equations (3), (4), and (5) respectively.

Huang et al. highlighted in the full version of their paper that this scheme did not satisfy anonymity
[28]. Indeed, given a designated confirmer signature σ = (δ ,γ,θ), one can identify the signer and the
confirmer using the same equation (6) with (pk, pkc). Huang et al. claimed that their scheme did not
possess anonymity but is invisible.

3.5 Invisibility of the Above Schemes

On the other hand, we can show that all the above schemes satisfy invisibility. Let us recall the invisibility
game in Section 2.6.1 where the adversary AI is required to guess whether a given σ̂ is valid on m̂ or a
random element (invalid on m̂). Note that during Output I, AI submits a challenge message m̂ to request
a challenge signature σ̂ , where σ̂ is valid on m̂ if the challenge bit b = 0 or a random element if b = 1.
However, Wu et al.’s scheme [22] shows that when the challenge bit b = 1, only the signature element Û
is random while (V̂ ,Ŵ ) are not, such that V̂ = gv and Ŵ = SKID ·H3(Û ,V̂ )v where v ∈ Zq.

If b = 0, σ̂ = (Û ,V̂ ,Ŵ )
If b = 1, σ̂ = (random,V̂ ,Ŵ )

Therefore, when b = 1, σ̂ = (Û ,V̂ ,Ŵ ) can be partially verified with equation (1) using the signer’s
identity ID and (V̂ ,Ŵ ). This observation agrees with the claim of Behnia et al. [23] that the scheme did
not possess anonymity, but the claim on invisibility is wrong as equation (1) cannot verify the validity of
the challenge signature. In precise, AI receives σ̂ from the challenger which is valid on m̂ if b = 0 or a
random element (invalid on m̂) if b = 1. In either case, AI always output 0 as equation (1) always holds.

The same issue lies in Kurosawa and Takagi’s scheme. Even if the signature element x′ ∈ ZN1 is
a random element, a valid y can be generated such that ye = x · hH(x′)

2 mod N2 where e is a randomly
selected value. At the end, a challenge signature σ̂ = (ê, ŷ, x̂′, ω̂) can still be partially verified with
equation (2) using the signer’s public key pk = x and (ê, ŷ, x̂′) in either case of b= 0 or b= 1. Apparently,
the validity of (m̂, σ̂) cannot be decided as m̂ is perfectly bonded in x̂′ which is only verifiable with the
knowledge of random value y′. This shows that equation (2) only reveals the identity of the signer but
then invisibility still holds.

Likewise, the same issue happens in the security proofs of Huang and Wong’s scheme [26] and Huang
et al.’s scheme [28]. Even though the signature element δ̂ is a random value, γ̂ = Y s and θ̂ = us are still
correctly generated. At the end, a challenge signature σ̂ = (δ̂ , γ̂, θ̂) can always be partially verified with
equation (6) using the signer’s public key (Y,u) (and the confirmer’s public key pkc =Y in Huang et al.’s
scheme). Therefore, the invisibility is still intact as equation (6) reveals only the identity of the signer
(and the confirmer in Huang et al.’s scheme).

4 Discussion

4.1 What is Lacking in the Above Schemes?

We observe that each signer in the above schemes has their own respective signature space because of
the condition that a valid signature must satisfy equations (1), (2), and (6) respectively, depending on
their respective public keys (signer identity).
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More precisely, in the scheme of Wu et al. in Section 3.1, σ = (U,V,W ) must satisfy equation (1)
which depends on ID. Therefore, the valid σ depends on ID. Hence the signature space is different if ID
is different.

In the scheme of Kurosawa and Takagi in Section 3.2, σ = (e,y,x′,ω) must satisfy equation (2) which
depends on pk=(x,h1,h2,H,N1,N2). Therefore, obviously the valid σ depends on pk=(x,h1,h2,H,N1,N2).
Hence the signature space is different if pk = (x,h1,h2,H,N1,N2) is different.

Similarly, in the schemes of Huang and Wong and Huang et al. in Sections 3.3 and 3.4 respectively,
σ = (δ ,γ,θ) must satisfy equation (6) which depends on pk = (Y,u) and (pk = u, pkc =Y ) respectively.
Therefore, the valid σ depends on pk = (Y,u) or (pk = u, pkc =Y ). Hence the signature space is different
if pk = (Y,u) or (pk = u, pkc = Y ) is different.

Let us now consider the proof of Theorem 1 which is given in Section 2.6.3. The following scenario
may happen in the above schemes due to that the signers are having different signature space. We look at
this in general without referring to a specific scheme. Suppose that b = 1. Then in Output I, AI receives
σ̂ from his challenger, and sends it to AA, where σ̂ is randomly chosen from the signature space Σ0 of
pk0. Now if the signature space Σ1 of pk1 is different from Σ0, then AA would be able to see that σ̂ ∈ Σ0
but σ̂ 6∈ Σ1. This means that

Pr[b′′ = b′ | b = 1] 6= 1/2.

This is the part where the one-way equivalency from invisibility to anonymity cannot be achieved in the
above schemes, i.e. invisibility does not imply anonymity if the signature space of the signers is different.

Thus, we may conclude that invisibility is preserved in the above schemes even though anonymity
is broken mainly due to the signature space issue, i.e., each signer in the above schemes has their own
respective signature space which is different. We note that this observation does not contradict to Gal-
braith and Mao’s equivalency result [14] which stated that invisibility implies anonymity and vice versa,
if and only if all signers are sharing the same signature space.

5 How to Improve These Schemes?

The above problem in Section 4 does not occur if the signature space of each signer is the same. There-
fore, in the design of a provably secure undeniable signature scheme which fulfils both invisibility and
anonymity, the designer must take into serious consideration on the signature space of each signer such
that the scheme design enables all signers to share the same signature space.

5.1 A Generic Solution

A workaround to invalidate the equations (2) and (6) is to hide the signer’s public key. This results in sig-
nature space indistinguishability and subsequently preserves the anonymity of the undeniable signature
σ . The confirmation protocol is thus an honest verifier zero-knowledge protocol (HVZK) on the hidden
public key. In order to ensure the successful running of the disavowal protocol, a dummy signature σ ′

has to be added to the signer’s public key. This allows the signer to generate a HVZK which shows that
the same hidden public key is corresponding to the dummy signature σ ′ but not the signature σ requested
by the verifier. Anyway, our generic solution is not applicable to the identity-based undeniable signature
scheme, such as Wu et al.’s scheme due to the fact that the signer does not hold the secret of PKG, but the
user private key which is a signature from the PKG. Particularly, applying the generic solution requires
the signer to expose a witness of his user private key and results in a witness hiding protocol, instead of
a zero-knowledge protocol. Since the transcript of a witness hiding protocol is unique, verifier can use
this transcript as a proof to convince a third party on the validity of an undeniable signature.
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5.1.1 Fix for Convertible Undeniable Signature Scheme of Huang and Wong and Designated Con-
firmer Signature Scheme of Huang et al.

We can remove Y = g
1
y from the pk of Huang and Wong’s convertible undeniable signature [24] scheme

and add z = logu(Y ) to the private key such that pk = (X = gx,u,κ) and sk = (x,y,z). The signer then

executes the HVZK protocol with the verifier via the confirmation protocol on σ = (δ = Hκ(m)
1

(x+s) ,γ =
Y s,θ = us):

HV ZK{(z,y) : γ = θ
z∧ ê(δ ,γ)y = ê(Hκ(m),g)ê(δ ,X)−1}

whose details are as follows:

1. The signer chooses random z̃, ỹ ∈ Z∗p and sends γ̃1 = θ z̃, γ̃2 = ê(δ ,γ)ỹ to the verifier.

2. The verifier sends a challenge c ∈ Z∗p to the signer.

3. The signer calculates ẑ = z̃+ cz, ŷ = ỹ+ cy and sends (ẑ, ŷ) to the verifier.

4. The verifier accepts if the following hold:

(a) θ ẑ = γ̃1γc

(b) ê(δ ,γ)ŷ = γ̃2
(
ê(Hκ(m),g)ê(δ ,X)−1

)c.

On the contrary, assume the dummy undeniable signature is a self-signed signature on the public
key such that σ ′ = (δ ′,γ ′,θ ′) and m′ = pk. The new public key for Huang and Wong’s convertible
undeniable signature scheme is now pk′ = (pk,σ ′). The signer can make use of the inequality proof of
discrete logarithm introduced by Camenisch and Shoup [33] to establish the disavowal protocol:

HV ZK{(z′,y′,r) :1 = θ
′z′
(

1
γ ′

)r

∧1 = ê(δ ′,γ ′)y′(ê(Hκ(pk),g)−1ê(δ ′,X))r∧

C1 = θ
z′
(

1
γ

)r

∧C2 = ê(δ ,γ)y′(ê(Hκ(m),g)−1ê(δ ,X))r}

whose details are as follows:

1. The signer chooses random r, z̃′, ỹ′, r̃ ∈ Z∗p and computes z′ = zr mod p,y′ = yr mod p, C1 =

θ z′
(

1
γ

)r
,C2 = ê(δ ,γ)y′(ê(Hκ(m),g)−1ê(δ ,X))r. The signer sends

B̃1 = θ
′z̃′
(

1
γ ′

)r̃

, B̃2 = ê(δ ′,γ ′)ỹ′(ê(Hκ(pk),g)−1ê(δ ′,X))r̃,

C1,C2,C̃1 = θ
z̃′
(

1
γ

)r̃

,C̃2 = ê(δ ,γ)ỹ′(ê(Hκ(m),g)−1ê(δ ,X))r̃

to the verifier.

2. The verifier sends a challenge c ∈ Z∗p to the signer.

3. The signer calculates ẑ′ = z̃′+ cz′, ŷ′ = ỹ′+ cy′, r̂ = r̃+ cr and sends (ẑ′, ŷ′, r̂) to the verifier.

4. The verifier accepts if the following hold:

(a) θ ′ẑ
′
(

1
γ ′

)r̂
= B̃1
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(b) ê(δ ′,γ ′)ŷ′(ê(Hκ(pk),g)−1ê(δ ′,X))r̂ = B̃2

(c) θ ẑ
(

1
γ

)r̂
= C̃1Cc

1

(d) ê(δ ,γ)ŷ(ê(Hκ(m),g)−1ê(δ ,X))r̂ = C̃2Cc
1.

Notice that if the step (c) in the disavowal protocol does not hold, the verifier can reject the signer without
proceeding to verify the remaining steps. This approach also works for Huang et al.’s [28] designated
confirmer signature scheme since it shares the similar signature structure.

5.1.2 Fix for Undeniable Signature Scheme of Kurosawa and Takagi

Likewise, we can remove h2 from, but add σpk = (epk,ypk,x′pk,ωpk) to the public key of Kurosawa and
Takagi’s [20] undeniable signature scheme such that pk = (x,h1,H,N1,N2,σpk). Subsequently, the secret
prime s= logh2

(x) is added to the private key such that sk = (d, p2,q2,s). The HVZK for the confirmation
protocol is thus:

HV ZK{(s,y′) :ye = x · (xH(x′))s mod N2∧

y′N1 = x′hH(m)
1 +ωN1 mod N2

1}

whose details are as follows:

1. The signer chooses random z ∈ Z∗N2
1
, s̃ ∈ Z∗e and sends Z̃ = zN1 mod N2

1 , γ̃ = (xH(x′))s̃ mod N2 to
the verifier.

2. The verifier sends a challenge c ∈ Z∗e to the signer.

3. The signer calculates Ẑ = zy′c mod N2
1 , ŝ = s̃+ cs and sends (Ẑ, ŝ) to the verifier.

4. The verifier accepts if the following hold:

(a)
(

xH(x′)
)ŝ

= γ̃

(
ye

x

)c
mod N2

(b) ẐN1 = Z̃(x′hH(m)
1 +ωN1)

c mod N2
1 .

On the other hand, the disavowal protocol can be constructed as such:

HV ZK{(s′,y′,r) :1 = (xH(x′pk))s′
(

x
yepk

pk

)r

mod N2∧ y′N1
pk = x′pkhH(pk)

1 +ωpkN1 mod N2
1∧

C = (xH(x′))s′
(

x
ye

)r

mod N2∧ y′N1 = x′hH(m)
1 +ωN1 mod N2

1}

to prove the signature element x′, similar to its counterpart x′pk, can be a valid element under N1, but such
x′ does not yield a valid σ under the same pk. The details of the disavowal protocol are as follows:

1. The signer chooses random z,zpk ∈ Z∗N2
1
, s̃′,r, r̃ ∈ Z∗e and computes s′ = sr, C = (xH(x′))s′

(
x
ye

)r

mod N2. The signer sends

B̃ = (xH(x′pk))s̃′
(

x
yepk

pk

)r̃

, Z̃pk = zN1
pk mod N2

1 ,

C,C̃ = (xH(x′))s̃′
(

x
ye

)r̃

, Z̃ = zN1 mod N2
1

to the verifier.
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2. The verifier sends a challenge c ∈ Z∗e to the signer.

3. The signer calculates Ẑpk = zpky′cpk mod N2
1 , Ẑ = zy′c mod N2

1 , ŝ
′ = s̃′+ cs′, r̂ = r̃+ cr and sends

(Ẑpk, Ẑ, ŝ′, r̂) to the verifier.

4. The verifier accepts if the following hold:

(a) (xH(x′pk))ŝ′
(

x
y

epk
pk

)r̂

= B̃ mod N2

(b) ẐN1
pk = Z̃pk(x′pkhH(pk)

1 +ωpkN1)
c mod N2

1

(c) (xH(x′))ŝ′
(

x
ye

)r̂
= C̃Cc mod N2

(d) ẐN1 = Z̃(x′hH(m)
1 +ωN1)

c mod N2
1

Notice that if the step (c) in the disavowal protocol does not hold, the verifier can reject the signer without
proceeding to verify the remaining steps.

5.2 A Summary of the Fixes

These fixes remove the ability to reveal the identity of the signer and thus enable the schemes to achieve
the anonymity of the undeniable signature. Since signature space is not an issue anymore, by Galbraith
and Mao’s equivalency result [14], these schemes possess invisibility as well. Furthermore, the unforge-
ability of each fixed scheme is preserved because no changes were made to the signature structure. How-
ever, as shown by Ogata et al. [32], when the confirmation and disavowal protocols are based on HVZK
protocols, an undeniable signature scheme can be proven to be unforgeable as well as unforgeable-and-
unimpersonation against the passive adversaries only but not the active adversaries. A ready solution for
this issue is to apply the designated-verifier technique [32] on the non-interactive version of HVZK proto-
cols in order to be secure against active adversaries. The resulted non-interactive proof proves either the
(in)validity of the undeniable signature or the knowledge of the verifier’s private key, whose knowledge
is thus non-transferable as opposed to the normal non-interactive zero-knowledge proof. Our generic
solution can adopt the designated-verifier technique to avoid the active adversaries but with assumption
that every verifier has a public key, which is not always the case in practice. A more elegant solution to
achieve security against active adversaries is to construct the confirmation and disavowal protocols using
the perfect zero-knowledge protocol (ZKIP), such as the one proposed by Phong et al. [21] for Huang
and Wong’s convertible undeniable signature scheme [24] though the solution is not known to work on
RSA-based undeniable signature schemes. We leave the ZKIP constructions for the schemes analysed in
this work as an open problem for now.

6 Conclusion

In this paper, we discovered that the past attacks on some existing undeniable signature schemes are not
entirely correct as the invisibility of these schemes is still intact although the anonymity is broken. Thus,
we managed to partially falsify the previous cryptanalysis mounted on Wu et al.’s Scheme by Behnia et
al. and Kurosawa and Takagi’s Scheme by Phong et al. We further pointed out that Galbraith and Mao’s
equivalency theorem is not applicable on these schemes due to the different signature space owned by
each signer. We also showed that Huang and Wong’s as well as Huang et al.’s schemes faced the similar
issue. Subsequently, we proposed a generic solution for the conventional or non-identity-based schemes
using the honest verifier zero-knowledge proofs of knowledge protocols. Our finding can be viewed
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as a reminder to researchers to exercise extreme caution in the design of a provably secure undeniable
signature scheme which fulfils both invisibility and anonymity.
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