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Abstract—The Eschenauer-Gligor (EG) random key predistri-
bution scheme has been widely recognized as a typical approach
to secure communications in wireless sensor networks (WSNs).
However, there is a lack of precise probability analysis on the
reliable connectivity of WSNs under the EG scheme. To address
this, we rigorously derive the asymptotically exact probability of
k-connectivity in WSNs employing the EG scheme with unreliable
links represented by independent on/off channels, where k-
connectivity ensures that the network remains connected despite
the failure of any (k — 1) sensors or links. Our analytical results
are confirmed via numerical experiments, and they provide precise
guidelines for the design of secure WSNs that exhibit a desired
level of reliability against node and link failures.

Index Terms—Connectivity, key predistribution, minimum de-
gree, random graphs, security, wireless sensor networks.

I. INTRODUCTION

The Eschenauer-Gligor (EG) random key predistribution
scheme [4] has been widely regarded as a typical solution to
secure communications in wireless sensor networks (WSNs)
[5], [6], [7], [8], [9], [10], [12], [15]. The scheme operates as
follows. In a WSN with n sensors, before deployment, each
sensor is independently assigned K, distinct keys which are
selected uniformly at random from a pool of P, keys, where
K,, and P, are both functions of n. After deployment, any two
sensors can securely communicate over an existing wireless link
if and only if they share at least one key.

Wireless links between nodes may become unavailable due
to the presence of physical barriers between nodes or because
of harsh environmental conditions severely impairing trans-
mission. We model unreliable links as independent channels,
each being on with probability p,, or being off with probability
(1—py, ), where p,, is a function of n for generality. Such on/off
channel model has been used in the context of secure WSNs
[9], [15], [12], and is shown to well approximate the disk model
[5], [6], [9], [15], [12], where any two nodes need to be within
a certain distance to establish a wireless link in between.

Given the randomness involved in the EG key predistribution
scheme, and the unreliability of wireless links, there arises
a basic question as to how one can adjust the EG scheme
parameters K, and P, and the link parameter p,,, so that the
resulting network is securely and reliably connected. Reliability
against the failure of sensors or links is particularly important
in WSN applications where sensors are deployed in hostile
environments (e.g., battlefield surveillance), or, are unattended
for long periods of time (e.g., environmental monitoring), or,
are used in life-critical applications (e.g., patient monitoring).
To answer the question above, this paper presents the asymptot-
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ically exact probability of k-connectivity in secure WSNs under
the EG scheme with unreliable links. A network (or a graph)
is said to be k-connected if it remains connected despite the
deletion of any (k — 1) nodes or links. An equivalent definition
is that each node can find at least k internally node-disjoint
paths to any other node. With k& = 1, k-connectivity simply
means connectivity.

Our result on the asymptotically exact probability of k-
connectivity complements a zero-one law established in our
prior work [15], [12], and is significant to obtain a precise
understanding of the connectivity behavior of secure WSNs.
First, with the zero-one law, one is only provided with design
choices which lead to networks that are k-connected with
high probability or to that are not k-connected with high
probability, where an event happens “with high probability”
if its probability asymptotically converges to 1. Given the
trade-offs involved between connectivity, security and memory
load [4], [9], it would be more useful to have a complete
picture by obtaining the asymptotically exact probability of k-
connectivity. In addition, there may be situations where the
network designer is interested in having a guaranteed level of
k-connectivity (one-laws would provide conditions for that) but
may also be interested in having some level of k-connectivity
without such guarantees (one-laws would fall short in providing
this). Our result fills this gap. Finally, it is not possible to
determine the width of the phase transition from zero-one laws;
the width of the phase transition is often calculated by the
difference in parameters that it takes to increase the probability
of k-connectivity from € to (1 — €), for some ¢ < 0.5. In
other words, it is not clear from zero-one laws how sensitive
the probability of k-connectivity is to the variations in the
EG scheme parameters K, and P,, and the link parameter
pn. By providing the asymptotically exact probability of k-
connectivity, our findings provide a clear picture of these
intricate relationships.

The rest of the paper is organized as follows. We describe the
system model in Section II. Section III presents the main results
as Theorem 1, which is established in Section IV. In Section VI,
we present numerical experiments that confirm our analytical
findings. Afterwards, Section VII surveys related work, and
Section VIII concludes the paper. The Appendix presents a few
useful lemmas and their proofs.

II. SYSTEM MODEL

We now explain the system model. Consider a WSN with
n sensors operating under the EG scheme and with wireless
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links modeled by independent on/off channels. Let a node set
V = {vy,va,...,v,} represent the n sensors. According to the
EG scheme, each node v; € V is independently assigned a set
(denoted by S;) of K,, distinct cryptographic keys, which are
selected uniformly at random from a key pool of P, keys. Any
pair of nodes can then secure an existing communication link
as long as they have at least one key in common.

The EG scheme results in a random key graph [1], [7], [10],
also known as a uniform random intersection graph. This graph
denoted by G(n, K, P,) is defined on the node set V such that
any two distinct nodes v; and v; have an edge in between, an
event denoted by I';;, if and only if they share at least one key.
Thus, the event I';; means (S; N.S; # 0).

Under the on/off channel model for unreliable links, each
wireless link is independently being on with probability p,, or
being off with probability (1 — p,,). Defining C;; as the event
that the channel between v; and v; is on, we have P [C;;] = py,
with P[A] throughout the paper meaning the probability that
event A happens. The on/off channel model induces an Erdds-
Rényi graph G(n,p,) [2] defined on the node set V such that
v; and v; have an edge in between if C;; takes place.

Finally, we denote by G(n, K,,, P,,, p,) the underlying graph
of the n-node WSN under the EG scheme with unreliable links.
We often write G rather than G(n, K,, P,,p,) for brevity.
Graph G is defined on the node set V such that there exists
an edge between nodes v; and v; if events I';; and Cj; happen
at the same time. We set event I;; := I';; N Cj; and also
write E;; as E,,,; when necessary. It is clear that G is the
intersection of G(n, K, P,,) and G(n,p,); i.e

G=G(n,K,,P,)NG(n,pn). (1)

We define s,, as the probability that two distinct nodes share
at least one key and g, as the probability that two distinct nodes
have an edge in between in graph G. Clearly, s,, and ¢, both
depend on K,, and P,,, while ¢,, depends also on p,,. As shown
in previous work [1], [7], [10], s,, is determined through

- =R/ i P> 2K,
sp = P[] = {17 if P, <2K,,.

Then by the independence of C;; and I';;, we have
4n = P[Ei;] = P[Cyj] - P[Tij] = pn - sn ()

) Pn- [1 — (Pnlzfn)/(;?;)], if P, > 2K, 3)
~\pas if P, <2K,.

III. THE MAIN RESULTS

We present the main results below. Throughout the paper,
k is a positive integer and does not scale with n, and e is
the base of the natural logarithm function, In. We use the
standard asymptotic notation o(-), O(+),w(-), 2(-), ©(:) and ~;
in particular, for two positive sequences a,, and b,,, the relation
ay, ~ b, means lim,,_, . a, /b, = 1.
Theorem 1. For graph G(n, K, P,,py,) under P, = Q(n)
and K” = o(1), with q,, denoting the edge probability and a
quuenEe oy, defined through

qn:lnn—l—(k 1)lnlnn+an’ @
n

00), then as n — oo,

iflimy, oo iy = * € (—

P [ Graph G(n, K, P, py) is k-connected.] — ¢~ =10,

Theorem 1 provides the asymptotically exact probability
of k-connectivity in graph G. Its proof is given in the next
section. From (3), for all n sufficiently large, under P, > 2K,
which is clearly implied by the condition % = o(1), the
edge probability ¢, in graph G is given by the expression

pn-[1- (T j{ )/( Ifzn)]. With a much simpler approximation

DPn - I;"z we present below a corollary of Theorem 1.

Corollary 1. For graph G(n, K, P,,p,) under P, = Q(n)
2

and I;” = o(ﬁ), with a sequence [3,, defined through

Inn+(k—1)Inlnn + 3,
pn- B2 = Bt k2l o 5)

» n
if lim, o By = B* € (—00,00), then as n — oo,
efﬁ*

P [ Graph G(n, K., Py, py) is k-connected.] — e~ =11,

Setting p,, = 1 in Theorem 1 and Corollary 1, we obtain the
corresponding results for random key graph G(n, K,,, P,) in
view of (1). Furthermore, we can use monotonicity arguments
[15] to derive the zero-one laws for k-connectivity in graph
G. Specifically, under the conditions of Theorem 1 (resp.,
Corollary 1), graph G is k-connected with high probability
if lim,, soau, = oo (resp., lim, B3, = o0), and is not k-
connected with high probability if lim,,_, o, = —oo (resp.,
lim,, 003, = —00). The arguments are straightforward from
our work [15] and are omitted here due to space limitation.

Before establishing Corollary 1 using Theorem 1, we explain
the practicality of the cond1t1ons in Theorem 1 and Corollary 1:
Pn =Q(n), B =o(1) =o(= ) First, the condition

= Q(n) 1ndlcates that the key pool size P, should grow
at least linearly with n, which holds in pract1ce 4], [lO] [9].
Second, the condtions %2 = o(1) and fg= = o(35;) (note
that the latter implies the former) are also pract1cal in secure
sensor network applications since P, is expected to be several
orders of magnitude larger than K, [4], [10], [9].

We now prove Corollary 1 using Theorem 1. We have the
conditions of Corollary 1: P, = Q(n), o(t), and
(5) with lim,, o, 8, = 8* € (—00,00). First, it is clear that
Bn = B* £ o(1). Under Kff = O(Inln) = ( ), from [15,
Lemma 8], it holds that s,, = [1 + O(
the above, we obtain from (2) and (5) that

qn = Pn * Sn = Pn * an [1i0( )]
_ Inn+(k— l)lnlnn—l-,ﬁn . [1 :tO(

. 7))

_ lnn+(k71)lnlnn+ﬁ*:l:o(1). (6)

With «,, defined by (4), we use (6) to derive a,, = 8* + o(1),
which yields that o™ denoting lim,,_,~, a,, equals 5*. Then in
view of a* = 8* and that the conditions of Theorem 1 all hold
- O(Irlln)

implies 5= = 0(1)), Corollary 1 follows from Theorem 1.

)] In view of

P

IV. ESTABLISHING THEOREM 1

For any graph, k-connectivity implies that its minimum
degree is at least k, while the other way does not hold
since a graph may have isolated components, each of which
is k-connected within itself. However, for random graph
G(n, Ky, Py, pn), as given by Lemma 1 below, we have shown
it is unlikely under certain conditions that G(n, K,,, Py, pn) is
not k-connected but has a minimum degree at least k.
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Lemma 1 ([15, Section IX]). For graph G(n,K,, P.,pn)
under P, = Q(n), Kn = o(1) and q,, = o(1), it holds that

P
Graph G is not k-connected, — o(1)
but has a minimum degree at least k. | ’

We show that the conditions in Lemma 1 all hold given the
conditions of Theorem 1: P, = Q(n), £» = o(1) and ¢, =

Py,
Inntk=DInlnntan with fim, , o, = o* € (=00, ). To

see this, we only need to prove ¢, = o(1) needed in Lemma
1 follows from the conditions of Theorem 1. Clearly, it holds
that |, | = O(1) from lim,, o o, = @* € (—00,00). Then
in view of |a;,| = O(1) and the fact that k does not scale with
n, we obtain from (4) that

Inn

Gn ~ —— (7
n

which clearly implies ¢, = o(1).
From Lemma 1 and
P[Graph G is k-connected. ]
= P[Graph G has a minimum degree at least k. ]

Graph G is not k-connected,
but has a minimum degree at least k. |’

Theorem 1 on k-connectivity of G will be proved once we
demonstrate Lemma 2 below on the minimum degree of G.

Lemma 2. Under the conditions of Theorem 1, it holds that

—a

lim,, o0 P|G has a minimum degree at least k.] = e~ ==,

To prove Lemma 2, we first show that the number of nodes
in G with a certain degree converges in distribution to a Poisson
random variable. With ¢;, denoting the number of nodes with
degree h in G, h = 0,1, ..., we use the method of moments
to prove that ¢; asymptotically follows a Poisson distribution
with mean Aj. Specifically, from [11, Theorem 7], it follows
for any integers h > 0 and ¢ > 0 that

Plgy, = €] ~ (€)' Aple ™, (8)

since P[Nodes vy, v, ..., v, all have degree h] ~ X, /n™,
which is shown by Lemma 3 below with

A = n(h) " (ng, ) e, )

Lemma 3. For graph G under the conditions of Theorem 1,
P[v1,v2,. . ., Uy, all have degree h] ~ (h!)~™(ng,)"™me=""dn
holds for any integers m > 1 and h > 0.

As explained above, Lemma 3 shows (8) with \;, given by
(9). Then the proof of Lemma 2 will be completed once we
establish Lemma 3 and the result that (8) implies Lemma 2.
Below we will demonstrate that (8) implies Lemma 2, and then
detail the proof of Lemma 3.

A. Proving that (8) implies Lemma 2

Recall that ¢;, denotes the number of nodes with degree h in
graph G. With § defined as the minimum degree of graph G,
then the event (0 > k) is the same as ﬂ’;;é(th =0) (i.e., the
event that no node has a degree falling in {0,1,...,k — 1}).
Hence, we obtain

k—1
5> K =2 ()6 =0)| <Flo1 =05 (0

h=0

and by the union bound, it holds that
k—2

P[5 > k] =P| (¢x1=0)0 ( (o0 #0)
=0 (U o) |
k—2
> Plop—1=0]— > _Plgn #0]. (an
h=0

To use (10) and (11), we compute P[¢y, # 0] given (8) and thus
evaluate \j, specified in (9). Applying (4) and (7) to (9), and
considering lim,,_,~, @, = o™ with |a*| < co, we establish

A = n(hl) " (ngy e
~ n(h‘)*l(ln n)h e Inn—(k—1)Inlnn—ay,

= (h)"(Inn)t1i-ke=on

0, for h=0,1,...,k—2,
- ﬁ forh=Fk—1, (12)
0, forh=Fkk+1,...
By (8) and (12), we derive that as n — oo,
1, for h=0,1,...,k—2,
Plgn = 0] — 67:’;&1)!, for h =4k —1, 13)
0, forh=Fkk+1,...

Using (13) in (10) and (11), we obtain P[0 > k] — e~ <ek_—al>!;
i.e., Lemma 2 is proved.

B. Proving Lemma 3

We use V,, to denote the node set {vy, va,. .., v, }. Lemma
3 evaluates the probability that each of V), has degree h. To
compute such probability, we look at whether at least two of
V. have an edge in between, and whether at least two of V,,
have at least one common neighbor. To this end, we define P;
as the probability of event
(each of V,, has degree h)
N [(at least two of V,, have an edge in between)
U (at least two of V,,, have at least one common neighbor)],
and define P5 as the probability of event
(each of V,,, has degree h)
N (no two of V,, have any edge in between)
N (no two of V,, have any common neighbor).
Then Pleach of V,,, has degree h] = P; + Ps. Thus, Lemma 3
will hold once we establish the following two propositions.

Proposition 1. Under the conditions of Theorem 1, it holds
that Py = o ((h!) ™™ (ngy,)"me=mmam ).

Proposition 2. Under the conditions of Theorem 1, it holds
that Py ~ (h!)~™(ng,)"™emnan,

To prove Propositions 1 and 2, we analyze below how nodes
in graph G have edges. We first look at how edges exist
between vy,vs,...,vy. Recalling C;; as the event that the
communication channel between distinct nodes v; and v; is
on, we set 1[C};] as the indicator variable of event C;; by

1] = 1, if the channel between v; and v; is on,
Y1700, if the channel between v; and v; is off.

We denote by C,, a (7 )-tuple consisting of all possible 1[C;;]
with 1 <7 < j < m as follows:
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C’m = (1[C12]7 geeey 1[01771]7 1[023], geeey 1[C2m]7
1[Cs4], ..., 1[C3m], ooy Clm—1),m))-
Recalling S; as the key set on node v;, we define a m-tuple
T through T, := (S1,52,...,S5,). Then we define L,,
as Ly, = (Cpn, Trn). With L,,, we have the on/off states of
all channels between nodes wvi,vs,...,v, and the key sets
S1,52,...,5,, on these m nodes, so all edges between these
m nodes in graph G are determined. Let C,,,, T,,, and L,,, be
the sets of all possible C,,, 7, and L,,, respectively.

Now we further introduce some notation to characterize how
nodes vy, vs, . .., v, have edges with nodes of V,,, where V,,
denotes {Vy, 41, V2, - - -, Up }. Let N; be the neighborhood set
of node v;, i.e., the set of nodes that have edges with v;. We
also define set NV; as the set {Uy,41, Um+2,---,Un} \ N;. Then
we are ready to define sets M;, ;, ;. forall ji,j2,...,Jm €
{0, 1} which characterize the relationships between sets IV; for

i=1,2,...,m. We define
Mjle'njnL = ( ﬂ Nl) m ( ﬂ M) :
i€{1,2,....m}:5,=0
(14)

1€{1,2,....m}:j;=1

In other words, for ¢+ = 1,2,...,m, if N; is not empty, each
node in N; belongs to Mj, j,.. ;.. if j; = 1 and does not belong
to Mj1j2---jm if ]2 io AISO, if j1 = jg =...= j77L = O, then
Mjle---jm, = ﬂzil N1 The sets Mj1j2--~jm for jl,jQ, ‘e ,jm €
{0, 1} are mutually disjoint, and constitute a partition of the set
Vp, (a partition is allowed to contain empty sets here). By the
definition of M;, j, ;. for ji,ja,...,Jm € {0,1}, we have

> (15)

J1:d2,--Jm €{0,1}

)y

J1sd2sedm€{0,1}:
it gzl

We further define 2-tuple M,,, through'
Mm = (‘Mjlj2-~jm| | j17j27 s 7.jm S {07 1})
= (‘Mom ‘, |M0m—171 5 |M0'm.721’0|7 |M0m72171‘7 e )7
where |M;, j,. ;.| means the cardinality of M;, ;, ;..
Under event 6'%, the set M,,, is determined and we denote
its value by M&,? , which satisfies
|M0i—1)1’0m—i| = h, for i = 1,2,...,m;
|Mjjs...jm| = 0, for 37" i > 1;
|Mom| =n—m — hm.
To analyze event &, we define ]]_47(2) such that (£m S }L&E’)) is
the event that no two of nodes vy, ve, . . ., v, have any common
neighbor. In view of events (ﬁm S ]L&S)), (Mm = MES)) and
&-, then &5 is the same as (ﬁm € IL;(@))) N (Mm = MSS)); ie.,
& = [(Ly e LOYN (M, = MD)]. (18)
We define M,,,(L,,,) for L, € L,, as the set of M,, under
which each of V,, has degree h. Thus, the event that each of
V., has degree h is ([,m € Lm) N (./\/lm € Mm(ﬁm)), which
together with (18) yields

| =Vml=n-m,

‘ ]iklj2---j7n
and .
U Ni) NV,l.  (16)

i=1

|Mjijo..jm | = ‘(

a7

IFor a non-negative integer x, the term 0% is short for ~ 00...0 . Also,
N——

. . . “2” number of “0”
for clarity, we add commas in the subscript of Mym -2 ¢ etc.

Bl(Lr = £5)N (M = M;,)].

&= U

Ly €Ly, My €My, (L),):
(5, ¢l or (M5 #MD)
(19)
Now we prove Propositions 1 and 2 based on (18) and (19).
The inequality below following from (7) will be applied often:

Inn 20)

Gn < for all n sufficiently large.

1) The Proof of Proposition 1

In view of (19) and considering the disjointness of events
(Lo = L) N ( My, = M) for L, € Ly, and M}, €
M, (L), we express P[&;] as

Ly €L, M) M, (L))):

(Lo, gLi)) or (M, # M)

We evaluate (21) by computing

P[(Mpm = M},) | Ln = L}]. (22)
With C, and 7% defined such that £ = (C;,,T,), event
(L, = L)) is the union of events (C,, =C,) and (T, =T.%).
Since (C,,, =C},) and (M,,, =M}, are independent, we get
(22) = P[(M = M3,) | (T = T12)]-

For each ji,j2,...,0m € {0,1}, for any distinct nodes
wy,we € Vp, events (w1 € M, 5,) and (wy €
M. j,..j..) are conditionally independent given (7, =
Tr) . where T specifies the key sets Si,S2,...,5m
as S},S55,...,5),, respectively). Thus, with M7  being

i m?

(| Mgl | Mg 1|5 [MGm—2y ols [Mgm—2y 415+ - ), we obtain
(22) = f(n - maM:q)P[w S MOm |Tm = 7;:]“\/16‘"1|><

II Plw € Mj,j, o, | Ton = Ty Vi,

J12d25redm €40,1}:
it i1

(23)
where f(n — m, M, ) is the number of ways assigning the
(n —m) nodes from V,, to M, ;. such that |M; ;. 5 |
equals [M7 ;. |, for ji,j2,...,jm € {0,1}. Then

. n—m)!
H.j17j2y~~-7j7ne{071}(‘ Jijz2.--gm )
which along with (15) yields
fln—m, M5) <[(n —m)!]/(|Mgn|")
2241200 im€{0,1}: M5y go g |
<n it izl (25)

For any ji,j2,...,jm € {0,1} with > 1" j; > 1, there
exists t € {0,1,...,m} such that j; = 1, so
Plw € Mj,jy..jo | Ton = Ty
S P[Eumt | 7;n = T:L] = ]P}[Eumt] = (qn, (26)
where E,,,, is the event that an edge exists between nodes
w and v;. Substituting (25) and (26) into (23), and denoting
i dagine Oy M5, | by A, we obtain

:11 Ji>1.
(22) < (ngn)™ xPlw € Mym | Tp = 7] Moml. (27)
To further evaluate (22) based on (27), we will prove below
that if (£, ¢ %)) or (M, # M), then

A< hm-—1. (28)
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On the one hand, if £ ¢ ]Lg,?,), there exist 7; and 75 with
1 <41 < i3 < m such that nodes v;, and v;, are neighbors.
Hence, {v;,,v;,} € [(U/%; N;) () Vin] holds. Then from (16),
we have A = |U:’;1 NZ-| — |(U;’;1Ni) ﬁVm| < hm — 2. On
the other hand, if M}, # Mﬁ,?), there exist i3 and i4 with
1 < i3 < i4 < m such that N;, N N;, # (). Then from (16),
A < ;11 i < (Z;r;l \Ni|)—|Ni3ﬂNi4| < hm—1 follows.
Thus, we have proved (28), which along with (15) leads to
(29)

From (7), it is true that ng,, ~ Inn, implying ng, > 1 for all
n sufficiently large. Then substituting (28) and (29) into (27),
we obtain that if (L}, ¢ ]Lg,?,)) or (M, # MSS)), then for all
n sufficiently large, it holds that

(22) < (ng)"™ 1 x Plw € Mom | Ty = T2 ™7™, (30)

Applying (22) and (30) to (21),we get

M| =n—m—A>n—m—hm.

en< Y {|Mm(£;)|xp[£m:5;]><R.H.s. of(30)}.
Ly, €Lp

(€29

To bound |M,,(L,)|, note that M,, is a 2™-

tuple. Among the 2™ elements of the tuple, each of

| M, .. ijh Ji .cfo,1}: 18 at least O and at most h; and

ieqJiz1.
the remaining elerhent |Mom| can be determined by (15).

Then it’s straightforward that |M,,(L%)| < (h + 1)2" L.
Using this result in (31), and considering (£,,, = £3,) is the
union of independent events (7, = 7,%) and (C,,, =C;;,), and

ZC* €Cn [ m:CW*n] =1, we derive
(21) < (h+ " g™ xS T = T
T €Tm
x Plw € Mom | T = T;L]n—m—hm}. (32)

From (32) and ng,, ~ Inn — oo as n — oo by (7), the proof
of Proposition 1 is completed once we show
T E€Tm
<e MM 1 4 o(1)].
C. Establishing (33)

From (61) and (62) (Lemma 4 in the Appendix), we get

Plw € Mym | Trn = T,f;]"fmfhm
=Plwe€ M§m | Trn =T ]"Plw € M{m |Tm:Tnﬁ]_m_hm

<e~ mngp+mngn +nq;?5n21gi<jgm|sfj‘(]_,mqn)*m*hm (34)
for all n sufficiently large, where S7; := S7N.ST. With (7) (i.e.,
gn ~ 1), we have m?ng,,> = o(1) and mg, = o(1), which
are substituted into (34) to induce (33) once we prove

Z [T T*]e %?:n Zlgi<j§m |SZJ‘| < 1 +0(1).

T €Tm
L.H.S. of (35) is denoted by H, ,, and evaluated below.
For each fixed and sufficiently large n, we consider: a)
pn <n~°(Inn)~" and b) p, > n"%(nn)~!, where § is an
arbitrary constant with 0 < ¢ < 1.

a) pn < n%(lnn)~*

From p, < n~%(lnn)~!, |51*J| < K,forl <i<j<
m and (20), then for all n sufﬁciently large, it holds that
e R Yasiczm 193] < 62" (%) < ™™’ which is used in
Hn_’m so that H,, , <e™ ZT* er,, PlTm=Ty]=e™™

P[Tp = TaPlw € Mom | Ty = T3]0

(33)

(35)

b) pr, > n%(Inn)~?!

We relate H,, ,, to H, ,—1 and assess H, ,, iteratively.
First, with 7% = (S7,55,...,5%), event (T, = T.5) is
the intersection of independent events: (7,1 = 7,%_;) and
(Spm = S7,). Then we have

Hom= Y. (BlToor = T )N(Sm = S2)I
T 1€Tm—1,
\S;‘m|)

S’ ESm
BS = SpJe Hi SISl 36)

) -1
emir?:n Zl§i<j§m,—l |S:j‘em§<":n Z:il

>

S ESm
By > |sm| < m|Sx, N (U S7)| and (20), we have
S

enqnpn Zn;—l ‘S ‘ g e27npnlnn‘s* (U:Z:l
in (36) to induce
2umpp Inn
< P||S: N S| = B
e < S s
Denoting ‘Um 1S* by v, then for u satisfying 0 < u <
5%, = K,, and S, U (U,'SF) = K +v —u < P, (e,
for u € [max{O K, +v— P,}, K,]), we obtain

= ddpm—1"

, which is used

(37

v P,—wv P,
P Nl=u| = " " 38
Jsen(Usr) =] = ()20 /() oo
which together with K, <v < mK, yields
(mK,)* (P, — KK~ K,!
L.H.S. of (38) < . .
of 38) < ] (Kn—u)! (P — K,)En

1 man v
< —| ——— .
<alme) &
For u ¢ [max{0, K,, + v — P,,}, K,], L.H.S. of (38) equals 0.
Then from (37) and (39)

K mpp Inn u
RH.S. of(37)<z (Pm o o )

5  2mpplnn
e Kn

< (40)

By [15, Fact 5] and 1 —x < e~" for any real z, it holds that

0> 1= (1=K, /P,)"" >1—e 5 /P (41)

For n sufficiently large, from p,, > n~%(Inn)~" and (20) (i.e.,
Gn = Pnsn < 227, we have

Sn=Pn qn <pn ' 2n"'lnn < 2n5*1(lnn)2. (42)

Hence, for n sufficiently large, we apply (41) (42) and P,, >

2K, (which holds from the condition K” = 0(1)) to produce

K,?/(P, — K,) < 2K,?/P, < 21n(1 — 5n)

< —2In(1 — 2n°~Y(Inn)?) < 2207 In n, (43)

where the last step uses —In(1—y) < /y for 0 < y < 1. From

(7) and condition P,, = Q(n), we obtain from [15, Lemma 7]

that K,, = w(vInn) = w(1). Then for an arbitrary constant

¢ > 2, it holds that ?” > K, > —%m __ polds for all n

(c=2)(1-9)
sufficiently large. Hence,

2mpp Inn (=2)(1=8) . (c 2)(1-9)

e Kn <e 2c = 2¢ (44)
The use of (40) (43) and (44) in (37) y1elds
Hn,m/Hn,m—l S R.H.S. of (37)
< o T (o
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To derive H,, ,, iteratively based on (45), we compute H,, o
below. Setting m = 2 in L.H. S of (35) and considering the

independence between (S; = S7) and (S2 = S3), we gain

Hyz= ) PSi = 57] ) PlSy = S5)e 15051 4g)
S;€Sm 53€Sm

Clearly, nges P[Sy = S3le” K 1910521 equals R.H.S. of

(37) with m = 2. Then from (45) and (46),
5—1

Hop< Y PIS =S © "=
S} ESm
Therefore, 1t holds via (45) and (47) that

55— 5—1
H <(e3n c III'IL)mJ’_(m +..+3 Gn c 1nn< 3m3n < lnn
n,m >

5—1
6n ¢ Inn

(47)

Finally, from cases a) and b), for n sufficiently large, H,, .,

5—1
is at most max {67"2”76 edmin e nn} Then (35) follows.
V. THE PROOF OF PROPOSITION 2
We define Cg?) and T£2) by Cg?) =( 0,0,...,0 )
———

0 m(m—1)/2 number of “0”
and Tgn) ={Tm|SinS; =0, V1 <i < j < m.}. Clearly,
(Cr= Cr(,?)) or (T € ng)) each implies (L, € }LES)). Also,
(Cr = el )) and (M, = Mﬁfi)) are independent of each other.
Thus, with Py :P[(ﬁm € IL%?)) N (./\/lm = Mﬁ,?))], we derive

P2 > P[Cr, = COP[M,, = MP)], (48)
and
Po > P[T5, € TOIP[(M,, = M) | (T € TO)]. (49)

Given that event (C,, = C\Y) is Us<icj<m Cij and event
('Tm € ’IF,(S)) is U1§i<j§m I';;, using the union bound, we get
PlCo=C0] 21~ ) PCyl21-m’p,/2, (50)

1<i<j<m
and
P[T, € TO] >1- Z P[Ti;] > 1 —m?s,/2. (51)
1<i<j<m
Denoting (h!)~™(ng,)"™e~™" by A, we will prove

P[My = MP] ~ A (52)
and
P[(Mp = MOD) | (T € TO)] > A-[L—0(1)].  (53)

Substituting (50) and (52) into (48), and applying (51) and (53)
to (49), we get (i) Po/A > (1 —min{s,, p,} -m?/2)[1—o(1)].
From (52), we get (i) Py < P[M,, € M| < A[1+0(1)].
Combining (i) and (ii) above and using min{s,,p,} <

/52Pn = +/¢n = o(1) which holds from ¢, = s,p, and
(7), Proposition 2 follows. Below we establish (52) and (53).

A. Establishing (52)
We write P[M,, = M(mo)} as

> {BIT=TalB[(Mun=MD) | (Ta=T;)] }.

T €Tm
where P[(M,, = Mﬁ,?’) | (T = T3] equals
f(n—m, MOVPlw € My | Ty = T~

X HP[’U} S Moi—17170m—i
i=1

Tm = Ty;;]h7

where f(n m,/\/tﬁ,?)) is the number of ways assigning the

(n —m) nodes from V,, to M, ;, ., such that |Af; | is

1]2]m

given by Mﬁ,‘i) (see (17)). Hence, it holds from (24) that
(n—m)!

_ (0) — o (H1)— My hm
f(n—m, M) ()l (B) (b))~ (54)
We will establish .
> P70 =T [T{P[we Moi-s 1 g | T =Tit] "} }
T:€Tm i=1
> g, -1 o(1)), (55)

We use (54) and (55) as well as (61) (viz., Lemma 4 in the
Appendix) in evaluating P[Mm = Mg)] above. Then
P[M,, = MO]
> (W)™ 1= 0(1)] - (1 — mgn)™ x
> PTn =T [[ {PlweMoi—r 1 0m— | T =T;]"}
Tr€Tm i=1
> (h!) ™" (ng)" e - [1 = o(1)]. (56)
Substituting (33) (54) above and (63) in Lemma 4 into the
computation of P[M,,, = MES)] yields
P[M,, = MO]
< (h!)—mnhmqnhm

> PTw

Tr€Tm
~ (W)™ (ngn)""e (57)

Then (52) follows from (56) and (57). Namely, (52) holds
upon the establishment of (55). From (64) in Lemma 4 and
gn = o(1) by (7), we obtain (55) once proving

= (P[Tm=m] S |s;;|) —o(1).

x [14 o(1)]x
= Tl Plw € Mo | Ty = Tpp]" 7"

—mngn

(58)

T ET,, 1<i<j<m
If 7,5 € T4, then | S};| = 0. Then from (51), we get (58) by
L.H.S. of (58) < p,,-m(m —1)/2-P[T% € Ty \ T]

< pn-m?/2-m?s, /2 <min"'nn/2 = o(1).

B. Establishing (53)
Let A denote ]P’[(/\/l = Mmn 0)2 | (Tm ng )} Clearly,
A is equivalent to P[(M )) | (T = T.;)] for any

T e T'Y, so it follows that
A=f(n—m, MD)Pw € Mym | Ty =Tp]" """

X H {P[w S Moi,—l’l’om—i | T = TJL]h},

i=1
with f(n — m,./\/lgg)) given by (54). For T € ng), from
|Sjj| =0 and (64) in Lemma 4, we derive

H {P[w S M0i7171,0m—i

i=1

(59)

h
T =T7.] } > g™ (1= 2hm2qy).

(60)
Substituting (54) (60) above and (61) in Lemma 4 into (59),
we conclude that A is at least

(h))™™n"™ - [1 = o(1)]
X qnhm(l - thzqn) -(1- mqn)”fmfhm =A-[1-0(1).
VI. NUMERICAL EXPERIMENTS

To confirm our analytical results, we now provide numerical
experiments in the non-asymptotic regime.
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Fig. 1. A plot generated from the simulation and the analysis for the
probability that G(n, K, P,p) is 2-connected versus K with n = 2,000,
P =10,000 and p = 0.2,0.5,0.8.

In Figure 1, we depict the probability that graph
G(n, K, P,p) is 2-connected from both the simulation and the
analysis, as elaborated below. In all set of experiments, we fix
the number of nodes at n = 2,000 and the key pool size at
P =10, 000. For the probability p of a communication channel
being on, we consider p = 0.2,0.5,0.8, while varying the
parameter K from 3 to 21. For each pair (K,p), we generate
1,000 independent samples of G(n,K,P,p) and count the
number of times that the obtained graphs are 2-connected. Then
the counts divided by 1,000 become the empirical probabilities.

The curves in Figure 1 corresponding to the analysis are
determined as follows. We use the asymptotical result to
approximate the probability of 2-connectivity in G(n, K, P, p);
specifically, given n, K, P,p and k = 2, we determine « by
considering p - [1 _ (PI—(K)/(II;)} _ 1nn+(k—1731nlnn+oz a

condition stemming from (4) and the computation of ¢, in

Section II, and then use e~ (=0t B} as the analytical reference
of P[G(n, K, P,p) is 2-connected] for a comparison with the
empirical probabilities. Figure 1 indicates that the experimental
results are in agreement with our analysis.

VII. RELATED WORK

Random key graphs. For a random key graph G(n, K,,, P,)
(viz., Section II) which models the topology induced by the
EG scheme, Rybarczyk [7] derives the asymptotically exact
probability of connectivity, covering a weaker form of the result
— a zero-one law which is also obtained in [1], [10]. Rybarczyk
[8] further establishes a zero-one law for k-connectivity, and
we [14] obtain the asymptotically exact probability of k-
connectivity. Under P,, = ©(n°) for some constant ¢ > 1 and
Bno ® = lnnd(eo Dln Innton Rybarczyk’s result [8] is that the
probablhty of k- connect1v1ty in graph G(n, K,,, P,) is asymp-
totically converges to 1 (resp. 0) if lim,,_,~, &, equals oo (resp.,
—00), while we [14] Erove that such probability asymptotically

approaches to e G if lim,, o0 @, = @™ € (—00,00).
Erdés—-Rényi graphs. For an Erd6s—Rényi graph G(n,p,)
where any two nodes have an edge in between independently
with probability p,,, Erdés and Rényi consider connectivity in
[2] and k-connectivity in [3], where the latter result is that if
P _ Inn+(k— IZLln In n+ay, and hmn%oo ay, = ot € [ 00 OO]
graph G(n,pn) is k- connected with a probability asymptoti-

cally tending to e (Gl 1>'

Random key graphs N Erdds—-Rényi graphs. As given
in Section II, our studied graph G is the intersection of a
random key graph G(n, K,, P,) and an ErdGs—Rényi graph
G(n,py). For graph G, Yagan [9] establishes a zero-one law

for connectivity, and we [15], [12] extend Yagan’s result to
k-connectivity and show that with P, = Q(n), % = o(1)

and g, set as mrth— 1) nnntan “oraph G is (resp is not) k-
connected with high probablhty 1f lim,, o o, = 00 (resp.,
lim, o a, = —o0). Compared with this result in [15],
[12], our result on the asymptotically exact probability of k-
connectivity is stronger and more challenging to derive.

Random key graphs N random geometric graphs. Con-
nectivity properties have also been studied in secure sensor
networks employing the EG scheme under the disk model,
where any two nodes need to be within a certain distance
r, to have a link in between. When nodes are assumed
to be uniformly and independently deployed in some region
A, the topology of such a network is represented by the
intersection of a random key graph G(n, K,,, P,) and a random
geometric graph, where a random geometric graph denoted by
G(n,ry, A) is defined on n nodes independently and uniformly
distributed in A such that an edge exists between two nodes
if and only if their distance is at most r,. Krzywdzifiski
and Rybarczyk [6], Krishnan e al. [5], and we [13] present
connectivity results in graph G(n, K,,, P,) N G(n, ry,, A). With
the network region .4 being a square of unit area, Krzywdzinski
and Rybarczyk [6] show that G(n,Kn,P )ﬁG(n Tn, A) is
connected with high probability if 77,2 % ~ Cl“" for any
constant ¢ > 8. Krishnan et al. [5] improves the condltlon on
c to ¢ > 2m. Later we [13] derive the critical value ¢* of ¢ as
max{1+1lim, ( 5:2 ), 41im,, 00 (ln KP—:'Q/IH n)},
namely, graph G(n, K,, P,,) NG(n,r,,A) is (resp., is not)
connected with high probability for any constant ¢ > ¢* (resp.,
¢ < c*). There has not been any analogous result for k-
connectivity reported in the literature.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we consider secure WSNs under the
Eschenauer—Gligor (EG) key predistribution scheme with unre-
liable links and obtain the asymptotically exact probability of
k-connectivity. A future direction is to consider k-connectivity
in WSNs employing the EG scheme under the disk model [9],
[5] in which two nodes have to be within a certain distance for
communication in addition to sharing at least one key.
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APPENDIX
A. Useful Lemmas

We present below Lemmas 4 and 5, which are proved in the
next subsections. Lemma 4 is used in establishing Propositions
1 and 2 in Section IV-B. The condition P,, > 3K,, in Lemma
4 follows for all n sufficiently large given K, /P, = o(1) in
Propositions 1 and 2. Lemma 5 is used in proving Lemma 4.

Lemma 4. Given P, > 3K, and any T} = (S7,55,...,5%),
with S}; denoting S;NS7, for any node w € Vy,, we obtain

Plw € Mom | T = T,5] > 1 —mg,, and (61)
Plw € Mom | Tr = T.7]
< e~ MInFM 0 KT npn Ticici<m 1551 (62)
and for any i = 1,2,...,m, we have
Plw € Myi-1 1 gm-i | Tro = Tot] < qn, and (63)
T2 {Pw € Moios 1 gnes | T = Ti]}'
> q,"™ (1 = 2hm?q,, — th" Yi<icj<m |57 i) 64

Lemma 5. With T';; denoting the event that an edge ex-
ists between distinct nodes v; and v; in random key graph
G(n, Ky, Py,), if P, > 3K, then for three distinct nodes v;, v;
and vy, we have P[(Dy; (T | (1Si;] = w)] < Ky~ sput2s,>
foru=0,1,..., K,.

B. The Proof of Lemma 4

For any node w € V,,,, event (w € Mym) equals ;" Eyu,.
where E,,,, is the event that there exists an edge between nodes
w and v; in G. By a union bound, L.H.S. of (61) is at least
1= P[Eyy, | T = T,5] = 1—mgs, so that (61) is proved.
And to prove (62), by the inclusion—exclusion principle, we get

Plwe Mom | Trn=T;] <1—Z]P’ woi | T =T12]

+ Z
1<i<j<m
Then we use Lemma 5 to further derive

*
P[w € Mom | Tm = 7;n]
<1-mgn+pa® D
1<i<j<m
—mgn+m?qn 2 +Kn qnpn Di<icj<m 1SH]
b

va,; mevj |Tm:7;:]
(Kn713n|53‘j| +25,%)

<e

where the last step uses 1+ x < e* for any real .

For any node w € V,,,, event w € Myi-1 1 gm—: means that
node w has an edge with node v;, but has no edge with any
node in V,, \ {v;} = {v; | 7 € {1,2,...,m} \ {¢}}. Then
(63) follows since ]P’[w € Myi-11,0m—i | T = ’T;;] is at most

P[Ewy, | T = T,%] = P[Eyww,;] = ¢n. where the last step uses
the independence between event F,,,,, and event (7, = 7,%).

We now demonstrate (64). From the above, we have
IP’[w € Myi— ,1,0m—i T = TJJ
=P[Ewv, N (Njerrz...mp i Bovs) | T = Tl
=P[Euwu,]~PlBuwo,N(Ujeqio,... my\ iy Bwos) | T
where the last step uses P[Eyy, | T = T,5] =P

event E,,, is independent of event (7., = 7,%).
From (65) and P[E,,,,| = ¢,, we obtain

qn_l]P)I:w S Moi—171’0m—i Tm = 7;:/]
=1 'P[Euy,N ( Uj€{1,2,...,m}\{i} Eww) | T =Tl

so that
}h
)

anhm'H?;{ [w
BB, (Use 1) B | T =T}

—H{l In~

> 1—h2{qn71P[vaﬁ( Ulje{1,2,.A.7m}\{i}Ew"’j) |Tm:TrZ]}’
=1

(66)
where the last step uses the following inequality easily proved
by mathematical induction: [[,_, (1 —x,) > 1—%",_, a, for
any positive integer r and any x, with 0 < z, < 1 for ¢ =
1,2,...,r (we set r = mh, with the mh number of x; as m
groups, where the group ¢ for ¢ = 1,2,...,m has m members

all being qn_l]P)[va,Lm( UJ€{1,2,,m}\{l} vaj) |Tm:7;;;].)
To analyze (66), we use the union bound and Lemma 5 to get

P[Ewo, N (Uj€{1,2,‘..,m}\{i} vaj) | Ton = T,01)
< Djetiz. mn it PlBwu, N By, | T = T
< Dietion mpvgiy P’ (Bn ™ LS|+ 250%)
< 2mgn? + K™ ' pugn 2 ez, mpga} S5l
which is substituted into (66) to establish (64) by
gn " T {P[w € Myt ygmms | T = T3]}
>1-hY " {2mg, + K, 'p

=Tnl, (65)

[Ewy,] since

(0)
MOI 1 10117 i

n 2 je(12,mp\ i} 1951}

> 1= 2hm*qn — 222 3 i 1S5 (67)
C. The Proof of Lemma 5
We use the inclusion—exclusion principle to obtain
P[Ls (Tt | (1S55] = u)]
=P[Cu [ (18] = w)] + P[Tje | (1S3 = )]
— P U | (1535 = )]
=2sn = 1+ (G /(). (68)

in view that event (|.S;;| = u) is independent of each of I';;
and I'j;, and event I';; UT';; means Sy N (S; US;) # 0.
By [9, Lemma 5.1] and [15, Fact 2], we derive

2Kp—u 50 (2K, —u sn (2K, —u)\2
(1—5,) <1 nlnzu) ] (on(Zncu))
<1-2s,+ K,
which is substituted into (68) to complete the proof.

—1
Spu + 25n2,
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