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Abstract—Museums and exhibitions represent a relevant con- the following services: (i) cultural asset identification and
tribution to the economy all over the world. In lItaly, in the year  guthentication; (ii) integrity of cultural assets information; (iii)
2006 the 400 national museums, monuments and archaeologicalgecre transport of cultural assets. Secure transport is achieved

sites have been visited by 34.492.875 people with an averag L )
entrance fee of 6,64 euro for person while in France 18.367.000%y means of the GTA monitoring component. This component

people decided to dedicate some time for visiting the national IS Wrapped in each cultural asset package and is connected to
museums. Considered the increasing relevance of the cultural several sensors (i.e., temperature, humidity and light sensors).
and economical level of museums, several works in Artificial At run time, the GTA monitoring component controls the

Intelligence (Al) have proposed new methodologies for supporting gangor data variation to detect package opening. It also checks

the users during their visits. However, few research groups have th tual iti K to detect ible theft
faced the problem of the cultural assets transport. This paper € mutual position among packages 1o detect possible theits

pays attention to a particular aspect of the museum activities: and uses the Galileo signal to check the correct transport
how to identify and to transport in a secure way the cultural routing.
assets. In fact, a higher security in transport among museums  However, in real experiments [10] that we have performed
may increase the exchanges and, consequently, the cultural offer. \a paye noticed that the GTA monitoring component can rise
For reaching this goal we exploited the Galileo Satellite services false alarms. These are consequence of unexpected environ-
and the Intelligent Agents technology and we experimented the . ;
system in a real scenario. mental conditions (e.g., quickly weather breaks, sudden track
breaking) that require some intelligent deductions missing in
l. INTRODUCTION the GTA implementation. In this paper, we present recent
People often believes that transport of a cultural assetdsvelopments aimed at enhancing the GTA system by means
a simple process. Instead, the act of moving a work of af the deduction capabilities of intelligent agents. There are
from a place to another one requires attention, experience gywbd reasons for adopting agents in order to improve GTA
competence. In fact, the transport phase hides risks, delagapabilities. Agents offer autonomy, reactivity, pro-activity,
anxieties and difficulties due to the unpredictability of theocial ability, very useful for all applications where some
events. The quest for perfection in this field is unavoidable, degree of autonomy is needed. There are application contexts
slight differences may determine a success or a failure. Eveéhat actually offer no alternative to autonomous software.
day, several companies in the world try to reach the goal Afjents provide a tool for structuring an application so as to
moving cultural assets while reducing as much as possildepport the design metaphor in a direct way. In this sense, they
the risks. This process often involves an accurate packagiffer an appropriate support to the development of complex
phase, an escort service from the origin to the destination asybtems.
an insurance policy, as criminal actions are always possible. Agents and multi-agent systems (MAS) have emerged as a
A relevant role in the prevention of the criminal activitiepowerful technology for facing the complexity of a variety of
could be assigned to the Galileo satellite, a “big brothefCT scenarios. There are now several industrial applications
capable not only of precisely identifying the position of @hat demonstrate the advantage of using agents. However,
cultural asset but also of following it during the journey. Thagent systems have yet to achieve widespread deployment in
context in which technology can increase security involvexerating environments, as technology has to move from pure
both the packaging and the transport monitoring phase. research to development. In our context, intelligent agents have
the packaging phase, particular devices and sensors are puiéan used to discriminate between motivated and unmotivated
the cultural assets packs. In the transport phase, these dewvieasiings signaled by the GTA in the transport scenario.
receive the Galileo satellite signal and allow one to track thiéhe improvement due to introducing agents is based on the
cultural assets movements. intelligent and cooperative analysis of particular events like,
In previous work, we have combined the Galileo infrastruder example, the change of the external temperature or a
ture with the common security mechanisms to build the Gepinding halt.
Time Authentication system (GTA) [9]. The GTA provides Consider a possible scenario for the first case. The truck is



g ﬂGa'"ec’ Asset this section, each service is based on traditional cryptography
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idenﬁﬁTc/:tion - [Arcas Lisf(A,_) The GTA identification service (see Figure 1) permits to
Museum GTA Certificate (GC) uniquely identify a cultural asset. To this aim, each museum
GTA signature(GTS . . . . e . .
- I — J is equipped with aGTA identification componentThis com-
—»GTA certificate i i H
e o oroducer keys ponent takes as input the Galileo signal and a key store that

contains the museum private key. The component output is a
so-called “GD” (GTA Data) for each asset.

A GD contains the following information: (i) the Galileo
time (GT); (ii) the Galileo geographical coordinates (GP);
going from Rome to Naples. It contains several packs, eadl) the Galileo Signature (GS); (iv) the Areas List (AL); (V)
one controlled by the GTA, an Intelligent Agent and somie GTA certificate (GC); (vi) the GTA signature (GTS). The
sensors. At a certain moment, a pile-up blocks the trafffealileo geographical coordinates (GP) are the longitude and
along the highway. We are in July, the external temperatuiee latitude of the geographical area where the cultural asset
is high and the sensor in a pack measures a temperatig@ntification takes place.
degree beyond the prefixed threshold. The GTA, after giving The Galileo time (GT) refers to the time when the identifi-
the alert, waits for the MAS evaluation. The Agents in theation is performed. The concatenation of both GP and GT is
MAS compare their information about the temperature anggferred to as Galileo Identifier (GAID) and is used to uniquely
through a reasoning process (by evaluating the informatiésfentify the cultural assets. In fact, each museum is assigned
about the season, the position of the truck, the kind of freezift§ own identification area and thus, at any time, exactly one
plant and so on) try to deduce if the alert is motivated. D can be produced. The Areas List (AL) refers to the list of
fact, if the temperature is high in all packs as well as in a@fographical areas where the cultural asset will be exposed.
external device, there are good motivations for supposing tHate GTA certificate (GC) contains the identity of the museum
no person opened one or more pack but, rather, that eitfgat has generated the GD. Finally, the GTA signature (GTS)
the external temperature influenced the internal one of tifethe signature of all fields for ensuring GD integrity.
packs or the freezing p|ant in the truck is ma|functi0ning_ The GTA authentication service guarantees the authenticity
Consequenﬂy, a message is sent to the route Supervisor amlﬁ GD. This ensures that the cultural assets authenticated in
the false alarm and the temperature threshold is incrementé§ museum are the ones indicated on the GD and that the GD
An unmotivated alert has been avoided. We are aware thatas indeed generated in the origin indicated on it. In particular,
real applications in a first stage the agents behavior must & authentication prevents an attacker from masquerading
monitored for avoiding that actual alerts could be underrate®s a legitimate museum. In this way, introducing counterfeit
however, after an initial verification phase, the agent can BEjects in the market becomes more difficult. For instance, in
trained to efficiently support traditional techniques in securitjie CUSPIS case study that we have worked out, the GTA has
scenarios. been used to guarantee that an ancient sculpture was indeed

This paper is organized as follows. Section Il shortigatalogued by the Greek museum in Athens.
describes the main characteristics of the GTA component.The GTA access control service is the GTA ability to limit
Section Il presents the MAS structure, paying a particul@nd control the access to the GTA Data (GD) information.
attention to the environment role, while Section 1V explore’o this aim, each entity must be authenticated, so that access
the Agents activities in the monitoring scenario. Section Wghts can be tailored to the individual case. The GTA integrity
relates about some aspects of the MAS implementation whfiervice ensures that a GD is received as sent, i.e, no duplica-
Section VI introduces the main motivations for this choicdion, reuse, destruction can be performed. The GTA privacy

Fig. 1. The identification of a cultural asset

Finally, Sections VII and VIII conclude the paper. and confidentially services guarantee that GD information is
provided only to authorized people. The GTA non repudiation
Il. THE GEO TIME AUTHENTICATION SYSTEM AT A service prevents a producer to deny a generated GD. The GTA
GLANCE secure transport of assets ensures that assets are not stolen

The Geo Time Authentication (GTA) [9] is a prototypeor substituted during the transport phase. In particular, this
system that provides authenticity and integrity of culturaervice is performed by monitoring that (i) the transport is
assets information. It has been conceived in the context of tteeited along the correct path; (ii) the variation of temperature,
CUSPIS project [10] and, afterwards, it has been generalizedmidity and light inside the cultural assets package does not
to the context of assets and goods where relevant probleexseed a threshold (i.e., packages are not opened); (iii) mutual
of counterfeiting and thefts exist. To prevent these crimes, thesition among packages do not change over the time (i.e.,
GTA system provides the following services: (i) identificapackages are not stolen).
tion; (ii) authentication; (iii) access control; (iv) integrity; (v) However, the GTA transport security measures can be too
privacy and confidentiality; (vi) non repudiation; (vii) securestrict and sometimes can rise false alarms that need to be
transport of assets. As we are going to see in the resttandled by the security system manager. For instance, if the



environmental conditions quickly change (e.g., the weathesgistration process, each client interacts with the messaging
quickly breaks, the track is inside a tunnel) then the thresholdsmponent and receives an ID that will be used to send and
can be subject to a considerable variation. A track braking cegteive events. In other words, after the registration process,
cause all packages to change their mutual positions andeath client can build and send to the messaging component
alarm is raised. To address such unexpected situations, in #@imsevent containing its ID and the server component ID. It is
paper we enhance the GTA monitoring system through therth noticing that a basic event does not provide meaningful
deduction capabilities of intelligent agents. We have expermformation since it only contains routing information (i.e.,
mented the cooperation between the GTA and the intelligethie receiver and the sender IDs). Therefore, a basic event
agents in order to build a more flexible transport monitoringan be (if needed) specialized into a new one that contains
system that is able to recognize false alarms in the transpant additional field. This field can be used for instance by
of cultural assets. a hardware component in order to send detected data to a
server component. The MAS component uses it for receiving
environmental data and for replaying to external components
After explaining the main characteristics and the role of treuch as as VCC, GTA and so on.
GTA, in this section we formalize the infrastructure of the At the top layer, we find the MAS application. The Applica-
MAS environment by means of the approach of Viroli et ation Agents area contains the three kinds of agents composing
([25]). We examine the role of agents and environment in thke MAS:
monitoring scenario. The above-mentioned paper proposesCiontrol Device Agent The role of this agent is to monitor the
analyze the roles and the features of a MAS environment bgndition of the assigned pack, by checking both the position
decomposing it into basic bricks calleshvironment abstrac- through the Galileo satellite signal and the sensors conditions.
tions Each agent perceives the existence of such abstractidransport Device Agent This agent has the role of coordinat-
and interacts with them in order to achieve individual or sociaig several Control Device agents. It is capable of integrating
goals. Figure 2 provides an overview of the infrastructure ¢fie warnings coming form the Control Device Agents. It
the MAS application. attempts to deduce what is happening and to evaluate the alert
At the bottom level, the physical support specifies théegree. The role of this agent will be explained at more length
hardware components of the system whose data the MASthe next sections.
is interested in. In particular, we mention the ABUs (Assedutput Agent: Manages communications between the MAS
Board Unit) which are satellite signal receivers containemhd the external infrastructures such as VCC (Virtual Control
in the packs, the Galileo infrastructure, the sensors usedQenter), Sensor interface, GTA and so on.
capture the changes in the environmental transport conditiong-inally, the Application Environment contains the Sensors
(variation of the temperature or of the light intensity, ...) anthterface that allows Control Device agents to get information
the generic communication infrastructure. Each ABU receivedout the temperature, humidity or light in the packs; the
the Galileo signal and transmits the pack’s position to tt®@TA component and the VCC components. The former one
MAS. receives the results of the MAS deduction process while the
The execution platform includes the operating systems, thetter one manages the communication between the MAS and
virtual machine and other middlewares. The interpreter of thiee security control center where human operators monitor the
DALICA MAS agents has been written in Sicstus Prologransport conditions.
[22] while other functionalities have been implemented in
Java. Jasper [22] allowed us to interface the prolog languagéV: M ONITORING THE CULTURAL ASSETS TRANSPORT
with the Java one. The execution platform also includes theln the transport scenario, Control Device Agents are used
Agent/Environment communication middlewares: the Lindfor checking several transport parameters and have the respon-
Tuple Space [22] and the Event-based communication sugibility of informing the authorities in case of tampering or
port. Each information coming from external sources (ABUsheft. In the following, we describe all phases involved in the
sensors,...) is transformed into an event and put in the Tuplansport of cultural assets (see Figure 4) by emphasizing the
Space to be received by the agents. When the agents needzmgtmnts roles.
communicate with the external world, its messages are transin the transport planning phase, the owner of the cultural
formed into events through the Jasper interface and delivel@sbets, the renter (i.e., the entity who wishes to take the
to the corresponding devices. cultural assets) and third-part entities (i.e., those who vouches
Components external to the MAS communicate by meaf the content and the routing of transport) cooperate to
of an event-based mechanism. Figure 3 synthesizes the cgmoduce different certificates. In this paper, we focus on the
munication infrastructure. Messages coming from the MA&uthorization and the transport certificates since they are used
and addressed to the external components are received bylthehe MAS.
Output Agent and, via the Jasper Interface and the Server RMIEach package of the transport is equipped with an autho-
are sent to the Messaging Component. The Messaging Comppation certificate that contains the list of all cultural assets
nent implements a plug-in architecture for supporting run-tinieserted into the package. This certificate is used to check the
registration of both server and client components. After thgresence of the cultural assets inside the package.

I11. ENVIRONMENT AND MAS STRUCTURE
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Each transport has exactly one transport certificate thaith the responsible of transport (RT) and the packaging
contains the correct routing. The routing is defined in ternexpert (PE) supervise the packaging of assets. Each package
of a list of couples{(As,T4.), (A1,T4,) ... (4;,T4,) ... is filled with: (i) a set of assets, each of them identified
(An,Ta,) (Aaq,Ta,) } WhereA, is the starting transport areaby an RFID tag, which is an object that can be attached
andT4, the related date (i.e., day and hou#), an area that to or incorporated into a product, animal, or person for the
the transport has to pass afid, the related date{A4,T4,) purpose of identification using radiowaves; (i) a Control
is the destination area and its date. It is worth noticing thBevice (ABU); (iii) a sensor of humidity; (iv) a sensor of light;
for specific assets transport other certificates (e.g., insuraifeea sensor of temperature. The ABU unit contains the autho-
certificates) can be added and are signed by a certain numtiEation and the transport certificate. Moreover, it hosts both
of entities. the GTA monitoring component and the control agent. While

the GTA monitoring component provides security by means
In the packaging phase, the above entities in cooperation



of traditional mechanisms (i.e., cryptography, certificates and V. THE APPROACH IN MORE DETAIL

detection algorithm) the control agent enhances security issueg gntrol Device, Transport Device and Output Agents have

through intelligent deductions. been implemented in the DALI language. DALI has a Sicstus
During the journey, each Control Device Agent, which i®rolog interpreter, while the other components, like the GTA,

capable of acting in a proactive way, performs the followingave been implemented in Java. The interface between the

activities: (i) correct routing checking; (ii) cultural assetswo languages has been provided by the Jasper Sicstus Prolog

verification; (iiij) sensor data checking; (iv) package positiolibrary. In the rest of this section, we illustrate the main fea-

verification. tures of the DALI language and explain how DALI reactivity
The Correct routing checking is performed by the Contr@ind pro-activity has been used for implementing the agents

Device Agent by using both the Galileo signal and the tranBehavior.

port certificate. In particular, the agent uses the Galileo satellj&g

. _ i The DALI language in a nutshell
to check that each area is passed at the right time. The cultural , i i )
assets verification is an activity in which the control agent PAL! 31 [6] [24] [7] [8] is an Active Logic Programming

loads all cultural assets IDs contained in the authorizatidi9uage designed in the line of [16] for executable specifica-

certificate and checks their presence inside the packagelqp Of logical agents. DALl is a prolog-like logic program-

is worth noticing that this activity is performed repeated!{""9 language with a prolog-like declarative and procedural

over time. Both correct routing checking and cultural asset§mantics [17]. In order to introduce reactive and proactive

verification are simultaneously performed also by the gTAaPabilities, the basic logic language has been syntactically,

monitoring component. Therefore, the agents contribution is§mantically and procedurally enhanced by introducing several

redundant check that enhances the system fault tolerance.kINds of évents managed by suitableeactive rules All the
events and actions are time-stamped, so as to record when they

The sensor data checking verifies the variation of Frbeccurred. These features are summarized very shortly below.

fhe nS(r)]r I(jjatti otver time. This va_nah;)n must n(:;c] ex;:e”ed 8 9V€h external events a particular stimulus perceived by the
resho al, as we are going to see In the 10loWING, Ly ant from the environment. We define the set of external
dynamically adapted by means of the agents cooperation. T

) ; events perceived by the agent from timeto time¢,, as a set
check ensures that a package is neither opened nor kept ina {e1: t1,.en : 1) WhereE C S and S is the set of
. = Sty en t ty -

intelligent reasoning. For instance, temperature may char]g

f : tal that the GTA . fal KLI events. External events allow an agent to react through
or environmental reasons so that the may raise a a%eparticular kind of rules, reactive rules, aimed at interacting

alarm. If the temperature of the environment changes for 9v| h the external environment. When an event comes into the
packs because of a natural process and overcomes the thr ht from its external world, the agent can perceive it and

old, the agents in the ABUs can activate a communicali cide to react. The reaction is defined by a reactive rule which

process and reach the conclusion that no package has bﬁ'&@in its head that external event. The special tokerused

tampered because each of them signals the same temperamg?ead of: —, indicates that reactive rules performs forward

The package position verification ensures that all packag@gsoning.
are in the correct position. In this process the agents exploita reactive rule has the form:
their cooperation capabilities. In fact, from time to time eacl,t Eyent, :> Body or
Control Device Agent sends a message to the other ones asking pyent, i, ..., Ext Event, i > Body

their position. Then, it computes the distance and verifies thgkere Body has the usual (logic programming) syntax and

the positions do not vary over time. In fact, a variation ohtended meaning except that it may contain the DALI event

the package mutual position can imply a package theft. §hd action atoms.

this case, the agent reasoning is indeed needed to enhancghe internal eventconcept allows a DALI agent to be

the whole system effectiveness. In fact, due e. g. to a quigkpactive independently of the environment by reacting to its

break, the packages mutual position can change. In this casgn conclusion (notice that this feature can be considered as

the agent contribution can detect and avoid GTA false alarmsform of introspection). More precisely: An internal event is
When a Control Device Agent detects some anomaly, syntactically indicated by postfix and implies the definition

sends a warning message to the Transport Device Agent whoséwo rules. The first one contains the conditions (knowledge,

role is to cross the information with those coming by thpast events, procedures, etc.) that must be true so that the

other entities and to verify the seriousness of the warningaction (in the second rule) may happen:

Elaborated the degree alert, the Transport Device Agent sedasEvent : —Conditions

a message to the VCC terminal. Moreover, each ContrbhtFvent; :> Body

Device Agent maintains a direct communication channel with Internal events are automatically attempted with a default

the GTA component. In fact, if the GTA identifies a suspiciousequency customizable by means of user directives in the

situation, it contacts the agent in order to trigger a checkingjtialization file that can tune also other parameters such as

process of the package status. how many times an agent must react to the internal event



(forever, once, twice,...) and when (forever, when triggeringevices Agents (cda’s) in order to know if the increase of the
conditions occur, ...); how long the event must be attemptézmperature is general or has happened only in its pack.
(until some time, until some terminating conditions, foreverynonitor_temperature(X) : —sensor_data(X),

Actions are the agent's way of affecting the environmentjause(threshold_temp(Y),.), X > Y.
possibly in reaction to either an external or internal eventionitor_temperaturel (X) :> clause(agent(A), ),
An action in DALI can also be a message sent by an agentssageA(cda, send_message(give_temperature(X, A), A)).
to another one. An action atom is syntactically indicated by The content of the message requires that only those agents
postfix A. Clearly, when an atom corresponding to an actiohat detect in their packs a temperature greater than the
occurs in the inference process, the action is supposed totlweshold will reply. In particular, they will send the external
actually performed by suitable “actuators” that connect tteventvalue_temp_highE(Ag) where Ag is the name of the
agent with its environment. In DALLI, actions may or may nosender agent. After receiving this external event, the agent
have preconditions: in the former case, actions are defingghds a message to the Transport Device Agent (tda) in order
by actions rules, in the latter case they are just action atort®s.check its sensors values. In fact, if the increase of the
An action rule is a plain rule, but in order to emphasize thé&mperature is justified by a natural motivation as, for example,
it is related to an action, we have introduced the new tokéme sun or the stop in a gallery, an alert is not in order.
:<. External and internal events that have happened (i.e., thatue_temp_highE(Ag) :> clause(agent(A), ),
have been reacted to) and actions that have been performedgsageA(tda, send_message(give_temp(A), A)).
are recorded as past events, that represent the agent’'s memoiythe temperature&X’ communicated by the Transport Device

and the basis of its “experience”. Agent via the external eventalue_temp_tda(X) is under
the threshold but some parameters are evaluated negatively,
B. Reactivity and proactivity in DALICA MAS then the Control Device Agent sends an alert message to

. ) all authorities who are in charge of the transport process.
In this section, we present a snapshot of the Control Deviggq reasoning_module(X,Y, R) is the responsible of the
Agent, paying a particular attention to some reactive apghyironmental parameters evaluation process. It takes as input
proactive capabilities of the agent implemented in DALI. Thgye temperatures and other available parameters for evaluating
signal of the Galileo satellite is received by the agent by meajisne temperature change is motivated. If the respoRsis

of a DALI reactive rule: negative, then the change is not motivated and an alert is sent.
posE(Lat, Lng, Time, Date, Integrity, ) :> In this case, the increase of the temperature in the pack does
de f position(Lat, Lng, Time, Date, Integrity). not correspond to that of the external environment. If instead
def position(-, -, -, -, Integrity) : — the external temperature overcomes the threshold (like for the
Integrity = 0, no_correct_signal A. packs), then there is no clear evidence of risk. However, the

de f position(Lat, Lng, Time, Date, Integrity) : — agent informs the responsible of the transpor) @bout the
Integrity = 1, positionA(Lat, Lng, Time, Date, 1). higher temperature and asks for the explicit authorization to
de f -position(Lat, Lng, Time, Date, Integrity) : — increase the related threshold.
Integrity = 2, positionA(Lat, Lng, Time, Date, 2). value_temp_tdaE(X) :> once(evaluate(X)).
evaluate(X) : —clause(threshold_temp(Y'), -),

where Lat and Lng are, respectively, the latitude and the < v, reasoning_module(X,Y, no),
longitude of the pack position, while Time and Date haV@lause(agent(A),,),messageA(authorities,
the obvious meaning. This reactive rule *filters” the Galile@end_message(alert_temperature(A), A)).
signal according to its integrity value. Only if the integrity isgwluate(x) . —clause(threshold_temp(Y), ),
different from 0, the signal is accepted and, by means of the ~— Y, reasoning module(X,Y, yes),
action position A(Lat, Lng, Time, Date, _), enables related clause(agent(A), ), messageA(tr,
pro-active rules for the needed inferential activities. In fact, ths%nd,message(alert,tempemture( A), A)), messageA(tr,
action positionA(Lat, Lng, Time, Date, ) is transformed send_message(new_temperature_threshold(X, A), A)).
into the past eventosition P(Lat, Lng, Time, Date, _). This
transformation, managed by the DALI interpreter, records theThe monitoring of the packs distances is based on the
past event into the agent’s memory. Then, the past event ggBUs positions. When packs are charged into the truck, the
trigger proactive inference as a condition of an internal eventitial distance among packs is recorded. For preventing a

Proactive and reactive capabilities are adopted by the Cahief to shift a pack unobserved, agents in the ABUs start,
trol Device Agent for monitoring the cultural assets transpordt the beginning of the journey, a cooperative activity with the
We propose a snapshot of the DALI code that controls amjective of checking the relative distances among their packs.
manages the temperature threshold. If the monitoring activity of an agent detects that a distance

The internal eventnonitor_temperature checks wether has been modified, it starts an interaction phase involving
the temperature of the cultural assets in the pack is greaddiragents in the ABUs. The distances among the packs are
than the prefixed thresholthreshold_temp(Y'). If so, then verified, the difference between the right distance and the
the Control Device Agent sends a message to the other Contrelv one is computed for each couple of packs and a specific



algorithm evaluates wether the movement has been collectiitself. Measuring a system implies selecting the correct checks
If the global movement is coherent, then the Transport Devite perform at each stage. Controlling the system implies being
Agent sends an information message to the VCC and resalde to either modify or restore its operational parameters as
the packs distances; else, it sends an alert message. For kmfkavior requires. Agents can replace a human operator in
of space, we just propose an example of the proactive Conttiols kind of task. If the controlled system is composed of
Device Agent behavior. The following internal event allowseveral parts, single agents can control the various parts, and
the agent within a pack to check the distance among it andn cooperate so as to enforce the system overall behavior.

the other Agents. The DALICA system can be seen as a distributed monitor-
monitor_dist(Latl, Lngl, Date, Ag1) : —messageP(Ag, ing system. The “objects” of the agents monitoring activity
send-message(my_position(Latl, Lngl, _, Date, -), Ag1)).  are the packs containing cultural assets. DALICA in fact has
monitor_distI(Latl, Lngl, Date, Agy) :> been designed as a cultural assets DCMS based on the Galileo
positionP(Lat, Lng, _, Date, _), clause(agent(Ag), ), platform. An agent-based solution has been chosen for the
clause(de fault_distance(Ag, Ag1, D), _), following reasons. Each pack has to be supervised individually
verify_distance(Lat, Lng, Latl, Lngl, D). in autonomous way, reacting to every stimulus but also to

every relevant exogenous state change: these changes must be
wherewverify_distance(Lat, Lng, Latl, Lngl, D) computes detected and appropriate measures must be taken.
the distance between the Galileo coordingtest, Lng) and Typical events that may happen in a DCMS such as the
(Latl, Lngl) and compares it with the default distanée DALICA system are highly asynchronous. The reactive nature
Every time the agent receives a position from another one, theagents allow asynchronous events to be coped with in a
internal event is triggered and the check is performed. natural way. Moreover, proactivity allows system parameters
to be observed and tuned whenever necessary, thus potentially
preventing the occurrence of critical situations. The distributed

Nowadays, many kinds of applications need some degneature of this DCMS implies the need for each component
of autonomy. There are application contexts that actually possibly communicate the events occurred to other com-
offer no alternative to autonomous software. Agents provigmnents. Then, agents supervising single components form
a tool for structuring an application in a way that supports its MAS with the overall objective of coordinating activities
design metaphor in a direct way. In this sense, they offer aiso in case of critical situations. Agents communicate to the
appropriate support to the development of complex systemsthers that some potentially unwanted change has occurred,

Platforms for building autonomous software require dedand the MAS cooperatively establish which are the necessary
cated basic concepts and languages. At the level of individwadtions to be undertaken. However, no agent is allowed to
agents, representational elements such as observations, actitinsctly force other agents to behave in a certain way. This
beliefs and goals are required. Reactivity is the ability of amproves the system reliability also in presence of software
agent to perceive its external environment and take appropriatalfunctioning.
measures in response to perception. Proactivity is the abilityAn Object-Oriented solution has not been applied as in the
of an agent to take initiatives based on its own evaluation DIALICA scenario it appeared less suitable and more difficult
relevant conditions. Going further on the line of autonomous implement. In fact, in the Object-Oriented paradigm mes-
software, new applications need “intelligence”, in the sense sdige exchange means methods invocation, i.e., synchronous
the ability to exhibit, compose and adapt behaviors, and beipmpcedure call, which means that autonomy and privacy of
able to learn the appropriate way of performing a task rathesmponents are hard to reach, especially whenever “public”
than being instructed in advance. methods are allowed.

A multi-agent system (MAS) is a collection of software In the particular DCMS that we have considered, some
agents that work in conjunction to each other. They mand of “intelligence” is needed so as to interact with the
cooperate or they may compete, or they may adopt a behaworironment in a flexible customizable evolving way, rather
that combines cooperation and competition. In order to formtlaan through predefined rigid unalterable patterns. In our DALI
MAS, agents must have communication abilities together witmplementation, computational logic has taken a relevant role
an internal mechanism for deciding when social interactioms this sense, as a good tool for building intelligent agents.
are appropriate, both in terms of generating requests andTdfe DALI logic language in fact, due to the traditional “fast
judging incoming requests. prototyping” character of logic languages in general, to the

Among the potential applications, distributed monitomew efficient implementation and to the new concepts that it
ing/control systems (DCMS's for short) appear to be a nadmbodies, has proven to be suitable for implementing such an
ural application for agents, by virtue of controllers beingdvanced application.
in principle autonomous entities. This kind of application Moreover, in a complex distributed environment, rule-based
implies measuring a system, so as to verify whether specifigical languages allow behaviors to be defined by means of
measurable values are within a pre-defined range, and actimgependent sets of rules. These behaviors will be triggered
on the system so as to keep specific observable values witiminany order by what happens in the environment, without
the range characterizing an acceptable behavior of the syst@momplex control structure that should foresee all cases or
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combination of cases. by several companies ([13], [14], [15]) for protecting the cars
Logic languages in general are evolving from static tisom thefts.
“active”, and are being enriched with new capabilities basedIn general, they advice the car owner when the vehicle is
on the “agency” metaphor. In fact, the application presenteaoving or when it goes out the prefixed route. The reaction
in this paper practically demonstrates that logic agent-orienteflen involves the car halt by means of particular mechanic
language may provide an affordable way of introducing thaevices or the sending of an alert text message to the cell
engineering of intelligent behaviors into software engineeringhone of the owner. These systems imply reactive capabilities
and development practice. In addition, the clear semanticsasfly and no proactivity or learning methods are applied.
such languages allows formal properties of an implementdtbreover, the car monitoring process does not require the
system to be proved, which is relevant in critical applicatioadoption of cooperation strategies because each monitoring
domains. system in a car works independently of others.
Finally, several works in literature have proposed systems
VIl. RELATED WORK for supporting the users during their visits to museums
([19],[20],[2],[11]). We cite in particular the KORE system
To the best of our knowledge, no other systems exist capabie \yhere agents have been adopted for reasoning about the
of monitoring the transport of cultural assets by exploiting thgsitors profiles. The architecture of KORE is based on a
Galileo satellite signal and agents technology. However, agegisiributed system composed of some servers, installed in
have been adopted for monitoring activities in several contex{§e various areas of museums, which host specialized agents.
The work of Bunch et al. in [4] is centered on a parThe KORE system practically demonstrates that intelligent
tiCUlaI’ experimentation ScenariOZ the monitoring Of Chemicﬁbents can have a re|evant ro|e in Capturing the user proﬁle
processes by means of software agents. In particular, #gobserving the visitor behavior. They possess the capability
KARMEN multi-agent system monitors specific combinationgy pe autonomous and to remain active while the visitor
of process conditions of interest to individual plan operatorggmpletes her/his visit; they can percept through the sensors
supervisors and other personnel and notifies them througi choices performed by the user and, consequently, activate
modes that the individuals select in accordance with corporgfeasoning process.
policy and personal preferences. The monitoring of Medical | summary however, to the best of uor knowledge the GTA
Protocols by means of agents is described in the work gfq the DALICA system jointly applied to a cultural assets

Alsinet et al. in [1]. Specialized domain agents assist afghnsport scenario constitute a novelty in the field of Al.
supervise the execution of medical protocols in hospital envi-

ronments. As in the DALICA system, in this sensible context VIIl. CONCLUDING REMARKS

authors have introduced privacy, integrity and authentication i ]

methods for guaranteeing a secure process of informatiod" this paper, we have presented the DALICA MAS archi-

exchange among agents. tecture applled in a transport monitoring scenario. Congldermg
Finally, we mention the works by Muller [18] and Ramasubth€ fisks involved in the cultural assets transport, we thm_k that

ramanian et al. [21]. In the former, Intelligent Agents improvd'® GTA and the DALICA MAS can be profitably exploited

network operations by identifying, for example, the overall! th'_s’ context,_ thus mak|_ng the WhOIe Process more secure.
load of network traffic, what times of the day certain applif—a‘S d|s<_:us§ed m_th_e previous Se.Ct'O”' the .rOIe OT the ag?‘”ts
cations load the network, which servers may be over-utilized mon!torlng act!\(lfues IS mcreasmgly effective in time. The|r .
and so on. Instead, the latter integrates intelligent agentsrﬁ?somng Cap‘?b"'t_@ are relevant in all those cases Where itis
an Intrusion Detection System. The critical context whe gcessary to discriminate the.events and to correctly interpret
agents are put at work (a Corporate Bank, Chennai, Ind%’(E reallfty. In the future, we will enhapce DALICA system by
proves their reliability in facing complex and critical tasks. AN r(_)ducmg new features for reasoning on a wider range of
order to reduce the points of failures which are unavoidable ‘ﬁﬁ“"ro_”_“?e”ta' factors. We QISO intend to improve the Iea_rmng
centralized security systems, the authors designed a dynaﬁ‘ﬁgab'“t'es of agents both in general and in this scenario.

distributed system in which the security management task is
distributed across the network by using intelligent agents.
If we concentrate our attention on the available systemig] Alsinet, T., Bjar, R., Fernanadez, C., and ManyAPMulti-agent system

capable of exploiting the satellite signal for monitoring ac- architecture for monitoring medical protocoldn Proc. of the Fourth
international Conference on Autonomous Agents (Barcelona, Spain,

tivities, an interesting tool is Track-King [12]. It supervises  jyne 03 - 07, 2000). AGENTS '00. ACM Press, New York, NY, 499-505.
the temperature of the goods during the transport phase. In URL=http://doi.acm.org/10.1145/336595.337580

particular, the system provides continuous verification thaf! Amigoni, F., Della Torre, S., and Schiaffonati, Wet Another Version

h fri . . . he riah . of Minerva: The Isola Comacina Virtual Museurm Proc. of the First
the reirigerator equipment Is operating at the right set point. European Workshop on Intelligent Technologies for Cultural Heritage

The satellite system has a wide coverage and allows remote Exploitation, at The 17th European Conference on Artificial Intelligence,
intervention if necessary. Track-King does not use intelligeng ~1-5. 2006. _

ts for r nin tiviti Other tems exploit the G § Bombara, M., Cal, D., and Santoro, Kpre: A multi-agent system to
agen S 10 eas_o gac es. e SYS ems explo e assist museum visitgrProc. of the Workshop on Objects and Agents
signal for tracking purposes, among which are those proposed (WOA2003), URL=http://citeseer.ist.psu.edu/708002.html, 2003
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