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Abstract

Mobile RFID applications combine RFID technologies
and mobile device to create a new convenient applica-
tion area. However, most of the applications suffer from
the security issues due to insecure communication chan-
nels among tags, readers and servers. In 2012, Zhou et al.
proposed an ECC-based mutual authentication protocol
to promote mobile RFID applications security. However,
we found their protocol faces to OTRUTS (one time read-
ing and unlimited times service) problem, which means
once a reader read the data of a certain tags from a server
successfully, the reader can read it unlimited times with-
out reading those tags again. Therefore, their protocol
cannot securely support some mobile RFID applications
such as the security patrolling application. In this paper,
we propose a new secure ECC-based mobile RFID mutual
authentication protocol for the safety of mobile RFID ap-
plications such as security patrolling.
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1 Introduction

Recently, many researches have concentrated on mobile
RFID-based applications [1, 2, 4, 12, 19, 23, 24, 26, 27,
29, 30] as it is believed that this type of applications have
advantages of both RFID technology and mobile smart
device. In most of the traditional RFID applications, it
is assumed that the communication between reader and
back end server is wired and secure, while it between tag
and reader is wireless and insecure. This is because read-
ers are usually installed at a fixed location but the tags
are mobile.

However, in mobile RFID applications, both tag-reader
and reader-backend server communication channels are in
wireless transmission mode and therefore considered to be
insecure. In the mobile RFID based telecommunication
service, the tags (different from those of traditional RFID
applications) are designed to be stationary and the read-

ers (installed in a mobile device such as a cell phone) are
movable. The mobile RFID telecommunication services
provide tag information which is stored and maintained
in backend database over a reader embedded mobile net-
work to support many applications such as mobile pay-
ment [5, 11, 18, 21], emergency response [6, 15, 20, 23],
marketing [2], advertisements promotion [14], security pa-
trolling, position reporting, etc. Therefore, the mobile
device, with an embedded reader, could be used by a po-
tential customer, a consumer, a security patrolman, etc.
That means the holder of the mobile device could also be
an adversary to the mobile RFID system.

ECC is proved to be suitable for RFID applications
[3, 7,8, 10, 13, 17, 22, 25]. In 2012, Zhou et al. [28] pro-
posed a mutual authentication protocol based on public-
key cryptography using ECC for mobile RFID applica-
tion.

However, their protocol has OTRUTS (one time read-
ing and unlimited times service) problem, which means
once a reader read the data of a certain tags from a server
successfully, the reader can read it unlimited times with-
out reading those tags again. Therefore, their protocol
cannot securely support some mobile RFID applications
such as the security patrolling application. In this pa-
per, we propose a new secure ECC-based mobile RFID
mutual authentication protocol for the safety of mobile
RFID applications such as security patrolling.

The rest of this paper is organized as follows. Second
section provides a brief background of ECC. In the third
and forth section, we review and analyze Zhon et al.’s
protocol. The proposed scheme is demonstrated in fifth
section. Sixth section provides security analysis. Finally,
we draw conclusions in seventh section.

2 Preliminaries
For ECC application, a non-singular elliptic curve should

be chosen. All points in a non-singular elliptic curve
(y> = 2% + ax + b(mod p)) have tangent lines except
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one point at infinity, where p > 3 and 4a® + 27b% # 0
. The security of ECC is based on the intractability of
the following problems.

2.1 Elliptic Curve Discrete Logarithm
Problem (ECDLP)

Given an elliptic curve E defined over a finite field £y,
denoted by E(F,). There is a point P € E(F,) with
order m and a point @ €< P >. Then the problem of
finding the integer k € [0, m —1] from given P and @ such
that @ = kP is defined as ECDLP, where k is the discrete
logarithm of @ to the base P, denoted k = logp @ [9].

2.2 Elliptic Curve Computational Diffie-
Hellman Problem (ECCDHP)

From three given points P, P and yP over E(Fy), it is
hard to compute xyP over E(Fy).

2.3 Elliptic Curve Factorization Prob-
lem(ECFP)

From two given points P and @) over E(F,), where Q =
xP + yP, it is hard to find two points P and yP over
E(F,) [16].

3 Zhou et al.’s Protocol

In this section, we provide a brief introduction to the no-
tations and Zhou et al.’s protocol. Table 1 shows the nota-
tions used in our and Zhou et al.’s scheme. In table 1, h()
is an one-way hash function, where h : {0,1}* — {0,1}?™,
m is the bit length of the coordinate x or y of a point over
the elliptic curve E(Fy).

Table 1: Notations

Notation | Meaning
P a base point of a subgroup on elliptic
curve E(Fy)
ID; the identity of Tag;
z(T) the x-coordinate of a point T' = (x¢, y¢)
y(T) the y-coordinate of a point T = (x4, yt)
tr time
ki, ko secrets of Server
ks private key of Server
K public key of Server
Tp, pseudo-id of Tag;
Rp public key of Reader
r private key of Reader
h() one-way hash function
(9)r the left half bits of a binary sequence S
(S)r the right half bits of a binary sequence S
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Zhou et al.’s protocol (Figure 1) has four phases: (1)
Initialization Phase, (2) Mobile Reader Authentication
Phase, (3) Tag Authentication Phase and (4) Tag Infor-
mation Sending Phase. Those phases are described as
follows.

3.1 Initialization Phase

In this phase, Server chooses an elliptic curve E(F,) and
a base point P over E(F,) with order n, where n is a large
prime number. Server randomly chooses his secrets ky
and ke €r Z; and his private key k3 €g Z;, and com-
putes his public key K = k3P. Next, Server computes
pseudo-ids T'p, = ki 'ID; + koP for each tag and writes
Tp, into Tagi’s memory. On the other hand, Reader ran-
domly chooses his private key 7 €g Z; and computes his

public key RP = rP.

3.2 Mobile Reader Authentication Phase

In this phase, Reader randomly chooses s €r Z;, com-
putes @ = sP, and sends a request @Q to Tag;. After Tag;
receives (), it chooses a random number ¢ €r Z; and
sends t to Reader. Next, Reader computes v = rt — s
and sends v to Tag;. Tag; checks whether vP + @Q is
equal to tRp. If it does, T'ag; authenticates the Reader
successfully. Otherwise, T'ag; aborts this communication.

3.3 Tag Authentication Phase

In this phase, the Tagi first chooses a random number
¢ €r Z;, computes T1 = cP, To = cQ, T3 = cK,
T, = Tp, + T5 and v = h(ZT(132),7(T4)), and sends T7,
T, and u to Reader. After Reader receives them, it com-
putes Ry = sTy and w = h(Z(R2),5(T4)), and checks
whether w is equal to u. If it does not, Reader aborts this
session. Otherwise, Reader considers T7, T4 and u as valid
parameters. Next, Reader chooses a random number g,
extracts time tg, computes Ry = gP, R3 = (r + g)K and
dr = h(Q(R3)7.’f(T1),.’Z'(T4),tR), and sends 11, Ty, Ro, tr
and dr to Server. After Server receives those messages,
it checks whether tg is valid. If it does, Server computes
B1 = kg(RP + RQ) and dB = h(y(Bl),f(T1)7i’(T4),tR).
Otherwise, Server aborts this session. Server checks
whether dg = dg holds, and considers T7, Ty, Ro, tg and
dr as valid parameters and authenticates Reader suc-
cessfully. Next, Server computes ID; = ki(Bs — koP)
and checks whether ID; exists in the database. If it
does, Server authenticates Tag; successfully. Otherwise,
Server aborts this session.

3.4 Tag Information Sending Phase

In this phase, Server fetches the related DATA; of ID;
from the database, encrypts it, and sends the encrypted
data to Reader. Server first chooses a random number
l €r Z:;, computes By =[P, By = I[Rp, Bs = k3Rp,
di = y(Bs) ® (DATA;)1|[z(Bs) ® (DATA;)p and do =
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Tag; Reader Server
TE (= k]’llD, +k,P) re€, F;;RP(: rP) ky ke ey, K (= Iy P)
se F. | Does ¢, is valid?
te, F,. 0 0 =sP. B =k(R, +R,),
L v=rt—s. dy = h(f,(B), f(T), [ (T,):1y)-
If vv+Q=1R, - Ifdy=d,
then R =sT,, then
cEy F, w=h(f(R), f,(T,)) B, =T,— kT,
I,=cP, T, =cQ, If w=u then ID, = k,(B, — k,P).
T,=cK, T, =T, +T, g€, E;, DoesIP, in DB?
u=h(fE) S| pr R =P, R = (r+9)K, S
— dy=h(f,(R), £.(T), (T, ty)- : B, =IP,B,=IR,, B, = kR,,
d, = f,(B,)®(DATA),
R, =rB,, | £,(Bs) ® (DATA,),,
R =K, B,,d,.,d, d, = h(f(Bs),d,,t, +1).
dy = h(f(Rs),dy,tp +1).
If d; = d, then
OK DATA, =(d,), & [,(R,)
() @ fo(Ry)-

Figure 1: Zhou et al.’s protocol

h(Z(Bs),d1,tr + 1), and sends Bs, dy and dz to Reader.
When Reader receives those messages, it computes Ry =
rBs, Rs = rK and ds = h(Z(Rs),d1,tr + 1), and checks
whether d3 = dy holds. If it does, Reader believe that
the parameters Bs, d; and do are sent from Server, and
recovers DATA; = (d1)r ® §(R4)||(d1)r ® Z(Rs). Other-
wise, Reader aborts this session.

4 Analysis on Zhou et al.’s Proto-
col

In Zhou et al.’s protocol, we find that once Reader has
read Tag;’s data, then the Reader can get Tag;’s data
from Server without reading T'ag; again. We name this
problem as ”One Time Reading, Unlimited Times Service
(OTRUTS).” The detail of this problem is described as
follows and shown in Figure 2.

Assume Reader read Tag; once get the data of Tag;
from Server successfully. Reader have valid 77 and Tj.
As Reader wants Tag;’'s new DATA; from Server, he
can assign 7] = Ty, T3 = T», extract a new time t’, gen-
erate a random numberg'€pZ;, compute Ry = ¢' PRy =
(r+¢')K and d = h(y(R%), z(TY),z(T}),t), and send
T/, Ty, Ry, ', dpto Server to request the DAT A, of Tag;.
As Server received those messages from Reader, Server
authenticates t; successfully (with no doubt), computes
B = ky(Rp + Rb) and diy = h(5(B}), 2(T}), 2(T}), ),
finds out dz = d/; holds, and computes ID; = ki(Bf —
ko P). Thus Server can successfully find ID; in database
because Bj has the pseudo-id information Tp,. There-
fore, Server can fetch the DATA; and process the
"TaglnformationSendingPhase” to encrypt DAT A; for
Reader’s request. Server then generates a random num-
ber I'érZ;, computes By = I'P, By = I'Rp, By =

ksRp, d) = §(B)) ® (DATA;)L||z(Bf) ® (DAT A;)r and

5 = h(z(Bf),d),ty + 1), and sends Bj,djand d; to
Reader. After Reader receives those message, it com-
putes R) = rBj andRf = rK.Thus, Reader can recover
DATA; = (dy)r @ 5(RY)||(d})r & T(RE). Therefore, in
Zhou et al.’s protocol, Reader just needs to read Tag;’s
DATA; one time, then he can read Tag;’s DAT A; from
Server with unlimited times without reading T'ag; again.

5 Proposed Protocol

In this section, we propose a mobile RFID-based mutual
authentication protocol using elliptic curve cryptography
for security patrolling application. In our protocol, we
fix the OTRUTS problem of Zhou et al.’s protocol and
make our protocol suitable to secure applications such as
security patrolling.

We take a security patrolling scenario as an instance.
In the security patrolling scenario, there are three roles:
(1) Server as the Security Management Center (SMC
), (2) Reader as the patrolman’s Reader (PMR), and
(3)Tag; as the sentry post’s Tag; (SPT;). Our proto-
col has four phases: (1) Initialization Phase, (2) SPT;
to PMR Authentication Phase, (3) SMC to PMR and
SPT; Authentication Phase and (4) DATA; Sending
Phase. These phases are described as follows and shown
in Figure 3.

5.1 Initialization Phase

The initialization phase is same as Zhou et al.’s protocol.
SMC chooses an elliptic curve E(Fy) and a base point P
over E(Fy) with order n, where n is a large prime number.
SMC' chooses two secrets ki, ko €r Z; and one private



Tag;
T, (= kD, +k,P)

Tag;

T,(=k 'ID, +k,P)

re, F,.

If vP+O=1R,

then

ce F,

I=cP, T,=cQ,
T,=cK, T,=T, +T,,

u=h(f (L), f,(T,)-

Reader
rE, F;;R,,(: rP)

L=0, I,=T,
t, (time stamp).

g €r E;

R, =gP,
Ry=(r+g)K,

dy = h(f, (R, f.(T)), f(T))s ).

R; = rB;,R; =rK,
DATA, = (d)), & f,(R,)
Il (d) ® £, ()

T.T.Rotyd,

B.d.d,

Figure 2: OTRUTS problem

Reader
re, F)iR,(=rP)

q°

1.7,

OK

seg F,.
O = sP, t, (time stamp).

V=rt—s.

R, =sT,
w=h(f.(R), [, (T,))-

If w=u then

g&p I

q°

R, = gP, R, = (r+g)k,

dy = h(f,(Ry), f.(T), /() 1)-

R, =rB;,

R, =rK,

d, = h(f,(R).d, 1, +1).

If d, =d, then

DATA, = (d)), & f,(R,)
[1(d)r @ f.(Rs).

1T R, 1y, dy
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Server

klakzakzaK(: k3P)

Does ,, is valid ?
B =ky(R,+R)),

dy = h(f,(B), [T, fT)s1}).

If d,=d,

then

B =T —kT,
2 4 3%

ID, = k,(B, —k,P).
Does ID; in DB?

[‘ ek E:v
B,=I[P,B,=IR,,B,=kR,,

d, = f,(B,)®(DATA,),
Il £.(B5) @& (DATA),,
dy = h(f,(B5). .t +1).

Server

klakzakxaK(: kxP)

B,.,d,.d,

Figure 3: Proposed protocol

Does t, is valid?
B =k(R,+R,),
dy =h(f,(B), f.(T), f(T):ty).
If d,=d,
then
B, =T, — ki, T,
ID, = k,(B, — k,P).
Does ID, in DB?
le, F),
B,=IP,B,=IR,,B;, =kR,,
d, = f,(B,)®(DATA,),
| f2(Bs) ©(DATA,),,
d, =h(f.(Bs),d,,t, +1).
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key k3 €r Z;, and computes his public key K = k3P.
Each tag has pseudo-id Tp, = kflfDi—i—kgP. On the other
hand, PM R chooses his private key r€gZ; computes his
public key Rp = rP.

5.2 SPT; to PMR Authentication Phase

In this phase, PM R randomly chooses s €r Z;, extracts
times tr and computes @ = sP. Then PMR sends a
request, @ and tg, to SPT;. After SPT; receives ) and
iR, it randomly chooses ¢ €r Z; and replies ¢ to PMR.
After PM R receives t, it computes v = rt — s and sends
v to SPT;. SPT; checks whether vP + @ = tRp holds. If
it does, SPT; authenticates the PM R successfully. Oth-
erwise, it aborts the communication.

5.3 SMC to PMR and SPT; Authentica-
tion Phase

SPT; randomly chooses ¢ €r Z;, computes 11 = cP,
T, = cQ, T5 = ctgK, Ty = Tp, + 13 and u =
h(Z(T2),y(T4)), and sends Ty, Ty and w to PMR. Af-
ter PM R receives T1, T, and u, it computes R; = sT}
and w = h(Z(R2),§(T4)), and checks whether w = w. If it
does, PM R authenticates the messages 17, T4 and u suc-
cessfully. Otherwise, it aborts this session. Then PMR
chooses a random number gerZ), computes Ry = gP,
Rs = (’I" + g)K and dr = h(g(Rg),i'(Tl),i‘(T4),tR),
and sends Ty, Ty, Rs, tg and dr to Server. Then
Server checks whether tg is valid. If it does not, Server
aborts this session. Otherwise, Server computes By =
]fg(Rp + RQ) and dB = h(g(Bl),.’f(Tl),"f(T4),tR), and
checks whether dg = dg holds. If it does, Server con-
siders Ty, T4, R, tg and dg as valid parameters and au-
thenticate Reader successfully. Next, Server computes
BQ = T4 — kgtRTland [D7 = kl(Bg — kQP), and checks
whether ID; exists in the database. If it does, Server
authenticate T'ag; successfully. Otherwise, Server aborts
this session.

5.4 DATA,; Sending Phase

In this phase, Server fetches the related DATA; of
ID; from the database, encrypts it, and sends the en-
crypted data to PMR. First, SMC randomly chooses
lerZy, computes By = [P, By = |Rp, Bs = ksRp,
h(Z(Bs),d1,tr+1), and sends Bs, d; and dy to PM R. Af-
ter PM R receives those messages, it computes Ry = rBs,
Rs = rK, d3 = h(Z(Rs),d1,tr + 1), and checks whether
ds = dy holds. If it does, PM R believes the parameters
B3, dy and dy comes from a valid SMC, and recovers
DATA; = (d1)r & §(R4)||(d1)r ® Z(R5). Otherwise, it
aborts this session.
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6 Security Analysis

In the security patrolling scenario, PM R is supposed to
visit the assigned SPT in person, read the SPT and send
proof back to the SMC for verification in a valid time in-
terval. If a protocol has the OTRUTS problem (described
in section 3), PM R just needs to visit SPT; only one time
then he can sit on the chair in the security office and com-
plete the patrolling report without visiting the same SPT
again. Therefore, a security patrolling application should
avoid the OTRUTS problem in the RFID mobile mutual
authentication protocol.

In our protocol, we rearranged T3 = ctg K to solve this
OTRUTS problem. Thus, we have Ty = Tp, + ctrK.
If PMR tries to read SPT;’s data from SMC with-
out reading SPT; again, shown as Figure 4, he assigns
T{ = Ty and Ty = T, extracts a new time ¢, gen-
erates a random number ¢'€rZ}, computes R), = ¢'P,
Ry = (r+¢)K and dy = h(y(Ry),z(T7), 2(1}), t),
and sends T7,Ty, R, th,dy to SMC. After SMC re-
ceives these messages, it authenticates t, successfully
(with no doubt), computes B] = k3(Rp + RS) and dy =
h(g(BY),z(17),z(Ty),tR), finds dz = d’; holds, and com-
pute By = T —kst',T] = Tp,+ (tr —ty)cksP. Now SMC
tries to recover ID; by computing ID} = ki (B} — k2 P)
= kl (TPI + (tR - t/R)Ckg.P - kQP) = IDZ + (tR - t’R)Ck;_),P
# ID,. However, SMC finds out ID} is not in the
database and aborts the session. Therefore, our protocol
not only provides the security properties of Zhou et al.’s
protocol, but also resistants to OTRUTS problem which
make our protocol more suitable for security patrolling
application.

7 Conclusions

This paper discusses the Zhou et al.’s mutual authen-
tication protocol and points out their protocol is faces
OTRUTS problem and therefore cannot securely support
some mobile RFID applications such as the security pa-
trolling application. This paper proposes a new mutual
authentication using ECC and proved the proposed pro-
tocol is resistant to OTRUTS problem.
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