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ABSTRACT. Database security prevents the disclosure of confidential data within a data-
base to unauthorized users, and has become an urgent challenge for a tremendous number
of database applications. Data encryption is a widely-used cryptographic technique for re-
alizing database security in which the data kept in the database are encrypted into cipher-
text. Inspired by Lin et al.’s database encryption system, we propose a record-oriented
database encryption scheme based on the Generalized Aryabhata Remainder Theorem
(GART). Analysis showed that our proposed scheme is more efficient than Lin et al.’s
scheme, while retaining the same security.

Keywords: Database security, Data encryption, Generalized aryabhata remainder the-
orem (GART)

1. Introduction. A database usually plays an important role for information sharing
among different users in an organization or distributed system. Compared with conven-
tional data storage methods, the use of a database has the following features [5]: shared
access, minimal redundancy, data consistency, data integrity, and controlled access. Since
databases have been applied extensively in the areas of information security, e-commerce,
and distributed computing, a large amount of critical and sensitive data are now stored
in databases. Therefore, solving the problem of database security [10-13, 16, 18, 23, 27,
29], that is, protecting confidential data from being disclosed to unauthorized users has
become an urgent challenge for a considerable number of database applications.

There are three traditional approaches [7, 19] for providing database security: 1) phys-
ical security; 2) operating system security; and 3) database management system (DBMS)
security. These three approaches, however, cannot guarantee that the database is com-
pletely secure for two reasons [14, 15]. First, it is hard to prevent the disclosure of data.
Since raw data are maintained in readable form in the database, any person who has
the access right to the raw data according to the access control mechanism can easily
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bypass the three traditional approaches and then obtain the correct content of the data.
In addition, operations for backing up important data and keeping data confidential in
a distributed system make it more difficult to control the disclosure of data. Second, it
is hard to achieve data authentication. If an intruder is able to access the raw data in
readable form, they may subsequently forge the data, resulting in authorized users not
being able to obtain the original data from the database.

In recent years, data encryption [1, 2, 7, 8 14, 15, 19, 24, 26| has been used as a
common method for realizing database security and it can overcome the drawbacks of
the three approaches mentioned previously. Data encryption is a cryptographic technique
that encrypts the data kept in the database into ciphertext. Therefore, data encryption
possesses the following advantages over conventional methods: 1) it solves the problem
of data disclosure, as the data are encrypted with an encryption key rather than staying
in readable form, making it unreadable to any unauthorized users who do not know the
corresponding decryption key; and 2) solves the problem of data authentication. It is
impossible for an intruder to alter the encrypted data without knowing the encryption
key, thereby ensuring that the information gained from the database is authentic.

In 1981, Davida et al. [7] proposed a database encryption system with subkeys, which
is a significant breakthrough for data encryption. Their encryption system is record-
oriented in such a way that each record can be encrypted by subkeys of different fields
and each field can be separately decrypted by a subkey. More specifically, the ciphertext
of each encrypted record is a single encrypted value that is a function of all fields based
on the Chinese Remainder Theorem (CRT). A user cannot read the whole record, and
can only obtain some field values of the record if authorized to have the corresponding
decryption subkey. Encryption at the level of records and decryption at the level of fields
can effectively enhance database security.

In the past decades, many database encryption schemes that originated from the con-
cept of Davida et al.’s method have been developed in the literature [2, 8, 14, 15, 19,
24]. In 1992, Lin et al. [19] pointed out that although Davida et al.’s method can satisfy
security requirements and withstand many types of attack, such as a pattern matching
attack, substitution attack, and known-plaintext attack, it needs to concatenate a ran-
dom redundancy value with each field, resulting in a large storage overhead. In order to
overcome this weakness, they proposed a record-oriented database cryptosystem based
on the Generalized Chinese Remainder Theorem (GCRT) in which an extra private key
is associated with each record instead of a random redundancy value with each field. In
1995, Hwang and Yang [14] presented a two-phase record-oriented encryption scheme that
uses both the one-way function and the subkey enciphering approach to enhance database
security. In this method, there is no need to extend the raw data within the database, and
as such, storage efficiency is improved. In 1997, Hwang and Yang [15] proposed a multi-
level secure database encryption scheme with subkeys. The scheme is also record-oriented
and can encrypt each record with subkeys of different fields with different security classes,
whereas each field can only be decrypted separately by the subkey of a security class that
is higher than or equal to that of the encrypted subkeys. In 2003, Chang and Chan [2] pro-
posed two database encryption systems based on the concept of RSA public key, where
one is record-oriented and the other is field-oriented. Their systems enable authorized
users to make encryption and decryption operations on the protected fields directly and
reduce the key management problem. In 2004, Elovici et al. [8] pointed out that since
the basic encryption unit is a record in a record-oriented database encryption scheme,
it can cause a problem when changing the structure of the database. Therefore, they
proposed a structure-preserving database encryption scheme to encrypt all the content of
the database. Recently, Manivannan and Sujarani [24] presented a lightweight database
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encryption technique. They use a TSTF (Transposition, Substitution, Folding, Shifting)
algorithm that only encrypts sensitive data to achieve high security and efficiency.

In this paper, we propose a record-oriented database encryption scheme that is based
on the Generalized Aryabhata Remainder Theorem (GART). Our proposed scheme is a
variation of Lin et al.’s scheme [19] and its objective is to improve the efficiency in the
procedures of encryption and decryption. The main contributions of our proposed scheme
are listed below:

(1) For the encryption procedure, GART is used to convert the complete contents of
a record into a ciphertext. Authorized users can then use their decryption keys to
recover the ciphertext to the original field values of the record with GART in the
decryption procedure.

(2) Due to the intrinsic characteristics of the GART, an extra private key k is required for
each record. When the ciphertext needs to be updated, only the value of £ must be
modified without changing other parameters. This implies flexibility in our proposed
scheme.

(3) The computational cost of our proposed scheme is lower than that of scheme by Lin
et al.

(4) Our proposed scheme achieves the same degree of security as Lin et al.’s scheme.

The rest of this paper is organized as follows. In Section 2, we briefly introduce some
background related to a record-oriented database encryption system. In Section 3, we
propose our database encryption system based on the GART. Section 4 gives security
and efficiency analyses of the proposed scheme. Finally, our conclusions are presented in
Section 5.

2. Preliminaries. In this section, we briefly review some background related to a record-
oriented database encryption system. In Subsections 2.1 and 2.2, we review two basic
constructing elements for many database encryption systems, i.e., the Chinese Remainder
Theorem (CRT) and the Generalized Chinese Remainder Theorem (GCRT), respectively.
In Subsection 2.3, we introduce Lin et al.’s database encryption system [19] based on the

GCRT.

2.1. The Chinese remainder theorem. The Chinese Remainder Theorem (CRT) is
a mathematical method for computing an integer in a specific range. It has been used
extensively in the field of cryptology [6, 9, 21, 22, 28], such as for a group key distri-
bution protocol, an access control mechanism, oblivious transfer protocol, secret sharing
scheme, and a secure broadcasting method. The CRT can be defined as follows. Assume

that there are t positive, pairwise, relative prime integers, pi,po,...,p;, and t positive
integers, x1, s, ..., x;. We can construct a system of equations by using py, ps, ..., p; and
X1, To, ..., to find an integer X. The system of equations is shown as follows:

71 = X (modpy),
z2 = X (modps),
z; = X (modpy).
The CRT solves the above system of equations in such a way that X = thle - M -

z;( mod P), where P = [['_, pi, M; = 5, and M; - M! = 1( mod p;). It must be noticed
that X is the unique solution in Z,.
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2.2. Generalized Chinese remainder theorem. Although the CRT is applied in
many applications of cryptology, its generalized version X generalized Chinese remain-
der theorem (GCRT) [3, 17] can provide more flexibility and thus is more practical than
the CRT. Suppose that there are t positive,pairwise, relative prime integers, p1, pa, . .., ps,t
positive integers, x1,xs, ..., z;, and an integer k, where k is selected to satisfy the condi-
tion Max{z; }1<i<t < k < Min{p; }1<i<t- Then, a system of equations can be constructed
as follows:

yg;

7y = FJ (modk).

t

The GCRT computes the unique solution X in Zy, by X = > A;- A} - B;( mod k - P),
i=1

where P = H§:1 pi, Ai =k - p%, A; - Al = k(modk - p;) and B; = (%w . In addition, the

values of k- P and A; - A} can be pre-computed to speed up the computational process.
From the computational process of the GCRT, it is can be implied that the GCRT is

more flexible than the CRT since it contains an extra integer k. More specifically, the

flexibility of the GCRT relies on the fact that if we want to change the integer X, we only

need to change the value of £ without modifying the whole system of equations.

2.3. Review of Lin et al.s database encryption system. Lin et al.’s database en-
cryption system [19] that is a valuable extension of Davida et al.s encryption system [7],
is record-oriented and is based on the GCRT. We first introduce the notations used in
their database encryption system and then review how the system works.

Let C' denote the ciphertext of an encrypted record in the database and each record
contains t fields. Let f; denote the value of field i for : = 1,2, ...,t. p1,p2,...,p; denote t
positive integers that are pairwise relatively prime to each other. The integer k£ denotes
an extra private key for each record that satisfies Max{f;}1<i<t < k& < Min{p; }1<i<:.
Each pair (k, p;) is the decryption key for field . Lin et al.’s database encryption system
consists of two procedures, i.e., encryption and decryption procedure. The encryption
procedure is to encrypt all the field values of a record into the ciphertext C' by using the
GCRT, which is executed as follows:

t
C=> A;-Al-Bi(mod k- P), (1)
=1

where P = H§=1 pi, Ay =k - f, A; - A = k(modk - p;) and B; = [pr-‘ )
On the other hand, the decryption procedure is responsible for decrypting the ciphertext
C to raw data in each field according to the GCRT. It can be conducted easily by the

following operations:
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fi= {gJ (modk).
Di

After decryption, the user can read the original data in field 7 if authorized to have the
decryption key (k,p;) for field i. Consequently, a user can only read some field values of
the record depending on which decryption key they know.

Lin et al.’s database encryption system surpasses Davida et al.’s encryption system due
to the use of GCRT.Davida et al.’s encryption system is based on the CRT, which needs to
add a random redundancy value for each field to prevent known-plaintext attack, thereby
increasing the storage overhead.In contrast, Lin et al.’s database encryption system only
utilizes an extra private key k for each record according to the GCRT.This can withstand
a known-plaintext attack and also significantly reduce storage overhead. The efficiency
of Lin et al.’s system, however, can still be improved, especially for computational effi-
ciency in the encryption and decryption procedures.As such, we propose a new database
encryption scheme to achieve higher efficiency.

3. Our proposed scheme. In this section, we propose a new record-oriented database
encryption scheme, which is a variation of Lin et al.’s scheme.The aim of our proposed
scheme is to enhance computational efficiency. We use the generalized Aryabhata re-
mainder theorem (GART) instead of GCRT in the encryption and decryption proce-
dures.Similar to any record-oriented scheme, the data can be protected by using the
strategy of encryption at the level of records and decryption at the level of fields.In the
encryption procedure, the GART is used to convert the entire contents of a record into a
ciphertext. Then authorized users can use their decryption key to recover the ciphertext
to the original field values of the record by the GART in the decryption procedure.

In the following, we will introduce the definition of GART and the process of computing
an integer by using the GART. Then we propose our new database encryption scheme in
detail, using the GART as the main building block.

3.1. Generalized Aryabhata remainder theorem. In 2006, Rao and Yang proposed
the Aryabhata remainder theorem (ART) [25] with two relatively prime moduli. Later
in 2010, Chang et al. [4, 20] extended the ART to ¢t moduli to propose the generalized
Aryabhata remainder theorem (GART). Let pq,pa, ..., p: be t positive, pairwise, relative
prime integers, x1, s, ..., x; be t positive integers, and k be an integer that is selected to
satisfy the condition Max{z;}1<;<t < k < Min{p; }1<i<t. Then, a system of equations can
be constructed as follows:
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In order to compute the solution X by using the GART, an iterative algorithm is
proposed as shown below:
GART Algorithm

IanIt:(ka {xlv Lo, ... 7xt}7 {plap% s 7pt})

Output: integer X

L. Ph=p,X1=21-p

2. fort =2tot do

3. P,=PF_1-pi

4 Xy =k- Py (([(xi-pi— Xioa)/k] - (Pioa)™") mod p;) + X,
where (P;_1)~' - P,_; = 1 mod p;.

. end for

6. return X,

In the GART algorithm, the values of P;, k- P,_y, (P;_1)"' mod p;, and k - P,_; -
((Pi—1)"' mod p;) can be pre-determined to accelerate the computational process.After
t-1 rounds of the GART algorithm are done, the solution X can be obtained.

ot

3.2. Our proposed scheme. We now describe our new database encryption scheme
based on the GART. Assume that there are t fields in each record within the database
and f; denotes the value of field ¢ for ¢ = 1,2,....,t. C denotes the ciphertext of an
encrypted record. py,po, ..., p; denote positive integers that are pairwise relatively prime
to each other. The integer k denotes an extra private key for each record that satisfies
Max{ fih1<i<t < k < Min{p; }1<i<¢. Each pair (k, p;) is the decryption key for field 1.

Our proposed database encryption system consists of two procedures, i.e., an encryption
and decryption procedure. In the encryption procedure, the GART is used to convert all
the field values of a record into the ciphertext C'. Since the GART computes an integer
in an iterative way, the ciphertext C' can be obtained as follows:

R fi'piafori:la
OZ_ { g(ci—lakypi—lafiapi)7f0ri:2a37"'7t7 (2)

where C' = Cy, P = p1, B = Py - p;, and Q(Ciflyka Piflafivpz) = kP -
([(fi - pi = Ciz1) /K] - (Pi1)™") mod p;) + Cy_q for i = 2,3, ..., t. A diagram of the encryp-
tion procedure is illustrated in Figure 1.

Figure 1 indicates that the encryption procedure is divided into t steps. In Step 1,
(' is calculated by C; = fi - p1; while in Step i(i = 2,3,...,t), C; is calculated by the
function g of parameters C;_1, k, P,_1, f;, andp; based on the GART. After ¢ steps are
executed, the encryption procedure is completed so that the raw data in all fields of a
record, fi, fa,..., fi, are encrypted into the ciphertext C. In addition, whenever any field
value is altered, all fields must be re-encrypted into a new ciphertext by selecting new k
and pq,pa, ..., according to Equation (2).

On the other hand, the value of field ¢ can be recovered from the ciphertext C' which was
obtained in the encryption. The decryption procedure is done by the following equation:

C

= || tmoar g
pi

where(k, p;) is the decryption key for field . When a user has the decryption keys for

all fields of a record, they can successfully recover all the original data in this record;

otherwise, a user can only read some parts of the record depending on the decryption key
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fi fa fe

G =8C kE.f,p)

C =8(C kP, f.p)

F1GURE 1. Encryption procedure of our proposed database encryption scheme

that they own. The decryption of our proposed scheme is the same as Lin et al.’s scheme
[19] and is depicted in Figure 2.

fi £ fe

FIGURE 2. Decryption procedure of our proposed database encryption scheme

By adopting the GART, our proposed scheme has all of required characteristics of a
database encryption scheme [7]. Moreover, our proposed scheme is flexible since an extra
private key k is provided for each record. When the ciphertext C' needs to be updated,
only the value of £ must be modified, while the other parameters are left unchanged.

3.3. Example. This example is given to illustrate the encryption and decryption proce-
dures of our proposed scheme.
Example 3.1. Assume that there are four fields of a record within the database and
let{f1, fo, f3, fa} = 4, 7,5, 2,{p1,p2, p3,pa} = 13,19, 17, 11, and k = 9.
Encryption procedure
The ciphertext C' is computed through three steps as shown below:
STEP1:
Olzfl'pl =4-13 =52.
STEP2:
Co=Fk P (([(fa-p2—C1)/Kk]- (P1)~") mod pp) + Cy
=9-13-(([(7-19 —52)/9] - 137!) mod 19) + 52
=9-13-8+52
STEP3:




610 Y.J. Liu, and C.C. Chang

Cs=k-Pr-(([(fs-p3s— Ca)/k] - (P2)~") mod ps) + Cs
— 9247 (([(5- 17 — 988)/9] - 2471) mod 17) + 988
=9.247 -4 + 988
= 98K0.

STEPA4:

Cy=Fk-Ps-(([(fs-ps— Cs)/k] - (P3)~") mod py) + Cs
—9-4199- ((T(2 - 11 — 9880)/9] - 4199~1) mod 11) + 9880
=9-.4199 - 2 + 9880
= 85462 = C.

Decryption procedure
Each field value is recovered as follows:

fi=1C/p1] mod k = |85462/13| mod 9 =4

fo=1C/p2] mod k = |85462/19| mod 9 =7

fs=1C/ps] mod k = [85462/17] mod 9 =5

and fy = |C/ps] mod k = |85462/11] mod 9 = 2

Figures 3 and 4 demonstrate the encryption and decryption procedures of Example 3.1,
respectively.

fi=4 |fz=7 f3=5 |fa=2 |

C, =85462

FIGURE 3. Encryption procedure of Example 3.1

fi=4 =7 f3=5 fa=2

FIGURE 4. Decryption procedure of Example 3.1

4. Analysis. In this section, we analyze the security and efficiency of our proposed data-
base encryption scheme. The security of a database encryption scheme depends on how
much effort a cryptoanalyst must put in to break it. In the following, we examine whether
our proposed scheme can withstand a known-plaintext attack. Assume that there are two
record R and R'. Let C' and C'be the ciphertexts of R and R', respectively, and f; and f;’



A Database Encryption Scheme Based on the Generalized Aryabhata Remainder Theorem 611

be the values of field i of R and R, respectively. C, C’, f; and f;, are revealed to a crypto-
analyst,whereas k, k' and P; are kept secret. According to Equation (2), a cryptoanalyst
can establish some simultaneous equations as follows:

|C/p;] mod k = f;, and |C'/p;] mod k' = f/

implying

|C/pi] — fi = dik and [C'/pi| — f = dok’

where d; and dy are two integers.

The above two simultaneous equations have three unknown variables, P;, k, and &/,
which indicates that P; has infinite possible solutions. There is, however, only one solution
for P; and is the one selected in our database encryption scheme; therefore, the possibility
for the cryptoanalyst to obtain the correct P; is very low. This case can be generalized if
the cryptoanalyst knows the ¢ records to construct ¢ simultaneous equations, in which 41
unknown variables need to be solved. In this case, the cryptoanalyst still cannot obtain
P; Thus, the known-plaintext attack can be successfully prevented. This implies that our
proposed scheme achieves the same degree of security as Lin et al.’s scheme.

Next, we compare the efficiency of our proposed scheme with that of Lin et al.’s scheme
[19]. Since our scheme has the same decryption procedure as Lin et al.’s scheme, we will
only investigate the encryption procedure of both schemes that dominates the computa-
tional efficiency.

In the encryption of Lin et al.’s scheme, all field values of a record are converted to
the ciphertext C' by using the GCRT according to Equation (1). Let us use the number
of required bit operations to measure the computational cost of Equation (1). Assume
that f;,p; and k are all assigned m digits. Equation (1) requires 2¢ multiplications, ¢
divisions, (¢-1) additions, and one modular operation. Because the multiplication of
two integers requires m? bit operations, the addition requires m bit operations, and the
modular operation with an m-bit integer needs m? bit operations, the computational cost
of computing C' is about [2t x m? +t x m? + (t — 1) x m + ((t + 1) x m)? bit operations.
Therefore, the time complexity is O(t*m?).

In contrast, the encryption of our proposed scheme utilizes the GART according to
Equation (2). The difference between the GCRT and the GART comes from the GCRT
use of a modular operation with a large integer, say kP, as its last operation, whereas
the GART uses a modular operation with a relatively smaller integer, say p;, in each
iteration. Thus, the use of the GART can reduce the computational cost. In Equation
(2), computation of C; requires two multiplications, one subtraction, one division, one
addition, and one modular operation. Consequently, the total computational cost of
computing C' is (t — 1) x (2m? + m + m? + m + m?) and thus the time complexity is
O(tm?). The analysis shows that our proposed scheme is more efficient than Lin et al.’s
scheme. Table 1 compares our proposed scheme with Lin et al.’s scheme.

TABLE 1. Comparison of our proposed scheme and Lin et al.’s scheme

Scheme Method | Time complexity of encryption | Time complexity of decryption
Lin et al. [19] | GCRT | O(t*m?) O(m?)
Ours GART | O(tm?) O(m?)

5. Conclusions. In this paper, we proposed a record-oriented database encryption scheme
based on the GART. In the procedure of encryption, the GART is used to convert the
entire content of a record into a ciphertext. Authorized users can then use their decryp-
tion key to recover the ciphertext to the original field values of the record by the GART
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in the decryption procedure. Analysis showed that our proposed scheme is more efficient
than the scheme by Lin et al., while maintaining the same security.
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