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28% of breachesinvolved Errors

15% of breaches involved a 3rd party (including software vulns)
(n=7,268)
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Figure 3. Select key enumerations in breaches
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Microsoft says state-sponsored Russian hacking
group accessed email accounts of senior leaders

9:52 PM EST, Fri January 19, 2024

RBEHINE . FIHVEEEEREHEH LA
Z (B MR 5E R IR A Bf 32 47

(CNN) — A Russian hacking group gained access to some email accounts of Microsoft
senior leaders, the software giant disclosed in a regulatory filing Friday afternoon.

“The Microsoft security team detected a nation-state attack on our corporate systems on
January 12, 2024, and immediately activated our response process to investigate, disrupt
malicious activity, mitigate the attack, and deny the threat actor further access,” the
Microsoft Security Response Center said in a blog post. “Microsoft has identified the threat
actor as Midnight Blizzard, the Russian state-sponsored actor also known as Nobelium.”

Nobelium, notably, is the same group responsible for the infamous Solarwinds breach back
in 2020.

Hackers were able to gain access to “a very small percentage of Microsoft corporate email
accounts,” the blog post added, including accounts belonging to members of its senior
leadership team and employees in its cybersecurity and legal departments.

The company said that hackers were able to exfiltrate some emails and attached
documents, though the preliminary investigation indicates that the attackers seemed to be
seeking information related to Midnight Blizzard itself. That mirrors what the same

group did when it used tampered software made by Solarwinds to infiltrate US agencies in
2020 — and then sought to track how the US government was responding to its intrusions.

Microsoft said it is in the process of notifying employees whose email was accessed. There
is currently no evidence that the hackers had any access to customer environments or Al

systems, Microsoft said.

The attack began in late November 2023, the company said, and hackers gained an initial
foothold using a so-called “password spray attack.” Password spraying refers to the
attempt to access a large number of accounts using commonly known passwords.
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A% English language detected. Do you want to translate message now or never
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This message has been analyzed by Deep Discovery Email Inspector.
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The attackers made a led high effort focused attack on me, using
OSINT data from People Data Labs and caller ID spoofing.

First, around 6:36pm yesterday all of my Apple devices started
blowing up with Reset Password notifications.

Because these are Apple system level alerts,...
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About 15 minutes later, they call me on my number, using
Caller ID spoofing of the official Apple Support phone line
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Google Updates from Threat Analysis Group (TAG)

THREAT ANALYSIS GROUP

Phishing campaign targets YouTube
creators with cookie theft malware

Oct 20,2021 - 6 min read < Share

Ashley Shen
Threat Analysis Group

Google's Threat Analysis Group tracks actors involved in disinformation campaigns, government
backed hacking, and financially motivated abuse. Since late 2019, our team has disrupted
financially motivated phishing campaigns targeting YouTubers with Cookie Theft malware

The actors behind this campaign, which we attribute to a group of hackers recruited in a
Russian-speaking forum, lure their target with fake collaboration opportunities (typically a demo
for anti-virus software, VPN, music players, photo editing or online games), hijack their channel
then either sell it to the highest bidder or use it to broadcast cryptocurrency scams

In collaboration with YouTube, Gmail, Trust & Safety, CyberCrime Investigation Group and Safe
Browsing teams, our protections have decreased the volume of related phishing emails on
Gmail by 99.6% since May 2021. We blocked 1.6M messages to targets, displayed ~62K Safe

B &R

Cookie theft¥ziiy : BRBINNIEEE LIEE TH
miE  WEERARESEMAELE/EERLD -

B¥ Microsoft | Microsoft Security Solutions~  Products~> Mores | Start free trial All Microsoft,  ©

July 12, 2022 + 13 min read

From cookie theft to BEC: Attackers use AiTM phishing
sites as entry point to further financial fraud

Microsoft 365 Defender Research Team

Microsoft Threat Intelligence Center (MSTIC)

ﬁ Share v

A large-scale phishing campaign that used adversary-in-the-middle (AiTM) phishing sites stole
passwords, hijacked a user’s sign-in session, and skipped the authentication process even if the user had
enabled multifactor authentication (MFA). The attackers then used the stolen credentials and session

cookies to access affected users’ mailboxes and perform follow-on business email compromise (BEC)

campaigns against other targets. Based on our threat data, the AiTM phishing campaign attempted to

target more than 10,000 organizations since September 2021.
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RockYou2021: largest password compilation of all time
leaked online with 8.4 billion entries

n: February 24, 2023 228 PM [ 35

hashcat

advanced
password
recovery

What seems to be the largest password collection of all time has been leaked on a popular hacker forum.
A forum user posted a massive 100GB TXT file that contains 8.4 billion entries of passwords, which have

10 Billion Rockyou2024 Password Compilation acieud | | & mix
presumably been combined from previous data leaks and breaches.

®©4mi

acdeud emx 10 Billion Rockyou2024 Password Compilation

Xmas came early this year. | present you a new rockyou2024 password list with over 9.9 billion passwords!

in various forums over this and last years.

1 updated rockyou21 with collected new data from recent leaked datab:

) START CONVERSATION

Also cracked some old ones with rmy new 4090. This contains actual new real pas

Worked hard on this fellas, enjoy!
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Oh no — pwned!

Pwned in 451 data breaches and found 282 pastes (subscribe to search sensitive breaches)
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Home  Site Safety Center

CHECK NOW >

Please type the URL that you want to check.

About Our Safety Ratings

\’ Safe @ Dangerous Qj Suspicious Untested
-

This URL has been compromised Because you were curious about this

before, or has some association with URL, Trend Micro will now check it for

phishing. spam email messages. the first time. Thanks for mentioning
it!

The latest tests indicate that this URL The latest tests indicate that this URL

contains no malicious software and
shows no signs of phishing.

contains malicious software or
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