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*356�RIIHUV�D�QXPEHU�RI� VHFXULW\� HQKDQFHPHQWV�RYHU� H[LVWLQJ�*60�VHFXULW\��7KHVWDQGDUGV� WKHPVHOYHV� DOVR� RIIHU� WHFKQLFDO� IHDWXUHV�� ZKLFK� D� QHWZRUN� RSHUDWRU�PD\FKRRVH� WR� XVH�� $V� ZHOO� DV� WKHVH� IHDWXUHV�� WKHUH� DUH� DGGLWLRQDO� VHFXULW\� WHFKQLFDOIHDWXUHV�WKDW�PD\�EH�XVHG�IURP�SURSULHWDU\�DQG�RWKHU�LQGXVWU\�RUJDQL]DWLRQV�
0XFK�PRUH� LPSRUWDQW� WKDQ� WKH�XQGHUO\LQJ� WHFKQLFDO� IHDWXUHV�� LV� WR�HQVXUH� WKDW� WKH\DUH� XVHG� FRUUHFWO\� �RU� HYHQ� XVHG� DW� DOO���� DQG� WKDW� DOO� WKH� RWKHU� DVSHFWV� RI� JRRGVHFXULW\�DUH�DOVR�SXW�LQ�SODFH�
1DWXUDOO\��VLQFH�WKH�RQO\�VHFXUH�V\VWHP�LV�RQH�WKDW�LV�QHYHU�WXUQHG�RQ��DQG�VLQFH�WKHGHVLUH�LV�WR�KDYH�D�ZRUNLQJ�V\VWHP��ERWK�WKH�RSHUDWRU�DQG�WKH�XVHUV�RI�*356�PXVWGHFLGH�RQ�ZKLFK�VHFXULW\�PHDVXUHV� WR�XVH� WKHPVHOYHV�DJDLQVW�VHFXULW\�DWWDFNV�DQGIUDXGV��$OO� WKHVH�ZLOO�EH�KDYH�WR�EH�EDVHG�RQ�D�ULVN�DQDO\VLV�RI� WKH�VHFXULW\� WKUHDWV�DQG� WKH� RSHUDWRU� VKRXOG� DWWHPSW� WR� LGHQWLI\� FRVW�HIIHFWLYH� VROXWLRQV� WR� WKH� YDULRXVVHFXULW\�LVVXHV��7KLV�SDSHU�GLVFXVVHV�WKHVH�LVVXHV�� 6HFXULW\�IHDWXUHV�RI�*356
7KH� WHFKQLFDO� VHFXULW\� RIIHUHG� E\� *356� LV� YHU\� VLPLODU� WR� WKDW� RIIHUHG� E\� *60�,GHQWLW\�&RQILGHQWLDOLW\�� ,GHQWLW\� DXWKHQWLFDWLRQ��&RQILGHQWLDOLW\� RI� ERWK� WKH� XVHU� GDWDDQG�VLJQDOLQJ��EHWZHHQ�WKH�PRELOH�DQG�*356�VHUYLQJ�QRGH�±�6*61���DQG�LQ�DGGLWLRQWR� WKH�*60�VWDQGDUG� WKH�VHFXULW\� RI� WKH�*356�EDFNERQH��7KH�GHWDLOHG� VHFXULW\� RI*356� LV� FRQWDLQHG� ZLWKLQ� WKH� �*33� VWDQGDUGV� >�@�� EXW� DQ� RYHUYLHZ� LV� XVHIXO� WRXQGHUVWDQG�DQG�LV�GHVFULEHG�EHORZ�
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)LJXUH�����$XWKHQWLFDWLRQ�DQG�NH\�GHULYDWLRQ
5HIHUULQJ�WR�)LJXUH���DERYH��WKH�IROORZLQJ�DUH�WKH�VWDJHV�IRU�VHFXULW\�LQ�*356�

���7KH�0RELOH�6WDWLRQ��06��VHQGV�DQ�DXWKHQWLFDWLRQ� UHTXHVW� WR� WKH�QHWZRUN�7KLV�DUULYHV�DW�WKH�6*61�DQG�LV�VHQW�RQ�WR�WKH
��� +RPH� /RFDWLRQ� 5HJLVWHU� �+/5�� DQG� $XWKHQWLFDWLRQ� &HQWHU� �$X&���:KLFKJHQHUDWHV� WULSOHWV�� 7KHVH� WULSOHWV� FRQVLVW� RI� D� 5DQGRP� 1XPEHU� �5$1'��6LJQHG� 5HVSRQVH� �65(6�� DQG� HQFU\SWLRQ� NH\� *356�.F�� 7KH� ILUVW� WZR� DUHXVHG� DV� D� FKDOOHQJH� DQG� UHVSRQVH� WR� DXWKHQWLFDWH� WKH� VPDUW� FDUG� LQ� WKHPRELOH�VWDWLRQ��RU�PRUH�SUHFLVHO\��WKDW�WKH�FDUG�KDV�WKH�ULJKW�NH\�.L�ZKLFK� LVDVVRFLDWHG�ZLWK�WKH�LGHQWLW\��,06,��DQG�FDUG��
7KH� NH\� .F� LV� XVHG� WR� HQFU\SW� DOO� WKH� GDWD� EHWZHHQ� WKH� 06� DQG� 6*61�*356�.F� DQG� 65(6� DUH� FDOFXODWHG� IURP� 5$1'� XVLQJ� WKH� DXWKHQWLFDWLRQDOJRULWKP� $����� 7KLV� DXWKHQWLFDWLRQ� DOJRULWKP� PD\� EH� LQGLYLGXDO� IRU� HDFKRSHUDWRU�� DV� RQO\� WKH� GHULYHG� WULSOHWV� DUH� VHQW� ZKHQ� URDPLQJ�� DQG� RWKHURSHUDWRUV�QHHG�QRW�NQRZ�WKH�DXWKHQWLFDWLRQ�DOJRULWKP�
��� 7KH� WULSOHWV� RI� YHFWRUV� �5$1'�� 65(6�� DQG� *356�.F�� DUH� VHQW� WR� WKH6*61��ZKLFK�VHQGV�5$1'�WR
��� 7KH� 06�� 7KH� 06� �DQG� 6PDUW� &DUG� RU� 6,0�� WKHQ� XVHV� WKH� VDPHDXWKHQWLFDWLRQ�DOJRULWKP�$����WR�FDOFXODWH�65(6�DQG�*356�.F��65(6�LV�VHQWEDFN�WR
���7KH�6*61��ZKLFK�FRPSDUHV�WKH�65(6��UHWXUQHG�WR�LW��DQG�WKH�65(6�LQ�WKHDXWKHQWLFDWLRQ�WULSOHWV�
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��� ,I� WKH\� DUH� LGHQWLFDO�� WKHQ� WKH� 06� PXVW� KDYH� WKH� FRUUHFW� DXWKHQWLFDWLRQDOJRULWKP�$����DQG�.L��DQG�WKHUHIRUH�LV�MXGJHG�WR�EH�JHQXLQH�
���%RWK�WKH�06�DQG�WKH�6*61�DOVR�KDYH�*356�.F��DQG�ERWK�XVH�WKLV�NH\�WRHQFLSKHU�WKH�VHVVLRQ�EHWZHHQ�WKH�06�DQG�6*61�
,W� LV� LQWHUHVWLQJ�WR�QRWH� WKDW�LI� WKH�06�GRHV�QRW�KDYH�.L�RU� WKH�DXWKHQWLFDWLRQDOJRULWKP�� LW� FDQQRW� WKHQ� FDOFXODWH� .F� DQG� WKH� HQFU\SWLRQ� IDLOV�� 7KLV� VKRXOGSUHYHQW� VRPHRQH� KLMDFNLQJ� D� FDOO� LQ� SURJUHVV�� DV� WKHUH� LV� DQ� µLPSOLFLWDXWKHQWLFDWLRQ¶� WKURXJKRXW� WKH� VHVVLRQ�� DVVXPLQJ� WKDW� QR� RWKHU� SDUW\� FDQGHULYH�.F��1RW�DOO�WKH�GDWD�RQ�WKLV�OLQN�ZLOO�EH�HQFLSKHUHG��DV�VRPH�RI�WKH�GDWDZLOO�QHHG�WR�EH�XVHG�EHWZHHQ�WKH�06�DQG�6*61��DQG�VR�PXVW�EH�OHIW�LQ�FOHDU�

$�GHVFULSWLRQ�RI�WKH�VHFXULW\�VHUYLFHV�RIIHUHG�E\�*356�LV�GHVFULEHG�EHORZ�
��� ,GHQWLW\�&RQILGHQWLDOLW\7KH�REMHFWLYH�RI� ,GHQWLW\�&RQILGHQWLDOLW\� LV� WR�SURYLGH�SULYDF\� WR� WKH�VXEVFULEHU�� VR� LWZLOO�EH�GLIILFXOW�WR�LGHQWLI\�WKH�SHUVRQ�IURP�WKHLU�VLJQDO�RYHU�WKH�UDGLR�DQG�FRQQHFWLRQVWR�WKH�6*61��7KH�LGHQWLW\�RI�WKH�XVHU�DV�DQ�,06,�LV�DYRLGHG�ZKHUH�SRVVLEOH��DQG�DWHPSRUDU\� LGHQWLW\� NQRZQ� DV� 7HPSRUDU\� /RJLFDO� /LQN� ,GHQWLILHU� �7//,�� LV� XVHG�� 7KH7//,� LV� DFFRPSDQLHG� E\� D� 5RXWLQJ� $UHD� ,GHQWLW\� �5$,�� WR� DYRLG� DPELJXLWLHV�� 7KHUHODWLRQVKLS�EHWZHHQ�WKH�7//,�DQG�,06,�LV�KHOG�ZLWKLQ�D�GDWDEDVH�LQ�HDFK�6*61�
:KHUH�SRVVLEOH� WKH�VLJQDOLQJ�FRQILGHQWLDOLW\� LV�DOVR�XVHG�WR�SURWHFW� LGHQWLW\��VXFK�DVGLDOHG�GLJLWV�DQG�DGGUHVVHV�
��� ,GHQWLW\�$XWKHQWLFDWLRQ,GHQWLW\� DXWKHQWLFDWLRQ� LV� VSHFLILHG� LQ� >�@�� $XWKHQWLFDWLRQ� LV� SHUIRUPHG� ZLWKLQ� WKH6*61�� 3DLUV� RI� 5DQGRP� 1XPEHUV� DQG� 6LJQHG� UHVSRQVHV� �5$1'� 	� 65(6�� DUHREWDLQHG�IURP�WKH�+/5��$8&�DQG�VWRUHG�ZLWKLQ�WKH�6*61�
$V�LQ�*60��WKH�FKDOOHQJH��5$1'��DQG�UHVSRQVH��65(6��DUH�FRPSDUHG�E\�WKH�6*61WR�GHFLGH�LI�WKH�VPDUW�FDUG�WR�EH�LGHQWLILHG�KDV�WKH�FRUUHFW�DXWKHQWLFDWLRQ�DOJRULWKP�IRU$��DQG�WKH�FRUUHFW�NH\�.L�
��� 8VHU�DQG�VLJQDOLQJ�GDWD�FRQILGHQWLDOLW\7KH�XVHU�GDWD�DQG�VLJQDOLQJ�NH\�*356�.F� LV� GHULYHG�E\� XVLQJ� IXQFWLRQ�$����DV� LQ*60��$���� ELW� NH\� FDOOHG�*356�.F� LV� GHULYHG�� 6\QFKURQL]DWLRQ� LV� SHUIRUPHG� E\� D&LSKHULQJ�.H\�6HTXHQFH�1XPEHU�*356�&.61��ZKLFK�LV�GHVFULEHG�LQ�>�@�
6\QFKURQL]DWLRQ� LV� HQVXUHG� E\� HQVXULQJ� WKDW� *($� LV� GULYHQ� E\� ,1387� DQG',5(&7,21�ELWV��1RW�DOO� WKH�VLJQDOLQJ�ELWV�FDQ�EH�HQFLSKHUHG�� IRU�H[DPSOH�5RXWLQJ$UHD�8SGDWH�5HTXHVW�PHVVDJH�
��� 7KH�DOJRULWKPV7KHUH� DUH� VHYHQ� *356� (QFU\SWLRQ� $OJRULWKPV� �*($�� DOORZHG� IRU� LQ� WKH� *356VSHFLILFDWLRQV��RI�ZKLFK� WZR��*($��DQG�*($���KDYH�DOUHDG\�EHHQ�GHILQHG�E\�(76,
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6$*(��*($��ZDV�GHILQHG�DERXW�D�\HDU� ODWHU�WKDQ�*($��DQG�ZDV�DQ� LPSURYHPHQW�ZKLFK�ZDV�DOORZHG�E\�WKH�HDVLQJ�RI�H[SRUW�FRQWURO�OHJLVODWLRQ�
1HJRWLDWLRQ�RI�WKH�*($�LQ�XVH�KDSSHQV�EHWZHHQ�WKH�PRELOH�DQG�QHWZRUN�DW�WKH�VWDUWRI�WKH�FDOO��6LPLODU�FRQVLGHUDWLRQV�WR�WKRVH�LQ�*60�IRU�WKH�$��DOJRULWKP�DOORZ�IRU�QHZDXWKHQWLFDWLRQ�DQG�HQFU\SWLRQ�DOJRULWKPV� WR� EH� LQWURGXFHG�ZLWKLQ� WKH� OLIHWLPH�RI� WKHVWDQGDUGV�� (QG�WR�HQG�VHFXULW\�FRQQHFWLRQV�IRU�6HUYLFHV*356�GRHV�QRW�LWVHOI�RIIHU�HQG�WR�HQG�VHFXULW\��7KHUH�DUH�PDQ\�SURSULHWDU\�DQG�RWKHUVWDQGDUGV�WKDW�FRYHU�PHWKRGV�RI�PHWKRGV�RI�HQG�WR�HQG�HQFU\SWLRQ�VXFK�DV�WKRVHIURP�WKH�:$3�IRUXP�>�@�>�@��2WKHU�PHWKRGV��VXFK�DV�WKH�,QWHUQHW�VHFXULW\�SURWRFROVFRYHUHG�E\�,3VHF�PD\�DOVR�EH�XVHG�>�@��2UJDQL]DWLRQV�PD\�DOVR�VHW�XS�9LUWXDO�3ULYDWH1HWZRUNV��DQG�EH�DEOH�WR�DFFHVV�FRPSDQ\�LQIRUPDWLRQ�RYHU�HQFU\SWHG�OLQNV�>�@�
6RPH�RI�WKHVH�WHFKQLTXHV�GR�QRW�SURWHFW�WKH�LQIRUPDWLRQ�IURP�WKH�RSHUDWRU�RU�XVHU�VR�LI�\RX�DUH�D�WKLUG�SDUW\�RIIHULQJ�YDOXDEOH�VHUYLFHV�\RX�ZLOO�QHHG�WR�VWXG\�FDUHIXOO\WKH�YDULRXV�SRVVLELOLWLHV�IRU�D�VFKHPH�WKDW�PD\�VXLW�\RXU�DSSOLFDWLRQ�
,I�WKH\�DUH�XVHG��D�XVHU�PD\�KDYH�PXOWLSOH�LGHQWLWLHV�WR�DFFHVV�YDULRXV�VHUYLFHV��VXFKDV�IRU�VKRSSLQJ��EDQNLQJ��RU�ERRNLQJ�D�JROI�WHHLQJ�WLPH��7KHVH�LGHQWLWLHV�ZLOO�SUREDEO\RQO\�EH�VWRUHG�LQ�D�WHUPLQDO��DQG�WKHUHIRUH�KDYH�DOVR�WR�EH�SURWHFWHG�LQ�VRPH�ZD\�� 1HWZRUN�VHFXULW\$�*356�QHWZRUN�ZLOO�EH�EDVHG�RQ�DQ�,QWHUQHW�SDFNHW�V\VWHP��$V�VXFK�LW�LV�RSHQ�WRWKH�VDPH�VHFXULW\�LVVXHV�DV�DQ\�,QWHUQHW�QHWZRUN�IURP�DWWDFN�
&DUH�ZLOO�QHHG�WR�EH�WDNHQ�LQ�WKH�GHVLJQ�RI�WKH�QHWZRUN��WR�HQVXUH�WKRVH�VHQVLWLYHSDUWV�RI�WKH�LQIUDVWUXFWXUH��VXFK�DV�ELOOLQJ�GDWD��HQFU\SWLRQ�NH\V��DQG�LGHQWLWLHV�FDQQRW�EH�FRPSURPLVHG��7KHUH�PD\�DOVR�EH�OHJDO�FRQVWUDLQWV��VXFK�DV�GDWD�SULYDF\RU�ODZIXO�LQWHUFHSWLRQ�UHTXLUHPHQWV��WKDW�PHDQ�WKDW�HQFU\SWLRQ��DFFHVV�FRQWURO�RU,QWHUFHSWLRQ�PD\�KDYH�WR�EH�LQFOXGHG�ZLWKLQ�WKH�LQIUDVWUXFWXUH�
3DUWLFXODU�DWWHQWLRQ�VKRXOG�EH�SDLG�WR�WKH�NH\�PDQDJHPHQW��VXFK�DV�WKHWUDQVSRUWDWLRQ�DQG�VWRUDJH�RI�NH\V��:LWK�WKH�NQRZOHGJH�RI�WKHVH��VXFK�DV�WKHLQGLYLGXDO�XVHU�NH\��.L���DQ�DWWDFNHU�PD\�EH�DEOH�WR�FORQH�D�WHUPLQDO�RU�VHUYLFH��DQGELOO�WR�LW�� 7KH�,QWHUQHW*356�LV�GHVLJQHG�WR�FRQQHFW�XVHUV�WR�WKH�,QWHUQHW��*DWHZD\V�DQG�VHUYLQJ�QRGHV�DVZHOO� DV� FXVWRPHUV� ZLOO� DOO� KDYH� ,QWHUQHW� DGGUHVVHV�� DQG� RWKHUV� QHWZRUNV� ZLOO� DOVRNQRZ�WKHVH��1HWZRUN�PDSSLQJ�VRIWZDUH��ZKLFK�HDVLO\�DYDLODEOH�FDQ�EH�XVHG�WR�ORRN�DWWKH�QHWZRUN� FRQILJXUDWLRQ��)RU� H[DPSOH�� WHUPLQDOV�ZLWKLQ� DQ�RSHUDWRU¶V�QHWZRUN�DUHLQVLGH�WKH�ILUHZDOO�DQG�WKHUHIRUH��XQOHVV�WKH�QHWZRUN�LV�SURSHUO\�FRQILJXUHG��PD\�KDYHDFFHVV�WR�WKH�LQIUDVWUXFWXUH�
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)LJXUH�����,QWHUQHW�VHFXULW\�LVVXHV
)LJXUH� �� VKRZV� VRPH� RI� WKHVH� FRQFHUQV�� &XVWRPHU¶V� WHUPLQDOV� DUH� WKUHDWHQHG� E\URJXH�FRGH��VXFK�DV�YLUXVHV�RU�7URMDQV��)LUHZDOOV�DQG�URXWHUV�PXVW�EH�NHSW�XS�GDWHGWR� VWRS� LQWUXVLRQ�� DQG� VHQVLWLYH� LQIRUPDWLRQ� VXFK� DV� HQFU\SWLRQ� NH\V�DQG� FXVWRPHULQIRUPDWLRQ�PXVW�EH�SURWHFWHG��)LQDOO\��QHWZRUN� LQIRUPDWLRQ�IORZLQJ�RYHU�WKH�,QWHUQHWPXVW�EH�SURWHFWHG��7KHVH�VHFXULW\�LVVXHV�DUH�GLVFXVVHG�EHORZ�
$OO�WKH�,QWHUQHW�VHFXULW\�FRQFHUQV��VXFK�DV�'HQLDO�RI�6HUYLFH�DWWDFNV�DJDLQVW�QHWZRUNQRGHV�DQG�FXVWRPHUV�DUH�SRVVLEOH��7KHVH�LQFOXGH�WKH�SRVVLELOLW\�RI�WKH�FRPSURPLVHRI�ERWK�FXVWRPHU�DQG�QHWZRUN�GDWD�VWRUHG�RQ�WKH�WHUPLQDOV�DQG�LQIUDVWUXFWXUH�
6HFXULW\� FRQFHUQV� WKDW� KDYH� FRPH� WR� DWWHQWLRQ� LQ� WKH� ,QWHUQHW�:RUOG�PXVW� QRZ� EHFRQVLGHUHG�IRU�WKH�*356�QHWZRUN��7HFKQLTXHV�ZLOO�LQFOXGH�)LUHZDOOV��5RXWHU�FRQWURO�DGGUHVV�WUDQVODWLRQ�DQG�KLGLQJ�DQG�HQFU\SWLRQ�RI�VHQVLWLYH�GDWD�
7KH� RSHUDWRU� ZLOO� QHHG� WR� QRZ� EHFRPH� DQ� ,QWHUQHW� VHFXULW\� VSHFLDOLVW� WR� SURWHFWDJDLQVW� WKH� DWWDFNV� DQG� WKUHDWV� WKDW� FDQ� EH� H[SHFWHG�� DV� ZHOO� DV� XSGDWLQJ� WKHVRIWZDUH� DQG� ILUHZDOOV� FRQWLQXRXVO\� WR� SURWHFW� WKH� LQWHJULW\� RI� WKH� QHWZRUN� DQGLQIRUPDWLRQ�DJDLQVW�WKH�ODWHVW�DWWDFNV�
9HUVLRQ�FRQWURO�RI�WKH�VRIWZDUH�ZLOO�EHFRPH�PRUH� LPSRUWDQW��DV�ZLOO�EH� WKH�DELOLW\� WRWHVW�QHZ�KDUGZDUH�DQG�VRIWZDUH�EHIRUH�LW�EURXJKW�LQWR�VHUYLFH�RQ�D�OLYH�V\VWHP�
7KH�FXVWRPHU�PXVW�DOVR�EH�NHSW�LQIRUPHG�DERXW�WKH�QHZ�ULVNV�WKDW�WKH\�IDFH��VXFK�DVGRZQORDGLQJ�XQWUXVWHG�VRIWZDUH�DQG�XSGDWHV� WR� WKHLU� WHUPLQDOV�� EURZVLQJ�XQWUXVWHGVLWHV�RQ�WKH�,QWHUQHW��RU�RSHQLQJ�HPDLO�DWWDFKPHQWV��7KH�QDWXUH�RI�WKH�EXVLQHVV�ZLOOFKDQJH���:LUHOHVV�RSHUDWRUV�ZLOO�QRZ�EHFRPH�,QWHUQHW�,QIRUPDWLRQ�6HUYLFH�3URYLGHUV�DQG� LQIRUP� WKH� FXVWRPHU� WKH� ULVNV� DQG� PHWKRGV� VR� WKDW� ERWK� RI� WKHP� PD\� EHWWHUSURWHFW�WKHPVHOYHV�

,QWHUQHW

6HQVLWLYH�GDWD

7HUPLQDO�	�&XVWRPHU
:LUHOHVV1HWZ RUN

)LUHZ DOOV�DQG�URXWHUV

3RVVLEOH�ULVNV
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� 9LUXVHV�DQG�WURMDQV7HUPLQDO� HTXLSPHQW� ZLOO� EH� SUREDEO\� µDOZD\V� RQ¶�� DQG� ZLOO� DOVR� EH� HTXLSSHG� ZLWKVRIWZDUH�OLNH�,QWHUQHW�EURZVLQJ�DQG�HPDLO�VHUYLFHV��7KLV�PHDQV�WKDW�WKH\�ZLOO�EH�RSHQWR�DWWDFNV�IURP�YLUXVHV��WURMDQV��ZRUPV�DQG�VR�RQ�
7KH�XVH�RI�VPDUW�DSSOLFDWLRQV�DQG�VRIWZDUH��ZKLFK�FDQ�H[HFXWH�FRPSXWHU�FRGH��ZLOOEH�DWWUDFWLYH� WR� WKH�YLUXV�ZULWHUV� RI� WKH�ZRUOG��DQG�DOORZ�FRGH� WR�EH�GRZQORDGHG� WRWHUPLQDOV��6XFK�VRIWZDUH�FRXOG�SHUIRUP�VLPLODU�WULFNV�WR�H[LVWLQJ�,QWHUQHW�DWWDFNV��VXFKDV�PRQLWRULQJ�XVDJH��GRZQ�ORDGLQJ�ILOHV��PDNLQJ�FDOOV�XQNQRZQ�WR�WKH�XVHU�HWF�
7KHUH�ZLOO�QR�GRXEW�KDYH�WR�EH�D�UDQJH�RI�DQWLYLUXV�VRIWZDUH�GHYHORSHG�WR�PHHW�WKHVHQHHGV��7KHVH�ZLOO�EH�RI�SDUWLFXODU�DWWUDFWLRQ�DV�WKHUH�LV�WKH�FDSDELOLW\�WR�PDNH�UHYHQXHIURP�WKHVH�DWWDFNV��ZD\V�RI�GRLQJ�WKLV�DUH�GLVFXVVHG�LQ�WKH�SRWHQWLDO�IUDXGV�
7HUPLQDOV�PD\�KDYH� WKH�DELOLW\� WR�XSGDWH� WKHLU�RSHUDWLQJ�V\VWHPV��DQG� WKHVH�FRXOGDOVR�EH�WDPSHUHG�ZLWK�WR�SHUIRUP�XQZDQWHG�IXQFWLRQV��7KLV�PRUH� OLNHO\�LQ�WKH�IXWXUH�ZLWK� VRIWZDUH� UDGLRV� DQG� GHYLFHV� ZKHUH� PXFK� RI� WKH� VRIWZDUH� LV� GULYHQ� E\� DFRPSXWHU�
8VHUV�RI�FDEOH�PRGHPV�DQG�RWKHU�VLPLODU�GHYLFHV��ZKLFK�DUH�DOZD\V�FRQQHFWHG�WR�WKH,QWHUQHW��KDYH�OHDG�WR�DQ�LQFUHDVH�LQ�YDULRXV�DWWDFNV��IRU�H[DPSOH�%DFN�2ULILFH��ZKLFKDOORZV�VRPHRQH�WR�UXQ�\RXU�FRPSXWHU�UHPRWHO\�ZLWKRXW�\RXU�NQRZOHGJH��7KLV�ZLOO�DOVREH�WUXH�RI�*356�WHUPLQDOV��)LUHZDOOV�DQG�VLPLODU�WHFKQLTXHV�ZLOO�KDYH�WR�EH�XVHG�WRSUHYHQW�WKLV�W\SH�RI�DWWDFN��HYHQ�RQ�WKH�WHUPLQDOV�� *HQHUDO�VHFXULW\�FRQVLGHUDWLRQV$Q� LPSRUWDQW� SDUW� RI� VHFXULW\� ZLWKLQ� D� &RPSDQ\� LV� WR� HQVXUH� WKDW� DOO� WKH� JHQHUDOVHFXULW\�LV�KDQGOHG�FRUUHFWO\�
7KLV� ZLOO� PHDQ� VHWWLQJ� XS� DQ RUJDQL]DWLRQ� UHVSRQVLEOH� IRU� VHFXULW\�� DQG� JLYLQJ� LWDXWKRULW\� IURP�WKH�PDQDJHPHQW�ERDUG��7KH� LVVXHV�WKDW�ZLOO�QHHG� WR�EH�FRYHUHG�DUH3ROOLFLHV�� ,QIRUPDWLRQ�� (OHFWURQLF� 6HFXULW\�� %XVLQHVV� 6HFXULW\�� 3HRSOH� 6HFXULW\�3K\VLFDO�6HFXULW\��,QYHVWLJDWLRQV�DQG�)UDXG�
$� XVHIXO� VRXUFH� RI� JXLGDQFH� LV� DQ� ,QWHUQDWLRQDO� 6WDQGDUGV� 2UJDQL]DWLRQ� �,62�VWDQGDUG� FDOOHG� ³,QIRUPDWLRQ� WHFKQRORJ\�� &RGH� RI� SUDFWLFH� IRU� LQIRUPDWLRQ� VHFXULW\PDQDJHPHQW´��>�@��7KLV�FRYHUV�WKH�DUHDV�RI�

&RPSOLDQFH7R�HQVXUH�WKH�V\VWHPV�DQG�SURFHVVHV�FRPSO\�ZLWK� OHJDO�UHTXLUHPHQWV��VXFKDV�GDWD�SULYDF\�
3HUVRQQHO�6HFXULW\7R�HQVXUH�SHUVRQQHO�DUH�DGHTXDWHO\� LQIRUPHG�DQG�HGXFDWHG� LQ� WKH�XVH�DQGPDQDJHPHQW�RI�VHFXULW\�
6HFXULW\�2UJDQL]DWLRQ7R� HQVXUH� WKDW� DGHTXDWH� UHVRXUFHV� DQG� SROLFLHV� H[LVW� IRU� WKH� HGXFDWLRQ�RZQHUVKLS�DQG�RXWVRXUFLQJ�RI�VHFXULW\�
$VVHW�&ODVVLILFDWLRQ�DQG�&RQWURO7R� HQVXUH� WKDW� LQIRUPDWLRQ� DQG� V\VWHPV� DUH� DSSURSULDWHO\� PDUNHG� DQGSURWHFWHG�
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%XVLQHVV�&RQWLQXLW\�3ODQQLQJ7R�HQVXUH�WKDW�LQ�FDVH�RI�LQWHUUXSWLRQ��WKHUH�DUH�SODQV�DQG�SURFHGXUHV�LQ�SODFHWR�HQVXUH�WKDW�WKH�EXVLQHVV�SURFHVVHV�PD\�FRQWLQXH�
6HFXULW\�3ROLFLHV7R�KDYH�VXSSRUWLQJ�SROLFLHV�IRU�LQIRUPDWLRQ�VHFXULW\
&RPSXWHU�	�1HWZRUN�0DQDJHPHQW7R�HQVXUH� WKHUH� LV�DGHTXDWH�SURWHFWLRQ�RI�QHWZRUNV� DQG�FRPSXWHUV�ZLWKLQ�DEXVLQHVV�
6\VWHP�$FFHVV�&RQWURO7R� HQVXUH� FRQWUROV� IRU� DFFHVV� WR� LQIRUPDWLRQ� DQG� HOHFWURQLF� UHVRXUFHVWKURXJKRXW�WKH�EXVLQHVV�
6\VWHP�'HYHORSPHQW�DQG�0DLQWHQDQFH7R�HQVXUH�VHFXUH�GHYHORSPHQW�RI�VRIWZDUH��WKH�XVH�RI�DXWKHQWLFDWLRQ��SULYDF\DQG�LQWHJULW\�WHFKQLTXHV�
3K\VLFDO�DQG�(QYLURQPHQWDO�6HFXULW\7R�SURWHFW�WKH�DVVHWV�DQG�LQIRUPDWLRQ�IURP�SK\VLFDO�KDUP�

� )UDXG�LVVXHV)UDXG�LV�FDUULHG�RXW�ZKHUH�WKHUH�LV�PRQHWDU\�JDLQ�WR�EH�PDGH��,W�LV�GLIILFXOW�WR�SUHGLFWZKDW�IUDXGV�ZLOO�SUDFWLFDO�LQ�*356��DV�WKH\�ZLOO�GHSHQG�RQ�x &KDUJLQJ�PHFKDQLVPV�x %LOOLQJ�PHFKDQLVP�x 6HUYLFHV�RIIHUHG�x 7HFKQLFDO�ZHDNQHVVHV�WKH�SURFHVVHV�x %XVLQHVV�ZHDNQHVVHV�LQ�WKH�SURFHVVHV�
7KHUH�DUH�TXLWH�D� IHZ�SRVVLEOH�ZD\V�RI�JDLQLQJ�UHYHQXH�IURP�IUDXGV��DQG� WKLV�PD\PDNH� *356� DWWUDFWLYH� WR� D� IUDXGVWHU� ±� 7HOHFRPPXQLFDWLRQV� FULPH� LV� D� YHU\� ELJEXVLQHVV��)RU�H[DPSOH��LI�WKH�SURYLGHU�RI�D�VHUYLFH�LV�DEOH�WR�JHW�UHYHQXH�E\�FRQWHQWFKDUJLQJ� ZKHQ� D� FXVWRPHU� YLHZV� D� SDJH� RU� XVHV� D� VHUYLFH�� WKHQ� WKH\� PD\� EHWHPSWHG� WR� ORDG� URJXH� VRIWZDUH� LQWR� D� FXVWRPHU¶V� WHUPLQDO� WR� IRUFH� WKH� WHUPLQDO� WRYLHZ�WKDW�FRQWHQW�
$QRWKHU� H[DPSOH�ZRXOG� EH� LI� WKH� URJXH� VHUYLFH� FRXOG� IRUFH� WKH� WHUPLQDOV� WR�PDNHFRQQHFWLRQV�WR�SUHPLXP�UDWH�RU�LQIROLQH�VHUYLFHV��ZKHUH�WKH�SURYLGHU�RI�VXFK�VHUYLFHVJHWV�D�VKDUH�RI�WKH�UHYHQXH��6RIWZDUH�FRXOG�DOVR�EH�LQWURGXFHG�WR�VHL]H�WKH�LGHQWLW\�RIWKH�XVHU�RI�WKH�WHUPLQDO�IRU�XVH�LQ�EDQNLQJ�RU�H�FRPPHUFH�VHUYLFHV�
,W� LV�SRVVLEOH�WR�GHYHORS�)UDXG�'HWHFWLRQ�6\VWHPV��)'6��WKDW�ZLOO�QRWLI\�\RX�ZKHQ�DIUDXG�LV�WDNLQJ�SODFH��%XW�WR�GR�WKLV�\RX�PXVW�KDYH�ILUVW�IRXQG�WKH�IUDXG�DQG�LGHQWLILHGWKH�µILQJHUSULQW¶�DV�VHULHV�RI�UXOHV��IRU�H[DPSOH�VKRUW�FDOOV�WR�FHUWDLQ�DGGUHVVHV���6R�DOO� )'6V� KDYH� D�ZHDNQHVV� WKDW� \RX�PXVW� KDYH� ILUVW� LGHQWLILHG� D� IUDXG�� ,W� LV� E\� IDUEHWWHU�WR�EXLOG�WKH�SRVVLELOLW\�LQ�WKH�SURFHVV�WR�SURWHFW�DJDLQVW�WKH�IUDXG��,W�LV�QRQH�WRRFOHDU�KRZ�DQ�)'6�ZLOO�ZRUN�RQ�D�SDFNHW�EDVHG�V\VWHP��DQG�GHYHORSPHQW�ZRUN�LV�MXVWVWDUWLQJ�LQ�WKLV�DUHD�
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6RPH�)'6�DOVR�WU\�WR�ZRUN�RXW�WKH�UXOHV��VR�DOORZLQJ�WKH�)'6�WR�GHWHFW�QHZ�SDWWHUQVWKDW�PD\�SUHGLFW�D�IUDXG��3UREDEO\�D�FRPELQDWLRQ�RI�UXOHV�EDVHG�DQG�OHDUQLQJ�LV�WKHLGHDO�VROXWLRQ�
%LOOLQJ� EHWZHHQ� RSHUDWRUV� ZLOO� EH� RQ� WKH� EDVLV� RI� HLWKHU� WKH� OHQJWK� RI� WLPH� RI� WKHFRQQHFWLRQ��RU�WKH�DPRXQW�RI�GDWD�VHQW��7KLV�ZLOO�PDNH�LW�KDUGHU�WR�DVFHUWDLQ�WKH�W\SHVRI�IUDXGV��DV� IRU�H[DPSOH�� WKH�GHVWLQDWLRQ�RI�DGGUHVVHV�XVHG�ZLOO� QRW�EH� WUDQVIHUUHGEHWZHHQ�RSHUDWRUV�
$Q�LVVXH�LV�OLNHO\�WR�EH�WKH�XVH�RI�G\QDPLF�DGGUHVVLQJ��ZKHUH�DQ�,QWHUQHW�DGGUHVV�LVDOORFDWHG�WR�D�XVHU�IURP�D�SRRO�ZKHQ�LW�LV�UHTXLUHG��DQG�WKHQ�UHWXUQHG��7KLV�ZLOO�PDNHLW�KDUG� WR� LGHQWLI\�D�XVHU��HVSHFLDOO\�ZKHQ� WKH� OLQN�EHWZHHQ�WKH�XVHU�DQG�DGGUHVV� LVQRW�UHWDLQHG�IRU�D�ORQJ�WLPH�
� )LQDOO\:KHQ�GHYHORSLQJ�D�SURGXFW�RU�VHUYLFH�LW�LV�YHU\�LPSRUWDQW�WR�VWXG\�WKH�ZKROH�EXVLQHVVSURFHVV�IRU�D�SRWHQWLDO�RI�PLVXVH��*60�V\VWHPV�LQ�WKH�SDVW�KDYH�VXIIHUHG�IURP�WKHVHSUREOHPV��VXFK�DV�SUHSDLG�EDVHG�RQ�LQVHFXUH�PHFKDQLVPV��7KH�VDPH�ZLOO�EH�WUXH�RI*356�
6R�*356� LV�VHFXUH��SURYLGLQJ�\RX�KDYH� WKRXJKW�DERXW� WKH� LVVXHV��DQG�KDYH� WDNHQWKH�ULJKW�PDQDJHPHQW�DQG�WHFKQLFDO�GHFLVLRQV�
5HIHUHQFHV�>�@� �*33� 76������� �UG *HQHUDWLRQ� 3DUWQHUVKLS� 3URMHFW�� 7HFKQLFDO� 6SHFLILFDWLRQ*URXS�6HUYLFHV�DQG�6\VWHP�$VSHFWV��6HFXULW\�UHODWHG�QHWZRUN�)XQFWLRQV��1RWH��7KLVZDV�FDOOHG�*60�������
>�@��������6HFXULW\�$VSHFWV��1RWH��7KLV�ZDV�FDOOHG�*60������
>�@��������0RELOH�UDGLR�LQWHUIDFH�OD\HU���VSHFLILFDWLRQ�1RWH��7KLV�ZDV�FDOOHG�*60�����
>�@� %6� ,62�,(&� ������������ %6� ������������ ,QIRUPDWLRQ� WHFKQRORJ\�� &RGH� RISUDFWLFH�IRU�LQIRUPDWLRQ�VHFXULW\�PDQDJHPHQW
>�@� :$3� 7UDQVSRUW� /D\HU� (QG�WR�HQG� 6HFXULW\� :$3�����7/(�(����������D� IURPZZZ�ZDSIRUXP�RUJ�
>�@�:$3�7UDQVSRUW�/D\HU�6HFXULW\�:$3�����:7/6����������D
>�@�6HH�WKH�,QWHUQHW�(QJLQHHULQJ�7DVN�)RUFH��ZZZ�LHWI�RUJ�
>�@�6HH�&HUWLFRP�RQ�ZZZ�FHUWLFRP�FRP�


