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Introduction

Mission
▪ System of supportive processes
▪ Established functional requirements

Process
▪ An asset to be protected 
▪ Established security requirements – confidentiality, integrity, availability

Mission configuration
▪ Structure of supportive components (processes, IT services, cyber components) & their 

interactions
▪ Critical mission enables more configuration alternatives 

Cyber environment
▪ Difficult/impossible to protect all components
▪ Difficult/impossible to eliminate all vulnerabilities
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Introduction
The Goal
▪ Keep the mission operational as long as possible
▪ Selection of the most resilient mission configuration

Mission Decomposition Model
▪ A better comprehension of the mission
▪ Communication of decision-makers

Analytical Framework
▪ Mathematical abstraction

▪ Rigorous thinking; integration tool
▪ The statistical inference that reflects the situation

Mission Resilience Metric
How likely can a particular mission configuration be affected, i.e., the probability of its successful 
disruption in terms of endangering established security requirements.
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Motivating Use Case

Regional Medical Imaging
▪ Collaborative processes across different (healthcare) service providers
▪ Legal, ethical, contractual requirements (=> functional & security requirements)
▪ Life-threatening situations 

The Mission
▪ Imaging assessment of the polytrauma patient
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Mission Decomposition Model

Evaluation of the polytrauma patient

Mission Supportive Processes (Medical Domain)
▪ Patient examinations (CT, MRI, MG screening, …)
▪ Emergency consultations (neurology, cardiology, …)
▪ Other consultations (oncology, mammography, …)

IT Services (SaaS)
▪ PACS (institutional, regional, …)  
▪ Exchange/sharing of examinations 

Supportive Cyber Components (Cyber Domain)
▪ Specific implementations of PACS
▪ The software of acquisition modalities
▪ Diagnostics software, CAD, visualization, … 
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Constraint Satisfaction/Optimization Problem

▪  
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Satysfying Mission Configuration

Valuation satisfying the constraints 

▪ Constrained AND/OR tree abstraction
▪ Boolean Constraint System (Boolean formula, transformable to CNF)
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Attack Graph

▪  
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Bayesian Network

▪  
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Mission Resilience Metric

Attack Graph: input
▪ Specific knowledge – SW components, 

hosts, connectivity
▪ Abstract knowledge – vulnerability, exploit 

preconditions
▪ Attacker’s current position – intrusion 

detection system
▪ Target privileges – CIA requirements, 

mission decomposition, the impact of a 
successful exploit

Attack Graph: output
▪ Causality identification – subgraph of 

privileges
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Bayesian Network: input
▪ Causality relationships
▪ Causality relationships quantification 

(CPTs)
▪ CVSS sub metrics – AC, E, …
▪ Other sources of uncertainty

Bayesian Network: output
▪ Probability of reaching the target privilege
▪ Probability of disruption of a particular 

security requirement
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Mission Resilience Metric 

Constraints Satisfaction
▪ Functional requirements of the mission must be satisfied
▪ Constellations of supportive processes & cyber components
▪ The set of satisfying mission configurations

Constraints Optimization (Utility Function Definition)
▪ Security requirements of the supportive processes must be optimized
▪ The most resilient mission configuration

▪ Considers the ratio coefficients among individual security requirements (multiple criteria)
▪ Calculates the worst scenario (the vulnerability) within an individual mission configuration
▪ Selects the most optimistic configuration
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Stakeholders & Their Duties

Decision Making
▪ The joined effort of 

stakeholders
▪ Information provision
▪ Feedback
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Alternatives of mission configuration 
(functional requirements)

Mission supportive processes setting 
(security requirements)

 Domain experts 

System integrators 

 IT security experts 
Attacker’s possition, attack structure, 
…
(pro-active vulnerability management)

ANALYTICAL FRAMEWORK

Mission configuration selection
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Resilience metric
(utility function definition)

Bayesian network 
(parameters setting)

Attack graph
(parameters setting)

 Decision makers 
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Summary
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Mission Resilience Metric
▪ Utility function parameters

Attack Simulation
▪ Mission hardening
▪ Defence strategy 

preparation

Under Attack
▪ The most resilient mission 

configuration in terms of 
endangering established 
security requirements

        

 MISSION DECOMPOSITION CURRENT SECURITY STATE DECISION SUPPORT

Attacker’s Position
▪ Likelihood of his occurence

Attack Graph
▪ Qualitative analysis
Bayesian network
▪ Quantitative & Stochastic
▪ Capturing of uncertainty

Abstract Knowledge
▪ Attack structure
▪ Suitable metrics (CVSS, …)
▪ Conditional probability

Mission Decomposition Model
▪ Supportive processes
▪ IT services
▪ Cyber components & 

interactions

Functional Requirements
▪ CSP (mission level)
▪ Deterministic reasoning

Security Requirements
▪ CIA (supportive processes)
▪ Attack goals
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