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Abstract—This work investigates the secrecy capability of
energy harvesting based overlay cognitive networks (EHOCNSs).
To this end, we assume that a message by a licensed transmitter
is relayed by an unlicensed sender. Critically, the unlicensed
sender uses energy harvested from licensed signals, enhancing the
overall energy efficiency and maintaining the integrity of licensed
communications. To secure messages broadcast by the unlicensed
sender against the wire-tapper, full-duplex destinations — unli-
censed recipient and licensed receiver — jam the eavesdropper at
the same time they receive signals from the unlicensed sender. To
this effect, we derive closed-form formulas for the secrecy outage
probability, which then quantify the security performance of
both unlicensed and licensed communications for EHOCNs with
jamming-assisted full-duplex destinations, namely EHOCNwFD.
In addition, optimum operating parameters are established,
which can serve as essential design guidelines of such systems.

Index Terms—Energy harvesting, full-duplex jamming, overlay
cognitive radio, PHY layer security, secrecy probability.

I. INTRODUCTION

Cognitive radio technology (CRT) permits unlicensed users
(UUs) to operate in licensed frequency bands (LFBs) of
licensed users (LUs) via three popular principles: underlay,
interweave, and overlay [1]. The underlay principle offers
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UUs access permission to LFBs, whenever UUs guarantee that
generated interference by them is below an acceptable level for
LUs. In the interweave principle, UUs merely access unused
frequencies of LUs, whereas in the overlay principle UUs are
allowed to share concurrently LFBs with LUs. The latter is
achieved using sophisticated signal processing methods, which
ultimately enhance the overall performance of CRT.

Radio frequency (RF) energy harvesting (EH) exploits avail-
able energy resources to power wireless terminals, leading to
an overall improved energy efficiency [2]. Yet, legal messages
in practical communications can be overheard, particularly in
CRT where wire-tappers can emulate UUs to access LFBs.
Owing to this, recent methods such as physical layer security
(PLS) have emerged as efficacious solutions to enhance se-
curity in wireless networks [3]. Among various PLS methods,
jamming exhibits distinct capabilities of security improvement,
without additional complexity [4]. This, along with CRT and
RF EH, can assist in addressing the challenges of emerging
technologies, such as increased number of wireless services
for a massive number of users, efficient spectrum utilization,
high energy efficiency, and enhanced security [5].

Several contributions investigated message security for in-
terweave/underlay cognitive networks with EH and jamming;
yet, only few have concentrated on the overlay ones [6]-
[17]. Specifically, [6] and [7] investigated the scenario in
Fig. 1, where the unlicensed sender S scavenges energy in
licensed signals for powering its two concurrent activities:
send its own message and relay the licensed message. Also, in
order to restrict overhearing of the wire-tapper W, the licensed
receiver R was assumed to send jamming signals towards
w. Different from [6] and [7] where R served as jammer,
[8]-[10] proposed a conscientious jammer J. Nonetheless, J
in [8] and [9] must scavenge RF energy from the licensed
transmitter P while J in [10] was an RF energy supplier for
S. To further secure messages in [6]—[10], [11] exploited both
R and J to interrupt W, and only S is able to scavenge the
RF energy. As an alternative solution to secure EHOCNs with
multiple unlicensed sender-recipient pairs and various wire-
tappers, [12] considered the joint transmit antenna selection
and multiuser scheduling method. However, the considered
jammers in [6]-[11] and unlicensed senders in [12] were
assumed to operate in half-duplex (HD) mode, which is less
efficient than full-duplex (FD) mode [13]-[17]. In [13]-[15],
S exploited the FD mode for improved spectral efficiency.
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Yet, even though [13]-[15] carried out an outage probability
analysis, the issue on the message security was bypassed there.
In [16] and [17], S assists and secures effectively the FD
based licensed communication, which receives P’s message
and jams W simultaneously. Nonetheless, [16] and [17] did not
exploit EH for energy efficiency improvement. Moreover, no
security analyses in terms of the corresponding secrecy outage
probability (SOP) were carried out in [6]-[17], neither for
licensed nor for unlicensed communications in EHOCNwFD.

Motivated by the above observations, this work analyzes
EHOCNWFD in which P and R cannot achieve direct commu-
nications. Also, S sends its own message and assists licensed
communications in exchange for access to LFBs. In this
context, jamming-assisted FD destinations (R and unlicensed
recipient D) are exploited to protect messages transmitted by
S against W through the creation of jamming signals. Also,
S is assumed to self-power its operation by extracting energy
from licensed signals. Relied on this, closed-form formulas
for the corresponding SOPs are derived for the scenario of
both unlicensed and licensed communications. To this end,
a creative signal generator is assumed for S, which either
sends an unlicensed message in the last two phases, or relays a
licensed message in Phase 2 and transmits its message in Phase
3, subject to successful recovery of the licensed message.

II. SYSTEM DESCRIPTION
A. Channel Model

In Fig. 1, hy, and dy, denote the channel coefficient and
the distance between the corresponding transmitter-receiver
pair, respectively, where m € {p, s,d,r} and n € {s,d,r, w}.
Because R and D are FD destinations, they receive signals
from S at the same time they transmit jamming signals to W.
Due to imperfect self-interference (SI) cancellation of the FD
operation at R and D, residual SIs at R and D are represented
through loop channels with channel coefficients h,.. and hgq,
respectively. Notably, for effective wireless power transfer
(WPT), the presence of a line-of-sight component is typically
necessary. But since only Phase 1 performs WPT, h,s is
assumed to follow Rician distribution while other channel
coefficients are Rayleigh-distributed. Such an assumption is
valid in scenarios where P is placed high above the ground,
while other users are located on the ground.

Based on the above, we also let ay, = E{ [Ann |2} represent

the fading power, where E{-} denotes statistical expectation.
To this effect, we can model o, = <o(dun /do)_ﬁ , where
dy = 1 meter (m) is the reference distance, /3 is the exponent
decay, and ¢y is the fading power at dg [15]. For Rayleigh
fading, the channel coefficient is indicated by a zero-mean
circular symmetric complex Gaussian random variable, namely
hon ~ CN (0, @iy ). Then, the cumulative distribution function
(CDF) and the probability density function (PDF) of the
channel gain gn, = |hn|” are: F, (2) =1 — e #/%= and
fou (2) = €7#/%= Ja | respectively, which hold for z > 0.

B. Network Model

Fig. 1 illustrates that message transmissions from P and S
to R and D are completed in three phases whose duration is
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Fig. 1: System model.

denoted as ¢. In Phase 1 of ¢y, where 0 < § < 1 indicates the
time-split factor, P sends the symbol x,, with the transmission
power P, for S to collect energy with the power splitting
protocol! and to restore the message of P. The power splitting
protocol splits the signal received at S into two portions: one
portion /7y, 0 < n < 1, indicates the power-split factor and
ys 1s the signal received at S, for harvesting energy and another
portion /1 — ny, for restoring the message of P. Depending
on the recovery status, S sends dissimilar signals in following
phases. Specifically, when S restores the licensed message
successfully, it relays it in Phase 2, i.e., it sends \/stp, and
transmits its personal signal, namely \/]?S:cs in Phase 3. Here,
x 1s the transmit symbol of S, whereas PS and P, denote the
transmission powers of S in Phase 2 and Phase 3.

In the scenario that the unlicensed sender fails to restore
the licensed message, it instead broadcasts its personal signal
V/P,x, where P, is the transmission power of S in the last
two phases. As illustrated in Fig. 1, R and D concurrently
transmit the signals, v/ Pz, and v/P;x,, respectively, in both
last phases to jam W, where P, (or P;) and z, (or x4) are
the transmission power and the transmit symbol of R (or D),
respectively. It is noted that R and D also suffer from SIs due
to the FD operation, whilst three phases are required to avoid
mutual interference between x, and x),.

C. Signal Model

Based on the considered set up, S receives ys =
hpsy/Ppxp + ng in Phase 1, where n, ~ CN (0,¢5) is the
noise caused by the receive antenna at S. Thus, the harvested?

IRF EH can be implemented through either time switching (TS) or power
splitting (PS) protocols [14]. On the one hand, TS is considered more energy-
efficient, yet it achieves a lower throughput. On the other hand, PS appears
to be more complicated in terms of implementation, yet it exhibits higher
achievable throughput. Based on the latter characteristic, the considered set
up is based on the adoption of the PS protocol [6]-[8], [10]-[12], [14].

2Similar to the vast majority of reported publications (e.g., [2], [S]-[9],
[11], [12], [18]), the present analysis considers the linear energy harvesting
model, which still represents the non-linear model over a large range of the
input RF power [18]. Therefore, the non-linear energy harvesting model (e.g.,
[10], [13]-[15], [19]) may not add significant further insights; hence, we defer
it to our future works where the achieved performance of the linear energy
harvesting model can constitute a benchmark for extensive comparisons.



energy by S in Phase 1 is E, = HE{‘\/ﬁysf}&p =
06 (Ppaps + €5)p, where 0 < 6 < 1 is the energy har-
vesting efficiency. Therefore, the powers which S can con-
sume in Phase 2, in Phase 3, and in both last phases are

P = B, _ 00n(Pyapates) P = E,
o (P— TJ(F1—)5) = (1 g) e ED (1_4:)81_6W

G riis » and Py = goyp = TTEe, respec-
tively. Also, the message decoder is based on §; = /1 — nys+

fs to recover P’s message, where s ~ CN (0, ¢;) indicates
the noise owing to down-converting the signal from the
passband to the baseband. To this end, by invoking ys in ¥s,
one achieves s, = /(1 — ) Pyhpstp++/1 — nng+n, which
establishes the achievable Signal-to-Noise Ratio (SNR) for
decoding P’s information as v, = Agps with A = (1177)%.
Thus, S achieves the channel capacity Cs = dlogy(1 + 75)
bps/Hz, where ¢ is present because of d in Phase 1. Also, S
recovers successfully the licensed message only if C exceeds
the target transmission rate Rr, i.e., Cs > Rr.

If S decodes the message of P successfully, it then sends
mxp in Phase 2 and \/Z?sa:s in Phase 3. Otherwise, it
transmits /P, in both last phases. Furthermore, it is noted
that R and D always broadcast v/P,.x, and v/P;x, in Phase ¢,
t € {2,3}. Consequently, the signal received at L € {D,W,R}
in Phase ¢ is represented as

hsivV Py +hoi/ Prap+ha/ Pyxza+ny ,Cs > Ry
ha/ Psts+he/ Prze+ha/ Pagrg+n; ,Cs < Ry

ny{
(1

where Py =P, P3=P,, Lo =1y, T3=2s, and n;~CN (0, ¢)
indicates the noise due to the receive antenna at L.

Usually, the jamming signals, z, and x4, are purposely
generated by R and D to impair the wire-tapping of W without
intercepting each other. For example, x, and x4 are pseudo-
random signals [10] and the jamming signal generator at R
encrypts its seed with a short secret key and shares it with
D and vice versa. Consequently, most reported analyses (e.g.,
[6]-[11]) assumed that z, and z4 were totally eliminated at
D and R, respectively. Nevertheless, this assumption seems
ideal because any regeneration of x, and x4 is hardly achieved
with absolute probability. Therefore, the analysis in the present
paper assumes them regenerated at D and R with accuracy
of 1 — k, 0 < sk < 1, which indicates that kx4 and
Kz, represent the residual jamming signals due to imperfect
jamming cancellation at R and D, respectively. Accordingly,
K € {R,D} in Phase ¢ obtains the signal with lower jamming
after partly removing the corresponding jamming signal as

“t

yk_{hsk\/?sxs—i—hkk\/ﬁkxk—knhjk VPjzj+n, C’S<RT(2)
where (k,7) = {(r,d),(d,r)}. As a result, the achievable

channel capacities for D and R for recovering x, and z, are
given by

hsk vV Pexy+hie/ Prrg+Kkhje/ Pjrj+ng, Cs>Ry

(1=7)(1 = d)logy(1+ ) . C, > Rr

Ca=
(1-0)logy(1+ f2) . Cy< Br

3)

and

Psgsr
o [ Ta-oog(1+5e) Gz,
0 ,Cy < Rt

where (7 (1 —¢), (1 —7)(1 —¢), 1 — 0) denote the durations
of Phase 2, Phase 3, and both last phases, respectively; () =
P’r‘grr + /'izpdgdr and U = Pdgdd + Fﬂ?PTgrd-

The knowledge of the jamming signals, x,- and x4, is merely
shared between D and R for protecting x,, and x,, whilst W is
unknown with respect to (w.r.t) it. Thus, the channel capacities
attained by W for restoring ,, and x, follow from (1), yielding

égbw
o At —0)logy (14 ) CezRr g
0 ,CS<RT

and
(1—7)(1-0) log2(1 ) Gy Ry
(1-0)logy (14 f2) €, < Ry

where W = P.gr, + Pjgqw. It is evident that R and D
purposely produce the amount of jamming power W to corrupt
the wire-tapper. Therefore, enlarging W can enhance the
overall security performance of both unlicensed and licensed
communications. Furthermore, it is noted that the secrecy
capacity for restoring xs represents the subtraction of the
capacity at W from that at D, namely C, = [Cy—C2]",
where [2]7 = max (z,0). Likewise, the secrecy capacity for
decoding x,, indicates the subtraction of the capacity at W from
that at R, namely C, = [C, — C2]*

Co =

w

(6)

III. SECURITY ANALYSIS

One of the key indicators to evaluate the security of EHOC-
NwFD is the achievable SOP, which quantifies the probability
of the secrecy capacity subceeding the target security degree
C7. In the sequel, we derive exact closed-form SOP formulas
to straightforwardly determine the achievable security levels
for both unlicensed and licensed communications.

A. Licensed SOP

The licensed SOP is defined as ®, = Pr{C, < Ct
which is decomposed into two cases, depending on whether S
decodes successfully the message of P or not, namely

o, = Pr{ Op < CT’ Cs > Rt Pr{C, > Rt}
+Pr{C, <Cr|Cs <Ry Pr{C;<Rr} (1)
=AE+x(1-5).

Based on the form of (7), it readily follows that

==Pr{dlog,(l +Agps) >Rp=1- ngs({QRT/ 5_ 1} /A)
(1 + K] [25/% — 1] / [ops A])" ®)
_ Z Z [ ] )

(1+K) 2RT/5 1)/(apgA)+Kl'n|
where Fy; _(z) is the CDF of the P — S Rician fading channel
gain, which is given in [20, eq. (9)]. Also, K is the Rician
factor. As noted in [20], the infinite summation in (8) quickly
converges to the finite one.




Using (4) and (5) for the case Cs < Rr, it follows that
x=Pr{0<Cr} =1 9)

because the target security degree CT is non-negative. Simi-
larly, using (4) and (5) for the case C's > Rt yields

X o0
A—Pr{r<1—6>log2Y < cT} = [ Fisy )y
1
(10)

59511;

where X =1+ f Y =1+ , B=2C1/7(1=9),

Evidently, (10) can be derived w1th the aid of the CDF of
X and the PDF of Y. Because X and Y share the same form,
we can start with deriving the PDF of Y. It is also noted
that Y depends on W and hence, we first derive the PDF of
W. By recalling that W is a sum of two independent random
variables, its PDF is given by

D= [ 1r0 (@) Frigs, (o = ) do
0 L (11)
/Z e Prarw ¢ Pdi%dw
= T
0 Prary  Padw
which can be represented in closed-form as follows:
“Pirogw
zC P, w:Pr rw
Fi(2)={ _ PePacruwoun, 2 Td%wTIOrw o )
e Prarw —e Pd%dw P #P
Protrw—Pacaw y Lddw rQpy
To this effect, the CDF of Y can be inferred as
P@ )
Fy(y) = EW{Pr{1+ # <y W}}
€w
(13)
_ (=D WHew)
:EW{]_—e Poosw }’ y>1
whilst invoking (12) in (13), it follows that
Rl _(w=D(ztew)
Fy(y)=1- / e Psasw  fy (2)dz
0
_(y=Dew
1- QQS eoaw 7Pdadw:Prarw (14)
_ P7-Pd%7-(1§giiggw cy>1
m—q)e Psosw
1- (Pr(fr)w—PdOédw 7Pdadw7éprarw
-1
where {1,) = (51 + vt

Based on the above, the Pf)ﬁ of Y can be readily deduced
by taking the first derivative of Fy (y) w.r.t y, yielding
fy(y)=:{

Je” Peasuw [ey(m—q)+m*—¢?], Paaauw #Proz?ul,s)
.

which is valid for y > 1, while R = (PTPd]f’Samadwasw)

. -1
and J = (Prarw - Pdadw) Psas1;J .

Likewise, the corresponding CDF of X is computed simi-
larly to (14), yielding

_(y=Dew
Re™ Peosw g% (e + 29)

(y—Dew

Pdadw :Prarw

(z—Der
Psosr

2
1- bi , Pyk?ogr=Pra
P.Pja,.k?a T r&prr
FX(%): di(;L— 17 s
(c—b)e Psosr 2
=5 przar » Pak?aar # Pro,

(16)

-1

where {0} = [ 2= 1

To this effect, substituting (15) and (16) in (10) and since
B7! <1 and Fx(z) =0 for z < 1, yields

Pgr2og,

1- Al 7Pd/€204dr :Prarr & Pdadw :Prarw
A= 1—./42 PdI{Qder Pozm, & Pdadw;éP Ay (17)
T 1—As , PirPogr £ Proyy & Piogw = Pragy
1- -A4 7Pd/</2adr7ép Ay & Pyagw #P Ay
where
Ay = A |euG (L, M,2,2) + 2P0, (L, M,2,3)] , (18)
Ay = A(ey[G(N,L,1,2) — G (M,L,1,2)] + 19
Py [6(L,N,2,2) = G (L, M,2,2)])
As = Ale, {G(H,M,1,2) — G (I, M,1,2)}
. 20
+ 2P {0 (H.M1,3) - G (1013},
Ay = A{ey[G(H,N,1,1) -G (I,N,1,1)
+Psasw [g(H7N7172) _g(H7M7172)
- g(IvN7172)+g(I7M7172)}}3

. 1 PiR Qar Qo \ 2 B—1)e,

with A = APTPddwadT.( g ) eXp(_(ﬁ»qu)T )7
Psag, 1 _ Psagqy

L = A31 + PdlﬂzoédTB - E’ M - Pdadw ’
> PloaswJ sr \2 B—1)e, o Poavsw
4 = PrpdaTradr(KB) eXp(_(Psaz,,. )’ N = Prayw’
A — pgas'“ain (B—=1)er A _
A - (Prayr—Pgk?aqr)B exp(_ Pyos, )’ A -

Plagwase] (B—1)e, Poag, 1
(Prarr—Partag)B eXp( 5o ) H =1+ Pra(jrB - B

_ Poz57 1 _ Be,- €
. PiteasB B’ ¢ = LEtTaE
g(a b u, U fO Wd .

It is apparent that deriving a closed-form formula
for (17) needs the analytical evaluation of the inte-
gral 1n G. To this end, we first let Q(a,b) =

OOO (Z+ 7 dy, which is expressed in closed-form as Q(a,b) =
b—1
(zbci)lb)!l ((f;cl:;;‘ —e“GEi(—aG)] upon invoking [21, eq.

(3.353.2)], with Ei(-) denoting the exponential integral. Based
on this and upon performing the partial fraction decompo-
smon the integral in G 1s represented as G (a,b,u,v) =

ZUQ(au—g+1)+Z Q(b,v—j+1) where U, =

(-1t H (vtn)
—=———and T; =
(b—a)*T97 T n! (a=b)uti—t H n!

n=1
stituting A in (17), Z in (8), and x in (9) mto (7), one obtains
the exact closed-form formula of ®,,.

(-1)7~t H (vtn)
—— =0 Therefore, sub-

B. Unlicensed SOP

Similar to Subsection III-A, the unlicensed SOP can be
decomposed as

b, = Pr{ OS < CT’ Cs > Rt PI{CS > RT}
+Pr{C,s < C1|Cs < Ry Pr{C, < Rt}
=TE4+Q(1-2).

(22)



Substitu}ing (3) and (6) when C > Ry into C, and then
inserting C into (22), T can be re-written explicitly as

1+ Pegea
TPr{(lT)(16)10g2M<C’T}. (23)
L g
By comparing (23) with (10), it becomes
evident that (23) can be derived from (10) with
the appropriate  variable transformation: Y =
A

T—=1=7,Ps—Ps,asr—Qsd, Prrr—>Paddd,Paqar—Prarq,er—€q’

Similarly, substituting (3) and (6) for the scenario Cy < Rt
into Cs and then inserting Cs into (22), it readily follows that

1 4 Psgsa
Q= Pr{(l —6) 1og21+jgju < CT}. (24)

WHteqyw
Again, comparing 24) with (10) renders
evident that (24) can be derived from (10)
with the appropriate change of variables: =

ATHLPs%Ps,?ésr%asd,Proﬁ-rﬁpdadedadrHPrOérd&rHEd'
Hence, plugging the derived closed-form formulas for =, T,

and € into (22), yields a closed-form expression for ®.

To the best of the authors’ knowledge, the proposed results
have not been reported in the open technical literature. It is
also noted that the derived expressions for ®; and ®, are
useful for rapidly evaluating the security capability of both
unlicensed and licensed communications in EHOCNwFD and
in developing useful insights on the impact of the involved
specifications on the overall system behavior and performance.

C. Asymptotic Analysis
Letting P, = ¥ P, and P; = (P,, the asymptotic anal-
ysis is carried out at high transmission power, i.e. P, —

oo. When P, — oo, S correctly decodes P’s message.
Therefore, the licensed SOP reduces to A in (17) where

2
hm X: A = Qew Qer Quop Qay w?V2 )" e
oo 1 Qdy Cdr Clpp Qg \ PCRB ’
T‘
B 1 1, NI—f 3In(M/L) ~
= s|l s+ 50+ 5 — ———
M—L

_ wasw
9
Cagw

X represents
K

2
L 2M?2 M
Whsy
gn aarB
e W (@) = L -
e —qae)
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where w3 = % Interestingly, by observing A;, we

find that the licensed SOP A (or the unlicensed SOP T) is a
function of fading power ratios of channels towards the same

receiver, namely Ssw  Sow  Rer - Qar Qsd = Dsd
’ Qdw’ Orw’ Qdp’ OQprp Qdd’ Ord’’

IV. NUMERICAL RESULTS

This section capitalizes on the derived analytic expressions
along with results from respective computer simulations to
quantify the achievable SOPs of both unlicensed and licensed
communications for practical scenarios. All users are assumed
to be placed on a two-dimensional plane and hence, the
distance between user A at (xa,ya) and user B at (zg,ys) is

\/ (za — x5)° + (ya — y=)°. Without loss of generality
and unless otherwise stated, the following indicative fixed
values are assumed as [4], [15]: # = 0.7, 8 = 2.6, ¢ = —20
dB, eg=¢€, =€, =€5=€;=—70dBm, P, = 60 dBm, P, = 10
dBm, P; = 5 dBm, P at (—10,0) m, s at (0,0) m, D at
(50, —20) m, W at (60, 0) m, R at (45, 15) m, Ct = 0.1 bps/Hz,
Rt = 0.1 bps/Hz, o = agq = —90 dB, k = 0.1, K = 2,
0 = 0.6, 7 = 0.5, n = 0.7. To highlight the achievable security
improvement of the proposed jamming method, EHOCN with
HD destinations, namely EHOCNwHD, is compared with
EHOCNWwWFD. This is straightforwardly realized by setting
P, = P;=0in (7) and (22).

Based on the above, Fig. 2 exhibits a perfect match be-
tween analytical and simulation results, which corroborates
the validity of the proposed analytic formulas in (7) and (22).
Moreover, it is clearly observed that EHOCNwFD outperforms
EHOCNwHD, proving the achieved security enhancement of
the jamming method. In the same context, Fig. 2a demonstrates
that the best secrecy performance of both unlicensed and
licensed communications in EHOCNWFD occurs at particular
values of 0. The optimal values of ¢ that generate the minimum
SOPs are explained as follows: enlarging J increases energy
scavenged at S in Phase 1 and offers higher probability for S
to correctly restore the message of P, enhancing the security
performance of both unlicensed and licensed communications.
Nevertheless, increasing § decreases the transmission time of
the last two phases, which deteriorates unlicensed and licensed
secrecy capacities, and ultimately increases the corresponding
SOPs. As such, the optimum values of ¢ exist to trade-off
benefits in Phase 1 and in the last two phases.

Fig. 2b demonstrates the achievable SOPs w.r.t 7. This
figure shows that the achievable security performance of
EHOCNWEFD is improved as 7 increases. This stems from the
fact that enlarging J supports S in harvesting more energy
in licensed signals, which in turn ultimately decreases @,
and ®,. Likewise, Fig. 2c illustrates the SOPs w.r.t 7, which
reveals that enlarging 7 enhances the security capability of the
licensed communications and degrades that of the unlicensed
communications in EHOCNWwFD. This is interpreted from the
fact that enlarging 7 lingers Phase 2 but decreases Phase 3 for
the unlicensed sender to relay the licensed message and then
send its own information. As a result, ®,, reduces while, in
turn, @, increases. The opposite performance tendencies of the
licensed and unlicensed networks represent the security trade-
off between them and hence, their security can be equalized.
For example, Fig. 2c illustrates &, = ®,, at 7 = 0.17.

Finally, Fig. 2d illustrates the SOPs w.r.t P,. This figure
considers P, = Py = 0.001P, to verify the corresponding
asymptotic analysis. Additionally, the SOPs are averaged over
1000 positions of W where xy and ¥y are uniformly distributed
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Fig. 2: Impact of adjusting the individual parameters.

in [50, 70] m and [—10, 10] m, respectively, with (xy, yy) being
the coordinate of W. This figure demonstrates the considerable
security enhancement of EHOCNwFD when increasing FP,.
This occurs because enlarging P, supports S in harvesting
more energy in the licensed signal as well as aids S to exactly
restore the message of P with a greater probability. This
increases the channel capacities at the corresponding receivers
in Phase 2 and Phase 3, which ultimately reduces the involved
SOPs. Also, the asymptotic analysis matches the exact results
at large P,, validating the analysis in Subsection III-C. These
results justify the usefulness of the proposed setup.

V. CONCLUSIONS

This work proposed EHOCNWED for improved energy ef-
ficiency and message security. In this context, we analyzed its
licensed/unlicensed SOPs to quantify the achievable security
and to develop useful insights on the effect of the involved
specifications on the overall system performance. Respective
computer simulations also validated the proposed analysis.
Moreover, various versatile results showed the superiority of
EHOCNWFD to EHOCNwHD, the security trade-off between
licensed and unlicensed communications, and the best security
performance with appropriate selections of specifications. The
offered results are expected to be useful in the design and
deployment of future cognitive radio systems and networks.
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