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Emerging Information and Communication Technologies 
for Autonomous Driving

With the great advances in information and commu-
nication technology (ICT), autonomous driving is 
anticipated to significantly improve driving safety 

by performing intelligent operations including collision avoid-
ance, lane departure warning, traffic sign detection, and so on, 
which alleviates the burden of human drivers, especially under 
some hostile traveling environments. In addition, by steering 
deceleration and acceleration of an autonomous vehicle, auton-
omous driving can boost fuel economy and lower emissions. 
With the support of autonomous driving, new transportation 
services for elderly people and handicapped persons will be fully 
developed. Autonomous driving has been an emerging area to 
achieve the ultimate in automobile safety and comfort, which 
will greatly change the way we work, live, and play.

The developments in multidisciplinary autonomous driving 
require state-of-the-art technologies in perception, planning, and 
control. Although an autonomous vehicle is typically equipped 
with a powerful computing processor and various kinds of sens-
ing devices (e.g., camera, sensor, radar), an inherent drawback 
of a single ICT in the existing autonomous driving tends to result 
in suboptimal performance. That necessitates the need to inte-
grate various ICT technologies. For example, coordination among 
vehicles by vehicle-to-everything (e.g., vehicle, infrastructure, 
road, human, sensor) communications (V2X) can overcome the 
limited range of sensors and achieve cooperative maneuvering 
and sensing. This in turn will enable moving vehicles to quick-
ly and accurately collect real-time road traffic information and 
notify neighboring vehicles of potential dangerous events. This 
is expected to meet the imminent demands for reduced traffic 
accidents and improved road efficiency in intelligent transpor-
tation systems (ITS). On the other hand, a deep-learning-based 
approach can be utilized to detect unexpected obstacles on the 
road ahead. Reinforcement learning (part of deep learning) can 
be applied to motion control and decision making for autono-
mous vehicles. Integrating various ICT technologies can optimize 
decision making of intelligent vehicles, and improve safety, effi-
ciency, and sustainability of transportation systems.

In this IEEE Wireless Communications Feature Topic (FT), the 
Guest Editors invited researchers from academia, industry, and 
government to discuss challenging ideas, novel research con-
tributions, demonstration results, and standardization efforts on 
autonomous driving. After a rigorous review process, 12 papers 
were selected. 

Provisioning of infotainment applications for enjoyable com-
mutes and trips will be the natural next step in the evolution 

of autonomous driving. Coutinho et al., in ‘’Guidelines for the 
Design of Vehicular Cloud Infrastructures for Connected Auton-
omous Vehicles,“ focus on the design of vehicular cloud com-
puting for supporting connected autonomous vehicles. They 
give a thorough discussion of vehicular cloud computing and 
investigate the fundamental challenges to be tackled in order to 
empower a vehicular cloud computing system capable of sup-
porting CAV applications.

Conventional ITS solutions would fall short due to numerous 
technical limitations such as reduced flexibility, poor connectivi-
ty, limited scalability, and lack of adequate intelligence. Utilizing 
the potential benefits of software defined networking (SDN), 
edge computing (EC), and distributed mobility management 
(DMM) in future autonomous vehicle (AV) networks, Garg et al., 
in ‘’MobQoS: Mobility-Aware and QoS-Driven SDN Framework 
for Autonomous Vehicles,” present a composite framework with 
a distributed SDN-DMM approach in ITS ecosystems. Numerical 
results demonstrate that the proposed MobQoS outperforms 
existing solutions in overall communication latency and band-
width utilization.

The current state of technology may not be completely suffi-
cient to realize the aspiration of seamlessly connected vehicles. 
Jameel et al., in ‘’Internet of Autonomous Vehicles: Architecture, 
Features, and Socio-Technological Challenges,” present a novel 
paradigm called the Internet of Autonomous Vehicles (IoAV). 
They first paint the picture of IoAV by discussing salient features 
and applications of IoAV, followed by a detailed discussion of 
key enabling technologies. Then they describe the proposed 
layered architecture of IoAV and uncover some critical functions 
of each layer, followed by the performance evaluation of IoAV, 
which demonstrate significant advantages of the proposed archi-
tecture in terms of transmission time and energy consumption.

A huge amount of traffic data generated by communicating 
autonomous vehicles (CAVs) poses challenges for the current 
networks and even the upcoming 5G communication networks. 
Li et al., in ‘’Vehicle-Mounted Base Station for Connected and 
Autonomous Vehicles: Opportunities and Challenges,” ana-
lyze the communication requirements of CAVs and present the 
progress of vehicular communication networks. On that basis, 
they propose a novel concept of vehicular mobile base station 
(VMBS) and a VMBS-CCNA for CAVs. Simulation results reveal 
that the proposed VMBS-CCNA can bring significant improve-
ment in terms of throughput, delay, and average number of links.

Loopholes existing in localization and navigation technolo-
gies could be utilized by adversaries to manipulate autonomous 
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driving navigation by hijacking valuable vehicles, goods, or even 
target characters. Luo et al., in ‘’Localization and Navigation 
in Autonomous Driving: Threats and Countermeasures,” pro-
vide a basic guide summarizing the security threats and attack 
schemes, then propose countermeasures specifically for local-
ization and navigation technologies in autonomous vehicles. 
Then they present a novel route spoofing attack that could also 
be implemented against future autonomous driving navigation. 
The results demonstrate that targeted drivers can be spoofed to 
arrive at the wrong destination, pass a malicious place, and be 
tracked in real time.

Designing a MAC protocol for reliable V2X broadcasting is 
very challenging, as minimal beacon delivery delay and collision 
avoidance should be achieved simultaneously. Lyu et al., in 
‘’Fine-Grained TDMA MAC Design toward Ultra-Reliable Broad-
cast for Autonomous Driving,” design a TDMA-based MAC 
protocol to support ultra-reliable broadcast for autonomous 
vehicles. Three critical issues are identified: mobility-caused time 
slot collision, time slot shortage, and stiff beacon rate limitation. 
Accordingly, fine-grained solutions are provided to tackle those 
issues. Simulation results demonstrate that the fine-grained 
medium access control (MAC) can work robustly.

The demand for an accurate and reliable object localization 
and mapping system in driverless cars is higher than ever, and 
an accurate object detection and positioning system with mini-
mal latency is still challenging. In order to determine the perfect 
setting for optimal performance, Maiouak et al., in “Dynamic 
Maps for Automated Driving and UAV Geofencing,” introduce 
a system that satisfies part of the local dynamic map (LDM) and 
focuses on the latency challenge by measuring it with differ-
ent inputs and system resources. Finally, the object detection 
module is tested, and experimental results are presented and 
discussed.

The traditional vehicular ad hoc network has evolved into a 
new  concept called the Internet of Vehicles (IoV). it is expect-
ed to soon transform into the Internet of Autonomous Vehicles 
(IoAV). Nanda et al., in “Internet of Autonomous Vehicles Com-
munications Security: Overview, Issues, and Directions,” give an 
overview of autonomous vehicle communication layers, its asso-
ciated properties, and security threats. Further, they also briefly 
discuss the current research trends and future research issues.

To make the autonomous vehicle a reality, several challeng-
es, such as software heterogeneity, real-time data analytics, veri-
fication and validation, and latency need to be resolved. Tanwar 
et al., in “Tactile Internet for Autonomous Vehicles: Latency and 
Reliability Analysis,” utilize 5G-network-based non-orthogonal 
multiple access (NOMA) to meet the stringent latency and 
reliability requirements of autonomous vehicles. The results 
show that the proposed technique based on 5G-enabled Tactile 
Internet reduces the end-to-end latency of the conventional 
techniques and provides reliable and efficient AVs.

There are still challenges for big data analytics in smart 
transportation that include processing big data in real time, fast 
processing, and efficient decision and management. Jan et al., 
in “Designing a Smart Transportation System: An Internet of 
Things and Big Data Approach,” design a model for analyzing 
transportation data with Hadoop along with Spark to handle 
real-time transportation data. The proposed system is tested 
for transportation datasets from various authentic sources, and 
the results show processing of data and real-time dissemination 
with citizens in possibly less time.

Vulnerability of software in autonomous driving can lead to 
vehicle components and systems being attacked, which ulti-
mately affects the work of the autonomous vehicle. Niu et al., in 
“Detecting Malware on X86-Based IoT Devices in Autonomous 

Driving,” propose a detection of malware on X86-based IoT 
devices in autonomous driving. They combine fusion features 
from static analysis and machine learning to solve problems of 
resource overhead for dynamic analysis and low accuracy of 
the static analysis. Experimental results show that fusion features 
can significantly increase the recognition rate.

The NOMA-based autonomous driving vehicular (ADV) 
network is recognized as a promising application scenario in 
next generation mobile networks. Liu et al., in “Energy-Efficient 
Subchannel Matching and Power Allocation in NOMA Auton-
omous Driving Vehicular Networks,” propose an architecture 
of NOMA-based ADV networks to satisfy the communica-
tion requirements. Simulation results prove that the proposed 
scheme has good feasibility and reliability, and also verify that 
its algorithm has better energy efficiency.

In closing, we would like to thank all the people who have 
made significant contributions to this FT, including the contrib-
uting authors, the anonymous reviewers, and the IEEE Wireless 
Communications publication staff. We believe that the research 
results presented in this FT will stimulate further research and 
development ideas in autonomous vehicles.
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