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Abstract—Jamming attacks present a crucial threat to the
quality of service in wireless networks, disrupting essential
features including reliability, latency, and effective rate specif-
ically in mission-critical applications. This paper introduces and
evaluates a NOMA-based model to improve the robustness of
wireless networks against jamming attacks. To investigate and
address the consequences of a reactive jammer in this context, its
effect on substantial network metrics such as reliability, average
transmission delay, and the effective sum rate (ESR) under
finite blocklength transmissions are mathematically computed,
taking by considering the detection probability of the jammer.
Furthermore, the effect of UEs’ allocated power and blocklength
on the network metrics is explored. Contrary to the existing
literature, results show that gNB can mitigate the impact of
reactive jamming by decreasing transmit power, making the
transmissions covert at the jammer side. Finally, an optimization
problem is formulated to maximize the ESR under reliability,
delay, and transmit power constraints. It is shown that by
adjusting the allocated transmit power to UEs by gNB, the gNB
can bypass the jammer effect to fulfill the 0.99999 reliability and
the latency of 5ms without the need for packet re-transmission.

Index Terms—5G, NOMA, URLLC, jamming mitigation, mil-
itary communications, security

I. INTRODUCTION

One of the main enabling technologies of the 5G archi-
tecture is the Power Domain-Non-Orthogonal Multiple Ac-
cess (PD-NOMA), which enables multiple users to share the
same time-frequency resource [1]. Integrating NOMA into the
current paradigm can help increase throughput and reduce
transmission latency [2]. Moreover, the use of successive
interference cancellation (SIC) techniques, enables NOMA
to reduce the interference among coexisting users and pro-
vides more efficient spectrum utilization [3], [4]. Nonetheless,
NOMA systems are vulnerable to jamming attacks due to the
sensitivity to received signal power. Disarrangement in the
decoding order used by the SIC technique, can result in error in
power allocation. On the other hand, decoding the weak user’s
message by the strong user during SIC introduces vulnerability
in the system which should be addressed [5].

Among various security vulnerabilities, jamming attacks,
which are crucial in mission-critical scenarios such as a
military setting are particularly difficult to mitigate. There
are different types of jammers capable of targeting a wireless
channel. A reactive jammer, unlike most types of jammers that
continuously transmit their interference signals, monitors the
communication channel and initiates its attack only when a
legitimate transmitter is active [6], [7].

Mitigating the effect of jamming attacks is of great im-
portance specifically in military communications. In terms of
NOMA-based scenarios, there are a few studies that have
investigated security problems in response to jamming attacks.
In [8], Stackelberg equilibrium is employed to demonstrate
the trade-offs experienced by the base station in multiple
input multiple output NOMA (MIMO-NOMA) when allocat-
ing transmit power to users and meeting the minimum rate
requirements of vulnerable users under smart jamming attacks.
Q-learning is used to optimize the power allocation strategy
by the base station to solve the anti-jamming problem. The au-
thors in [9] introduce a new framework to reduce the effect of a
random jamming attack in MIMO-NOMA transmission using
group signal cancellation. To minimize the power consumption
considering the required transmission rate, an optimization
problem is defined and solved for precoders and MMSE
equalizers. The study in [10] proposed mitigation of wideband
jamming attacks in NOMA by adding a pre-processing tool
before SIC and evaluated the results by analyzing BER and
spectral efficiency values. The external interference is can-
celled through the pre-processing block using a popular blind
source separation technique called independent component
analysis (ICA), and the internal interference is mitigated using
SIC. In [11], the authors have integrated distributed antenna
systems (DAS) with NOMA to increase the robustness of the
architecture to reactive jamming by increasing the transmit
power and the number of active remote radio heads (RRHs).
This new scenario determines the resource allocation based
on the optimization of energy efficiency. [12] proposed the
optimization of RRH and subband selection to mitigate the
effect of barrage jammer in the DAS-NOMA system. As
the optimal solution depends on the position of users and
jammer, the authors suggest an adaptive strategy between
three different user-pairing settings of single-SIC NOMA and
dual-SIC NOMA with single-antenna transmission, and joint-
antenna transmission. To optimize the total transmit power, the
study in [13] introduced the use of re-configurable intelligent
surface (RIS) in the NOMA scenario under the attack of
a smart jammer. The fundamental approach taken by the
aforementioned research is to increase the transmit power to
counteract the jammer while maintaining energy efficiency.
However, in a reactive jammer scenario, this may not be
effective as the jammer can still sense the transmission and
transmit an interfering signal. Apart from the literature and
in mitigating the effect of jammer in power-domain [14], we
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focus on reducing the transmit power to deceive the reactive
jammer, while maintaining acceptable network performance.
Inspired by the covert communication concept [15], this work
explores bypassing the reactive jammer in a military scenario,
taking its detection performance into account.

To the best of our knowledge, this is the first work that
investigates reactive jamming attacks in cluster-based MIMO-
NOMA considering the detection probability at the jammer
side and the analysis of the network metrics. The commu-
nication scheme in our scenario includes short packets and
transmission diversity to reflect a military scenario with Ultra-
Reliable Low-Latency Communication (URLLC) transmis-
sions. Our main contributions are summarized below.

• Derive network metrics such as reliability, average packet
delay, and effective sum rate (ESR) in a NOMA-based
communication scheme with finite blocklength (FBL)
and transmission diversity under the reactive jamming
considering the detection probability of the jammer.

• Develop a power-domain jamming mitigation technique
in a jamming-aware URLLC NOMA-based scenario by
analyzing the effect of gNB transmit power through the
derived metrics.

• Formulate an optimization model to obtain the UEs’ op-
timum allocated transmit power alongside other network
parameters such as blocklength and the number of packet
re-transmissions in a jamming aware scheme.

The paper is organized as follows. In Section II the system
model is explained. Problem formulation along with derivation
of the network metrics in the underlying scenario is presented
in Section III. Numerical results and discussions are expressed
in Section IV. Finally, conclusions are given in Section V.

II. SYSTEM MODEL

A. Network Model

A cluster-based MIMO-NOMA communication scenario
with a gNB in the center of the cell and multiple UEs is
considered as illustrated in Fig. 1. The multiple antenna system
at the gNB divides the entire cell into M geographical areas
called beam sectors. Each beam sector forms a NOMA cluster
of Nc UEs. All UEs in a NOMA cluster are served by the gNB
with the same frequency-time-beam resources, yet at different
power levels. The distance from gNB to UEm is denoted by
dg,m and without loss of generality, UE indices in the NOMA
cluster are assumed to be ordered based on their distance, i.e.,
dg,1 < dg,2 < · · · < dg,Nc

.
The power allocated to UEm by the gNB is denoted by Pm

such that Pt =
∑Nc

m=1 Pm ≤ Pmax in which Pt and Pmax are
the total transmit power and the maximum transmit power of
gNB, respectively 1. The packet arrivals at UEm are assumed
to follow a Poisson process with the mean arrival rate of λm.

All links experience independent but not necessarily identi-
cally distributed Rayleigh block fading, which is assumed to be

1In general, NOMA is significantly sensitive to UEs’ allocated power.
Hence, determining the channel state of each UE precisely is a challenge,
which can be done through signaling.
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Fig. 1: The network structure for cluster-based MIMO-NOMA

constant during each transmission time interval (TTI). Given
hg,m as the channel coefficient between the gNB and UEm,
the corresponding channel gain |hg,m|2 follows an exponential
distribution with mean d−ν

g,m, where ν is the path-loss exponent.
Hence, the power of the signal received at UEm from gNB at
its location is Pr,m = |hg,m|2Pm. The background noise in
all links is modeled by independent and identically distributed
(IID) zero-mean additive white Gaussian noise (AWGN) with
a variance of σ2 = BN0, where N0 and B are the noise
spectral density and bandwidth, respectively.

B. Jammer Model

A reactive jammer is assumed such that it transmits power
whenever it senses any transmission in the channel2. In
particular, the jammer measures the energy of the intended
spectrum and jams only if the corresponding test statistic,
Ξ, is higher than a predefined threshold. Let PJ and Pth

be the jammer’s transmit power and its triggering threshold,
respectively. The distance from gNB to the jammer and from
the jammer to UEm is dg,J and dJ,m, respectively. The former
is assumed to be known at gNB3. Due to the uncertainty of the
communication channel, the detection process at the jammer
side is imperfect. The jammer’s detection can be modeled
by two error probabilities: false-alarm Pf and miss-detection
Pmd. The detection process at the jammer can be viewed as a
hypothesis test problem with H0 and H1 hypotheses as the
absence and presence of gNB’s signal, respectively. In the
absence of any information from gNB, both gNB signal and
noise are assumed Circularly Symmetric Complex Gaussian
(CSCG). Without considering the fading effect, the detection
probability, Pd = 1− Pmd, is derived as [16],

Pd = Q

Pth − (γJ + 1)σ2√
1
N (γJ + 1)

2
σ4

 , (1)

where Q is complementary distribution function of the stan-
dard Gaussian and γJ =

|hg,J |2Pt

σ2 is the Signal-to-Noise Ratio

2We assume that the jamming signal follows a Gaussian distribution.
3Note that the distance between the jammer and gNB is assumed to be

known as a result of jammer localization in a jamming-aware scenario.



(SNR) at the jammer side. Moreover, N is the number of
samples taken for the detection process. Under Rayleigh fading
channel, detection probability (PRay

d ) can be written as,

PRay
d =

∫ +∞

0

Pdfγ
J
(γ)dγ , (2)

where fγ
J
(γ) =

σ2 dν
g,J

Pt
exp

(
−σ2 dν

g,J

Pt
γ
)

, is the PDF of γ
J

.

C. Transmission Model

To achieve URLLC, short packets with transmission diver-
sity are assumed in the transmission protocol with L number
of successive re-transmissions [17], [18]. It is assumed that
UEs transmit their data packets in FBL regime to achieve low
packet latency. However, in such a case, Shannon’s capacity
is no longer applicable since the decoding block error cannot
be ignored. Thus, given a blocklength of nb for nd data bits
per data packet, the instantaneous block error rate (BLER) of
decoding UEi’s signal at the location of UEm is approximated
as [19] ,

ϵi,m = Q

(√
nb

χ (γi,m)

(
C
(
γi,m

)
− nd

nb

))
, (3)

where C (γi,m) = log2(1 + γi,m) is the Shannon capacity of
UEi, while χ (γi,m) =

(
1− 1

1+γ2
i,m

)
(log2 e)

2 represents the
channel dispersion. Furthermore, γi,m is the received Signal-
to-Interference plus Noise Ratio (SINR) of UEi’s signal at the
gNB which is given as (4) under non-jammed transmissions4.

γi,m =
|hg,m|2Pi∑i−1

l=1 |hg,m|2Pl + σ2
i ≥ m (4)

For the jammed links, i.e., Ξ > Pth, the BLER is denoted by
ϵJi,m which follows the same expression as (3) but calculated
based on Signal-to-Interference plus Noise and Jamming Ratio
(SINJR) γJ

i,m as,
γJ
i,m =

|hg,m|2Pi∑i−1
l=1 |hg,m|2Pl + |hJ,m|2PJ + σ2

i ≥ m, (5)

where hJ,m is the channel coefficient between the jammer and
UEm. A typical frame herein consists of two parts, namely,
header (contains information related to the payload) and
payload. Therefore, the whole frame duration is Tf = Th+Tp

where Th and Tp are the header and payload duration, respec-
tively where Tp = nb

B due to the short packet transmissions.

III. DERIVATION OF THE NETWORK METRICS IN A
JAMMING-AWARE SCENARIO

We consider the detection probability at the jammer side
in the derivations with the aim of bypassing the jammer,
and formulate the optimization problem to reach the URLL
requirements while mitigating the effect of the jammer.

Any detection process that comes with uncertainty, such as
detecting gNB’s signal by the jammer, is non-deterministic. On
the other hand, all the network metrics are affected by such
detection. Since NOMA-based transmissions are considered
herein, in case the jammer detects any transmission, the

4Successive Interference Cancellation (SIC) is assumed at the gNB.

effective rate, reliability, and packet latency are significantly
affected since a NOMA receiver is more vulnerable to the
received power than OMA due to SIC. Below network metrics
for the underlying NOMA-based scenario are derived under
the reactive jamming mitigation approach.

1) Reliability: Reliability of UEm, Rm, is the probability
that a typical transmitted packet by gNB is successfully
decoded at the UEm location. To calculate the Rm under
H1, we first find the probability of successfully decoding a
UEm’s packet without considering its retransmissions, i.e.,
Pm. Conditioning on the test statistic value calculated by the
jammer, Pm can be written as,

Pm = Pm|Ξ>Pth
Pr(Ξ > Pth)

+ Pm|Ξ<Pth
Pr(Ξ < Pth)

= pJmPRay
d + pm(1− PRay

d ) ,

(6)

where pJm and pm denote the probability of successfully de-
coding UEm’s packet with and without jammer transmission,
respectively. Since SIC is used, UEm should decode the signals
intended for the UEm for all i < m before decoding its own
signals. Hence, pJm and pm are obtained by (7) and (8).

pJm =

Nc∏
i=m

(1− ϵJi,m) (7)

pm =

Nc∏
i=m

(1− ϵi,m) (8)

Considering all the packet replicas due to transmission diver-
sity, Rm can be derived using binomial expansion as,

Rm =

L∑
k=1

(
L

k

)
Pk
m (1− Pm)

L−k

=

L∑
k=0

(
L

k

)
Pk
m (1− Pm)

L−k − (1− Pm)
L

= 1− (1− Pm)
L

(9)

2) Packet Delay: The average transmission delay of a
typical packet for UEm, Dm, is the sum of two main compo-
nents: average packet transmission time (on air latency) and
average queuing delay (i.e., the gNB buffer waiting time).
When viewed at the gNB side and transmission diversity, the
underlying packet transmission scheme can be modeled as an
M/D/1 queuing system having a Poisson packet arrival process
with the mean arrival rate of λm and constant service rate of
1/(L×Tf ). Therefore, the average transmission delay is5 [20],

Dm =
2− λmLTf

2(1− λmLTf )
LTf . (10)

3) Effective Sum Rate: Effective Sum Rate, η, is defined
as the sum of the effective rates for all UEs in the NOMA
cluster, and the effective rate for each user- say UEm, rm- is
defined as the number of bits delivered successfully over time
unit. Let Bm be the effective bits (error-free decoded bits)
delivered to UEm per a typical transmitted packet. Hence, the
average effective rate of UEm is derived as,

5Eq. (10) holds true as long as the queue is stable.



rm =
E [Bm]

Dm

=
nd ×Rm

Dm

=
2nd(1− λmLTf )

(
1− (1− Pm)

L
)

LTf (2− λmLTf )
,

(11)

Note that since nb contains redundant bits related to coding
schemes, nd is used as the number of information bits that are
sent by gNB to a typical UE. Therefore, the effective number
of (information) bits equals nd × Rm. Finally, the ESR is
calculated as η =

∑Nc

m=1 rm.
The obtained analytical derivations can be utilized at the

gNB to derive the optimum power allocated to each UE.
The optimization problem can be formulated to maximize the
effective sum rate in a NOMA-based reactive jammer scenario
subject to reliability, packet delay, SIC decoding order, and
transmit power limit as shown below:

ESR-Max:

max
nb, L,P

η =

Nc∑
m=1

rm (12a)

s.t. Rm ≥ δrth, ∀m ∈ {1, ..., Nc}, (12b)

Dm ≤ δdth, ∀m ∈ {1, ..., Nc}, (12c)
0 < Pm ≤ Pm+1 ∀m ∈ {1, ..., Nc − 1}, (12d)
Nc∑

m=1

Pm ≤ Pmax, (12e)

nb, L ∈ {1, 2, ...}. (12f)

where P = [P1, P2, ..., PNc ] is the transmit power vector of all
UEs, and L is the number of successive retransmissions (L=1,
means no retransmission). Constraint (12b) ensures that the
minimum reliability δrth is satisfied, while Constraint (12c) is
the latency requirement, which is at most δdth. Constraint (12d)
and (12e) enforces the SIC decoding order and maximum gNB
transmit power. Finally, (12f) defines the range of values the
decision variables take.

Remark 1. Problem ESR-Max is classified as a mixed-integer
non-linear programming (MINLP) problem, which is non-
convex and NP-hard [21]. This can be verified from the derived
non-linear expressions of Rm, Dm, η, and the integer-valued
decision variables nb and L.

Therefore, to solve the optimization problem, a genetic
algorithm is used in the numerical results.

IV. NUMERICAL RESULTS

A. Parameter Settings

We consider the NOMA cluster size of two UEs6, i.e., Nc =
2. Subcarrier spacing of 60kHz which provides mini-slots for
URLLC is adopted as 5G numerology. Table I summarizes the
simulation settings adopted from [23], [24].

6The two-node NOMA communication is an elementary block of NOMA,
addressed in the 3GPP [22].

TABLE I: Simulation Parameters

Parameter Value Parameter Value
B 720 kHz Nc 2
ν 2.5 Th 1ms

dg,1, dg,2 10, 50m N0 −174 dBm/Hz
dg,J 30m nd 32Bytes

dJ,1, dJ,2 27.3, 77m PJ 20mW

B. Performance Results

To understand the reactive jamming scenario, we first plot
the reliability of UE1 under barrage jammer, which contin-
uously injects its power into the communication link, in Fig.
2.Note that due to the lack of space, we only focus on the UE1

metrics. However, UE2 experiences the same trend. The gNB
transmit power plane, i.e., P1 + P2 = Pmax is also included
in the figure. The area in front of this plane is the feasible
region that passes the gNB transmit power constraint which is
P1 + P2 ≤ Pmax. As seen, the solution space that meets the
reliability requirement of five-nines, i.e., Ri ≥ 0.99999, does
not fulfill the transmit power constraint. Therefore, the link is
completely jammed under the barrage jammer.
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Fig. 2: UE1 Reliability vs. transmit power P1 and P2 under
barrage jamming. L = 2, nb = 80.

Fig. 3 presents the UE1’s reliability under reactive jamming
when the gNB is aware of the jammer. Interestingly, the
region P1 + P2 ≤ Pmax contains some solutions for the
transmit power. We show that the gNB can reduce its power
to mitigate the effect of the jammer in order to meet both the
reliability requirement and transmit power constraint. Without
considering the detection probability of the jammer, the gNB
tries to increase its power due to the power control mechanism.
This does not help mitigate the effect of the jammer as it
reaches the maximum transmit power.

The effect of the blocklength on UE1’s reliability is depicted
in Fig. 4 for various number of packet re-transmissions. It is
observed that the reliability experiences a sharp increase for
60 < nb < 70 and then it reaches to its maximum value.
This increase in reliability is due to the fact that the decoding
error probability decreases with an increase in blocklength
and then, it reaches to the maximum of 1 when increasing
the blocklength no longer helps improve the reliability. It is
observed that for nb < 79 the reliability is lower than the
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Fig. 3: UE1 reliability vs. transmit power P1 and P2 under
reactive jamming. L = 2, nb = 80.

prescribed target of five-nines when L = 1, i.e., without
any re-transmission. However, by increasing the number of
re-transmissions, the reliability tends to meet the target in
shorter blocklengths. For example, when L = 5, the reliability
reaches 100% for nb > 68. On the other hand, increasing
the number of re-transmissions is not always the choice as it
threatens the delay requirement in URLLC applications which
is depicted in Fig. 5. The higher the nb and L are, the greater
the transmission delay. Therefore, an optimum choice for such
parameters must be made through the optimization Problem
ESR-Max in (12).
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Fig. 4: UE1 reliability-blocklength. {P1, P2}={10, 60}[mW]

Note that increasing nb increases the redundancy and
lengthening the frame that is reflected as a higher delay in
Fig. 5. Furthermore, as L increases, the transmission delay
increases significantly which results from the homographic
behavior of (10) as it is clearly seen for L = 5.

Fig. 6 explores the ESR as a function blocklength under var-
ious numbers of packet re-transmissions. As can be observed,
ESR experiences a sharp increase for 60 < nb < 70 and
then tends to decrease slowly. This is because the reliability
increases sharply when blocklength increases (as a result of re-
ducing the decoding error rate) and hence, the number of error-
free decoded blocks increases. However, when the reliability
reaches its maximum value, increasing the blocklength only
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Fig. 5: Avg. trans. delay-blocklength{P1, P2}={10, 60}[mW]

increases the frame length. Hence, the number of effective bits
per time unit decreases, causing the ESR to gently decreases.
Furthermore, the higher the number of re-transmissions is, the
lower the ESR, i.e., the expense of ultra-reliable transmissions.
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C. Optimizing the Network Parameters

To solve the problem ESR-Max, the genetic algorithm
(GA) is used. The optimization problem in (12) is solved
for Nc = 2, δrth = 0.99999, δdth = 5 × 10−3ms, and
Pmax = 100mW . Furthermore, the objective function in the
GA is defined as Obj = −η = −

∑Nc=2
m=1 rm. The GA settings

are listed in Table II. The tolerance for the constraints is set
according to the most stringent constraint. Since the reliability
threshold δrth = 1 − 10−5, ConstraintTolerance is set to
10−6 to ensure it is not violated. The other parameters are set
empirically and based on initial executions.

Fig. 7 shows the fitness value of the objective function
versus the number of generations. The algorithm converges
in less than 60 generations. The optimum obtained values
for the decision variables are (P1, P2, L, nb) = (13, 57, 1, 83),
meaning that by allocating the transmit power of 13 and 57
mW to UE1 and UE2, respectively with blocklength of 83
without any packet re-transmissions, the gNB can bypass the
jammer and meets the defined latency-reliability requirements.
Note that since the reliability of five-nines with L = 1 and
nb = 83 is met, there is no need for packet re-transmission.



However, based on the jammer’s configuration (location and
transmit power the optimum values might change.

TABLE II: Genetic Algorithm Parameters

Parameter Value Parameter Value
PopulationSize 150 ConstraintTolerance 10−6

MaxGenerations 200 CrossoverFraction 0.8
FunctionTolerance 10−10 MaxStallGenerations 50

Fig. 7: Genetic Algorithm convergence process.

V. CONCLUSIONS

This paper has investigated the dynamics of network metrics
in the presence of a reactive jammer. A cluster-based MIMO-
NOMA network with short packet and diversity transmissions
has been considered for mission-critical applications in a
military scenario, and the reliability, packet delay, and effective
sum rate have been derived for further investigation under
reactive jamming attack. Under a jamming-aware scenario
where the gNB is aware of the presence of the jammer, we
have shown that the gNB adapts its transmit power to be
miss-detected by the jammer, taking the jammer detection
probability into account. Finally, an optimization model has
been formulated based on the derived network metrics and
solved by the genetic algorithm for the network parameters
in order to maximize the effective sum rate under URLL
constraints. It is shown that by adjusting the allocated transmit
power to UEs by gNB, the gNB can bypass the jammer
effect to meet the 0.99999 reliability target and achieve a 5ms
latency without requiring packet re-transmission.
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