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and entropy loss for fuzzy commitment schemes and shielding
functions, respectively. Similar investigations have been done
by Li et al. [133], [134] who provide a systematic approach
of how to examine the relative entropy loss of any given
scheme, which bounds the number of additional bits that could
be extracted if optimal parameters were used. A method for
arranging secret points and chaff points in fuzzy vaults such
that entropy loss is minimized is presented in [135].

Obviously, key lengths have to be maximized in order
to minimize the probability that secret keys are guessed
[130]. A second factor which affects the security of biometric
cryptosystems is privacy leakage, i.e. the information that
the helper data contain (leak) about biometric data [136].
Ideally, privacy leakage should be minimized (for a given
key length), to avoid identity fraud. The requirements on
key size and privacy leakage define a fundamental trade-off
within approaches to BCSs, which is rarely estimated. In [137]
this trade-off is studied from in an information-theoretical
prospective and achievable key length versus privacy leakage
regions are determined. Additionally, stored helper data has to
provide unlinkability.

(a)

(b)

(c)

Fig. 12. CB: (a) iris texture, (b) block permutation, (c) surface folding.

2) Biometric Salting: biometric salting usually denotes
transforms of biometric templates which are selected to
be invertible. Any invertible transform of biometric fea-
ture vector elements represents an approach to biometric
salting even if biometric templates have been extracted
in a way that it is not feasible to reconstruct the original
biometric signal (e.g. [139]). As a consequence, the pa-
rameters of the transform have to be kept secret. In case
user-specific transforms are applied, the parameters of
the transform (which can be seen as a secret seed [103])
have to be presented at each authentication. Impostors
may be able to recover the original biometric template
in case transform parameters are compromised, causing
a potential performance decrease of the system in case
underlying biometric algorithms do not provide high
accuracy without secret transforms. While approaches


