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Silicon Valley Defense Group’s NATSEC100, sponsored by JPMorganChase, is our annual ranked
list of leading venture-funded, national security-focused and dual-use startups. SVDG undertook
the initiative and published our inaugural report last year to offer a data-driven snapshot in time
of our emergent techno-security ecosystem—-one which we believed and hoped would drive
meaningful, if pointed, discourse about the state of the Defense Industrial Base (DIB) and

broader National Security Innovation Base (NSIB).

Last year’s list achieved exactly what we hoped it would, sparking widespread discussion,
impassioned disagreement, and informed debate on the Hill, in the press, among venture
capitalists (VC) and in closed policymaker conversations in which we had the privilege of
participating. These conversations focused not just on the list itself but, much more importantly,
on the state of what SVDG terms the Emerging Tech Readiness Ecosystem (“the Ecosystem”).
The discussions generated policy positions and mid-term objectives for SVDG as well as some
key learnings that we analyzed deeply and incorporated into this year's approach.

KEY STATS
$52.9B $21.8B $6.3B 7.7 19

Private Capital Federal Awards Department of Defense Years Average States home to
Raised to Date to Date* Awards to Datet Company Age NATSEC100 Companies

*SpaceX accounts fol f all Federal awards
tSpaceX accounts fo. f all DOD awards

The 2024 NATSEC100 list features 44 new companies—a nearly 50% turnover from our inaugural
2023 list. The high turnover rate is almost certainly a product of two factors. First, this year we
widened the aperture through which we assessed the universe of eligible NATSEC100
companies to include all venture-backed startups and non-traditionals that have publicly
available evidence of their technology’s use in a national security context. Accordingly, we
included companies working in spaces not traditionally defined as “defense” (e.g., homeland
security, intelligence, financial crimes, etc.). This very deliberate decision on our part was a nod
to the absolutely myopic way in which our national defense has traditionally been defined,
approached, and funded. We hope that our expanded aperture drives additional conversation
about and investment in the critical technologies and sectors over which and with which we
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https://www.defense.gov/News/News-Stories/Article/Article/3762494/dod-needs-competitive-innovative-robust-defense-industrial-base/
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https://southwindcap.com/images/news/pdf/Southwind%20July%202023%20Monthly%20Snapshot.pdf
https://www.siliconvalleydefense.org/initiatives/etr

could absolutely go to war, to include next-gen compute, EUV lithography, Al-enabled synthetic
biology, renewable energy, and the like. Secondly, it is unsurprising that our 2024 list features
substantial company turnover, given the unprecedented emergence of new venture-backed
startups and the fact that private capital markets tend to quickly reward successful companies
over less successful or slower-to-revenue competitors.

As of June 2024, this year's NATSEC100
2023 Comparison companies have collectively attracted over $52
billion in private funding, an aggregate increase

New NATSECT00 companies 44 of almost 20% over the $42 billion raised by last
year's cohort. Like last year, each company on the
Most Improved Companies list is developing technology that is essential to
Company 2023 Rank 2024 Rank the continued security of democracies around
CESIUMASTROM 07 34 the globe, w'ith each also backed by‘a sampling
SPACE & DEFENSE SYSTEMS of the world’s foremost venture capital firms.
@ SECOND FRONT" 84 28 This.year, we al§o felt it Yvas important tg strive to
provide deeper insights into federal funding
X-Ba\W 77 27 awarded to our NATSEC100 companies. The
topline for the publicly available contracting data
@ Snorkel 90 43 presents a troubling picture: despite raising over
$52 billion dollars in private funding, the 2024
fkl?«“wfé‘ﬁré 8?2 36 NATSEC100 companies have only been awarded
$22 billion in federal funding, and only $6 billion
Lambda 48 4 of that from the Department of Defense (DoD),
where the roots of this project and of our
TIREAEY 58 17 organization began. Perhaps even more
. 75 strikingly, 81% of the total amount awarded by the
-7 United States Government, and 65% of the
YR BigD 47 24 DoD-awardgd funding, went to a single company,
= SpaceX, which earned our #1 spot for the second
,«\\}_N 0ZOMI 64 41 consecutive year.

These topline disparities are problematic for a

variety of reasons. As SVDG shared last year,
having a robust ‘catalog’ of new, leading-edge technologies and capabilities that can be rapidly
accessed by national security buyers is critical in an increasingly unstable geopolitical
landscape. Although the combination of the United States’ entrepreneurial spirit and private
capital markets arguably makes us best-positioned to develop such a catalog, and therefore
offers a competitive advantage over our adversaries, the lack of a clear demand signal and
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significant, sustained (meaningful) revenue from both the federal government and channel
partners may well preclude quality founders, engineers, and investors from participating in the
national security market altogether. On the other hand—and much to the group's surprise given
the near-constant drip of doom & gloom conference panel comments, snarky LinkedIn posts,
and Congressional testimony—several of the other important metrics and indicators we
examined (outside of the abysmal topline investment comparison) are trending increasingly
positively and paint a different picture than we assumed they might.

We at SVDG remain hopeful that the former scenario does not come to pass, and that—in
contrast—the positively trending indicators we are beginning to see with respect to the
Ecosystem (to be covered in later sections of this report) continue in ways that allow for the
realization of our vision of ETR. And while this list is by no means a perfect encapsulation of the
Ecosystem, we hope that—at minimum—it provides that data-driven foundation for the
important dialogue we must continue to have loudly, honestly, and publicly.

e

In a world where every aspect of technology impacts
and is impacted by geopolitics, it is ingenuity rather
than simple military might that will determine a
nation's security. Investing in our emerging tech
startup ecosystem isn't a financial decision—it's a
strategic imperative. The innovations born in these
crucibles of creativity and resilience will underwrite
our defense capabilities and ensure that we remain
at the forefront of technological supremacy.

- Dr. Chris Miller,

Author of Chip War: The Fight for the World's Most
Critical Technology
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Methodology

In collaboration with Eranklin Templeton and Balyasny Asset Management, SVDG developed a
proprietary, quantitative formula to assemble the NATSEC100 list. We then stress tested our
formula against a number of different scenarios for completeness and robustness. After
comparing the most relevant frameworks and engaging in multiple conversations with
technology leaders across the U.S. Government and allied partner governments, we elected to
categorize the list of NATSEC100 companies against DoD'’s 14 Critical Technology Areas, as
published by the Under Secretary of Defense for Research and Engineering (USD(R&E)) who
serves as the CTO of the Department. As previously stated, all venture-backed companies that
have demonstrated their technology’s applicability within the national security market were
eligible for ranking. Publicly-traded companies, and startups that have been acquired by
publicly-traded companies, were not eligible for consideration. The ranking reflects weighted,
quantitative factors that allow us to analyze each company in a relatively comparable way,
irrespective of sector, growth stage, hardware v. software, etc.

Specifically, we analyzed headcount growth, total capital raised, and fundraising momentum, to
assign a weighted score to each company. These criteria are by no means perfect benchmarks
for determining a company’s capacity for ultimate success in the Ecosystem, much less its
success year-over-year, as evidenced by the changes from our inaugural list to today’s. Rather,
considered in aggregate, these one hundred companies present a paradigmatic sample of
leading startups that should be particularly well-positioned to deliver critically-needed
capabilities to the U.S. national security apparatus and those of our allied partners. Collectively
they indicate momentum within the world of venture-backed growth and provide a reasonable
foundation upon which to explore the state of the Ecosystem.

To preserve our capacity to fairly compare our inaugural NATSEC100 to the 2024 list, we kept
the base formula used to determine the final rankings, consistent. However, we made the
decision to increase the sensitivity of our headcount growth scoring rubric, to promote a greater
diversity of scores amongst this year’s cohort of eligible companies—i.e., to mitigate against
multiple tied scores. The would-be ties are attributable to the fact that headcount growth slowed
dramatically (by about half) compared to last year, which we largely ascribe to startups
continuing to recalibrate their businesses in a high-interest rate environment.
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Facts & Figures: Location

The 2024 NATSEC100 companies are headquartered in 19 states across the USA, with the
maijority of the list—54 companies— calling California home.

The Top 10 NATSEC100 cities housing these
Top NATSEC100 Cities companies span four states, including
California (led by San Francisco with 13
companies); New York City, New York; Boston,

=

San Francisco

New York Massachusetts; and Austin, Texas. In
o Joan California, a majority of the companies are in
the Bay Area, with a sizable contingent
ElSeoundg headquartered in SoCal—most notably El
Boston Segundo and San Diego.
Palo Alt g . i
gl More companies on this year’s list are
Austin headquartered in California, New York,

Massachusetts, and Texas, while previously
healthier emerging tech startup home states
like Colorado, Virginia, and Washington have
lost listshare. The change in Colorado-based
) 18 companies on the list is seemingly a direct
Number of 2824 NATSEC188 Companies result of the consolidation of a few space
companies featured on the 2023 list — a
decline that will be further explored in the next
section. It should also be interesting to look back next year to see how the recently announced
investments in a different but equally hot NatSec tech sector—quantum technology—in Colorado
in particular, but also Illinois, will impact the 2025 NATSEC100.
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In California, a larger percentage of 2024 NATSEC100 companies are based in the southern part
of the state than on the 2023 list. Our friends at the Boston Consulting Group seem to have
called this potential migration a few years back; the already favorable conditions combined with
recent increases to the healthy U.S. defense budget, a boom in commercial aircraft orders the
likes of which we have not seen since the 1980s, and a wave of new aerospace, defense, and
Al/autonomy contracts requiring highly-skilled engineers have catalyzed the trend, adding the
term “the Gundo” to the national security lexicon—for better or worse.
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https://www.hpcwire.com/off-the-wire/colorado-governor-signs-quantum-industry-bill-elevating-states-role-in-quantum-tech/
https://www.hpcwire.com/2024/05/07/illinois-considers-50-billion-quantum-manhattan-project-says-report/
https://www.bcg.com/publications/2018/stars-aligning-southern-california-next-great-tech-ecoysystem
https://www.bcg.com/publications/2018/stars-aligning-southern-california-next-great-tech-ecoysystem
https://www.theinformation.com/articles/rockets-god-and-peter-thiel-36-hours-in-the-gundo-techs-latest-startup-haven

California’s substantial lead in developing NATSEC100 companies may be surprising to those
not actively engaged in the emerging technology ecosystem, especially given high-profile stories
from several years ago regarding Silicon Valley's hesitancy to contract with the government,
especially DoD. However, as SVDG advisor and 8-time entrepreneur Steve Blank notes in the
“Secret History of Silicon Valley”, the technological innovation and entrepreneurial spirit
associated with this part of California actually has its roots deeply intertwined with the
Department of Defense. Emboldened and amplified by the trajectories of non-traditional defense
tech first-movers like Palantir and Anduril, Silicon Valley’s sentiment towards DOD and broader
government engagement appears to have shifted in a more positive direction, in line with the
geography’s origin story. How meaningfully that sentiment is being echoed (or returned) by the
USG is discussed at length in later sections.

NATSEC100 by State

Northern

California .
33 Companies . : I‘ g )

Y

Southern

California
21 Companies

-
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https://www.nytimes.com/2018/04/19/opinion/silicon-valley-military-contract.html
https://youtu.be/ZTC_RxWN_xo
https://www.palantir.com/
https://www.anduril.com/

Facts & Figures: Technology Areas

As previously mentioned, for this year’s report, we
elected to categorize the 2024 NATSEC100
companies according to OUSD(R&E)'s 14 Critical
Technology Areas. While not a perfect framework,
R&E’s mission is to “champion research, science,
technology, engineering, and innovation to maintain
the United States military's technological
advantage.” As such, and given the stated aims of
this report, it provides a highly relevant lens
through which to evaluate the list.

Advanced Computing and Software remains the
most dominant technology area amongst this
year’s group of companies, with over 33% of the
list developing tech in this category. While Space
Technology was the second highest technology
area in our inaugural NATSEC100, this year the
category is tied for second with Trusted Al and
Autonomy, with both tech categories being
developed by approximately 25% of this year’s

group.

Second Front's mission is ensuring that the
United States and our allies have rapid and
secure access to the most cutting-edge and
disruptive software. The quality of this
year's NATSEC100 represents an important
signal that the partnership between the
private and public sectors is as strong as
ever at this critical moment in national

; The increase in Trusted Al & Autonomy companies
security.

is consistent with the recent spike in private

- Tyler Sweatt, capital investment in these areas across the
Chief Executive Officer, Second Front Systems aNehes £

startup landscape that is likely being fueled by

both explosive demand for commercial use cases, particularly with respect to generative Al, and
the near-constant requlatory focus on the category, across the globe. The abundance of
companies developing these technologies also aligns well with both the Defense Innovation
Unit's Replicator Initiative, which aims to field “all-domain attritable autonomous systems
(ADA2) to warfighters at a scale of multiple thousands,” and the Collaborative Combat Aircraft
(CCA) program, which is an effort to develop crewed and uncrewed systems that will advance
air superiority efforts as part of the U.S. Air Force’s Next Generation Air Dominance (NGAD)
Family of Systems. Together, these two initiatives, which recently announced their respective
tranche of first capabilities and production-representative development awards, will be a critical
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https://www.cto.mil/usdre-strat-vision-critical-tech-areas/
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https://www.bloomberg.com/company/press/generative-ai-to-become-a-1-3-trillion-market-by-2032-research-finds/
https://hbr.org/2023/05/who-is-going-to-regulate-ai
https://www.diu.mil/replicator
https://www.scientificadvisoryboard.af.mil/Portals/73/DAF%20SAB%20FY22%20Study%20ToRs_SecAF%20Final.pdf
https://www.scientificadvisoryboard.af.mil/Portals/73/DAF%20SAB%20FY22%20Study%20ToRs_SecAF%20Final.pdf
https://www.defense.gov/News/Releases/Release/Article/3765644/deputy-secretary-of-defense-hicks-announces-first-tranche-of-replicator-capabil/
https://www.af.mil/News/Article-Display/Article/3754980/air-force-exercises-two-collaborative-combat-aircraft-option-awards/

and highly-scrutinized test of the Department’s capacity to leverage new tech, developed by both
traditional and non-traditional suppliers, to field a new, innovative operational capability at scale.

The slight decline in overall representation of space companies in the 2024 NATSEC100 can be
partly attributed to the continued maturation of that industry, and the evolution of the broader
Ecosystem. For instance, two 2023 companies, Spaceflight Industries and Orbital Insight, have
since been acquired by two other 2024 NATSEC100 companies-—Firefly Aerospace (#17), and
Privateer (#30)--respectively. This is illustrative of overarching industry trends wherein mergers
and acquisitions are beginning to play a larger role within the Ecosystem. Other examples
include Anduril’s (#2) recent acquisitions of Blue Force Technologies and Adranos. While
extreme levels of industry consolidation played a large role in the traditional Defense Industrial
Base's development over the last half century, mergers and acquisitions are nevertheless part of
a healthy marketplace. These transactions promote better intra-industry collaboration, provide
additional entrypoints for new technologies to be fielded by the USG and our allied partners, and
present exit opportunities for founders and investors to counter the typically long time horizon
to meaningful government revenue.

2024 NATSEC100 Tech Categories
(R&E Critical Tech Areas)

Advanced Computing and Software =]

Trusted Al & Autonomy

Space Technology -

Advanced Materials <
Integrated Sensing and Cyber (@
Hypersonics ¢ /
Human-Machine Interfaces 4=

Integrated Network System-of-Systems <

)

Wireless Technology

Renewable Energy (%)
Microelectronics %
Quantum Science 557

Directed Energy

; Y @

Biotechnology (=]

5 18 15 28 25

Number of NATSEC1@8 Companies (a single company can occupy multiple categories)

w
=)
w
w
=
=
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https://spacenews.com/firefly-aerospace-acquires-spaceflight-inc/
https://www.orbitalinsight.com/
https://fireflyspace.com/
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Facts & Figures: Private Investment

The Top 2024 NATSEC100 Venture Investors once again feature an eclectic group of
mission-focused funds, prolific volume investors, corporate venture capital (CVC) firms, and
leading traditional VC firms. In-Q-Tel, the nonprofit venture capital firm chartered by the Central
Intelligence Agency, leads this year’s Top Venture Investors for the second consecutive year,
having invested in over 33% of the 2024 NATSEC100 companies.

2024 NATSEC100 Deal Count and Capital Invested by Year

$18 B 148
516 B
514 B
512 B 88
518 B
S8 B

56 B

$4 B

20
O
00 0

2017 2018 2819 2828 2821 2822 2023

B ceoitel Invested s~ Deal Count

Prolific volume investors Gaingels and Alumni Ventures also reprise their appearances on this
year’s Top Venture Investors list. And Lockheed Martin Ventures retained its position as the top
CVC amongst leading NATSEC100 venture investors this year as well.
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Top 2024 NATSEC100 VC Investors
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Lux Capital, Founders Fund, and Andreessen Horowitz are all traditional venture capital firms
that not only appear on the 2024 Top NATSEC100 Venture Investors list for the second year in a
row, but have also invested in additional NATSEC100 companies in the 2024 cohort compared
to last year’s group. Moreover, the 2024 Top Venture Investors feature several new entrants,
including General Catalyst, Cubit Capital, 8VC, and Lightspeed Ventures.

Examining the overall trend in private capital invested into NATSEC100 companies over the last
several years, it appears that 2021 was an outlier on an otherwise upward trajectory, starting in
2017. This anomaly is likely due to the fact that the pandemic era’s ow interest rate
environment led to an overall increase in private investment—including both venture capital and
private equity—across the startup ecosystem. Whether or not this trajectory is sustainable is
unclear at this point in time, but 2024 data is somewhat discouraging. The total annual
investment into NATSEC100 companies through June 15th, 2024 is approximately $4.5 billion,
and while several small and large deals could potentially buoy that number past last year’s $9.1
billion total raised, in the face of uncertain macroeconomic headwinds (and unprecedented
numbers of geopolitical standing-shifting elections), there are no guarantees. As will be
explored throughout the next section, the government'’s ability to send clear, positive demand
signals (backed over time by actual, meaningful production contracts) is a crucial component of
ensuring reliable private capital investment across the Ecosystem.
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We're honored to again be recognized as the leader
in the vital mission of Global Security Investing.
Since we were founded in 1999, we've pioneered
investment in innovative startup technologies that
help secure America and its allies—and we fully
intend to lead this mission for the next quarter
century and beyond.

- Steve Bowsher,
CED of IOT

Facts & Figures: Federal Government Awards

As previously mentioned, in the development
of this year's report we decided to dig into as
much of the government award data as we
possibly could, given the very real reporting
and transparency constraints. In our inaugural
report, SVDG'’s top policy recommendation
was “Better Reporting Metrics.” We noted the
importance of tracking beneficiaries of leading
innovation components’ programs and flexible
funding pathways (OTAs, APFIT grants, Title
[ll/Defense Production Act award recipients,
and the like) to more fulsomely understand
and assess Ecosystem progress as well as the
efficacy of programs designed to enable such
progress. As an organization, SVDG has
endeavored to do just this via a multitude of

NATSEC100
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relevant webinars, policy round tables, and
salon dinners, bringing in experts from each
program and component to engage with
industry and private capital leaders. But in so
doing and—especially as we worked to collect
key government award data for this year’s
report— we became even more cognizant of
the significant limitations that remain. SVDG
believes this lack of detailed transparency
remains one of the biggest challenges facing
new entrants, non-traditionals and national
security-minded VCs.

With that context, in reviewing government
awards to our 2024 NatSec100 companies,
it's important to note several things. The

data provided purportedly encompasses all
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prime and sub awards received by these
companies, excluding classified awards and
revenue from channel partnerships or
subcontracts that are not required to be
reported. This distinction implies that the
actual amount awarded may exceed what is
reflected. Importantly, given what we know
we don't know, those deviations in award
amounts might be marginal but they might
be significant, and without a full picture of
the data, we simply could not even predict
which is the case.

As represented below, SpaceX's significant
dominance in government awards
underscores its elevation to "prime
contractor” status within the space industry.
Conversely, awards to non-SpaceX entities
highlight disparities in funding awards
relative to overall investor capital raised. This

raises real questions about return
expectations from investors vis-a-vis current
government revenue streams. The topline
award numbers without SpaceX are troubling
to say the least. The question (and watch
area for SVDG over the next 12-24 months or
so) is: is the USG playing “innovation theater”
or are there legitimately several SpaceX’s in
the wings, getting ready to take their rightful
places in the Ecosystem across additional
technology areas? And while we might be
encouraged by the recent aforementioned
awards to such potential next-generation
SpaceX’s as Anduril and Palantir, the next
question the data forces us to ask ourselves
is whether—in spite of the relatively positive
story that the chart on pricing structure tells,
wherein almost 90% of the awards are fixed
price—this is merely a coincidence and one
wherein the trajectory is about to take a turn.

Federal Government Awards to All NATSECT00 Companies
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Pricing Structure

It is widely understood in industry that fixed price NATSEC100 Pricing Structure
contracts provide clarity to taxpayers and investors (Total Value of Awards)

alike while mitigating risks associated with

cost-plus arrangements, by avoiding locked profit Other —[

margins and incentivizing timely project completion ~ **

rather than delays. Cost Plus —4——
a.2%

Our concern stems primarily from the U.S. Army’s

recent issuance of a new Army requlation titled,

Army Directive 2024-02 (Enabling Modern Software

Development and Acquisition Practices). The memo

stipulates that “Cost-reimbursement-type, labor - AR
hour, incentive and/or hybrid contract clauses and 89%
provisions for the software development activities

of an effort should be used to the maximum extent possible [while] firm fixed price-type contract
clauses and provisions will be minimized for software development activities.”

SVDG is aligned in its views with those of our partners at the Software in Defense Coalition,
Alliance for Digital Innovation, Alliance for Commercial Technology in Government, and the
National Venture Capital Association. We believe the government should—to the maximum
extent possible—leverage outcome-based contracting that defines payments, incentives, and
contract structures on the basis of capability intent rather than the underlying development
process. This requires clear statements of work with clear milestones that outline required
deliverables, performance metrics, and fielding objectives. The Army’s recent decision to reverse
course on a positive contracting trend in terms of pricing structure raises questions about its
actual understanding of the incentives and revenue cycles of the new and non-traditional
members of the Ecosystem and—particularly, given its prominent 2nd place spot in the totality
of DoD component spending—is a watch item for SVDG, implications for the Ecosystem, and
next year's NATSEC100.

[svDG
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https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN40433-ARMY_DIR_2024-02-000-WEB-1.pdf
https://www.linkedin.com/company/software-in-defense-coalition/
https://alliance4digitalinnovation.org/
https://www.the-alliance.io/
https://nvca.org/

DOD Spending by Component
(Not including SpaceX)

U.5. Special Operations
Command (USSOCOM)
12%

Other
%

Department of the Navy

Washington Headquarters 4%

Services (WHS)

3% Department of the Army

31%

Defense Logistics Agency

1% Department of the Air Force

37%

Defense Advanced Research
Projects Agency (DARPA)

3%

Office of the Secretary of
Defense
%

FAR vs. Non-FAR Contracts

DoD’s use of non-Federal Acquisition Regulation (FAR)-based contracting methods to procure
innovative technologies appears to be used more frequently than in other federal agencies and
departments. This may be due in part to which Departments and Agencies have the authority to
use such non-FAR-based vehicles as Other Transaction Authorities (OTA) and which don't, but
may also simply be a function of the fact the DoD in particular is under a tremendous amount of
pressure to leverage the totality of contracting vehicles and authorities which Congress has
authorized it to use and it is now (rightly or wrongly) over-indexing on non-FAR-based methods
that seem, and may indeed be, faster and more flexible than simply sufficiently educating,
arming, and appropriately incentivizing its contracting officials/acquisition corps.

Even so, non-FAR-based contracts still constitute only a quarter of DoD's overall contracting
efforts, suggesting room for expanded adoption to accelerate procurement processes, should
this continue to be seen as the most effective way of achieving the desired ends.

[svDG
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As we initially scrutinized this data and the

positive story it seemed to be telling, we Total Federal Awards to NATSEC100
worked under the assumption that a (By Total Value of Awards)

preponderance of FAR-based contracts for
these types of non-traditionals and
VC-backed startups was a good thing,
signaling that the government is

actually leveraging the contracting vehicles,
we have in the way which we're supposed_to
for all Ecosystem players irrespective of
size, stage, or past performance. And yet,
as we dug deeper, and investigated the
data, authorities, and history of the need for
such vehicles more fulsomely, it became
evident that the publicly available data may

lon-FAR
12%

FAR

in fact be off by many orders of magnitude. 88%

According to acquisition experts with

whom we consulted, nearly $16 billion is

now going through OTAs at DOD alone. However, much of this funding is going through
consortia, rather than direct awards to companies or nonprofits, where the consortia
management firms are listed as the primes but effectively serve as pass throughs. Further, the
fidelity of consortia data has historically been questionable at best and SVDG confirmed that it
is not captured as of yet in the Federal Procurement Data System (FPDS). OTAs—and some
other non-FAR-based mechanisms—are designed by law to be awarded primarily to
non-traditional firms. As such, they are better for start-ups than most FAR-based vehicles
because there are more opportunities for fewer government-unique mandates in FAR clauses,
and they structurally afford better ability to protect underlying intellectual property (IP).

Further, in our efforts to compare and derive meaningful conclusions about FAR versus
non-FAR-based awards, we were inherently limited by the lack of available subcontract data on
traditional contracts. But even more than that, coming back to non-FAR-based awards, the OTA
data is even less complete and potentially misleading because when a traditional contractor is
awarded an OTA, it must—by law—partner with a non-traditional entity to avoid cost-share. As
such, the traditional awardees are not necessarily being captured in publicly available data
either, further muddying the picture.

[svDG
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https://www.fpds.gov/fpdsng_cms/index.php/en/

SBIR & STTR Programs

In perhaps one of the most heartening aspects of our analysis, we found that our 2024
NATSEC100 Companies received more Phase lll than Phase | or Il awards, across both the
Small Business Innovation Research (SBIR) and Small Business Technology Transfer (STTR)
programs. As you will see in the bar chart, award amounts are capped for Phases | and Il, with
Phase | up to $306K and Phase Il up to ~$2M without special approvals, so the funding from
Phase Il and particularly Phase Il awards becomes much more meaningful to small
businesses/new entrants. Of the 219 SBIR awards to our NATSEC100 cohort this year, 83 were
Phase Ill awards, 69 were Phase Il and 67 were Phase I. Similarly, of our cohorts’ 27 STTR
awards, 10 were Phase lll, 8 were Phase Il and 9 were Phase I.

SBIR & STTR Related Awards This finding—as alluded to early in the
By Phase report—stands in stark contrast to the constant

lamentation about the absolute inability of
SBIRs/STTRs to transition or convert into
sustained procurement contracts (a myth further
debunked by our recent deep-dive into the APFIT

5608M

5588M

SR program, actually). While our findings don'’t
$308M definitively point to a 1:1 conversion rate for each
¢28M of the Phase 2 or Phase 3 awards, the fact is that

the likelihood of conversion for Phase 2 and 3
awards is exponentially higher than Phase 1
contracts and indicates a positive trajectory from
data on the program even just a few years ago.

5108M
sam
SBIR & STTR

Phase 1 Phase 2 . Phase 3

Further, legally, companies that have been
awarded Phase 3 SBIR/STTRs and completed the work therein, are eligible for sole source
(non-competitively awarded) contracts by any federal department or agency—which should
unlock significant opportunity for sustained and diverse revenue.

So that's the good news. However, despite our visibility into these awards and the positive
trajectory as evidenced by the majority Phase 2 and 3 awards, SBIR/STTRs nonetheless still
represent a fraction of the total funding allocated to NatSec companies, which in turn is a small
fraction of the DoD's and broader USGs’ budgetary allocation, raising questions about the
government’s actual investment in leveraging them to their full potential capabilities and in the
spirit in which they were intended. To be clear, we are not advocating for more SBIR/STTR
funding at this point. We are simply saying that in spite of a rosier picture than we had
anticipated in terms of volume of higher-phase awards, the pull-through rate and follow-on

lsvDG
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https://www.siliconvalleydefense.org/initiatives/apfit-webinar-2024

investments in successful SBIR/STTR pilots
through production contracts remains vastly
insufficient.

Muddy as some of the data may be, it continues
to be crystal clear that efforts to expand national
security technology-related funding cannot solely

rely on pilots and small-scale innovation
programs. While beneficial if scalable, such

initiatives may not substantially impact overall
funding or technology deployment capabilities.

Traditional defense contractors, primes, and

system integrators (Sls), alongside other channel

partners, play pivotal roles as conduits to

enhance non-traditional contracting opportunities

through collaborative efforts.

2024 NATSEC100
Award Composition

SBIR & STTR
Related Awards

3%

Non-SBIR &
STTR
Related Awards
97%

While the current landscape underscores progress in innovative procurement methods and
pricing structures (we hope), ongoing dialogue about the role of traditional and non-traditional
contracting, and the mutually-reinforcing roles of traditional and non-traditional industry
suppliers in fostering national security innovation remains imperative for sustained progress

and capability enhancement in the sector.

Concluding Thoughts

The State of Emerging Tech Readiness in 2024

In our inaugural report last year, SVDG
introduced the first cohort of NATSEC100
companies, laid a foundation for
understanding and evaluating the state of the
Emerging Technology Readiness Ecosystem,
and recommended three watch items and
policy objectives that we assessed were
necessary to undertake in order to bolster the
U.S. national security apparatus’ ability to
effectively leverage the best of private sector

lsvDG
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innovation, and sustain our techno-security
advantage in an era of great power
competition. To that end, we advocated for
better reporting metrics, increased
coordination and meaningful partnership with
the private capital community, and a deliberate
strategy to nurture and increase the base of
new and emerging critical technology
suppliers.
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Over the past year, we have been heartened to
see increasingly significant levels of founder
interest in the national security space. New
national security-related technologies are
being developed, funded, and scaled in ways
unimaginable just a decade ago. Last year's
two top categories of Space Tech and Al &
Autonomy remained the largest areas of
investor interest throughout the year. On the
venture side of the house, we have been
equally excited to watch the continued growth
in dual-use and NatSecTech investing, but
harbor some concerns with the speed of
growth in new funds and the number of new
players entering the space. There is an
increasing risk of too much inexperienced
capital crowding out patient capital and
destabilizing the valuations and long-term
sustainability of the sector for investors.
Moreover, we have continued to see strong
interest from investors in pre-seed, seed, and
Series A financings in furtherance of creating
the next big NatSec Tech company, and in
growth equity financings as VCs pile in to
support proven players like SpaceX and
Anduril in their respective trajectories towards
becoming what some call the “new primes.”
Unfortunately, given the dramatic increase in
the cost of the capital over the last two years,
companies seeking to raise mid-stage capital
are being squeezed as VCs have significantly
(and rightly, given the market) raised the bar
on product-market fit and profitability
expectations beyond the early stage. The
mid-stage funding gap is the real Valley of
Death in NatSec Tech. Most VCs are playing it
safe and following rather than leading as they
figure out the landscape and how to succeed.
Our fear is about what that may mean in terms

NATSEC100
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of companies feeling pressured or even forced
to take what the USG and several allied
partners increasingly term “adversarial
capital"—investment from less patriotic or
democratically-minded investors. This
becomes a watch item for us over the next
year and one wherein key programming should
afford better insights into the state of play, the
scope of the potential problem, and
opportunities to participate in if not drive the
development of a solution.

Further to our earlier points about the need for
a diverse Ecosystem, SVDG remains
concerned that we have not observed
sufficient dynamism from large corporations
(traditional primes, Sls, etc.) in organic new
product development nor in engagement with
start-ups, with the notable exceptions of
several CVC arms including Lockheed Martin
Ventures, RTX Ventures, BAH Ventures, and
SAIC Ventures, all of which are exploring new
ways in which to strengthen their own parent
firms’ offerings via new and non-traditional
investments and partnership pathways.
Primes and more traditional industry players
can and must be a large part of the solution in
building the nation’s Emerging Tech Readiness,
but most are currently incentivized to focus
exclusively on shareholder returns as
best-in-class program managers returning 7%
annually. Non-traditionals are arguably where
the majority of true technological innovations
emerge, but traditionals are exceptionally
experienced and adept at developing, scaling,
and improving technology for government
fielding. One key question to resolve, then, is
how these two very different parts of the
Ecosystem can be better incentivized—either
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by government or by one another—to work
together to provide the ingenuity, agility, and
scale we need for ETR. The state of play
between traditionals and non-traditionals then
becomes another watch item for SVDG this
year. Finally, the government funding section
of this report should leave you as concerned
as we are about—at minimum—the absolute
opaqueness surrounding detailed transaction
data about government awards, insights into
the relationships between the “buy” and the
“sell” side of the house (as we enumerate in
the concept of ETR) and how all of this
impacts both new and non-traditional
companies and of NatSec-minded VCs to
analyze opportunity, much less navigate
government contracts. It is clear that there
remains much work to be done with respect to
better reporting metrics, which we will
continue to watch, but equally we believe there

is an opportunity and an imperative to
demystify the offices and components across
the federal government whose budgets and
missions lend themselves to the largest
potential sources of sustained revenue in
production/procurement contracts (e.g.,
Program Executive Offices within DoD). SVDG
is committed to partnering with industry,
academia, other nonprofits, and key
government partners to further demystify and
decode the production contract landscape for
the Ecosystem and will undertake
programming in the months ahead to do so.

As we monitor the above “watch items”, each
of which we think will promote increased
understanding of the state of the Ecosystem
and unlock opportunities to drive that
Ecosystem towards our vision of ETR, findings
from this year’s report have catalyzed two new
policy recommendations for 2024-2025.

POLICY RECOMMENDATIONS

o
il

INCREASE FEDERAL FUNDING AND
DIVERSIFICATION

Policymakers should strive to increase federal
funding for emerging technology companies beyond
a few dominant players like SpaceX. To be clear, we

are not saying we don't want the government to pick
winners, like SpaceX. We absolutely do. We just
want the government to pick more winners across
more technology areas. We advocate exploring
setting aside (and expanding) dedicated budgets for
innovative hedge programs like APFIT—whose
funding we recommend be increased to on the order
of $3B/year by divesting out of of non-performing
programs in similar technology areas, assuming the
program can sustain the transition rates we are
beginning to see into follow on contracts and
programs of record.

lsvDG
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A

ENHANCE CONTRACTING
TRANSPARENCY AND EFFICIENCY

Policymakers should improve transparency in
government contracting by mandating detailed
reporting and tracking of all federal awards,
including subcontracts and OTA consortia data and
then holding government components accountable
for that reporting via open hearings and fencing
budgets for non-compliance, as required.
Simplifying and streamlining the contracting
process, particularly for non-traditional and venture-
backed startups, will facilitate easier and more
equitable access to government contracts.
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Senator McCain commissioned the Silicon Valley Defense Group in 2015 to "get the DOD to work
better with Silicon Valley." Since our founding, our understanding of McCain's mandate has
crystallized into our vision and mission statements which speak to the need for an enduring
advantage in the new long-term (and mostly digital) techno-security competition. Building a
functional Emerging Tech Readiness Ecosystem, first at home, and then with our democratic
allies and partners, is how we do that.
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http://www.turbineone.com
http://www.stokespace.com
http://www.varda.com
http://www.wandb.ai
http://www.geckorobotics.com
http://www.6kinc.com
http://www.chainalysis.com
http://www.tomorrow.io
http://www.dragos.com
http://www.whisper.aero
http://www.yurts.ai
http://www.radiantnuclear.com
http://www.nironmagnetics.com
http://www.umbra.space
http://www.sea-machines.com
http://www.clarostechnologies.com
http://www.iconbuild.com
http://www.epirusinc.com
http://www.sima.ai
http://www.airspace-intelligence.com
http://cambium-usa.com
http://www.seasats.com
http://www.trueanomaly.space
http://www.trmlabs.com
http://www.uveye.com
http://www.kodiak.ai
http://www.leolabs.space
http://www.venusaero.com

