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(57) Abstract: A method is disclosed. The method includes: obtaining,
from a management application, a login history including timestamps
and internet protocol (IP) addresses corresponding to logins by a user;
obtaining coordinates for the I[P addresses; determining clusters for the
coordinates based on distances between the coordinates; and determin-
ing primary locations for the user based on the clusters and the time-
stamps.
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LOCATION DETECTION BASED ON IP ADDRESSES AND
TRANSACTIONS

BACKGROUND

{0061} Determining the primary locations associated with a user (e.g., home,
work, school, etc.) is mmportant for detecting fraud against the user, for
determining advertisements that should be sent to the user, for determining the
user has moved or changed jobs, etc. Moreover, it may be important fo
determine these prumary locations without directly querving the user or only

guerving the user to confirm the determined primary locations are correct.

SUMMARY

{80021 In general, in one aspect, one or more embodiments relate to a method.
The method comprises: obtaining, from a management application, a login
history comprising a plurality of timestamps and a plurality of internet protocol
{(IP) addresses corresponding to a plurality of logins by a user; obtaining a
plurality of coordinates for the plurality of 1P addresses; determining a plurality
of clusters for the plurality of coordinates based on distances between the
plurality of coordinates; and determining a plurality of primary locations for

the user based on the plurality of chusters and the plorality of timestamps.

[6003] In general, in one aspect, one or more embodiments relate to a system.
The system comprises: a computer processor; a memory coupled to the
computer processor; and a plarality of imstructions stored 1n the memory that,
when executed by the computer processor, cause the computer processor to:
obtain, from a management apphication, a login history comprising a pharality
of timestamps and a plurality of internet protocol (P} addresses corresponding
to a plurality of logins by a user; obtain a plurality of coordinates for the
plurality of IP addresses; determine a plurality of clusters for the plurality of

coordinates based on distances between the plurality of coordinates, wherein
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the plurality of coordinates comprises: a first cluster comprising a first subset
of the plurality of coordinates corresponding to a first subset of the plurality of
timestamps: and a second cluster comprising a second subset of the plurality of
coordinates corresponding to a second subset of the plurality of timestamps;
and determine a plurality of primary locations for the user based on the plurality

of clusters and the plurality of timestamps.

(6004 In general, in one aspect, one or more embodiments relate to a non-
transitory computer readable medium (CRM) storing instructions. The
instruction, when executed by a computer processor, cause the computer
processor to: obtain, from a management application, a login history
comprising a plurality of timestamps and a plurality of internet protocol (1P}
addresses corresponding to a plurality of logins by a user; obtain a plurality of
coordinates for the plurality of IP addresses; determine a plurality of clusters
for the plurality of coordinates based on distances between the plurality of
coordinates, wherein the plurality of coordinates comprises: a first cluster
comprising a first subset of the plurality of coordinates corresponding to a first
subset of the plurality of timestamps; and a second cluster comprising a second
sitbset of the plurality of coordinates corresponding to a second subset of the
plurality of timestamps; and determine a plurality of primary locations for the

user based on the plurality of clusters and the plurality of timestamps.
RENERY Other aspects of the embodiments will be apparent from the following
description and the appended claims.
BRIEF DESCRIPTION OF DRAWINGS

{0006] FIG. 1 shows a system in accordance with one or more embodiments of

the invention.

{60071 FIGS. 2, 3A, and 3B show flowcharts in accordance with one or more

embodiments of the inveniion.
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LEEIRY FIG. 4A and FIG. 4B show an example in accordance with one or more

embodiments of the invention.

{8009 FIG. 5A and FIG. 3B show a computer system in accordance with one or

more embodiments of the invention,

DETAILED DESCRIPTION

{G016] In the following detailed description of embodiments, numerous specific
details are set forth in order to provide a more thorough understanding of the
disclosed technology. However, it will be apparent to one of ordinary skill in
the art that the disclosed technology may be practiced without these specific
details. In other instances, well-known features have not been descnibed 1n detail

to avoid unnecessarily complicating the description.

{0011} Throughout the application, ordinal numbers {e.g., first, second, third,
etc.) may be used as an adjective for an element (ie, any noun i the
application). The use of ordimal numbers 1s not to imaply or create any particular
ordering of the elements nor to limit any clement to being only a single element
unless expressly disclosed, such as by the use of the terms “before”, “after”,
“single”, and other such terminology. Rather, the use of ordinal nambers 15 to
distinguish between the elements. By way of an example, a first element is
distinct from a second element, and the {irst element may succeed (or precede)

the second element in an ordering of elements.

{0012] One or more embodiments of the invention are directed towards
determining and verifying primary locations {e.g., home, work, school, efc.)
associated with a user based on internet protocol (IP) addresses corresponding to
logins of the user and financial transactions involving the user. Specifically,
coordinates for the 1P addresses are grouped into multiple clusters, and then one
of the clusters 1s selected (e.g., based on tumestamps associated with the IP
addresses) as the home location of the user, while another one of the clusters is

selected as the work location of the user. Further, one or more test locations for
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the user arc determined by parsing the descriptions of financial records. These
one or more test locations may be used to verity the work location and/or home
location determined from the IP addresses. Moreover, once determined, these
primary locations may be used in detecting fraud against the user, in selecting
advertisements to be sent to the user, in deterroining the user has moved homes

or changed jobs, etc.

[6013] FIG. 1 shows a system (100) in accordance with one or more
embodiments of the invention. As shown m FIG. 1, the system (100} has
multiple components including, for example, a management application (110), a
geolocation service (120), a location engine (130}, a third-party advertisement
server {14{}), and a financial nstitution server (150). The management
application (110), the geolocation service (120), and the location engine (130)
may execute on the same computing device {e.g., server, personal computer
(PC), tablet PC, smart phone, mainframe, etc.) or on different computing devices

connected by one or more networks having wired and/or wireless segments.

[0014] In one or more embodiments, the management applicaton (110) 18
configured to manage the finances associated with one or more users.
Accordingly, the management application (110) may correspond to an
accounting software application, a tax preparation software application, a

personal finance software application, a payroll software application, etc.

{0015} In one or more cmbodiments, the management application (110) includes
a login history (112) for at least one user. The login history (112) includes an IP
address and a timestamp for cach login to the management application by the
user. Specifically, cach IP address was assigned to the computing device
operated by the user to access the management application (110), while the
corresponding timestamp specifies the date and time of the login. The login

history (112} may be in the form of a list, an array, ctc.

[G016] In one or more embodiments, the management application (110) includes

a profile (114) tor each user. The profile (114) stores one or more attributes of
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a user. For example, such attributes may include the legal name of the user, the
work address of the user, the home address of the user, the martial status of the

user, the birthday of the user, the employer of the user, etc.

(0017} In one or more ernbodiments, the management application (110) includes
one or more financial transaction records (116) corresponding to financial
transactions wnvolving the user {e.g., the user purchased a product or service from
a merchant). Bach of the financial ransaction records (116) may be assigned to
a category reflecting the merchant and/or the product/service purchased by the
user. For example, each financial transaction may be categorized as clothing,
restaurants, transportation, alcchol, furniture, gifts, groceries, automotive,
parking, public transportation, financial (e.g., ATM withdrawal), etc. One or
more of the financial transaction records may include a description specifying
the location {e.g., one or more of state, county, city, neighborhood, suburb, zip

code, postal code, etc.} of the merchant.

{0018 In one or more embodiments, the geolocation service (120) is configured
to input an 1P address (e.g., an IP address from the login profile (112)) and returmn
the coordinate {e.g., latitude and longitude) corresponding to the IP address. The
geolocation service (120) may also return the state, city, neighborhood, suburb,
etc. corresponding to the coordinate/IP address. The geolocation service (120)
may access one or more lookup tables to determine the coordinate, state,
neighborhood, suburb, etc. from the IP address. Moreover, the geolocation
service (120) may operate as an application programuning interface (API) that

can be called by another component {e.g., location engine (130)).

{0019 In one or more embodiments, the location engine (130) includes a cluster
engine (132). The cluster engine (132) is configured to cluster (i.e., partition into
groups) a batch of coordinates based on distances between the coordinates. The
cluster engine (132) may implement a density based clustering algorithm {e.g.,
DBSCAN, OPTICS, BENCLUE, etc.) to execute the clustering. In one or more

embodiments, the cluster engine (132) 1s configured to determine primary
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locations {e.g., home location, work location, etc.) for a user based on the clusters
of coordinates, the cardinalities of the clusters, and/or timestamps corresponding
to the coordinates. For example, the cluster engine (132) may compare each
timestamp with a non-work hours range (i.e., a timeframe when the user is
expected to be at home). For example, the non-work hours range may include
6pm-rodnight oo weekdays, all day on the weekends, and/or all day on holidays,
etc. In one or more embodiments, the cluster associated with the most
timestamps overlapping (e.g., falling within) the non-work hours range is
deemed to represent the home location of the user. In one or more embodiments,
the cluster having the largest cardinality is deemed to represent the home location
of the user. Each primary location {e.g., home location, work location, etc.) may
be specified as one or more of state, city, neighborhood, suburb, zip code, ete.
Additional details regarding operation of the cluster engine (132) are provided

b

below in reference to FI1G. 2, FIG. 3A, and FIG. 3B.

{8026] In one or more embodiments, the location engine (130} includes a
transaction engine (134}, The transaction engine (134) is configured to identify
financial transactions in which the user was physically present (i.e., the user was
near the merchant for the financial transaction) and/or the description of the
financial transaction 1s likely to include one of the primary locations of the user.
in one or more embodiments, the transaction engine (134) maintains a list of
categories {e.g., ATM withdrawal, parking, public transportation, etc.) having a
high probability that the user was physically present for the financial fransaction
and/or having a high probability that the description of a financial transaction

record assigned to the category 1s likely to include a primnary location of the user.

[0021] fo one or more embodiments, the transaction engine (134) 1s configured
to identify locations {e.g., one or more of state, city, neighborhood, suburb, zip
code, postal code, eic.) from the descriptions of financial transactions.
Specifically, the transaction engine (134) may parse the descriptions of the

financial transaction records and compare the parsed words to known states,
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cities, neighborhoods, suburbs, zip codes, etc. Moreover, the transaction engine
{134) may formulate one or more test locations from the parsed descriptions. For
example, the location that 1s identified most frequently within a set of financial

transaction records for a user may be designated a test location for the user.

{0022] In one or more embodiments, the location engine (130) includes the
validation engine (136). The validation engine (136) is configured to venty
one or more primary locations that have been determined. In one or more
embodiments, the validation engine (136) compares multiple primary locations
for a user with a test location (discussed above). If at least one of the
determined primary locations (e.g., home location, work location, etc.) for a
user matches the test location for the user, the determined primary locations are
deemed valid. In contrast, if none of the determined primary locations for a
user match the test location for the user, the determined primary locations are

deemed invalid.

{0023} In one or more embodiments, the validation engine (136) is configured to
verify the primary locations of a user with one or more known addresses of the
user {e.g., home address, work address, etc.) from the profile (114) of the user.
If at least one of the determined primary locations {e.g., home location, work
location) for a user matches the known address for the user, the determined
primary locations are deemed valid. In contrast, if none of the determined
primary locations for a user match the known addresses for the user, the

determined primary locations are deerned mnvalid.

[0024] In one or more embodiments, the validation engine (136) 1s configured to
compare the primary locations of a user with a location of a merchant involved
1t a financial transaction with the user. If the distances between the location of
the merchant and all primary locations of the user exceed a threshold, the

validation engine (136) may issue a potential fraud alert.

{0025} In one or more embodiments, the third-party advertisement server (140}

is configured to distribute location specific advertisements to users. The
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advertisement server {140) may utilize the determined primary locations of the
users to select relevant advertisements for presentation (e.g., via ematl, via the
US postal service, during online searching and/or shopping, efc.) to the users.
For example, if one of the primary locations for a user is neighborhood X in
city 'Y, then the third-party advertisement server (140) way present
advertisements from merchants located in neighborhood X to the user. This is
an improvement to at least the technical field of online targeted advertising.
Specifically, the user will only be shown advertisements for merchants
proximate to the user and/or merchants willing to ship products to one or more

of the primary locations of the user.

{0026] In one or more embodiments, the financial institution server (150} 18
configured to investigate potential fraud against the user. Specifically, the
financial institution server (150) may compare a location of a merchant
involved in a financial transaction with a user with the primary locations of the
aser. If the distances between the location of the merchant and all primary
focations of the user exceed a threshold, this may be an indication of fraud.
Additionally or alternatively, the financial institution server (150) may submit
{e.g., via an AP} the location of the merchant to the location engine (130) and
take action {e.g., freeze one or more accounts of the user) if a potential fraud
alert is received from the location engine (130). The financial institution server
{(150) may belong to a bank, credit union, brokerage {irm, etc. where the user
has a financial account and/or that has issued the user a payment card (e.g.,
debit card, credit card, gift card, etc.). This is an umprovement to at least the
techoical field of online frawd detection and mitigation.  Specifically, the
financial institutions that have issued payment cards to the user are able to
quickly detect potential fraud involving the user’s payment card and take action

(e.g., freeze accounts, cancel cards, etc.) to prevent additional loss.

{60271 FIG. 2 shows a flowchart in accordance with one or more embodiments

of the invention. The flowchart of FIG. 2 depicts a process for detecting the
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primary locations of a user. The process may be performed by one or more
components of the location engine (130} (e.g., cluster engine (132}, transactions
engine (134), validation engine (136)), discussed above n reference to FI1G. 1.
In one or more embodiments, one or more of the steps shown in FIG. 2 may be
omitted, repeated, and/or performed in a different order thao the order shown
in FIG. 2. Accordingly, the scope of the invention should not be considered

Himited to the specific arrangement of steps shown in FIG. 2.

{G028] Initially, a login history of a user is obtained (STEP 205). The login
history may be obtained from one or more management applications {e.g.,
financial account software applications, tax preparation software applications,
payroll applications, etc.). The login history may be in the form of an array, a
list, etc. Moreover, each entry 1n the login history may specity both: (7) a
timestamp (e.g., date and time) denoting when the user logged into one of the
management applications; and (i) the 1P address assigned to the computing

device operated by the user to access the management application.

[6029] In STEP 210, coordinates (e.g., latitude and longitude) are obtained for
each IP address in the login history. Obtaining the coordinates may include
submitting the IP addresses from the login history to a third-party online service
{(e.g., geolocation service (120)). The third-party online service may utilize
lookup tables to determine the coordinates based on the IP addresses. In
addition to the coordinates, the third-party online service may also return one
or more of the state, city, neighborhood, suburb, zip code, ete. corresponding

to each IP address.

{80306 In STEP 213, the coordinates are grouped into clusters based on the
distances between the coordinates.  Specifically, a density-based clustering
algorithm (e.g., DBSCAN, OPTICS, DENCLUE ) may be used to execute the
clustering. Given a set of points (e.g., coordinates), the density-based
clustering algorithm groups together points that are closely packed together

{(points with many nearby neighbors), marking as outhers the points that lie

9
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{0031}

[0032]

alone in low-density regions {(whose nearest neighbors are too far away). In
addition to the points {e.g., coordinates) for grouping, the density-based
clustering algorithin also mnputs parameters. For example, in the case of the
DBSCAN algorithm, the parameters include a distance (g) and the minimum
number of points (minPis) required to form a dense region. Following STEP
215, there are two or more clusters of coordinates. Moreover, as each
coordinate is associated with an [P address and a timestamp from the login

history, each cluster 1s thus associated with multiple timestamps.

In STEP 220, the primary locations {e.g., home location, work location,
school location, etc.) are determined based on the clusters and the timestamps
associated with the clusters. Additional details regarding STEP 220 are
discussed below 1n reference to FIG. 3A and FIG. 3B. Following STEP 220,
the primary locations of the user have been determuned. Moreover, each
primary location may be specified as one or more of state, city, neighborhood,

suburb, etc.

In STEP 225, categorized financial transaction records (e.g., categorized
financial transaction records (116)) are obtained for the user. The categorized
financial transaction records may be obtained from the same management
application as the login history. Additionally or alternatively, one or more
categorized transaction records may be obtained from a different source {e.g., a
different management application). Each of the financial transaction records
may have been assigned to a category reflecting the merchant and/or the
product/service purchased by the user. For example, each financial transaction
may be categorized as clothing, restaurants, transportation, alcohol, furniture,
gifts, groceries, automotive, parking, public transportation, financial (e.g., ATM
withdrawal), etc.  One or more of the financial transaction records may include
a description specifying the location (e.g., one or more of state, county, city,

neighborhood, suburb, zip code, postal code, ete.) of the merchant.
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{0033]

{0034]

{6035}

[G036]

In STEP 230, a subset of the categorized financial transaction records are
selected. In one or more embodiments, in order to select the subset, each
categorized financial transaction record 1s compared with a list of categories
(e.g., ATM withdrawal, parking, public transportation, etc.} known for having a
high probability that the user was physically present for the financial transaction
andfor known for having a high probability that the description of a financial
transaction record assigned fo the category includes a prumary location of the
user. In one or more embodiments, a financial transaction record that s not

assigned to one of the categories on the list 1s discarded.

In STEP 235, one or more test locations are determined. Specifically, the
description of each selected financial transaction record may be parsed and the
identified words way be compared with a lhist of koown states, cities,
neighborhoods, suburbs, etc. In one or more embodiments, the test location 1s
the location {(e.g., one or more of state, city, neighborhood, suburb, etc.) that
appears the most frequently 1o the descriptions. In one or more embodiments,
the test locations are the two locations that appear the most frequently in the

descriptions.

In STEP 240, each test location is compared with each primary location
{(from STEP 220). When it 1s determined that at least one test location matches
at least one primary location, the process proceeds to STEP 250, in which the
primary locations (from STEP 220) are deemed valid. When it 1s determined
that none of the test locations match any of the primary locations, the process
proceeds to STEP 245, in which the primary locations (from STEP 220) are

deemed in invahid.

In one or more embodiments, STEP 245 may also include modifying the
pararneters of clustering algorithun 1n STEP 215 and re-executing the process
of FIG. 2. If a match exists during this subsequent execution (i.e., STEP 240
evaluates to “YHS”), it 1s likely that an improved set of parameters have been

identified for the clustering algorithon.  Accordingly, the process of FIG. 2 may
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also be considered a process for selecting better parameters for a clustering
algorithm and thus an improvement to at least the technical fields of machine

learning and model verification.

(G037} to one or more embodiments, STEP 250 may also include comparing the
primary locations (from STEP 220) with the work address and/or home address
specified m the profile of the user in a wanagement application {e.g., user
profile (114)). If there 1s a match between one of the primary locations (from
STEP 220) and at least one of the addresses from the profile, this may further
validate the primary locations. If there is no match, this may be an indication
that the user profile information is outdated and the user should be prompted to

update the profile with a current home and work addresses.

{B038] FIG. 3A shows a flowchart in accordance with one or more embodiments
of the invention. The flowchart of FIG. 3A depicts a process for detecting the
primary locations of the user. The process depicted in FIG. 3A may be
performed by the cluster engine (132). Moreover, some or all of the steps in
FIG. 3A correspond to STEP 225 10 FIG. 2. In one or more embodiments, one
or more of the steps shown in FIG. 3A may be omitted, repeated, andfor
performed in a different order than the order shown in FIG. 3A. Accordingly.
the scope of the invention should not be considered limited to the specific

arrangement of steps shown in FIG. 3A.

{0039} Prior to executing STEP 3035, the coordinates have been grouped into
clusters (e.g., by a density based clustering algorithm). As discussed above, as
each coordinate 1s associated with an IP address and a timestamp from the login
history, each cluster is thus associated with multiple timestamps. In STEP 305,
one of the clusters is selected. For example, a cluster may be selected at
random. As another exarople, the cluster with the greatest cardinality may be
selected. As yet another example, the cluster with the median cardinality may

be selected.

12
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{8040 In STEP 310, the selected cluster is compared with a non-work hours
range. Specifically, it is the timestamps assoctated with the selected cluster that
are compared with the non-work hours range. In one or more embodiments,
the non-work hours range represents a timeframe when the user is expected to
be at home or close to home. For example, the non-work hours range may be
6pm- midnight Monday through Friday. Additionally or alternatively, the non-
work hours range may include all day on the weekend and/or holidays. In one
or more embodiment, the number of timestamps associated with the selected

cluster that overlap (i.e., fall within) the non-work hours range may be counted.

{0041 In STEP 315, it 1s determined whether additional clusters exist that need
to be compared with the non-work hours range. When it is determined that
addition clusters exist, the process returns to STEP 305, When it 15 determined
that all clusters have been compared with the non-work hours range, the process

proceeds to STEP 320.

{00421 In STEP 320, the cluster associated with the greatest number of
timestamps overlapping the non-work hours range is selected as the home
location of the user. The state, city, neighborhood, suburb, ctc. corresponding
to any coordinate in the selected chuster may utilized as the home location of

the user.

[0043] In STEP 325, of the remaining clusters not selected for the home location,
the chuster with the greatest cardinality is selected as the work location or school
location for the user. The state, city, neighborhood, suburb, etc. corresponding
to any coordinate in the selected cluster may wtilized as the work location or
school location of the user. The remaining non-selected cluster(s) may be
discarded.

{0044} FIG. 3B shows a flowchart in accordance with one or more embodiments
of the 1mnvention. The fowchart of FIG. 3B depicts a process for detecting the
primary locations of the user. The process depicted in FIG. 3B may be
performed by the claster engine (132). Further, some or all of the steps 1n FIG.

13



WO 2020/046511 PCT/US2019/043721

3B correspond to STEP 225 in FIG. 2. Further still, the process depicted in
Fi(;. 3B may be an alternative to the process depicted in FIG. 3A. In one or
more embodiments, one or more of the steps shown in FIG. 3B may be omitted,
repeated, and/or performed in a different order than the order shown in FIG.
3B. Accordingly, the scope of the invention should not be considered limited

to the specific arrangement of steps shown in FIG. 3B.

[G045] Prior to executing STEP 350, the coordinates have been grouped into
clasters {e.g., by a density based clustering algorithm). As discussed above, as
each coordinate is associated with an IP address and a timestamp from the login
history, cach cluster is thus associated with multiple timestamps. In STEP 305,
the cluster with the greatest cardinality is selected as the home location for the
aser.  The state, city, neighborhood, suburb, etc. corresponding to any
coordinate in the selected cluster may utilized as the work location or school

location of the user.

{00461 In STEP 355, one of the remaining clusters is selected. The cluster may
be selected at random. Additionally or alternatively, the cluster with the

median cardinality may be selected.

{8047 In STEP 360, the selected cluster is compared with a work hours range.
Specifically, it 1s the timestamps associated with the selected cluster that are
compared with the work hours range. In one or more embodiments, the work
hours range represents a timeframe when the user is expected to be at work or
school. For example, the work hours range may be 9am-5pm Monday through
Friday, except holidays. In one or more embodiment, the muwnber of
timestamps associated with the selected cluster that overlap (i.e., fall within)

the work hours range may be counted.

{80481 In STEP 365, i is determyined whether additional clusters exist that need
to be compared with the work hours range. When 1t 1s determined that addition

clasters exist, the process returns to STEP 355. When it is determined that all
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clusters (except the cluster selected in STEP 350) have been compared with the

work hours range, the process proceeds to STEP 370.

{8049 In STEP 370, the cluster associated with the greatest wumber of
timestamps overlapping the work hours range is selected as the work location
or school location of the user. The state, city, neighborhood, suburb, etc.
corresponding to any coordinate in the selected cluster may utilized as the work

location or school of the user.

{0050} The following example 1s for explanatory purposes only and not intended

to limit the scope of the invention.

{0051 FIG. 4A and FIG. 4B show an example in accordance with one or more
embodiments. FIG. 4A shows a login history (415). The login history (415) 1s
obtained from a personal finance software application. Moreover, the login
history (415) has multiple entries and each entry includes a timestamp and an
IP address. For example, one entry has the timestamp “Sun 12:00” and IP
Address 4. Fach entry represents a login to the personal finance application by
the user. Specifically, each timestamp is the time when the user logged nto the
personal finance application and each IP address is the IP address that was
assigned to the computing device operated by the user to access the personal

finance application.

{80521 FIG. 4A also shows muldtiple coordinates {e.g., latitude and longitude)
(410). Specitically, there is one coordinate for each login event 1n the login
history (415). Each coordinate 1s obtained by submutting the IP address of the
login event to a geolocation service. For example, the coordinate (x3, y3) 1s
obtained by submitting [P Address 3 to the geolocation service. Similarly,
coordinate (x1, y1) is obtained by submitting 1P Address 1 to the geolocation
Service.

[0053] FIG. 4A also shows a scatter plot (402). FEach of the coordinates have
been plotted on the scatter plot (402). After running the DBSCAN density-
based clustering algorithim on the coordinates, three clusters are determined:
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Cluster M (420), Cluster @ (425), and Cluster R (430). As cach coordinate is
associated with an IP address and a timestamip from the login history (415),
each cluster (420, 425, 430) 1s thus associated with a subset of the tumestamps.
For example, cluster M (420) is associated with at least the timestamps “Sun
12:00” and “Mon 10:00”. Sumilarly, cluster  {425) 1s associated with at least
timestamp “Thurs 23:00,” while cluster R (430) 1s associated with at least

timestamp “Tues 21:007.

[G054] Assume the non-work hours range be defined as 17:00-23:59 Monday
through Friday, all day Saturday, and all day Sunday. In FIG. 4A, cluster Q
{425} 1s associated with the greatest number of timestamps that overlap (i.e.,
fall within) the non-work hours range. Accordingly, cluster Q (425) 1s selected
as the home location for the user. After selecting any of the coordinates within

claster @ (425), the home location is determined as State A, Suburb B.

{0055] As for remaining cluster M (420} and remaining cluster R (430), the
cardinality of cluster M (420) exceeds the cardinality of cluster R (430).
Accordingly, cluster M (420) 1s selected as the work location for the user and
cluster R (430} 1s discarded. After selecting any of the coordinates within

chaster M (420}, the work location is determined as State A, Suburb K.

{0056] FIG. 4B shows a set of categorized financial transaction records {(490).
The categorized financial transaction records (490) may be obtained from the
same personal finance software application as the login history (415). Each
record has, for example, a dollar amount, an assigned category, and a

description.

{60571 Tn one or more ersbodiments, a subset of the financial transaction records
{490) 1s selected. Specifically. the selected records are those with categories
known for having a high probability that the user was physically present for the
financial transaction and/or known for having a high probability that the
description in a financial transaction record assigned to the category includes a

primary location of the user. In FIG. 48, the {inancial transaction records with
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{0058}

[0059]

[G068]

{0061}

the categories of ATM withdrawal, parking, and public transport are sclected

becausc these categories meet the disclosed criteria.

In one or more embodiments, a test location (492) 1s determined from the
selected financial transaction records.  Specifically, the description of ecach
selected financial transaction record is parsed for known locations (i.e., one or
more of states, cities, neighborhoods, suburbs, etc.). The test location (492) 1s
the location that appears with the highest frequency in the descriptions of the
selected financial transaction records. In FIG. 4B, the test location is State A,

Suburh B.

As discussed above, the test location (492) may be used to validate the
primary locations determined via the clustering. Specifically, if the test location
(492) matches at least one of the primary locations, the primary locations are
constdered valid. The test location (492) matches the home location determined
in FIG. 4A. Accordingly, the primary locations (i.e., home location, work

iocation) determiined in FIG. 4A are considered valid.

Embodiments of the invention may be mmplemented on a computing
systern. Any combination of mobile, desktop, server, router, switch, ernbedded
device, or other types of hardware may be used. For example, as shown in FIG.
5A, the computing system (500} may include one or more computer processors
(502), non-persistent storage (504) (e.g., volatile memory, such as random
access memory (RAM), cache memory), persistent storage (506) (e.g., a hard
disk, an optical drive such as a compact disk (CD) drive or digital versatile disk
(DVD) drive, a flash memory, etc.), a communication interface (512) {e.g.,
Bluetooth interface, infrared interface, network interface, optical interface,
etc.), and numerous other elements and functionalities.

The computer processor(s) (502) may be an integrated circuit for
processing instructions.  For example, the computer processor(s) may be one

oOr more cores or micro-cores of a processor. The computing systemn (500) may
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also include one or more input devices {510), such as a touchscreen, keyboard,

use, nu e, touc , electronic pen, sthe > of input device.
mouse, microphone, touchpad, electronic pen, or any other type of input devic

{80621 The communication interface (512) may include an integrated circuit for
connecting the computing system (300) to a network (not shown) (e.g., a local
areca network (LAN), a wide area network {(WAN) such as the Internct, mobile
network, or any other type of network) and/or to another device, such as another

computing device.

{0063} Further, the computing system (500} may ioclude ovne or more oufput
devices (508), such as a screen {(e.g., a liquid crystal display (LCD), a plasma
display, touchscreen, cathode ray tube (CRT) monitor, projector, or othe
display device), a printer, external storage, or any other output device. One or
more of the output devices may be the same or different from the input
device(s). The input and output device(s) may be locally or remotely connected
to the computer processor(s} (502), non-persistent storage (504) , and persistent
storage (500). Many different types of computing systems exist, and the

atorementioned input and output device(s) may take other forms.

{0064} Software instructions in the form of computer readable program code to
perform embodiments of the invention may be stored, in whole or in part,
temporarily or permanently, on a non-transitory computer readable medium
such as a CD, DVD, storage device, a diskette, a tape, flash memory, physical
memory, or any other computer readable storage medium. Specifically, the
software tnstructions yway correspond to computer readable program code that,
when executed by a processor(s), 1s configured to perform one or more

embodiments of the invention.

[{G065] The computing system (500) in FIG. 5A may be connected to or be a part
of a network. For example, as shown in FIG. 5B, the network (520) may
include mudtiple nodes (e.g., node X (522), node Y (524)). Each node may
correspond to a computing system, such as the computing system shown in

FIG. 3A, or a group of nodes combined may correspond to the computing
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system shown in FIG. 5A. By way of an cxample, embodiments of the
invention may be implemented on a node of a distributed system that is
connected to other nodes. By way of another example, emmbodiments of the
invention may be implemented on a distributed computing system having
multiple nodes, where each portion of the invention may be located on a
different node within the distributed computing system. Fuorther, one or more
clements of the aforementioned computing system (500) may be located at a

remote location and connected to the other elements over a network.

{8066] Although not shown in FIG. 3B, the node may correspond to ablade in a
server chassis that is connected to other nodes via a backplane. By way of
another example, the node may correspond to a server in a data center. By way
of another example, the node may correspond o a compuier processor or micro-

core of a computer processor with shared memory and/or resources.

{0067] The nodes {¢.g., node X (322), node Y (524)) in the network (520) may
be configured to provide services for a client device (526). For example, the
nodes may be part of a cloud computing system. The nodes may ioclude
functionality to receive requests from the client device (526) and transmit
responses to the client device (526). The client device (526) may be a
computing system, such as the computing systern shown in FIG. SA. Further,
the client device (526) may include and/or perform all or a portion of one or

more embodiments of the invention.

[((68] The computing system or group of computing systems described in FIG.
5A and 5B may include functionality to perform a variety of operations
disclosed herein. For example, the computing system(s) may perform
communication between processes on the same or different system. A variety
of mechanisms, employing some form of active or passive communication,
may facilitate the exchange of data between processes on the same device.
Examples representative of these inter-process communications include, but

are not lunited to, the implementation of a file, a signal, a socket, a message
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qgueue, a pipeline, a semaphore, shared memory, message passing, and a
memory-mapped file. Further details pertaining to a couple of these non-

himiting examples are provided below.

[G069] Based on the chent-server networking model, sockets may serve as
interfaces or communication channel end-points enabling bidirectional data
transfer between processes on the same device. Foremost, following the client-
server networking rodel, a server process (e.g., a process that provides data)
may create a first socket object. Next, the server process binds the first socket
object, thereby associating the first socket object with a unique name and/or
address. After creating and binding the first socket object, the server process
then waits and listens for incoming connection reguests from one or more client
processes {e.g., processes that seek data). At this point, when a client process
wishes to obtain data frorm a server process, the client process starts by creating
a second socket object. The client process then proceeds to generate a
connection request that includes at least the second socket object and the unique
name and/or address associated with the first socket object. The client process
then transmits the connection request to the server process. Depending on
availability, the server process may accept the connection request, establishing
a communication channel with the client process, or the server process, busy in
handling other operations, may queue the connection request in a buffer unti}
server process s ready. An established connection informs the client process
that communications may conunence. In response, the client process may
generate a data request specifying the data that the client process wishes to
obtain. The data request is subsequently transmitied to the server process.
Upon receiving the data request, the server process analyzes the request and
gathers the requested data. Finally, the server process then generates a reply
including at least the requested data and transmits the reply to the client process.
The data may be transferred, more commonly, as datagrams or a stream of

characters (e.g., bytes).
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{0076} Shared memory refers to the allocation of virtual memory space in order
to substantiate a mechanism for which data may be communicated and/or
accessed by multiple processes.  In mmplementing shared memory, an
inttializing process first creates a shareable segment in persistent or non-
persistent storage. Post creation, the initializing process then mounts the
shareable segment, subsequently mapping the shareable segment imto the
address space associated with the initializing process. Following the mounting,
the inttializing process proceeds to identify and grant access permission (o one
or more authorized processes that may also write and read data to and from the
shareable segment. Changes made to the data in the shareable segment by one
process may immediately affect other processes, which are also linked to the
shareable segment. Further, when one of the authorized processes accesses the
shareable segment, the shareable segment maps to the address space of that
authorized process.  Often, only one authorized process may mount the

shareable scgment, other than the initializing process, at any given time.

{0071} Other technigues may be used to share data, such as the various data
described in the present application, between processes without departing from
the scope of the invention. The processes may be part of the same or different

application and may execute on the same or ditferent computing system.

{00721 Rather than or in addition to sharing data between processes, the
computing system performing one or more embodiments of the invention may
include functionality to receive data from a user. For example, in one or more
embodiments, a user may submit data via a graphical user interface (GU) on
the user device. Data may be submitted via the graphical user interface by a
user selecting one or more graphical user interface widgets or inserting text and
other data into graphical user mferface widgets using a touchpad, a keyboard,
a mouse, or any other input device. In response to selecting a particular item,
information regarding the particular item may be obtained from persistent or

non-persistent storage by the computer processor. Upon selection of the item
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by the user, the contents of the obtained data regarding the particular item may

be displayed on the user device in response to the user’s selection.

{0073} By way of another example, a request to obtain data regarding the
particular item may be sent to a server operatively connected to the user device
through a network. For example, the user may select a uniform resource locator
(URL) ok within a web client of the user device, thereby initiating a Hypertext
Transfer Protocol (HTTP) or other protocol request being sent to the network
host associated with the URL. Inresponse to the request, the server may extract
the data regarding the particular selected item and send the data to the device
that initiated the request. Once the user device has received the data regarding
the particular item, the contents of the received data regarding the particular
item may be displayed on the user device in response to the user's selection.
Further to the above example, the data received from the server after selecting
the URL link may provide a web page in Hyper Text Markup Language
(HTMIL) that wway be rendered by the web chient and displaved on the user

device.

[0074] Once data is obtained, such as by using technigues described above or
from storage, the computing system, in performing one or more embodiments
of the invention, may extract one or more data items from the obtained data.
For example, the extraction may be performed as follows by the computing
system in FIG. 5A. First, the organizing pattern (e.g., graminar, schema,
tayout) of the data is deterouned, which may be based on one or more of the
following: position {e.g., bit or column position, Nth token in a data stream,
etc.), attribute {where the attribute is associated with one or more values), or a
hierarchical/tree structure (counsisting of layers of nodes at different levels of
detatl-such as in nested packet headers or nested document sections). Then, the
raw, unprocessed stream of data symbols is parsed, in the context of the
organizing pattern, 1nto a streamn (or layered structure) of tokens (where each

token may have an associated token "type”).
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{8075 Next, extraction criteria are used to extract one or more data items from
the token stream or structure, where the extraction criteria are processed
according to the organizing pattern to extract one or more tokens (or nodes from
a layered structure). For position-based data, the token(s) at the position(s)
identified by the extraction criteria are extracted. For attribute/value-based
data, the token(s) and/or node(s} associated with the attribute(s) satisfying the
extraction criteria are extracted. For hierarchical/layered data, the token(s)
associated with the node(s) matching the extraction criteria are extracted. The
extraction criteria may be as simple as an wentifier string or may be a query
presented to a structured data repository (where the data repository may be

organized according to a database schema or data format, such as XML).

{0076} The extracted data roay be used for further processing by the computing
system. For example, the computing system of FIG. 5A, while performing one
or more embodiments of the invention, may perform data comparison. Data
comparison may be used to compare two or roore data values (e.g., A, B). For
example, one or more embodiments may determine whether A> B, A=B, A
I= B, A < B, etc. The comparison may be performed by submitting A, B, and
an opcode specifying an operation related to the comparison into an arithmoetic
togic umit (ALU) (i.e., circutiry that performs arithmetic and/or bitwise logical
operations on the two data values). The ALU outputs the numerical result of
the operation and/or one or more status flags related to the numerical result
For example, the status flags may indicate whether the numerical result 1s a
positive number, a negative number, zero, etc. By selecting the proper opcode
and then reading the numerical results and/or status flags, the comparison may
be executed. For example, in order to determine if A > B, B may be subtracted
from A (i.e., A - B), and the status flags may be read to determine if the result
is positive (1.e., tf A> B, then A - B > 0). Inone or more embodiments, B may
be considered a threshold, and A s deemed to satisfy the threshold it A =B or
it A > B, as determined using the ALU. In one or more emnbodiments of the
invention, A and B may be vectors, and comparing A with B requires
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comparing the first clement of vector A with the first clement of vector B, the
second element of vector A with the second clement of vector B, etc. In one or
more embodiments, it A and B are strings, the binary values of the strings may

be compared.

{06077} The computing systemt in FIG. 5A may implement and/or be connected
to a data repository. For example, one type of data repository is a database. A
database 13 a collection of information configured for ease of data retrieval,
modification, re-organization, and deletion. Database Management System
(DBMS) is a software application that provides an interface for users to define,

create, query, update, or administer databases.

{0078] The user, or software application, may submit a statement or guery into
the DBMS. Then the DBMS interprets the statement. The statement may be a
select statement to request information, update statement, create statement,
delete statement, etc. Moreover, the statement may include parameters that
specify data, or data container (database, table, record, column, view, etc.),
wdentifier(s), conditions (comparison operators), functions (e.g. jom, full join,
count, average, etc.), sort {e.g. ascending, descending), or others. The DBMS
may cxecute the statement. For cxample, the DBMS may access a memory
buffer, a reference or index a file for read, write, deletion, or any combination
thereof, for responding to the statement, The DBMS may load the data from
persistent or non-persistent storage and perform computations fo respond to the

guery. The DBMS may return the result(s) to the user or software application.

{0079] The computing system of FIG. SA may include functionality to present
raw and/or processed data, such as results of comparisons and other processing.
For example, presenting data may be accomplished through various presenting
methods. Specifically, data may be presented through a user interface provided
by a computing device. The user interface may include a GUI that displays
wformation on a display device, such as a computer monitor or a touchscreen

on a handheld computer device. The GUI may include various GUI widgets
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that organize what data is shown as well as how data is presented to a user.
Furthermore, the GUI may present data directly to the user, e.g., data presented
as actual data values through text, or rendered by the computing device mnto a

visual representation of the data, such as through visualizing a data model.

{00801 For cxample, a GUI may first obtain a notification from a software
application requesting that a particular data object be presented within the GUL
Next, the GUI may determine a data object type associated with the particular
data object, ¢.g., by obtaining data from a data attribute within the data object
that identifies the data object type. Then, the GUI may determine any rules
designated for displaying that data object type, ¢.g., rules specified by a
software framework for a data object class or according to any local parameters
defined by the GUI for presenting that data object type. Finally, the GUI may
obtain data values from the particular data object and render a visual
representation of the data values within a display device according to the

designated rules for that data object type.

{0081} Data may also be presented through various audio methods. In particular,
data may be rendered into an audio format and presented as sound through one

or more speakers operably connected to a computing device.

{G082] Data may also be presented to a user through haptic methods. For
examnple, haptic methods may include vibrations or other physical sigonals
generated by the computing system. For example, data may be presented to a
user using a vibration geunerated by a handheld computer device with a

predefined duration and intensity of the vibration to communicate the data.

[G083] The above description of functions present only a few examples of
functions performed by the computing system of FIG. 5A and the nodes and/
or client device in FIG. 5B, Other functions may be performed using one or

more ernbodiments of the invention.

{00841 ‘While the invention has been described with respect to a limited number
of embodiments, those skilled in the art, having benefit of this disclosure, wil
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appreciate that other embodiments can be devised which do not depart from the
scope of the invention as disclosed herein. Accordingly, the scope of the

invention should be limited only by the attached claims.
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CLAIMS
What 1s claimed is:
1. A method, comprising:
obtaining, from a management application, a login history comprising a phlurality
of timestamps and a plurality of internet protocol (IP) addresses
corresponding o a phlurality of fogins by a user;
obtaining a plurality of coordinates for the plurality of IP addresses;
determining a plurality of clusters for the plurality of coordinates based on
distances between the plurality of coordinates; and
determining a plurality of primary locations for the user based on the plurality of

clusters and the plurality of timestamps.

2. The method of claim 1, wherein the plurality of clusters comprises:
a first cluster comprising a first subset of the plurality of coordinates
corresponding o a first subset of the plurality of ttmestamps; and
a second cluster comprising a second subset of the plurality of coordinates

corresponding to a second subset of the plurality of timestamps.

3. The method of claim 2, wherein determining the plurality of primary locations
comprises:
comparing the first subset of the plurality of timestamps with a non-work hours
range;
comparing the second subset of the plarality of timestamps with the non-work
hours range; and
selecting the first cluster for a home location in response to the first subset of the
plurality of timestamps having more overlap with the non-work hours

range than the second subset of the plurality of timestamps.
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4. The method of claim 3, wherein determining the plurality of primary locations
comprises:

comparing a cardinality of the second cluster with a cardinality of a third cluster
of the phurality of clusters

wherein the third cluster comprises a third subset of the plurality of coordinates
corresponding to a third subset of the plurality of timestaraps;

discarding the third cluster in response the cardinality of the second cluster
exceeding the cardinality of the third cluster; and

selecting the second cluster for a work location,

wherein the first subset of the plurality of timestamps has more overlap with the

non-work hours range than the third subset of the plurality of timestamps.

5. The method of claim 2, wherein determining the plurality of primary locations
comprises:
comparing a cardinality of the first cluster with a cardinality of the second
chuster; and
selecting the first cluster for a home location in response to the cardinality of the

first cluster exceeding the cardinality of the second cluster.

6. The method of claim 1, further comprising:

obtaining, from the management application, a plurality of categorized financial
transaction records involving the user;

selecting a subset of the categorized financial transaction records corresponding
to categories associated with physical presence of the user;

wdentifying a test location by parsing descriptions in the subset of the categorized
financial transaction records; and

verifying at least one of the plurality of primary locations based on the test

{ocation.
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7. The method of claim 1, further comprising:
obtaining, from the management application, a user profile specifying an address
associated with the user; and

verifying at least one of the plurality of primary locations based on the address.

8. The method of claim 1, wherein deterroining the phurality of clusters comprises

applying the plurality of coordinates to a density based clustering algorithm.

9. The method of claim 1, further comprising:
obtaining a merchant location associated with a financial transaction involving
the user;
determining a distance between the merchant location and at least one of the
primary locations; and
issuing, based on the distance, a potential fraud alert to a financial justitution

associated with the user and the financial ransaction.

10. A system, comprising:
a computer processor;
a memory coupled to the computer processor; and
a plurality of instructions stored in the memory that, when executed by the
computer processor, cause the computer processor to:
obtain, from a management application, a login history comprising a
plurality of timestamps and a plurality of internet protocol (IP)
addresses corresponding to a plurality of logins by a user;
obtain a plurality of coordinates for the plurality of 1P addresses;
determine a plurality of clusters for the plurality of coordinates based on
distances between the plurality of coordinates,
wherein the plurality of coordinates comprises:
a first cluster comprising a first subset of the plurality of
coordinates corresponding to a first subset of the plurality

of imestamps; and
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a second cluster comprising a sccond subset of the plurality of
coordinates corresponding to a second subset of the
plurality of tmestamps; and

determine a plurality of primary locations for the user based on the

phurality of clusters and the plurality of timestarps.

11.The system of claim 10, wherein the instructions causing the computer processor (o
determine the plurality of primary locations further cause the computer processor to:
compare the first subset of the plurality of timmestamps with a non-work hours
range;

compare the second subset of the phurality of timestarups with the non-work

hours range; and
select the first cluster for a home location in response to the first subset of the
plurality of timestamps having more overlap with the non-work hours

range than the second subset of the plurality of timestamps.

12. The system of claim 11, wherein the instructions causing the computer processor (o
determine the plurality of primary locations further cause the computer processor to:
compare a cardinality of the second cluster with a cardinality of a third cluster of
the plurality of clusters,
wherein the third cluster comprises a third subset of the plurality of coordinates
corresponding o a third subset of the plurality of timestamps;
discard the third cluster in rvesponse the cardinality of the second cluste
exceeding the cardinality of the third cluster; and
select the second cluster for a work location,
wherein the first subset of the plurality of timestamps has more overlap with the

non-work hour range than the third subset of the plurality of timestamps.

13. The system of claim 10, wherein the instructions causing the computer processor (o

determine the plurality of primary locations further cause the computer processor to:
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compare a cardinality of the first cluster with a cardinality of the second cluster;
and
select the first cluster for the home location 1n respounse to the cardinality of the

first cluster exceeding the cardinality of the second cluster.

14.The system of claim 10, wherein the instructions further cause the computer
pProcessor to:

obtain, from the management application, a plurality of categorized financial
transaction records involving the user;

select a subset of the categorized financial transaction records corresponding to
categories associated with physical presence of the user;

identify a test location by parsing descriptions in the subset of the categorized
financial transaction records; and

verify at least one of the plurality of primary locations based on the test location.

15.The system of claim 10, wherein the instructions further cause the computer
processor (o
obtain a merchant location associated with a financial transaction involving the
user;
determine a distance between the merchant location and at least one of the
plurality of primary locations; and
issue, based on the distance, a potential fraud alert to a financial institution

associated with the user and the financial fransaction.

16. A nou-transitory compuier readable mediom (CRM) storing instructions that when
executed by a computer processor, cause the computer processor to:
obtain, from a management application, a login history comprising a plurality of
timestaraps  and a plerality of imternet protocol (IP) addresses
corresponding to a phurality of logins by a user;

obtain a plurality of coordinates for the plurality of IP addresses;
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determine a plurality of clusters for the plurality of coordinates based on
distances between the plurality of coordinates,
wherein the plurality of coordinates comprises:
a first cluster comprising a first subset of the plurality of coordinates
corresponding to a first subset of the plurality of timestamps; and
a second cluster cornprising a second subset of the plurality of coordinates
corresponding o a second subset of the plurality of timestamps;
and
determine a plurality of primary locations for the user based on the plurality of

clusters and the plurality of timestamps.

17.The non-transitory CRM of claim 16, wherein the instructions causing the computer
processor to determine the plurality of primary locations further cause the computer
processor {o:
compare the first subset of the plurality of timestamps with a non-work hours
range;
compare the second subset of the phurality of timestarups with the non-work
hours range; and
select the first cluster for a home location in response to the first subset of the
plurality of timnestamps having more overlap with the non-work hours

range than the second subset of the plurality of timestamps.

18. The non-transitory CRM of claim 16, wherein the instractions causing the computer
processor to determine the plurality of primary locations further cause the computer
processor to:

compare a cardinality of the first cluster with a cardinality of the second cluster;
and
select the first cluster for the home location in response to the cardinality of the

first cluster exceeding the cardinality of the second cluster.
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19. The non-transitory CRM of claim 16, wherein the instructions further cause the
computer processor to:

obtain, from the management application, a plurality of categorized financial
transaction records involving the user;

select a subset of the categorized financial transaction records corresponding to
categories associated with physical presence of the user;

identify a test location by parsing descriptions in the subset of the categorized
financial transaction records; and

verify at least one of the plurality of primary locations based on the test location.

20. The non-transitory CRM of claim 16, wherein the instructions further cause the
compuier processor (o:
obtain a merchant location associated with a financial transaction involving the
user;
determine a distance between the merchant location and at least one of the
plurality of primary locations; and
issue, based on the distance, a potential fraud alert to a financial jnstitution

associated with the user and the financial ransaction.
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