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Methods and systems for penetration testing of a networked 
system by a penetration testing system that is user - interface 
controlled , so that a penetration testing campaign is 
executed according to manually and explicitly - selected 
capabilities of an attacker of the campaign . The testing 
includes receiving manually - entered inputs explicitly select 
ing one or more capabilities of the attacker of the penetration 
testing campaign , executing the penetration testing accord 
ing to the selected capabilities of the attacker , and reporting 
at least one security vulnerability determined to exist in the 
networked system . 
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under the assumption that every node 
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at the time of beginning the penetration testing campaign 

Reporting S559 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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executing 5809 the penetration testing campaign by the penetration 
testing system so as to test the networked system , the penetration testing 
campaign being executed under the assumption that the automatically 
selected one or more network nodes of the networked system are already 
compromised at the time of beginning the penetration testing campaign 

Reporting $ 813 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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executing S809 the penetration testing campaign by the penetration 
testing system so as to test the networked system , the penetration testing 
campaign being executed under the assumption that the automatically 
selected one or more network nodes of the networked system are already 
compromised at the time of beginning the penetration testing campaign 

Reporting S813 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Receiving S301 , by the penetration testing system 
and via the user interface of the computing device , 

one or more manually - entered inputs , 
the one or more manually - entered inputs 

explicitly selecting one or more 
capabilities of the attacker of the penetration testing campaign 

Executing $ 305 the penetration testing campaign , 
by the penetration testing system 
and according to the manually and 

explicitly - provided selection 
of the one or more capabilities of the attacker , 

so as to test the networked system 

Reporting S309 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 
least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Receiving $ 1351 , by the penetration testing system 
and via the user interface of the computing device , 

one or more manually - entered inputs , 
the one or more manually - entered inputs 

explicitly selecting a level of sensitivity to detection 
of the attacker of the penetration testing campaign 

Executing $ 1355 the penetration testing campaign , 
by the penetration testing system 
and according to the manually and 

explicitly - provided selection 
of the level of sensitivity to detection of the attacker , 

so as to test the networked system 

Reporting $ 1359 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Receiving $ 351 , by the penetration testing system 
and via the user interface of the computing device , 

one or more manually - entered inputs , 
the one or more manually - entered inputs 

explicitly selecting one or more 
Traits of the attacker of the penetration testing campaign 

Executing S355 the penetration testing campaign , 
by the penetration testing system 
and according to the manually and 

explicitly - provided selection 
of the one or more traits of the attacker , 

so as to test the networked system 

Reporting S359 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Receiving $ 601 , by the penetration testing system 
and via the user interface of the computing device , 

one or more manually - entered inputs , 
the one or more manually - entered inputs 

explicitly selecting lateral - movement 
strategy of the attacker of the penetration testing campaign 

Executing $ 605 the penetration testing campaign , 
by the penetration testing system 
and according to the manually and 

explicitly - provided selection 
of the lateral movement strategy of the attacker , 

so as to test the networked system 

Reporting S609 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Determining S901 , by the penetration testing system , at least one of ( i ) a 
type of the attacker of the penetration testing campaign and ( ii ) one or 

more goals of the attacker of the penetration testing campaign 

Based on a result of the determining , automatically selecting 
S905 by the penetration testing system a lateral movement 
strategy of the attacker of the penetration testing campaign 

Executing 5909 the penetration testing campaign , by the 
penetration testing system and according to 

i . the at least one of ( A ) the type of the attacker of the 
penetration testing campaign and ( B ) the one or more goals 
of the attacker , and 
ii . the automatically selected lateral movement strategy , 

so as to test the networked system 

. 

www 

Reporting S913 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Receiving $ 401 , by the penetration testing system 
and via the user interface of the computing device , 

one or more manually - entered inputs , 
the one or more manually - entered inputs 

explicitly selecting one or more 
goals of the attacker of the penetration testing campaign 

. . . . 

Executing S405 the penetration testing campaign , 
by the penetration testing system 
and according to the manually and 

explicitly - provided selection 
of the one or more goals of the attacker , 

so as to test the networked system 

Reporting $ 409 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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Determining 5851 , by the penetration testing system , a type 
of the attacker of the penetration testing campaign 

Automatically selecting 5855 , by the penetration 
testing system and according to the type of the attacker of 
the penetration testing campaign , one or more goals of the 

attacker 

Executing S859 the penetration testing campaign , by the 
penetration testing system and according to 

i . the type of the attacker of the penetration testing 
campaign , and 
ii . the automatically selected one or more goals , 

so as to test the networked system ; 

www . w ww wini . . . . . . . . . . . . . . . vorom 

Reporting S863 , by the penetration testing system , at least one security 
vulnerability determined to exist in the networked system by the executing 
of the penetration testing campaign , wherein the reporting comprises at 

least one of ( i ) causing a display device to display a report describing the at 
least one security vulnerability , and ( ii ) electronically transmitting a report 

describing the at least one security vulnerability . 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , a first 
value for a first information item of a campaign of the 
penetration testing system 

subsequent to the manually selecting the first value , manually 
selecting , by the user of the penetration testing system and 
using the user interface of the computing device , a second value 
for a second information item of the campaign of the 
penetration testing system , the manual selection of the second 
value being independent of the manual selection of the first 
value 

U 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed using the first value for the 
first information item and the second value for the second 
information item 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , a 
capability of an attacker of a campaign of the penetration testing 
system 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed using the manually selected 
capability of the attacker 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , a trait of 
an attacker of a campaign of the penetration testing system 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed using the manually selected 
trait of the attacker 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , one or 
more network nodes of the networked system that are assumed 
to be already compromised at the beginning of the campaign of 
the penetration testing system 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed assuming the one or more 
network nodes are already compromised at the beginning of the 
campaign 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , a goal of 
an attacker of a campaign of the penetration testing system 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed using the manually selected 
goal of the attacker 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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manually selecting , by a user of the penetration testing system 
and using the user interface of the computing device , a lateral 
movement strategy of an attacker of the campaign of the 
penetration testing system 

executing , by the penetration testing system , the campaign of 
the penetration testing system for testing the networked system , 
wherein the campaign is executed using the manually selected 
lateral movement strategy of the attacker 

reporting at least one security vulnerability determined by the 
campaign to exist in the networked system , to the computing 
device or to another computing device 
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Obtaining 5201 , by each given RASM - hosting network node of one i Steps 
or more RASM - hosting network nodes , respective internal data of S201 
the given RASM - hosting network node , the obtaining comprising and / or 
executing computer code of the RASM by one or more processors S205 
of the given RASM - hosting network node , the respective internal are 
data including data about at least one of : ; performed 

A . an internal event of the given RASM - hosting 
network node , response 
B . an internal condition of the given RASM - hosting 

data network node , and i requesting C . an internal fact of the given RASM - hosting 
network node command ( s ) 

received 

to 

- Performed by - 

- 

- 

?? 1 - 
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- 

Enforce 

RASM Transmit $ 205 to the remote computing device , by each given i hosting 
RASM - hosting network node of the one or more RASM - hosting nodes 
network nodes , the obtained respective internal data of the : from 

given RASM - hosting network node , the transmitting remote 
comprising executing computer code of the RASM by the one i computing 
or more processors of the given RASM - hosting network node ) i device 

- - 
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- First - - 

- 

- 
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- and - 
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- - 

Second – 
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– Rules – 
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– 

– 

– 

Analyze $ 209 by the remote computing device , the internal data 
transmitted by at least one RASM - hosting network node of the one or 
more RASM - hosting network nodes , so as to determine the method for 

the attacker to compromise the networked system , the analyzing 
comprising executing computer code of the penetration testing software 
module by one or more processors of the remote computing device 

– 

– 

– 

– 

– 

– 

– 

– 

– 

– 

– 

– 
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Reporting $ 213 , by the penetration testing system , 
the method for the attacker to compromise the networked system , 

the reporting comprising executing computer code of the 
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one or more processors of the remote computing device 
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- Install S2101 RASM on at least some of 
the network nodes 

Steps 
S201 

And / or 
S205 
are 

performed 
in 

• Response 

Obtaining $ 201 , by each given RASM - hosting network node of one 
or more RASM - hosting network nodes , respective internal data of 
the given RASM - hosting network node , the obtaining comprising 
executing computer code of the RASM by one or more processors 
of the given RASM - hosting network node , the respective internal 
data including data about at least one of : 

A . an internal event of the given RASM - hosting 
network node , 
B . an internal condition of the given RASM - hosting 
network node , and 
C . an internal fact of the given RASM - hosting 
network node 

To 
data 

Requesting 
e . . . 

icommand ( s ) Performed i received 
TO 

Enforce ! 

by 
RASM 
hosting 
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from 
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computing 
device 

Transmit S205 to the remote computing device , by each given 
RASM - hosting network node of the one or more RASM - hosting 
network nodes , the obtained respective internal data of the 

given RASM - hosting network node , the transmitting 
comprising executing computer code of the RASM by the one 
or more processors of the given RASM - hosting network node 

First 

and / or 

Second 

Rules Analyze $ 209 by the remote computing device , the internal data 
transmitted by at least one RASM - hosting network node of the one or 
more RASM - hosting network nodes , so as to determine the method for 

the attacker to compromise the networked system , the analyzing 
comprising executing computer code of the penetration testing software 
module by one or more processors of the remote computing device 

Reporting S213 , by the penetration testing system , 
the method for the attacker to compromise the networked system , 

the reporting comprising executing computer code of the 
penetration testing software module by the 

one or more processors of the remote computing device 
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providing a reconnaissance agent software module for installing 
on multiple network nodes of the plurality of network nodes , 
wherein the reconnaissance agent software module is operable , 
when installed on a network node , to do at least : ( i ) receive 
instructions from a remote computing device , ( ii ) transmit data 
to a remote computing device , ( iii ) collect data about at least 
one of : ( A ) internal events occurring in the network node , ( B ) 
internal conditions existing in the network node , ( C ) internal 
facts about the network node 

providing a remote computing device penetration testing 
software module for installing on a remote computing device , 
the remote computing device being operable to communicate 
with at least one of the multiple network nodes on which the 
reconnaissance agent software module is installed 

sending at least one command from the remote computing 
device to a group of one or more of the multiple network nodes 
on which the reconnaissance agent software module is installed , 
the at least one command instructing the reconnaissance age 

software module installed on each member of the group to 
provide data about at least one of : ( i ) an internal event occurring 
in the each member of the group , ( ii ) an internal condition 
existing in the each member of the group , and ( iii ) an internal 
fact about the each member of the group , wherein the at least 
one command originates in the remote computing device 
penetration testing software module 
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for each network node in the group of one or more network 
nodes : 

executing code of the reconnaissance agent software 
module by a processor of the each network node , the code 
collecting data about at least one of : ( A ) an internal event 
occurring in the each network node , ( B ) an internal 
condition existing in the each network node , and ( C ) an 
internal fact about the each network node , wherein the 
executing code of the reconnaissance agent software 
module is done without compromising the networked 
system 

sending at least one message from the each network node 
to the remote computing device , the at least one message 
containing the data collected by the each network node , 
wherein the at least one message originates in the 
reconnaissance agent software module installed on the 
each network node , wherein the at least one message is 
sent in response to the sending at least one command 

FIG . 39B 



Patent Application Publication Aug . 8 , 2019 Sheet 59 of 102 US 2019 / 0245883 A1 

receiving messages by the remote computing device penetration 
testing software module , the messages being all of the at least 

| one message sent by all the network nodes in the group 

determining , by the remote computing device penetration 
testing software module and based on at least one of the 
received messages , at least one security vulnerability of the 
networked system , wherein the determining of the at least one 
security vulnerability comprises determining a method for an 
attacker to compromise the networked system ( i ) without 
compromising the networked system during the determining of 
the method to compromise , and ( ii ) without executing code by a 
processor of a network node of the group other than for the 
collecting data by the reconnaissance agent software module 

receiving messages by the remote computing device penetration 
testing software module , the messages being all of the at least 
one message sent by all the network nodes in the group 
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providing a reconnaissance agent software module for installing on 
multiple network nodes of the plurality of network nodes , wherein 
the reconnaissance agent software module is operable , when 
installed on a network node , to do at least : ( i ) receive instructions 
from a remote computing device , ( ii ) transmit data to a remote 
computing device , ( iii ) collect data about at least one of : ( A ) internal 
events occurring in the network node , ( B ) internal conditions 
existing in the network node , ( C ) internal facts about the network 
node 

providing a remote computing device penetration testing software 
module for installing on a remote computing device , the remote 
computing device being operable to communicate with at least one 
of the multiple network nodes on which the reconnaissance agent 
software module is installed 

sending at least one command from the remote computing device 
to a group of one or more of the multiple network nodes on which 
the reconnaissance agent software module is installed , the at least 
one command instructing the reconnaissance agent software 
module installed on each member of the group to provide data 
about at least one of : ( i ) an internal event occurring in the each 
member of the group , ( ii ) an internal condition existing in the each 
member of the group , and ( iii ) an internal fact about the each 
member of the group , wherein the at least one command originates 
in the remote computing device penetration testing software 
module , wherein the sending at least one command is done when 
the reconnaissance agent software module is already installed on 
each network node in the group of one or more network nodes 
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for each network node in the group of one or more 
network nodes : 

executing code of the reconnaissance agent 
software module by a processor of the each 
network node , the code collecting data about at 
least one of : ( A ) an internal event occurring in the 
each network node , ( B ) an internal condition 
existing in the each network node , and ( C ) an 
internal fact about the each network node 

sending at least one message from the each 
network node to the remote computing device , the 
at least one message containing the data collected 
by the each network node , wherein the at least one 
message originates in the reconnaissance agent 
software module installed on the each network 
node , wherein the at least one message is sent in 
response to the sending at least one command 
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receiving messages by the remote computing device penetration 
testing software module , the messages being all of the at least 
one message sent by all the network nodes in the group 

determining , by the remote computing device penetration 
testing software module and based on at least one of the 
received messages , at least one security vulnerability of the 
networked system , wherein the determining of the at least one 
security vulnerability comprises determining a method for an 
attacker to compromise the networked system 

reporting the at least one security vulnerability , the reporting 
comprising at least one of : ( i ) displaying information about the at 
least one security vulnerability to a user of the remote 
computing device ; and ( ii ) transmitting the information about 
the at least one security vulnerability from the remote 
computing device to another computing device 

FIG . 40C 
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Install S4101 RASM on at least some of 
the network nodes 

Subsequently , subject S4151 the 
networked system 

to a penetration - test 
using the pre - installed RASM ( s ) 

FIG . 47 
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Performed as an implementation of step S4151 
- - - - - - - - - - - - - - - - - - - - - - 

" 

" 

" 

" 

At each RASM - hosting 
node of the penetration 
tested networked system 

" 

" 

" 

" 

At the remote computing device 
Select S4301 a target network node of the 
networked system on which the RASM is 

installed ITIAEITIIIII " 
Based on the target network node , select 
S4305 a potential vulnerability that may 
compromise the target network node 

T 

Obtain S4201 , by each 
given RASM - hosting 
network node of one 

or more RASM 
hosting network 
nodes , respective 
internal data of the 
given RASM - hosting 
network node , the 

obtaining comprising 
executing computer 
code of the RASM by 

one or more 
processors of the 

given RASM - hosting 
network node 

TIIIIIII " ii " " " " " " 

Optionally , step 
Receive S4309 at the remote $ 4309 is performed 

computing device and from the the | | subsequent to the 
RASM installed on the target selecting of the 

network node , internal data of Potential the target network node vulnerability 

iiiiiiiiii " 12 " + + 

Validate S4313 that the target network node 
could be successfully compromised using the 

selected potential vulnerability , the 
validating being carried out in a manner 

which does not expose the target network 
node to a risk of being compromised and 

which is based on the received internal data 
of the target network node 

www . www . wwwwwwwwwwwww w w 
i 

Based on the potential vulnerability , 
determine S4317 a method for an attacker to 

compromise the target network node 
i 

T 

Transmit S4205 to 
the remote 

computing device , 
by each given RASM 

hosting network 
node of the one or 
more RASM - hosting 
network nodes , the 
obtained respective 
internal data of the 
given RASM - hosting 
network node , the 

transmitting 
comprising 

executing computer 
code of the RASM by 

the one or more 
processors of the 

given RASM - hosting 
network node 

Tiimiiiiiiu * * * * * * * Based on the method for an attacker to 
compromise the target network node , 

determine 54321 a security vulnerability of 
the networked system 

Report S4325 the security 
Vulnerability of the networked system " " 
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Selecting , by the remote computing device penetration testing 
software module , a target network node of the multiple network 
nodes to be the next network node for which the penetration 
test should check whether it can be compromised . 

Selecting , by the remote computing device penetration testing 
software module , a potential vulnerability that may compromise 
the target network node . 

Validating , by the remote computing device penetration testing 
software module , that the potential vulnerability can be used for 
successfully compromising the target network node , the 
validating achieved without compromising the target network 
node , the validating comprising : 
1 . receiving data from the reconnaissance agent software 
module installed on the target network node , the received data 
including internal data of the target network node ; 
2 . based on the internal data of the target network node , 
evaluating whether the target network node could be 
successfully compromised using the potential vulnerability . 
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If the validating determines that the potential vulnerability 
can be used to successfully compromise the target network 
node , determining , by the remote computing device 
penetration testing software module , a security 
vulnerability of the networked system . 

Reporting the security vulnerability of the networked 
system , the reporting comprising at least one of : ( i ) 
displaying information about the security vulnerability of 
the networked system to a user of the remote computing 
device ; and ( ii ) transmitting the information about the 
security vulnerability of the networked system to another 
computing device . 
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First embodiment - performed as an implementation of step S5151 

Commence S5101 the single penetration testing campaign 

Determine S5103 a first target network node of the 
networked system to be the next network node to attempt to 
compromise during the single penetration testing campaign 

$ 5151 Perform 
penetration testing 
of a networked 

system using both 
active and passive 
validation methods 

during a single 
penetration testing 

campaign 

LOC 
. 

. 

. . Determine S5105 a first vulnerability of network nodes to be 
used for compromising the first target network node . . 

. . 

Select S5107 a first validation method for validating the first 
vulnerability for the first target network node , a type of the 
first validation method being selected from the type group 

consisting of active validation and passive validation 
Steps $ 5101 

through S5119 are 
performed in the 
single penetration 
campaign by a 

single penetration 
testing system 

Validate S5109 the first vulnerability for the first target 
network node using the first validation method 

. Determine S5111 a second target network node of the 
networked system to be the next network node to attempt to 
compromise during the single penetration testing campaign . 

. 

Determine $ 5113 a second vulnerability of network nodes to 
be used for compromising the second target network node 

. 

. . . 

. 

. . . . 

. 

. 

. . . 

Select S5115 a second validation method for validating the 
second vulnerability for the second target network node , a 

type of the second validation method being selected from the 
type group consisting of active validation and passive validation 
and being different from the type of the first validation method 

. 

. 

. 

. 

. 

Validate S5117 the second vulnerability for the second 
target network node using the second validation method 

. 

End S5119 the single 
penetration testing campaign 

FIG . 54 

Report S5121 the security 
vulnerability of the 
networked system 
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Second Embodiment - performed as an implementation of step S5151 

Commence S5201 the single penetration testing campaign 

Determine S5203 a first target network node of the networked 
system to be the next network node to attempt to compromise 

S5151 Perform 
penetration testing 
of a networked 

system using both 
active and passive 
validation methods 

during a single 
penetration testing 

campaign 

www Determine S5205 a first vulnerability of network nodes to 
be used for compromising the first target network node 

Determine S5207 a first damage to the first target network 
node that can be caused by validating the first vulnerability 
for the first target network node by using active validation 

Steps S5201 
through S5223 are 
performed in the 
single penetration 
campaign by a 

single penetration 
testing system 

Select S5209 a first validation method for validating the first 
vulnerability for the first target network node , a type of the first 
validation method being selected from the type group consisting 
of active validation and passive validation , and associated with 

the first damage 

???? ? " ???????????????????????????????? ? ???????????? ? ??????????????????????? ??????????????? 
Validate S5211 the first vulnerability for the first target network 

node using the first validation method 

Determine S5213 a second ) 
target network node of the 
networked system to be 
the next network node to 
attempt to compromise 

Determine S5215 a second 
vulnerability of network nodes 

to be used for compromising the 
second target network node 

Determine S5217 a second damage to the second target network 
node that can be caused by validating the second vulnerability 
for the second target network node by using active validation 

Determine S5219 a second validation method for validating the 
second vulnerability for the second target network node , a type 
of the second validation method being : selected from the type 

group consisting of active validation and passive validation , 
associated with the second damage , and different from the type 

of the first validation method 
# T 

Validate S5221 the second 
vulnerability for the second 

target network node using the 
second validation method 

End S5223 the 
single penetration 
testing campaign 

Report S5225 the 
security 

vulnerability of the 
networked system 

FIG . 57 
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Third embodiment - 
performed as an implementation of step S5153 

$ 5153 Subject a single 
networked system to first 
and second penetration 
testing campaigns such 
that ( i ) both penetration 
testing campaigns are 
performed by a single 
penetration testing 
system ; ( ii ) the first 
penetration testing 

campaign employs only 
active validation for 

validating vulnerabilities 
of network nodes of the 
single networked system ; 

and ( iii ) the second 
penetration testing 

campaign employs only 
passive validation for 

validating vulnerabilities 
of network nodes of the 
single networked system 

Execute S5301 the first penetration 
testing campaign by the single 

penetration testing system , the 
executing of the first penetration 
testing campaign comprising 

performing one or more validation 
operations for validating 

vulnerabilities for network nodes of 
the single networked system , wherein 
the methods of validation used for all 
validation operations included in the 
first penetration testing campaign are 

active validation methods 

Execute $ 5303 the second 
penetration testing campaign by the 
single penetration testing system , the 
executing of the second penetration 

testing campaign comprising 
performing one or more validation 

operations for validating 
vulnerabilities for network nodes of 

the single networked system , wherein 
the methods of validation used for all 
validation operations included in the 
second penetration testing campaign 

are passive validation methods 

" 

" 

" 

" 

" 

' 

' 

' 

' 

' 

' 

' 

? 

” 

' 

? 

Steps $ 5301 and 
$ 5303 are 

performed by a 
single 

penetration 
testing system 

' 

' 

' 

' 

Report S5305 the security 
vulnerability of the networked 

system 
' 

' 

' 

' 

' 

? 
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starting the executing of the penetration testing campaign 
by the penetration testing system 

determining , by the penetration testing system , a first 
network node of the networked system to be the next 
network node to attempt to compromise in the penetration 
testing campaign 

determining , by the penetration testing system , a first 
vulnerability of network nodes to be used for compromising 
the first network node 

selecting , by the penetration testing system , a first 
validation method for validating the first vulnerability for 
the first network node , the first validation method being 
selected from a group comprising active validation and 
passive validation 

FIG . 61A 
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validating the first vulnerability for the first network node 
using the first validation method 

determining , by the penetration testing system , a second 
network node of the networked system to be the next 
network node to attempt to compromise in the penetration 
testing campaign 

determining , by the penetration testing system , a second 
vulnerability of network nodes to be used for compromising 
the second network node 

selecting , by the penetration testing system , a second 
validation method for validating the second vulnerability for 
the second network node , the second validation method 
being selected from the group comprising active validation 
and passive validation , wherein the second validation 
method is different from the first validation method 

FIG . 61B 
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validating the second vulnerability for the second network 
node using the second validation method 

reporting , by the penetration testing system , at least one 
security vulnerability of the networked system determined 
to exist based on results of the executing of the penetration 
testing campaign , wherein the reporting comprises at least 
one of ( i ) causing a display device to display a report 
containing information about the at least one security 
vulnerability of the networked system , ( ii ) storing the report 
containing information about the at least one security 
vulnerability of the networked system in a file and ( iii ) 
electronically transmitting the report containing 
information about the at least one security vulnerability of 
the networked system 

. . . . . . . . . 
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starting the executing of the penetration testing campaign 
by the penetration testing system 

determining , by the penetration testing system , a first 
network node of the networked system to be the next 
network node to attempt to compromise in the penetration 
testing campaign 

determining , by the penetration testing system , a first 
vulnerability of network nodes to be used for compromising 
the first network node 

www 

FIG . 62A 
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selecting , by the penetration testing system , a first 
validation method for validating the first vulnerability for 
the first network node , the first validation method being 
selected from a group comprising active validation and 
passive validation , wherein the selecting of the first 
validation method comprises : 

determining a first damage to the first network node 
that can be caused by validating the first vulnerability 
for the first network node by using active validation ; 
and 
selecting the first validation method to be a validation 
method that is associated with the first damage 

validating the first vulnerability for the first network node 
using the first validation method 

. . . . . 

determining , by the penetration testing system , a second 
network node of the networked system to be the next 
network node to attempt to compromise in the penetration 
testing campaign 
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determining , by the penetration testing system , a 
second vulnerability of network nodes to be used for 
compromising the second network node 

selecting , by the penetration testing system , a second 
validation method for validating the second 
vulnerability for the second network node , the second 
validation method being selected from the group 
comprising active validation and passive validation , 
wherein the second validation method is different 
from the first validation method , wherein the selecting 
of the second validation method comprises : 

determining a second damage to the second 
network node that can be caused by validating 
the second vulnerability for the second network 
node by using active validation ; and 
selecting the second validation method to be a 
validation method that is associated with the 
second damage 

( C 
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validating the second vulnerability for the second network 
node using the second validation method 

reporting , by the penetration testing system , at least one 
security vulnerability of the networked system determined 
to exist based on results of the executing of the penetration 
testing campaign , wherein the reporting comprises at least 
one of ( i ) causing a display device to display a report 
containing information about the at least one security 
vulnerability of the networked system , ( ii ) storing the report 
containing information about the at least one security 
vulnerability of the networked system in a file and ( iii ) 
electronically transmitting the report containing 
information about the at least one security vulnerability of 
the networked system 
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starting the executing of the first penetration testing 
campaign by the penetration testing system 

determining , by the penetration testing system , a first 
network node of the networked system to be the next 
network node to attempt to compromise in the first 
penetration testing campaign 

determining , by the penetration testing system , a first 
vulnerability of network nodes to be used for compromising 
the first network node 

selecting , by the penetration testing system , a first 
validation method for validating the first vulnerability for 
the first network node , the first validation method being 
selected from a group comprising active validation and 
passive validation 

FIG . 63A 
































































































































































































