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57 ABSTRACT

Methods and systems for penetration testing of a networked
system by a penetration testing system that is user-interface
controlled, so that a penetration testing campaign is
executed according to manually and explicitly-selected
capabilities of an attacker of the campaign. The testing
includes receiving manually-entered inputs explicitly select-
ing one or more capabilities of the attacker of the penetration
testing campaign, executing the penetration testing accord-
ing to the selected capabilities of the attacker, and reporting
at least one security vulnerability determined to exist in the
networked system.
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Receiving S501, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting one or more network nodes, wherein at least one of the
\ Selected network nodes is other than the computing device

/

y

/ In accordance with the manual and explicit selecting \
of the network nodes executing $505 the penetration testing campaign
by the penetration testing system so as to test the networked system,
the penetration testing campaign being executed under the assumption
that the manually and explicitly selected one or more network nodes
of the networked system are already compromised
\ at the time of beginning the penetration testing campaign /

Reporting S509, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
\ describing the at least one security vulnerability. /
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/Receiving $551, by the penetration testing system and via the user interfacA

of the computing device, one or more manually-entered inputs,

the one or more manually-entered inputs
explicitly selecting a node-selection condition,

the manually and explicitly selected node-selection condition

defining a proper subset of network nodes of the networked system
such that any network node of the networked system is

@ember of the subset of network nodes if and only if it satisfies the conditiy

/ In accordance with the manual and explicit selecting of the \
node-selection condition,
Executing S555 the penetration testing campaign
by the penetration testing system
so as to test the networked system,
the penetration testing campaign being executed
under the assumption that every node
of the subset of network nodes is already compromised
at the time of beginning the penetration testing campaign

/

4 )

Reporting S559, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing

of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
\ describing the at least one security vulnerability. j
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Determining S811, by the penetration testing system, whether one
or more network nodes of the networked system satisfy a pre-
defined Boolean condition;

Based on a result of the determining , automatically selecting S805, by

the penetration testing system, the one or more network nodes of the

networked system, wherein at least one of the automatically selected
network nodes is other than the computing device

A

\

In accordance with the automatically selecting of the network nodes,
executing S809 the penetration testing campaign by the penetration
testing system so as to test the networked system, the penetration testing
campaign being executed under the assumption that the automatically
selected one or more network nodes of the networked system are already
compromised at the time of beginning the penetration testing campaign

Reporting S813, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Determining $821, by the penetration testing system a type of an
attacker of the penetration testing campaign

Based on a result of the determining , automatically selecting S805, by

the penetration testing system, the one or more network nodes of the

networked system, wherein at least one of the automatically selected
network nodes is other than the computing device

y

4 )

In accordance with the automatically selecting of the network nodes,
executing S809 the penetration testing campaign by the penetration
testing system so as to test the networked system, the penetration testing
campaign being executed under the assumption that the automatically
selected one or more network nodes of the networked system are already
compromised at the time of beginning the penetration testing campaign

o

/ Reporting S813, by the penetration testing system, at least one security\
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Determining S801, by the penetration testing system, at least one
of (i) a type of an attacker of the penetration testing campaign,
and (ii) whether one or more network nodes of the networked

system satisfy a pre-defined Boolean condition;

Based on a result of the determining , automatically selecting S805, by

the penetration testing system, the one or more network nodes of the

networked system, wherein at least one of the automatically selected
network nodes is other than the computing device

\

In accordance with the automatically selecting of the network nodes,
executing $809 the penetration testing campaign by the penetration
testing system so as to test the networked system, the penetration testing
campaign being executed under the assumption that the automatically
selected one or more network nodes of the networked system are already
compromised at the time of beginning the penetration testing campaign

/ Reporting $813, by the penetration testing system, at least one security\
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Receiving S301, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting one or more
capabilities of the attacker of the penetration testing campaign

/

h 4

- N

Executing S305 the penetration testing campaign,
by the penetration testing system
and according to the manually and
explicitly-provided selection
of the one or more capabilities of the attacker,
so as to test the networked system

o _/

\

Reporting $309, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of {i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Receiving $1351, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting a level of sensitivity to detection
of the attacker of the penetration testing campaign

o

y

e )

Executing S1355 the penetration testing campaign,
by the penetration testing system
and according to the manually and
explicitly-provided selection
of the level of sensitivity to detection of the attacker,
so as to test the networked system

Reporting $1359, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.

- J
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Receiving §351, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting one or more
\ Traits of the attacker of the penetration testing campaign

y

Executing S355 the penetration testing campaign,
by the penetration testing system
and according to the manually and
explicitly-provided selection
of the one or more traits of the attacker,
so as to test the networked system

o /

Reporting $359, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Receiving $601, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting lateral-movement
strategy of the attacker of the penetration testing campaign /

Executing S605 the penetration testing campaign,
by the penetration testing system
and according to the manually and
explicitly-provided selection
of the lateral movement strategy of the attacker,
so as to test the networked system

Reporting S609, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Determining $901, by the penetration testing system, at least one of (i) a
type of the attacker of the penetration testing campaign and (ii) one or
more goals of the attacker of the penetration testing campaign

Based on a result of the determining , automatically selecting
$905 by the penetration testing system a lateral movement
strategy of the attacker of the penetration testing campaign

y

/ Executing S909 the penetration testing campaign, by the
penetration testing system and according to
i. the at least one of (A) the type of the attacker of the
penetration testing campaign and (B) the one or more goals
of the attacker, and
ii. the automatically selected lateral movement strategy,
\ so as to test the networked system

~

_/

y

Reporting S913, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and {ii) electronically transmitting a report
\ describing the at least one security vulnerability.

/
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Receiving S401, by the penetration testing system
and via the user interface of the computing device,
one or more manually-entered inputs,
the one or more manually-entered inputs
explicitly selecting one or more
goals of the attacker of the penetration testing campaign

Executing S405 the penetration testing campaign,
by the penetration testing system
and according to the manually and
explicitly-provided selection
of the one or more goals of the attacker,
so as to test the networked system

~

Reporting $409, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.
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Determining $851, by the penetration testing system, a type
of the attacker of the penetration testing campaign

Automatically selecting S855, by the penetration
testing system and according to the type of the attacker of
the penetration testing campaign, one or more goals of the

attacker

/ Executing S859 the penetration testing campaign, by the \
penetration testing system and according to
i. the type of the attacker of the penetration testing
campaign, and
ii. the automatically selected one or more goals,
so as to test the networked system;

o _/

/ Reporting 5863, by the penetration testing system, at least one security \
vulnerability determined to exist in the networked system by the executing
of the penetration testing campaign, wherein the reporting comprises at
least one of (i} causing a display device to display a report describing the at
least one security vulnerability, and (ii} electronically transmitting a report
describing the at least one security vulnerability.

- /

FIG. 23
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, a first
value for a first information item of a campaign of the
penetration testing system

v
subsequent to the manually selecting the first value, manually
selecting, by the user of the penetration testing system and
using the user interface of the computing device, a second value
for a second information item of the campaign of the
penetration testing system, the manual selection of the second
value being independent of the manual selection of the first

value

A 4

executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed using the first value for the
first information item and the second value for the second

information item

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 26
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, a
capability of an attacker of a campaign of the penetration testing
system

A

executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed using the manually selected
capability of the attacker

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 27
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, a trait of
an attacker of a campaign of the penetration testing system

4
executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed using the manually selected
trait of the attacker

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 28
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, one or
more network nodes of the networked system that are assumed
to be already compromised at the beginning of the campaign of
the penetration testing system

v

executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed assuming the one or more
network nodes are already compromised at the beginning of the

campaign

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 29
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, a goal of
an attacker of a campaign of the penetration testing system

executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed using the manually selected
goal of the attacker

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 30
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manually selecting, by a user of the penetration testing system
and using the user interface of the computing device, a lateral
movement strategy of an attacker of the campaign of the
penetration testing system

v

executing, by the penetration testing system, the campaign of
the penetration testing system for testing the networked system,
wherein the campaign is executed using the manually selected
lateral movement strategy of the attacker

reporting at least one security vulnerability determined by the
campaign to exist in the networked system, to the computing
device or to another computing device

FIG. 31
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-

Obtaining $201, by each given RASM-hosting network node of%

Steps
or more RASM-hosting network nodes, respective internal data of sz(l)ol
the given RASM-hosting network node, the obtaining comprising and/or
executing computer code of the RASM by one or more processors $205
of the given RASM-hosting network node, the respective internal are
data including data about at least one of: Pe"fcfmed

network node, response
B. an internal condition of the given RASM-hosting dti
network node, and ata-

i
C. an internal fact of the given RASM-hosting requesting
K network node /

!

i
i
|
1
|
|
i
A. an internal event of the given RASM-hosting i in
|
|
i
i

command(s)
received
by

ransmit S205 to the remote computing device, by each given Y, f{istm;g

|
|
i
i
!
RASM-hosting network node of the one or more RASM-hosting|1 nodes
network nodes, the obtained respective internal data ofthe !  fom
|
|
i
i
|
i

e e e i

Performed

/T

To

Enforce
given RASM-hosting network node, the transmitting

comprising executing computer code of the RASM by the one

\or more processors of the given RASM-hosting network node

remote
computing
device

First

\

f——— e e e e e e — — — — — — — — — — — — — — — — — — — — — ——— -

and

y

Analyze 5209 by the remote computing device, the internal data
transmitted by at least one RASM-hosting network node of the one or
more RASM-hosting network nodes, so as to determine the method for
the attacker to compromise the networked system, the analyzing
comprising executing computer code of the penetration testing software

\module by one or more processors of the remote computing device

Reporting $213, by the penetration testing system,
the method for the attacker to compromise the networked system,
the reporting comprising executing computer code of the
penetration testing software module by the
one or more processors of the remote computing device

FIG. 36
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Install S2101 RASM on at least some of
the network nodes

g 4 I

penetration _
testing Subsequently, subject $2151 the
Performed networked system
To Enf — to a penetration-test
O ENTorce . .
First using pre-installed RASM(s)
and/or
Second \ /
Rules —
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Install $2101 RASM on at least some of
the network nodes

|
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| ﬁbtaining $201, by each given RASM-hosting network node of one \; And/or
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: the given RASM-hosting network node, the obtaining comprising l are
! executing computer code of the RASM by one or more processors | ! performed
! of the given RASM-hosting network node, the respective internal ! in
! data including data about at least one of: ! Response
! A. an internal event of the given RASM-hosting : To
! network node, ; data-
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| network node, and B
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: transmitted by at least one RASM-hosting network node of the one or
i more RASM-hosting network nodes, so as to determine the method for
| the attacker to compromise the networked system, the analyzing

: comprising executing computer code of the penetration testing software
: module by one or more processors of the remote computing device

)
:
I
I
!
I
I
I
]
I
|

v

[ Reporting $213, by the penetration testing system,

he method for the attacker to compromise the networked system,
the reporting comprising executing computer code of the
penetration testing software module by the
one or more processors of the remote computing device
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providing a reconnaissance agent software module for installing
on multiple network nodes of the plurality of network nodes,
wherein the reconnaissance agent software module is operable,
when installed on a network node, to do at least: (i) receive
instructions from a remote computing device, (ii) transmit data
to a remote computing device, (iii) collect data about at least
one of: (A) internal events occurring in the network node, (B)
internal conditions existing in the network node, (C) internal
facts about the network node

providing a remote computing device penetration testing
software module for installing on a remote computing device,
the remote computing device being operable to communicate
with at least one of the multiple network nodes on which the
reconnaissance agent software module is installed

A 4

sending at least one command from the remote computing
device to a group of one or more of the multiple network nodes
on which the reconnaissance agent software module is installed,
the at least one command instructing the reconnaissance agent
software module installed on each member of the group to
provide data about at least one of: (i) an internal event occurring
in the each member of the group, (ii) an internal condition
existing in the each member of the group, and (iii) an internal
fact about the each member of the group, wherein the at least
one command originates in the remote computing device
penetration testing software module

h 4

FIG. 39A A
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for each network node in the group of one or more network
nodes:

executing code of the reconnaissance agent software
module by a processor of the each network node, the code
collecting data about at least one of: (A) an internal event
occurring in the each network node, (B) an internal
condition existing in the each network node, and (C) an
internal fact about the each network node, wherein the
executing code of the reconnaissance agent software
module is done without compromising the networked
system

sending at least one message from the each network node
to the remote computing device, the at least one message
containing the data collected by the each network node,
wherein the at least one message originates in the
reconnaissance agent software module installed on the
each network node, wherein the at least one message is
sent in response to the sending at least one command

FIG. 39B
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receiving messages by the remote computing device penetration
testing software module, the messages being all of the at least
one message sent by all the network nodes in the group

¥
determining, by the remote computing device penetration
testing software module and based on at least one of the
received messages, at least one security vulnerability of the
networked system, wherein the determining of the at least one
security vulnerability comprises determining a method for an
attacker to compromise the networked system (i) without
compromising the networked system during the determining of
the method to compromise, and (ii) without executing code by a
processor of a network node of the group other than for the
collecting data by the reconnaissance agent software module

A 4

receiving messages by the remote computing device penetration
testing software module, the messages being all of the at least
one message sent by all the network nodes in the group

FIG. 39C
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providing a reconnaissance agent software module for installing on
multiple network nodes of the plurality of network nodes, wherein
the reconnaissance agent software module is operable, when
installed on a network node, to do at least: (i) receive instructions
from a remote computing device, (ii) transmit data to a remote
computing device, (iii) collect data about at least one of: (A) internal
events occurring in the network node, (B) internal conditions
existing in the network node, (C) internal facts about the network
node

providing a remote computing device penetration testing software
module for installing on a remote computing device, the remote
computing device being operable to communicate with at least one
of the multiple network nodes on which the reconnaissance agent
software module is installed

sending at least one command from the remote computing device
to a group of one or more of the multiple network nodes on which
the reconnaissance agent software module is installed, the at least
one command instructing the reconnaissance agent software
module installed on each member of the group to provide data
about at least one of: (i) an internal event occurring in the each
member of the group, (ii) an internal condition existing in the each
member of the group, and {iii) an internal fact about the each
member of the group, wherein the at least one command originates
in the remote computing device penetration testing software
module, wherein the sending at least one command is done when
the reconnaissance agent software module is already installed on
each network node in the group of one or more network nodes

FIG. 40A
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for each network node in the group of one or more
network nodes:

executing code of the reconnaissance agent
software module by a processor of the each
network node, the code collecting data about at
least one of: (A) an internal event occurring in the
each network node, {B) an internal condition
existing in the each network node, and (C) an
internal fact about the each network node

sending at least one message from the each
network node to the remote computing device, the
at least one message containing the data collected
by the each network node, wherein the at least one
message originates in the reconnaissance agent
software module installed on the each network
node, wherein the at least one message is sent in
response to the sending at least one command

FIG. 40B
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receiving messages by the remote computing device penetration
testing software module, the messages being all of the at least
one message sent by all the network nodes in the group

¥
determining, by the remote computing device penetration
testing software module and based on at least one of the
received messages, at least one security vulnerability of the
networked system, wherein the determining of the at least one
security vulnerability comprises determining a method for an
attacker to compromise the networked system

reporting the at least one security vulnerability, the reporting
comprising at least one of: (i) displaying information about the at
least one security vulnerability to a user of the remote
computing device; and (ii) transmitting the information about
the at least one security vulnerability from the remote
computing device to another computing device

FIG. 40C
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Install S4101 RASM on at least some of
the network nodes

4 N

Subsequently, subject $4151 the
networked system
to a penetration-test
using the pre-installed RASM(s)

- /

FIG.47



Patent Application Publication  Aug. 8,2019 Sheet 70 of 102 US 2019/0245883 A1l

Performed as an implementation of step $4151

' At each RASM-hosting :

- : At the remote computing device
node of the penetration-

tested networked system (" Select $4301 a target network node of the )
' networked system on which the RASM is
btain $4201, by eaEﬁ\ L installed )

given RASM-hosting
network node of one P J’
or more RASM- Based on the target network node, select
hosting network $4305 a potential vulnerability that may
nodes, respective q compromise the target network node y
internal data of the ¢ .

given RASM-hosting
network node, the Receive $4309 at the remote
obtaining comprising computing device and from the
: RASM installed on the target

N

Optionally, step
$4309 is performed
subsequent to the

™ selecting of the

executing computer

code of the RASM by
one or more
processors of the

given RASM-hosting
K network node /

ﬁ ransmit $4205 to
the remote
computing device,
by each given RASM-
hosting network
node of the one or
more RASM-hosting
network nodes, the
obtained respective
internal data of the
given RASM-hosting
network node, the
transmitting
comprising
executing computer
code of the RASM by
the one or more
processors of the

given RASM-hosting
K network node J

network node, internal data of
the target network node

v -

Nalidate $4313 that the target network node\
could be successfully compromised using the
selected potential vulnerability, the
validating being carried out in a manner
which does not expose the target network
node to a risk of being compromised and
which is based on the received internal data
of the target network node

v

Based on the potential vulnerability,
determine $S4317 a method for an attacker to
compromise the target network node

v

Based on the method for an attacker to
compromise the target network node,
determine $4321 a security vulnerability of

the networked system y

v

Report $4325 the security
Vulnerability of the networked system

FIG.48
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Selecting, by the remote computing device penetration testing
software module, a target network node of the multiple network
nodes to be the next network node for which the penetration
test should check whether it can be compromised.

|

Selecting, by the remote computing device penetration testing
software module, a potential vulnerability that may compromise
the target network node.

Validating, by the remote computing device penetration testing
software module, that the potential vulnerability can be used for
successfully compromising the target network node, the
validating achieved without compromising the target network
node, the validating comprising:

1. receiving data from the reconnaissance agent software
module installed on the target network node, the received data
including internal data of the target network node;

2. based on the internal data of the target network node,
evaluating whether the target network node could be
successfully compromised using the potential vulnerability.

<y

FIG. 50A
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If the validating determines that the potential vulnerability
can be used to successfully compromise the target network
node, determining, by the remote computing device
penetration testing software module, a security
vulnerability of the networked system.

A 4

Reporting the security vulnerability of the networked
system, the reporting comprising at least one of: (i)
displaying information about the security vulnerability of
the networked system to a user of the remote computing
device; and (ii) transmitting the information about the
security vulnerability of the networked system to another
computing device.

FIG. 50B
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First embodiment - performed as an implementation of step $5151

/55151 Perform\

penetration testing
of a networked
system using both
active and passive
validation methods
during a single
penetration testing

\__campaign J

Steps S5101
through $5119 are
performed in the
single penetration
campaign by a
single penetration
testing system

[ Commence S5101 the single penetration testing campaign ]

v

Determine §5103 a first target network node of the
networked system to be the next network node to attempt to
L compromise during the single penetration testing campaign )

v

4 ™
Determine S5105 a first vulnerability of network nodes to be

used for compromising the first target network node

N

v

( Select $5107 a first validation method for validating the first
vulnerability for the first target network node, a type of the
first validation method being selected from the type group

consisting of active validation and passive validation

\.

4 + N\

Validate §5109 the first vulnerability for the first target

network node using the first validation method

v

Determine S5111 a second target network node of the
networked system to be the next network node to attempt to
compromise during the single penetration testing campaign )

v

N
Determine $5113 a second vulnerability of network nodes to

be used for compromising the second target network node
o J

v
4 Select 85115 a second validation method for validating the h
second vulnerability for the second target network node, a
type of the second validation method being selected from the
type group consisting of active validation and passive validation
\and being different from the type of the first validation method/

v

Validate §5117 the second vulnerability for the second
target network node using the second validation method

v

( End $5119 the single J Report $5121 the security )

penetration testing campaign vulnerability of the
networked system )

.
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Second Embodiment - performed as an implementation of step $5151

/55151 Perform \

penetration testing
of a networked
system using both
active and passive
validation methods
during a single
penetration testing

\ campaign

Steps §5201
through $§5223 are
performed in the
single penetration
campaign by a
single penetration
testing system

[ Commence S5201 the single penetration testing campaign ]

&

( Determine $5203 a first target network node of the networked}

system to be the next network node to attempt to compromise

v

[ Determine $5205 a first vulnerability of network nodes to J

be used for compromising the first target network node

Determine S5207 a first damage to the first target network
node that can be caused by validating the first vulnerability
for the first target network node by using active validation

v

(" Select $5209 a first validation method for validating the first )
vulnerability for the first target network node, a type of the first
validation method being selected from the type group consisting
of active validation and passive validation, and associated with

\_ the first damage /

(" Validate $5211 the first vulnerability for the first target network)

node using the first validation method

\ J

(Determine $5213 a secon Determine $5215 a second )
target network node of the vulnerability of network nodes
networked system to be to be used for compromising the

the next network node to
- second target network node
\_ attempt to compromise

(Determine $5217 a second damage to the second target network)
node that can be caused by validating the second vulnerability
L for the second target network node by using active validation )

Determine $5219 a second validation method for validating the

second vulnerability for the second target network node, a type

of the second validation method being: selected from the type
group consisting of active validation and passive validation,

associated with the second damage, and different from the type
¢ of the first validation method

Validate $5221 the second End $5223 the Report $5225 the
vulnerability for the second single penetration security
arget network node using the testing campaign vulnerability of the
second validation method

networked system

FI1G. 57
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s

$5153 Subject a single

networked system to first

and second penetration
testing campaigns such
that (i) both penetration
testing campaigns are
performed by a single
penetration testing
system; (ii) the first
penetration testing
campaign employs only
active validation for
validating vulnerabilities
of network nodes of the
single networked system;
and (iii} the second
penetration testing
campaign employs only
passive validation for
validating vulnerabilities
of network nodes of the
single networked system

Steps $5301 and
$5303 are
performed by a
single
penetration
testing system

_/
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Third embodiment —

performed as an implementation of step §5153

/ Execute $5301 the first penetration\
testing campaign by the single
penetration testing system, the
executing of the first penetration
testing campaign comprising
performing one or more validation
operations for validating
vulnerabilities for network nodes of
the single networked system, wherein
the methods of validation used for all
validation operations included in the
first penetration testing campaign are
\ active validation methods ~ /

/ Execute $5303 the second \
penetration testing campaign by the
single penetration testing system, the
executing of the second penetration

testing campaign comprising
performing one or more validation
operations for validating

vulnerabilities for network nodes of
the single networked system, wherein
the methods of validation used for all
validation operations included in the
second penetration testing campaign

are passive validation methods

v

Report $5305 the security
vulnerability of the networked
system

FIG. 58
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starting the executing of the penetration testing campaign
by the penetration testing system

determining, by the penetration testing system, a first
network node of the networked system to be the next
network node to attempt to compromise in the penetration
testing campaign

determining, by the penetration testing system, a first
vulnerability of network nodes to be used for compromising
the first network node

A\ 4

selecting, by the penetration testing system, a first
validation method for validating the first vulnerability for
the first network node, the first validation method being
selected from a group comprising active validation and
passive validation

b 4

A

FIG. 61A
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A

A\ 4

validating the first vulnerability for the first network node
using the first validation method

A 4

determining, by the penetration testing system, a second
network node of the networked system to be the next
network node to attempt to compromise in the penetration
testing campaign

A 4

determining, by the penetration testing system, a second
vulnerability of network nodes to be used for compromising
the second network node

selecting, by the penetration testing system, a second
validation method for validating the second vulnerability for
the second network node, the second validation method
being selected from the group comprising active validation
and passive validation, wherein the second validation
method is different from the first validation method

FIG. 61B
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validating the second vulnerability for the second network
node using the second validation method

reporting, by the penetration testing system, at least one
security vulnerability of the networked system determined
to exist based on results of the executing of the penetration
testing campaign, wherein the reporting comprises at least
one of (i) causing a display device to display a report
containing information about the at least one security
vulnerability of the networked system, (ii) storing the report
containing information about the at least one security
vulnerability of the networked system in a file and (iii)
electronically transmitting the report containing
information about the at least one security vulnerability of
the networked system

FIG. 61C
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starting the executing of the penetration testing campaign
by the penetration testing system

v

determining, by the penetration testing system, a first
network node of the networked system to be the next
network node to attempt to compromise in the penetration
testing campaign

A\ 4

determining, by the penetration testing system, a first
vulnerability of network nodes to be used for compromising
the first network node

FIG. 62A
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selecting, by the penetration testing system, a first
validation method for validating the first vulnerability for
the first network node, the first validation method being
selected from a group comprising active validation and
passive validation, wherein the selecting of the first
validation method comprises:

determining a first damage to the first network node

that can be caused by validating the first vulnerability

for the first network node by using active validation;

and

selecting the first validation method to be a validation

method that is associated with the first damage

A 4

validating the first vulnerability for the first network node
using the first validation method

v

determining, by the penetration testing system, a second
network node of the networked system to be the next
network node to attempt to compromise in the penetration
testing campaign

FIG. 62B
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B

A 4

determining, by the penetration testing system, a
second vulnerability of network nodes to be used for
compromising the second network node

¥

selecting, by the penetration testing system, a second
validation method for validating the second
vulnerability for the second network node, the second
validation method being selected from the group
comprising active validation and passive validation,
wherein the second validation method is different
from the first validation method, wherein the selecting
of the second validation method comprises:
determining a second damage to the second
network node that can be caused by validating
the second vulnerability for the second network
node by using active validation; and
selecting the second validation method to be a
validation method that is associated with the
second damage

FIG. 62C
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validating the second vulnerability for the second network
node using the second validation method

reporting, by the penetration testing system, at least one
security vulnerability of the networked system determined
to exist based on results of the executing of the penetration
testing campaign, wherein the reporting comprises at least
one of (i) causing a display device to display a report
containing information about the at least one security
vulnerability of the networked system, (ii) storing the report
containing information about the at least one security
vulnerability of the networked system in a file and (iii)
electronically transmitting the report containing
information about the at least one security vulnerability of
the networked system

FIG. 62D
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starting the executing of the first penetration testing
campaign by the penetration testing system

\ 4

determining, by the penetration testing system, a first
network node of the networked system to be the next
network node to attempt to compromise in the first
penetration testing campaign

]
determining, by the penetration testing system, a first
vulnerability of network nodes to be used for compromising
the first network node

selecting, by the penetration testing system, a first
validation method for validating the first vulnerability for
the first network node, the first validation method being
selected from a group comprising active validation and
passive validation

FIG. 63A
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validating, by the penetration testing system and as part of
the executing of the first penetration testing campaign, the
first vulnerability for the first network node using the first
validation method

starting the executing of the second penetration testing
campaign by the penetration testing system

determining, by the penetration testing system, a second
network node of the networked system to be the next
network node to attempt to compromise in the second
penetration testing campaign
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determining, by the penetration testing system, a
second vulnerability of network nodes to be used for
compromising the second network node

selecting, by the penetration testing system, a second
validation method for validating the second
vulnerability for the second network node, the second
validation method being selected from the group
comprising active validation and passive validation,
wherein the second validation method is different
from the first validation method

FIG. 63C
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validating, by the penetration testing system and as part of
the executing of the second penetration testing campaign,
the second vulnerability for the second network node using
the second validation method

reporting, by the penetration testing system, at least one
security vulnerability of the networked system determined
to exist based on at least one of (1) results of the executing
of the first penetration testing campaign, and (2) results of
the executing of the second penetration testing campaign,
wherein the reporting comprises at least one of (i) causing a
display device to display a report containing information
about the at least one security vulnerability of the
networked system, (ii) storing the report containing
information about the at least one security vulnerability of
the networked system in a file and (iii) electronically
transmitting the report containing information about the at
least one security vulnerability of the networked system

FIG. 63D
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PENETRATION TESTING OF A
NETWORKED SYSTEM
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2018, which claims the benefit of U.S. Provisional Patent
Application No. 62/451,850 filed on Jan. 30, 2017, both Ser.
Nos. 15/911,168 and 15/874,429 being entitled “Penetration
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nerability of a network node during execution of a penetra-
tion testing campaign”, which claims the benefit of U.S.
Provisional Patent Application No. 62/586,600 filed on Nov.
15, 2017. applications Ser. Nos. 16/186,557 and 62/586,600
are both incorporated herein by reference in their entirety.

BACKGROUND

[0006] There is currently a proliferation of organizational
networked systems. Every type of organization, be it a
commercial company, a university, a bank, a government
agency or a hospital, heavily relies on one or more networks
interconnecting multiple computing nodes. Failures of the
networked system of an organization or even of only a
portion of it might cause a significant damage, up to com-
pletely shutting down all operations. Additionally, much of
the data of the organization (and for some organizations
even all data) exists somewhere on its networked system,
including all confidential data comprising its “crown jewels”
such as prices, details of customers, purchase orders,
employees’ salaries, technical formulas, etc. Loss of such
data or leaks of such data to outside unauthorized entities
might be disastrous for the organization.

[0007] Many organizational networks are connected to the
Internet at least through one network node, and conse-
quently they are subject to attacks by computer hackers or by
hostile adversaries. Even an organizational network that is
not connected to the Internet might be attacked by an
employee of the organization. Quite often the newspapers
are reporting incidents in which websites crashed, sensitive
data was stolen or service to customers was denied, where
the failures were the results of hostile penetration into an
organization’s networked system.

[0008] Thus, many organizations invest a lot of efforts and
costs in preventive means designed to protect their net-
worked systems against potential threats. There are many
defensive products offered in the market claiming to provide
protection against one or more known modes of attack, and
many organizations arm themselves to the teeth with mul-
tiple products of this kind.

[0009] However, it is difficult to tell how effective such
products really are in achieving their stated goals of block-
ing hostile attacks, and consequently most CISO’s (Com-
puter Information Security Officers) will admit (maybe only
off the record), that they don’t really know how well they
can withstand an attack from a given adversary. The only
way to really know how strong and secure a networked
system is, is by trying to attack it as a real adversary would.
This is known as penetration testing (pen testing, in short),
and is a very common approach that is even required by
regulation in some developed countries.

[0010] Penetration testing requires highly talented people
to man the testing team. Those people should be familiar
with each and every known security vulnerability and
attacking method and should also have a very good famil-
iarity with networking techniques and multiple operating
systems implementations. Such people are hard to find and
therefore many organizations give up establishing their own
penetration testing teams and resort to hiring external expert
consultants for carrying out that role (or completely give up
penetration testing). But external consultants are expensive
and therefore are typically called in only for brief periods
separated by long time intervals in which no such testing is
done. This makes the penetration testing ineffective as
security vulnerabilities caused by new forms of attacks that
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appear almost daily are discovered only months after
becoming serious threats to the organization.

[0011] Additionally, even rich organizations that can
afford hiring talented experts for in-house penetration testing
teams do not achieve good protection. Testing for security
vulnerabilities of a large networked system containing many
types of computers, operating systems, network routers and
other devices is both a very complex and a very tedious
process. The process is prone to human errors of missing
testing for certain threats or misinterpreting the damages of
certain attacks. Also, because a process of full testing of a
large networked system against all threats is quite long, the
organization might again end with a too long discovery
period after a new threat appears.

[0012] Because of the above deficiencies automated pen-
etration testing solutions were introduced in recent years by
multiple vendors. These automated solutions reduce human
involvement in the penetration testing process, or at least in
some of its functions.

[0013] A penetration testing process involves at least the
following main functions: (i) a reconnaissance function, (ii)
an attack function, and (ii) a reporting function. The process
may also include additional functions, for example a cleanup
function that restores the tested networked system to its
original state as it was before the test. In an automated
penetration testing system, at least one of the above three
functions is at least partially automated, and typically two or
three of them are at least partially automated.

[0014] A reconnaissance function is the function within a
penetration testing system that handles the collection of data
about the tested networked system. The collected data may
include internal data of networks nodes, data about network
traffic within the tested networked system, business intelli-
gence data of the organization owning the tested networked
system, etc. The functionality of a prior art reconnaissance
function can be implemented, for example, by software
executing in a server that is not one of the network nodes of
the tested networked system, where the server probes the
tested networked system for the purpose of collecting data
about it.

[0015] An attack function is the function within a pen-
etration testing system that handles the determination of
whether security vulnerabilities exist in the tested networked
system based on data collected by the reconnaissance func-
tion. The functionality of a prior art attack function can be
implemented, for example, by software executing in a server
that is not one of the nodes of the tested networked system,
where the server attempts to attack the tested networked
system for the purpose of verifying that it can be compro-
mised.

[0016] A reporting function is the function within a pen-
etration testing system that handles the reporting of results
of'the penetration testing system. The functionality of a prior
art reporting function may be implemented, for example, by
software executing in the same server that executes the
functionality of the attack function, where the server reports
the findings of the attack function to an administrator or a
CISO of the tested networked system.

[0017] FIG. 1A (PRIOR ART) is a block diagram of code
modules of a typical penetration testing system. FIG. 1B
(PRIOR ART) is a related flow-chart.

[0018] In FIG. 1A, code for the reconnaissance function,
for the attack function, and for the reporting function are
respectively labelled as 20, 30 and 40, and are each sche-
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matically illustrated as part of a penetration testing system
code module (PTSCM) labelled as 10. The term ‘code’ is
intended broadly and may include any combination of
computer-executable code and computer-readable data
which when read affects the output of execution of the code.
The computer-executable code may be provided as any
combination of human-readable code (e.g. in a scripting
language such as Python), machine language code, assem-
bler code and byte code, or in any form known in the art.
Furthermore, the executable code may include any stored
data (e.g. structured data) such as configuration files, XML
files, and data residing in any type of database (e.g. a
relational database, an object-database, etc.).

[0019] In one example and as shown in FIG. 1B, the
reconnaissance function (performed in step S21 by execu-
tion of reconnaissance function code 20), the attack function
(performed in step S31 by execution of attack function code
30) and the reporting function (performed in step S41 by
execution of reporting function code 40) are executed in
strictly sequential order so that first the reconnaissance
function is performed by executing code 20 thereof, then the
attack function is performed by executing code 30 thereof,
and finally the reporting function is performed 40 by execut-
ing code thereof. However, the skilled artisan will appreciate
that this order is just one example, and is not a requirement.
For example, the attack and the reporting functions may be
performed in parallel or in an interleaved way, with the
reporting function reporting first results obtained by the
attack function, while the attack function is working on
additional results. Similarly, the reconnaissance and the
attack functions may operate in parallel or in an interleaved
way, with the attack function detecting a vulnerability based
on first data collected by the reconnaissance function, while
the reconnaissance function is working on collecting addi-
tional data.

[0020] FIG. 1A also illustrates code of an optional cleanup
function which is labeled as 50. Also illustrated in FIG. 1B
is step S51 of performing a cleanup function—e.g. by
cleanup function code 50 of FIG. 1A.

[0021] “A campaign of penetration testing” is a specific
run of a specific test of a specific networked system by the
penetration testing system.

[0022] A penetration-testing-campaign module may com-
prise at least part of reconnaissance function code 20, attack
function code 30 and optionally cleanup function code
50—for example, in combination with suitable hardware
(e.g. one or more computing device 110 and one or more
processor(s) 120 thereof) for executing the code.

[0023] FIG. 2 illustrates a prior art computing device 110
which may have any form-factor including but not limited to
a laptop, a desktop, a mobile phone, a server, a tablet, or any
other form factor. The computing device 110 in FIG. 2
includes (i) computer memory 160 which may store code
180; (ii) one or more processors 120 (e.g. central-process-
ing-unit (CPU)) for executing code 180; (iii) a human-
interface device 140 (e.g. mouse, keyboard, touchscreen,
gesture-detecting apparatus including a camera, etc.) or an
interface (e.g. USB interface) to receive input from a
human-interface device; (iv) a display device 130 (e.g.
computer screen) or an interface (e.g. HDMI interface, USB
interface) for exporting video to a display device and (v) a
network interface 150 (e.g. a network card, or a wireless
modem).
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[0024] Memory 160 may include any combination of
volatile (e.g. RAM) and non-volatile (e.g. ROM, flash,
disk-drive) memory.

[0025] Code 180 may include operating-system code—e.
g. Windows®, Linux®, Android®, Mac-OS ®.

[0026] Computing device 110 may include a user-interface
for receiving input from a user (e.g. manual input, visual
input, audio input, or input in any other form) and for
visually displaying output. The user-interface (e.g. graphical
user interface (GUI)) of computing device 110 may thus
include the combination of HID device 140 or an interface
thereof (i.e. in communication with an external HID device
140), display device 130 or an interface thereof (i.e. in
communication with an external display device), and user-
interface (UI) code stored in memory 160 and executed by
one or more processor(s) 120. The user-interface may
include one or more GUI widgets such as labels, buttons
(e.g. radio buttons or check boxes), sliders, spinners, icons,
windows, panels, text boxes, and the like.

[0027] In one example, a penetration testing system is the
combination of (i) code 10 (e.g. including reconnaissance
function code 20, attack function code 30, reporting function
code 40, and optionally cleaning function code 50); and (ii)
one or more computing devices 110 which execute the code
10. For example, a first computing device may execute a first
portion of code 10 and a second computing device (e.g. in
networked communication with the first computing device)
may execute a second portion of code 10.

[0028] FIGS. 3 and 4A-4D relate to a prior art example of
penetration testing of a networked system. FIG. 3 shows a
timeline—i.e. the penetration test begins at a time labelled as
T Subsequent points in time, during the pen-

Begl.'n Pen-Test r
etration test, are labelled in FIG. 3 as T*

TzDur’ing Pen-Test and T3Dur’ing Pen-Test

[0029] FIG. 4A shows an example networked system
comprising a plurality of 24 network nodes labelled N101,
N102 . . . N124. In the present document, a network node
may be referred to simply as ‘node’—‘network node’ and
‘node’ are interchangeable.

[0030] Each network node may be a different computing
device 110. Two network nodes are “immediate neighbors”
of'each other if and only if they have a direct communication
link between them that does not pass through any other
network node.

[0031] Inthe example of FIG. 4A, this is represented by an
edge between the two nodes—thus, in this example nodes
N108 and N112 are immediate neighbors while nodes N108
and N115 are not immediate neighbors.

[0032] Embodiments of the invention relate to penetration
testing of networked systems, such as that illustrated in FIG.
4A.

[0033] During penetration testing, a node may become
compromised. In the examples of FIGS. 4A-4D compro-
mised nodes are indicated by an “X” in the circle—all other
nodes have not yet been compromised.

[0034] The term “compromising a network node” is
defined as: Successtully causing execution of an operation in
the network node that is not allowed for the entity requesting
the operation by the rules defined by an administrator of the
network node, or successfully causing execution of code in
a software module of the network node that was not pre-
dicted by the vendor of the software module. Examples for
compromising a network node are reading a file without
having read permission for it, modifying a file without

During Pen-Test
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having write permission for it, deleting a file without having
delete permission for it, exporting a file out of the network
node without having permission to do so, getting an access
right higher than the one originally assigned without having
permission to get it, getting a priority higher than the one
originally assigned without having permission to get it,
changing a configuration of a firewall network node such
that it allows access to other network nodes that were
previously hidden behind the firewall without having per-
mission to do it, and causing execution of software code by
utilizing a buffer overtlow. As shown by the firewall
example, the effects of compromising a certain network
node are not necessarily limited to that certain network node.
In addition, executing successful ARP spoofing, denial-of-
service, man-in-the-middle or session-hijacking attacks
against a network node are also considered compromising
that network node, even if not satistying any of the condi-
tions listed above in this definition.

[0035] According to the example illustrated in FIGS.
4A-4D; initially, at time Ty, .;,, 2oy 75 When the penetration
test begins, none of the network-nodes have yet been com-
promised. Between time Ty, ., £, 7., a0d T! During Pon-Tosts
network node N122 is compromised—this is indicated in
FIG. 4B by the “X.” Between time T',,,,.. penzese a0
Tlem.ng Pen-1osp NEtWOrk nodes N116 and N112 are com-
promised, as indicated by the X’s in FIG. 4C. Between time
T2 piring Pen-zese A4 T2 e pon.zusp NEtWork nodes N110
and N111 are compromised, as indicated by the X’s in FIG.
4D.

[0036] In this particular example, it is assumed that it is
easier for an attacker to compromise a node if one or more
of its immediate neighbors has been compromised.

[0037] When a user desires to operate a prior art penetra-
tion testing system for running a test on a specific networked
system, the penetration testing system must know what test
it should execute. For example, the penetration testing
system must know what is the type of attacker against whom
the test is making its assessment (a state-sponsored actor, a
cyber criminal etc.) and what are his capabilities. As another
example, the penetration testing system must know what is
the goal of the attacker according to which the attack will be
judged as a success or a failure (copying a specific file and
exporting it out of the tested networked system, encrypting
a specific directory of a specific network node for ransom,
etc.).

[0038] A specific run of a specific test of a specific
networked system by a penetration testing system is called
a “campaign” of that penetration testing system and entails
performing at least the reconnaissance (step S21 of FIG.
1B), attack (step S31 of FIG. 1B) and reporting (step S41 of
FIG. 1B) functions. A collection of values for all information
items a penetration testing system must know before execut-
ing a campaign is called “specifications of the campaign™ or
“scenario”. For example, the type of the attacker and the
goal of the attacker are specific information items of a
campaign, and specific values for them are parts of the
specifications of any campaign.

[0039] The results of the penetration testing campaign
may be reported by performing the reporting function (step
S41) of FIG. 1B.

[0040] All prior art penetration testing systems are not
flexible in letting the user define the specifications of a
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campaign. Typically, those systems are delivered with a
library of pre-defined campaign specifications from which
the user should choose.

[0041] Some prior art penetration testing systems provide
slightly better flexibility by allowing the user to select a
scenario based on explicit selection of the type of the
attacker. The user may be presented with a closed list of
alternatives for the type of the attacker—a state-sponsored
actor, a cyber criminal, an amateur hacker, etc., and he may
choose one of those alternatives. Once the user picks one of
the listed alternatives, the system selects a pre-defined
scenario whose type of attacker is the same as the picked
alternative. All other fields of the specifications of the
campaign (goal of the attacker, capabilities of the attacker,
etc.) are automatically decided either by the selected pre-
defined scenario or by internal algorithms of the penetration
testing system, with no explicit input from the user. The
internal algorithms may depend on the user-selected type of
attacker and/or on pre-defined information items of the
selected pre-defined scenario, and/or on a random process.
For example, the capabilities of the attacker may be auto-
matically defined based on the type of the attacker, while the
lateral movement strategy of the attacker may be picked at
random from a pre-defined list of available strategies.
[0042] This rigid campaign definition is not satisfactory
for many users, who would like to have greater control over
the specifications of the campaigns they run for testing their
networked systems. Such control will allow them to test
specific combinations of features of scenarios, which might
be impossible to test with prior art systems.

[0043] FIG. 32 illustrates one example of a networked
system 200 that may be subjected to penetration testing. The
networked system comprises a plurality of nodes—in the
example of FIG. 32, 16 nodes are illustrated, each labeled by
the letter “N” followed by an integer. Also illustrated in FIG.
32 are two external computing devices 254, 252 that reside
outside the networked system 200. Computing device 254
resides ‘in the cloud’ relative to the networked system 200,
while computing device 252 is in communication with the
networked system 200 via a local-area network (LAN).
[0044] Both of nodes 254 and 252 are “networked system
external”—i.e. outside of networked system 200. The term
‘networked system external® is abbreviated as “NS-exter-
nal”.

[0045] In the present document, a network node may be
referred to simply as ‘node’—*network node’ and ‘node’ are
interchangeable. Each network node may be different a
computing device 110 illustrated in FIG. 2.

A Discussion of Actual Attack vs. Simulated Attack
[0046] All prior art penetration testing systems can be
characterized as doing either an “actual attack penetration
testing” or as doing a “simulated penetration testing”.
[0047] A prior art actual attack penetration testing system
does its penetration testing by accessing and attempting to
attack the tested networked system. Such a system actually
accesses the tested networked system during the test and is
not limiting itself to simulation. This includes (i) collecting
data by the reconnaissance function about the tested net-
worked system and its components by actively probing it.
The probing is done by sending queries or other messages to
one or more network nodes of the tested networked system,
and then deducing information about the tested networked
system from the received responses or from network traffic
triggered by the queries or the messages. The reconnaissance
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function is fully implemented by software executing outside
the tested networked system or by software executing in one
or more network nodes of the tested networked system that
analyze network traffic and network packets of the tested
networked system, and (ii) verifying that the tested net-
worked system can be compromised by actively attempting
to compromise it and checking if it was indeed compro-
mised. This implies that a side-effect of executing an actual
attack penetration test might be actually compromising the
tested networked system. Typically, prior art actual attack
penetration testing systems include a function of cleanup
and recovery at the end of the test, in which any compro-
mising operation that was done during the test is undone.

[0048] A prior art simulated penetration testing system
does its penetration testing by avoiding disturbance to the
tested networked system and specifically by avoiding any
risk of compromising it. This implies, among other things,
that (i) no installation of software agents of any kind on
network nodes of the tested networked system is allowed,
and (ii) whenever there is a need to verify that the tested
networked system can be compromised by an operation or a
sequence of operations, the verification is done by simulat-
ing the results of that operation or sequence of operations or
by otherwise evaluating them, without taking the risk of
actually compromising the tested networked system. Some
prior art simulated penetration testing systems implement
the simulation by duplicating all or parts of the hardware of
the tested networked system. Then when there is a need for
verifying that an operation or a sequence of operations
compromises the tested networked system, this is done by
actually attacking the duplicated system without risking the
tested system. While this implementation achieves the goal
of avoiding the risk of not compromising the tested net-
worked system, it is highly expensive and also difficult to
accurately implement, and therefore rarely used.

[0049] While the prior art automated penetration testing
systems provide great advantages over manual penetration
testing systems, they still do not provide a fully satisfactory
solution, as they suffer from some deficiencies, examples of
which are explained below.

[0050] Prior art automated penetration testing systems
face difficulties in their reconnaissance function’s ability to
collect internal data of network nodes. Internal data of a
network node is data that is only directly accessible to code
executing by a processor of that network node. This may
include, for example, factual data about the network node
such as the version of the firmware of a solid-state drive
installed in that network node. Unless the internal node was
already compromised by the penetration testing system, it
might be difficult or even impossible for it to determine such
internal fact. A human hostile attacker may gain knowledge
of such fact by indirect means—for example if he had
previously been an employee of the organization owning the
tested networked system, or if he is an employee of the
vendor supplying the organization with solid-state drives.
Once the attacker possesses knowledge of the fact, he might
use it to advantage for compromising the network node and
consequently compromising the networked system. But a
prior art penetration testing system that does not have access
to that internal data of the network node might miss the
detection of a security vulnerability related to a specific
firmware version. This deficiency is mainly problematic for
simulated penetration testing systems, but is also relevant to
actual attack penetration testing systems, as even active
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probing by the penetration testing system may not be enough
for obtaining internal data of a network node that was not yet
compromised when the attempt to probe is performed from
outside of the probed network node.

[0051] Another deficiency is relevant only to actual attack
penetration testing systems that might actually compromise
the tested networked system during the test. This character-
istic of actual attack penetration testing systems is by itself
a security vulnerability. As the testing process might com-
promise the networked system, there is a risk that the
recovery function of the penetration testing system, that is
supposed to undo the compromising and make the tested
networked system safe again, might fail in fully doing that,
and the tested networked system might be left with one or
more compromised components without the CISO of the
owning organization being aware of it. Additionally, even if
the penetration testing system’s recovery function is fault-
less, the testing still makes the tested networked system
vulnerable and exposed to attacks during the test, before the
recovery function is activated.

[0052] Another deficiency of an actual attack penetration
testing system is that it cannot answer “what if” questions,
as one cannot attack a configuration that does not exist in the
real world. For example, a CISO of an organization may
want to find out whether adding a new security tool will
indeed improve his networked system’s immunity to attacks.
Or to find how much would the immunity degrade if he will
remove an existing security tool that costs a lot of money in
licensing fees. In both cases an actual attack penetration
testing system cannot answer the question. Another example
is determining the vulnerability of a networked system
against a new type of attack whose existence is known, but
its detailed implementation is not yet known. Again, an
actual attack penetration testing system cannot make such
determination.

[0053] Prior art automated penetration testing systems can
successfully detect many types of vulnerabilities in the
tested networked system. However, they have difficulty in
detecting an important class of vulnerabilities, termed herein
“opportunistic vulnerabilities”.

[0054] An “opportunistic vulnerability” is a security vul-
nerability that becomes available to attackers only after an
occurrence of a specific event. In many cases, an opportu-
nistic security vulnerability remains available to attackers
only for a limited time interval, and once that time interval
is over, the vulnerability is no longer available to them.
However, in some cases an opportunistic vulnerability
remains available to attackers with no time limit.

[0055] Insome cases the availability of the vulnerability to
the attackers is created by the occurrence of the event—for
example when a transmission of a network message creates
the weakness making an attack possible. In other cases, the
availability of the vulnerability to attackers is not created by
the occurrence of the event, but rather exists beforehand, and
the occurrence of the event makes the existing vulnerability
known to the attackers.

[0056] A specific event that triggers the availability of a
specific opportunistic vulnerability is said to be an event
“associated with” that specific opportunistic vulnerability,
and the specific opportunistic vulnerability is said to be an
opportunistic vulnerability “associated with” that specific
event.

[0057] A specific event that triggers the availability of a
specific opportunistic vulnerability may trigger that avail-
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ability unconditionally. That is—the specific opportunistic
vulnerability will become available to attackers following
every occurrence of the specific event. However, it may also
be the case that the specific event might sometimes trigger
the specific opportunistic vulnerability and sometimes not
trigger it, depending on some condition.

[0058] An event is said to be associated with an opportu-
nistic vulnerability and an opportunistic vulnerability is said
to be associated with an event if the event may trigger the
opportunistic vulnerability, regardless if the triggering rela-
tion is conditional or unconditional. In the first case we say
that the event is “unconditionally associated” with the
opportunistic vulnerability, and in the second case we say
that the event is “potentially associated” or “conditionally
associated” with the opportunistic event. As a result of the
above, detecting an event that is associated with an oppor-
tunistic vulnerability does not necessarily imply that the
vulnerability will be available to the attacker in a future
occurrence of the event. In order to conclude that the
opportunistic vulnerability will indeed be available to the
attacker for a future occurrence of the event, it must be
determined that the condition enabling the triggering of the
vulnerability by the event (if such exists) is satisfied.
[0059] A time interval during which a specific opportu-
nistic vulnerability is available to attackers (if such limiting
time interval exists for that specific opportunistic vulner-
ability) is said to be a time interval “associated with” that
specific opportunistic vulnerability.

[0060] A time interval associated with an opportunistic
vulnerability may be of a fixed length for all occurrences of
the event associated with that opportunistic vulnerability, or
it may have different length in different occurrences of the
associated event and be terminated by the occurrence of
another event that makes the use of the vulnerability to
attackers no longer possible.

[0061] As one example of an opportunistic vulnerability, it
might be the case that a bug in a storage driver causes a
buffer overflow to occur in a certain network node whenever
a USB storage device in inserted into a USB port of the
network node, if the volume name of the storage device is
longer than a certain length. Thus, the event of the insertion
of the storage device having a volume name of a specific
length may create an opportunity which attackers may
exploit for compromising that network node, an opportunity
that ceases to exist after any access to the inserted storage
device.

[0062] Another example of an opportunistic vulnerability
is when a transmission by a network node of a certain
message type of a certain network protocol creates an
opportunity for attackers to respond with a malicious reply
message, which leads to compromising of the network node.
In this example, the opportunity for the attacker is triggered
by the event of transmission of the first message and is only
available to the attacker until a true addressee of the first
message responds to the message.

[0063] Many prior art penetration testing systems detect
vulnerabilities by blindly attempting to compromise a net-
work node without having certainty, in advance, whether the
attempted vulnerability indeed compromises the attacked
node. Clearly, vulnerabilities of the opportunistic type create
a problem for such penetration testing systems. Since an
event triggering the opportunistic vulnerability may occur at
random, and the window of opportunity for attackers to
exploit the opportunistic vulnerability may be limited, it is



US 2019/0245883 Al

quite likely that an attempted “blind attack™ by a penetration
testing system will fail to detect the vulnerability. This is
particularly true when the window of opportunity is short, as
is the case in many real-life opportunistic vulnerabilities,
including many of the examples provided herein. Thus, the
prior art testing system would not detect that opportunistic
vulnerability, while in reality the network node is subject to
a threat of being compromised by a sophisticated attacker
that knows how to time his attack to occur within the
window of opportunity opened by the triggering event. Such
an attacker might lay dormant while monitoring the network
node for an occurrence of the triggering event, and upon
detection of such an event, may exploit the newly created
opportunistic vulnerability while the window of opportunity
is still open.

[0064] Even penetration testing systems that use simula-
tion instead of actual attacks face difficulties when trying to
detect opportunistic vulnerabilities. In order to conclude that
a given network node is prone to a given opportunistic
vulnerability, it is necessary to determine that the event
associated with the opportunistic vulnerability that triggers
the vulnerability to occur may actually occur in the given
network node. For example, if the triggering event of an
opportunistic vulnerability is a transmission of a certain type
of message of a certain network protocol out of the given
network node, it might be the case that the given network
node, even though theoretically prone to that vulnerability,
in reality never uses the certain network protocol or never
uses the certain type of message triggering the vulnerability.
It may be possible to make an educated guess by the
penetration testing system as to whether the triggering
message is in actual use based on the applications installed
in the network node and what versions they are, but this is
quite difficult to do, and even under best case circumstances
does not provide certainty.

[0065] The problems faced by prior art penetration testing
systems when dealing with opportunistic vulnerabilities are
even more severe when the event associated with the oppor-
tunistic vulnerability is a free event.

[0066] A “free event of a network node” is an event
occurring in a network node of the networked system, which
event is initiated in and by the node in which it occurs, and
is not directly caused or triggered by an entity outside that
node.

[0067] An occurrence of a free event in a network node
may be triggered by:

[0068] 1i. A user of the node—for example by the user
inserting a USB thumb drive or submitting a query to
a web server.

[0069] ii. An operating system of the node—for
example, by the operating system sending a request
message according to the ARP (Address Resolution
Protocol) protocol in order to find out which MAC
(Media Access Control) address (e.g. Ethernet address)
corresponds to a given IP address.

[0070] According to the ARP protocol, a first network
node that wants to communicate with a second node
located on the same local network, but knows only
the IP address of the second node and not its MAC
address (i.e. the required translation of the second
node’s IP address to its MAC address is not found in
the address matching cache of the first node), sub-
mits an ARP request message containing its own
MAC and IP addresses and the known IP address of
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the second node. In response, the second node is
expected, when identitying its IP address in the ARP
request message, to send an ARP reply message
containing its own MAC and IP addresses as well as
the MAC and IP addresses of the first node that sent
the ARP request. Upon identifying that the reply is
addressed to it, the first node can extract from the
reply the previously unknown MAC address of the
second node, store it in its address matching cache
for later use, and use the MAC address for commu-
nicating with the second node.

[0071] iii. An application executing on the node—for
example, a browser sending a message according to the
WPAD (Web Proxy Auto-Discovery) protocol in order
to find out a configuration file that determines a proxy
server for a target URL.

[0072] According to the WPAD protocol, a network
node that needs to determine the right proxy server
for a target URL submits a WPAD message accord-
ing to the DHCP (Dynamic Host Configuration Pro-
tocol) or the DNS (Domain Name System) protocols.
The node expects to receive back an answer from a
DHCP server or a DNS server containing a URL
directing it to a configuration file, which in turn
directs the node to the right proxy server for the
target URL.

[0073] As elaborated herein below, all the above free event
examples are associated with opportunistic vulnerabilities.
In other words, each of the free events of the above examples
may trigger a security vulnerability that creates an oppor-
tunity for a hostile attacker to compromise the network node,
where the vulnerability becomes available to the attacker
after the occurrence of the free event and because of it.
[0074] For example, when a user submits a query to a web
server within the networked system that is already compro-
mised by the attacker, the attacker can use the opportunity to
compromise the node making the submission. The web
server, which is under control of the attacker, may construct
an answer page (for example an HTML page) that contains
malicious code, that when rendered by the browser of the
querying node compromises that node.

[0075] As another example, when an operating system of
a first node transmits into the network an ARP request
message asking for the MAC address of a second node
having a given IP address, a third node, that is under the
control of an attacker, might use the opportunity to perform
“ARP spoofing”. This may be accomplished by the third
node responding to the ARP request message before the true
addressee of the message (the second node) does so. The
false response provided by the third, compromised, node
will be a formally-valid ARP reply message that includes a
false MAC address belonging to the third node, or to another
compromised node. As a result, the false MAC address will
be used by the first node for communicating with what it
believes to be the second node, while in reality the first node
will be communicating with a compromised node which is
controlled by the attacker. This might lead to a successful
denial-of-service, man-in-the-middle, or session-hijacking
attack, thus compromising the first node by the attacker.
[0076] As still another example, when a browser running
on a first node transmits into the network a WPAD message
asking to determine a proxy server for a target URL to which
it wants access, a second node that is under the control of the
attacker might use the opportunity and respond to the
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message, before any valid addressee of the message (which
is a valid DHCP or DNS server) does so. This false response
might include a false URL leading to a false configuration
file that in turn determines a false proxy server that is under
the control of the attacker. From now on, all communica-
tions the first node believes it is directing to the target URL
are actually sent to the false proxy server, which is con-
trolled by the attacker. As in the previous example, this
might lead to compromising of the first node by the attacker.

[0077] As still another example, when a user inserts a USB
thumb drive into a USB port of a first node, it may be
determined that the currently inserted USB thumb drive is
the same device that was previously detected being inserted
into a USB port of a second network node (i.e. the same
device serial number is detected in both cases) that is already
compromised by an attacker. This finding implies that the
user may be moving the USB thumb drive back and forth
between the two nodes. The attacker may rely on this finding
to compromise the first node, by making the second node
download a malicious file onto the USB thumb drive the
next time it is inserted into the second node, such that when
the USB thumb drive will later be inserted into the first node,
the first node will be compromised by the poisoned file.

[0078] In addition to the difficulties explained above for
all opportunistic vulnerabilities, additional difficulties exist
when a prior art penetration testing system has to detect an
opportunistic vulnerability associated with a free event,
because the triggering event is a free event. The additional
difficulties arise from the fact that free events are asynchro-
nous relative to the testing process, and cannot be generated
or caused from outside of the targeted network node.

[0079] Additional difficulties are caused to prior art pen-
etration testing systems when these have to detect an oppor-
tunistic vulnerability associated with an event that is an
internal event of a network node. The additional difficulties
arise from the fact that internal events are, by their nature,
impossible to directly detect by software executing on a
remote computing device that is separate from the targeted
network node.

[0080] Thus, there is need in the art for an automatic
penetration testing solution that efficiently and correctly
handles opportunistic vulnerabilities, and especially oppor-
tunistic vulnerabilities that have free events associated with
them.

[0081] Every penetration testing system operates by itera-
tively (physically or simulatively) compromising network
nodes of the tested networked system. At any iteration
during the testing process some of the network nodes of the
tested networked system are considered to be already com-
promised by the potential attacker, and the penetration
testing system is attempting to compromise an additional
network node (not yet compromised) by utilizing the
already-compromised network nodes that are operating
under the control of the attacker’s instructions. Once an
additional network node is found to be compromisable, it is
added to the group of already-compromised network nodes
and a new iteration begins.

[0082] As a hypothetical example, there might be mali-
cious code circulating in cyberspace and available to poten-
tial attackers known as the “Bad 7 Trojan”. This Bad 7
Trojan only compromises nodes running the Windows 7®
Operating System under a specific set of circumstances,
discussed below.

Aug. 8, 2019

[0083] A penetration testing system has a frequent need to
identify a vulnerability that would compromise a given
network node. This identification is typically achieved by
using a pre-compiled knowledge base about known vulner-
abilities, that depends on characteristics of the given net-
work node. In one example related to the Bad 7 Trojan, the
penetration testing system may have in its knowledge base
a rule saying that a network node running the Windows 7
Operating System might be compromised by sending it a
specific network message through a specific Internet port.
[0084] However, knowing that a target network node
might be compromised by a specific vulnerability is not the
same as knowing for sure it would be compromised by that
specific vulnerability under the current specific conditions in
the target network node. For example, the target network
node may have installed on it a patch provided by Microsoft
for making the Windows 7 Operating System immune to that
vulnerability—i.e. immune to the Bad 7 Trojan. Or the
administrator of the target network node may have disabled
the service that is typically using the specific Internet port
(i.e. port number “XYZ”) used by the specific vulnerability
(i.e used by the Bad 7 Trojan) and therefore the network
node is currently not listening to that specific port and is thus
currently not vulnerable to anything sent to it through that
specific port. Additionally, even if a target network node
would be compromised by the specific vulnerability under
the current conditions if it receives a certain network mes-
sage through the specific port (i.e. causing the node to
execute the code of the Bad 7 Trojan), it might still be the
case that a firewall that is protecting the target network node
is blocking the damaging network message from reaching
the specific port of the target network node, thus making it
non-compromisable in practice.

[0085] Therefore, it is clear that without detailed knowl-
edge about what is going on inside the target network node
it is not always possible to know for sure whether a given
potential vulnerability would compromise a given network
node under current conditions. This is a major issue for
penetration testing systems that need to know for sure that
a given network node could be compromised before report-
ing a penetration success. As a result, when a penetration
testing system determines that a given vulnerability might
compromise a given network node, it has to find a way of
validating that this is indeed so under current conditions.
[0086] The common approaches adopted by prior art pen-
etration testing systems are:

[0087] a. Validating by actual attack—testing whether the
given vulnerability succeeds in compromising the target
network node by actually attempting to compromise the
target network node using the vulnerability, and then finding
out if the network node was indeed compromised.

[0088] b. Validating by simulation or by evaluation—
testing whether the given vulnerability succeeds in compro-
mising the target network node either by simulating the
tested networked system and attempting to compromise it
using the vulnerability in the simulation, or by evaluating the
success/failure of applying the vulnerability by using pre-
compiled knowledge about the vulnerability plus fresh data
about current conditions in the target network node. In both
cases the validation is done without actually attempting to
compromise the tested networked system.

[0089] None of the above approaches provides a fully
satisfactory solution to the validation problem. The actual
attack method has the severe drawback of risking actually
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compromising the tested networked system. Even though
penetration testing systems employing this method attempt
to undo any compromising operations they performed dur-
ing the test, it is difficult to guarantee that full recovery will
always be achieved. The simulation/evaluation method has
the drawback of sometimes lacking knowledge of data that
is essential for reaching a correct result. If the condition for
successful compromising depends on data that is internal to
the target network node (for example the version of the
firmware of a storage device internal to the node), then the
method cannot reliably validate the success of the compro-
mising by the vulnerability.

[0090] A possible remedy to the drawback of the simula-
tion/evaluation method is to employ a reconnaissance client
agent for collecting information about the target network
node. A reconnaissance client agent is a software module
that can be installed on a network node and can be executed
by a processor of that network node for partially or fully
implementing the reconnaissance function of a penetration
test. The reconnaissance function is the function that is in
charge of the collection of data useful for the penetration
testing process, and this may include the collection of data
that is internal to the network node in which the agent is
installed.

[0091] As an example, US Application No. 2016/0044057
(hereinafter “057 application” or *057) to Chenette et al.
discloses a penetration testing system that uses an agent
software module installed in the target node (called “server”
in *057), that is in charge of validation of vulnerabilities in
that target node. When the penetration testing system of *057
needs to verify that a given vulnerability can compromise
the target node under current conditions, an exploit payload
is sent to the target node where the exploit contains code
implementing the vulnerability. The agent installed on the
target node receives the payload, but instead of attempting to
execute the code (which would expose us to the danger of
compromising the networked system by the testing process),
it examines the code and determines whether the target node
would have been compromised by executing it, taking into
account the current state of the node and the defenses
currently in place in it. As a client agent has access to
internal data of the node in which it is installed, this solution
solves the problem from which other evaluation-based pen-
etration testing systems suffer, as explained above.

[0092] However, the solution of 057 suffers from other
drawbacks. The client agent of *057 has to validate every
type of vulnerability that is potentially applicable to the node
on which it is installed. For each such vulnerability, it must
implement logic for determining whether that vulnerability
will succeed in compromising the node under current con-
ditions. This logic is specific for each vulnerability and is not
always simple and straight-forward. Therefore, when the
number of potential vulnerabilities is high, as is usually the
case, the complexity and code size of the client agent
become high too. While penetration testing systems are
complex systems, it is highly desirable that their complexity
will reside in the central server from which the testing
sessions are initiated and controlled, and will not be dupli-
cated in code installed on each one of the many network
nodes taking part in the test. Moreover, new vulnerabilities
are discovered on almost a daily basis and require very
frequent updates of the vulnerabilities validation logic of
penetration testing systems. Having to frequently update the
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locally-installed agents in the many nodes of a tested net-
worked system is a logistic nightmare and should better be
avoided.

[0093] One additional drawback of the 057 method is that
it relies on sending to the target node code or some other
representation of the potential vulnerability. It is not always
the case that a vulnerability is known to the penetration
testing system with such detail. In many cases a newly-
discovered vulnerability is known in general terms but not
much detail is known about its implementation. In such case
the agent-based *057 method cannot be used for validating
success in compromising the target node by newly-discov-
ered vulnerabilities.

[0094] There is thus a need for validating that a given
vulnerability will indeed compromise a given node under
current conditions, without suffering from the drawbacks
described above.

[0095] In this disclosure, the phrase ‘active method of
validation’ (or the equivalent ‘active method’) is used in
connection with validation methods using actual attack.
Similarly, the phrase ‘passive method of validation’ (or the
equivalent ‘passive method’) is used in connection with
validation methods using simulation or other type of evalu-
ation.

[0096] U.S. Pat. No. 10,038,711 discloses penetration
testing systems that employ reconnaissance agent penetra-
tion testing. Such penetration testing systems are character-
ized by using a reconnaissance agent software module
installed on some network nodes of the tested networked
system, where the instances of the reconnaissance agent take
part in implementing the reconnaissance function. With
regard to verifying that the tested networked system can be
compromised by an operation or a sequence of operations,
reconnaissance agent penetration testing systems may use
either actual attack methods (active validation) or simula-
tion/evaluation methods (passive validation).

[0097] This section is provided to reveal information
believed by the applicant to be of possible relevance. No
admission is necessarily intended, nor should be construed,
that any of the information anywhere in this background
section (in particular, that U.S. Pat. No. 10,038,711) consti-
tutes prior art against the present invention.

[0098] As explained above, every penetration testing sys-
tem operates by iteratively compromising (physically or by
simulation/evaluation) network nodes of the tested net-
worked system. At any iteration during the testing process
some of the nodes of the tested networked system are
considered to be already compromised by the potential
attacker, and the penetration testing system is attempting to
compromise one or more additional network nodes (not yet
compromised) by utilizing the already-compromised nodes
that are operating under the control of the attacker’s instruc-
tions. Once an additional network node is found to be
compromisable, it is added to the group of already-compro-
mised nodes and a new iteration begins.

[0099] Thus, a penetration testing system has a frequent
need to identify a vulnerability that would compromise a
given network node. This identification is typically achieved
by using a pre-compiled knowledge base about known
vulnerabilities, that depends on characteristics of the given
network node. For example, the penetration testing system
may have in its knowledge base a rule saying that a network
node running the Windows 7 Operating System might be
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compromised by sending it a specific network message
through a specific Internet port.

[0100] However, knowing that a node might be compro-
mised is not the same as knowing for sure it would be
compromised by the examined vulnerability under current
conditions. For example, the target node may have installed
on it a patch provided by Microsoft for making the Windows
7 Operating System immune to that vulnerability. Or the
administrator of the target node may have disabled the
service that is typically using the specific Internet port and
therefore the node is currently not listening to that specific
Internet port and is thus currently not vulnerable to anything
sent to it through that specific Internet port.

[0101] Therefore, it is clear that without detailed knowl-
edge about what is going on inside the target node it is not
always possible to know for sure whether a given potential
vulnerability would compromise a given network node
under current conditions. This is a major issue for penetra-
tion testing systems, that need to know for sure that a given
node could be compromised before reporting a penetration
vulnerability. As a result, when a penetration testing system
determines that a given vulnerability might compromise a
given network node, it has to find a way of validating that
this is indeed so under current conditions.

[0102] As explained above, the common solutions adopted
by prior art penetration testing systems are:

[0103] a. Validating by actual attack—testing whether the
given vulnerability succeeds in compromising the given
node by actually attempting to compromise the node by
exploiting the vulnerability, and then finding out if the
attempt was successful and the node was indeed compro-
mised.

[0104] b. Validating by simulation or by other evalua-
tion—testing whether the given vulnerability succeeds in
compromising the given node by either simulating the tested
networked system and attempting to compromise it by
exploiting the vulnerability in the simulation, or by evalu-
ating the success/failure of exploiting the vulnerability by
using pre-compiled knowledge about the vulnerability plus
data about current conditions in the network node. In both
cases the validation is done without actually attempting to
compromise the tested networked system and thus without
risking an actual compromising of the network node.
[0105] Each of the above approaches has its drawbacks.
The actual attack method has the severe drawback of risking
actually compromising the tested networked system. Even
though penetration testing systems employing this method
attempt to undo any compromising operations they per-
formed during the test, it is difficult to guarantee that full
recovery will always be achieved. The simulation/evaluation
method has the drawback of sometimes lacking knowledge
of data that is essential for reaching a correct result. If the
condition for successful compromising depends on data that
is internal to the target node (for example the version of the
firmware of a storage device internal to the node), then the
method cannot reliably validate the success of the compro-
mising by the vulnerability unless special arrangements are
done in order to obtain the required information during the
execution of the penetration testing campaign.

[0106] Prior art penetration testing systems are quite rigid
regarding the validation approach they employ—a given
penetration testing system either employs validation by
actual attack or validation by simulation/evaluation. This
implies:
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[0107] a. For a given penetration testing campaign, there
is no way of employing validation by actual attack for some
potential vulnerabilities and validation by simulation/evalu-
ation for other potential vulnerabilities.

[0108] b. For a given scenario template, there is no way of
employing validation by actual attack for execution of some
campaigns that are based on the scenario template and
employing validation by simulation/evaluation for execution
of other campaigns that are also based on the scenario
template.

[0109] c. For a given tested networked system, there is no
way of employing validation by actual attack for execution
of some penetration testing campaigns and employing vali-
dation by simulation/evaluation for execution of other pen-
etration testing campaigns, even when different campaigns
are based on different scenario templates.

[0110] But in many situations a user of a penetration
testing system may want to have more flexibility. For
example:

[0111] a. A user may want to execute a penetration testing
campaign in which some potential vulnerabilities are vali-
dated by actual attack, while other potential vulnerabilities
are validated by simulation or evaluation.

[0112] As an example, the user may prefer to use valida-
tion by actual attack for most vulnerabilities because it
provides better reliability for the validation conclusions, but
for some specific vulnerabilities would like to use validation
by simulation/evaluation because the damage to the tested
networked system in case an actual attack exploiting any of
these specific vulnerabilities turns out to be successful (e.g.
a shutdown of the network node) is unacceptable and
therefore cannot be risked.

[0113] As another example, the user may prefer to use
validation by simulation/evaluation for most vulnerabilities
because it is important not to risk compromising the tested
networked system, but for some specific vulnerabilities
would like to use validation by actual attack because the
importance of the resources put at risk by these specific
vulnerabilities (e.g. password files) is so high that the most
reliable validation conclusions are desired, even at the cost
of risking the compromising of the tested networked system
during the test (e.g. by exporting a password file to the
penetration testing system, which may be under the control
of'the organization owning the tested networked system, and
thus causing no real damage when being compromised
during the penetration test).

[0114] b. A user may want to execute multiple penetration
testing campaigns where all campaigns are based on the
same scenario template, when some of the campaigns
employ validation by actual attack, while other campaigns
employ validation by simulation/evaluation.

[0115] As an example, the user may prefer to use valida-
tion by actual attack for most of the campaigns because this
provides better reliability for the validation conclusions, but
for some specific campaigns would like to use validation by
simulation/evaluation because at the time of those specific
runs a flawless operation of the tested networked system is
critical and no risk of the system being compromised can be
taken.

[0116] As another example, the user may prefer to use
validation by simulation/evaluation for most of the cam-
paigns because it is important not to risk compromising the
tested networked system, but for some specific campaigns
would like to use validation by actual attack because it is
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desired to get the most reliable validation conclusions once
in a while, even at the cost of risking the compromising of
the tested networked system.

[0117] c. A user may want to execute some penetration
testing campaigns while employing validation by actual
attack, and to execute some other penetration testing cam-
paigns while employing validation by simulation/evaluation
(where different campaigns are based on different scenario
templates).

[0118] As an example, for some campaigns which are set
with the goal of the attacker being exporting certain files out
of the tested networked system, the user may accept the risk
of compromising the networked system and wish to employ
validation by actual attack, as the damage at risk is not
critical (at least when the penetration testing system, which
is the receiver of the exported files, is under control of the
organization owning the tested networked system). For other
campaigns which are set up with the goal of the attacker
being damaging of certain files, the user may not agree to
accept the risk and therefore wishes to employ validation by
simulation/evaluation.

[0119] There is thus a need for providing users of pen-
etration testing systems with greater flexibility in controlling
the method of wvalidation of potential vulnerabilities
employed during the penetration testing process.

SUMMARY OF EMBODIMENTS

[0120] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to one or more
manually and explicitly-selected capabilities of an attacker
of the penetration testing campaign, the method comprising:
receiving, by the penetration testing system and via the user
interface of the computing device, one or more manually-
entered inputs, the one or more manually-entered inputs
explicitly selecting one or more capabilities of the attacker
of the penetration testing campaign; executing the penetra-
tion testing campaign, by the penetration testing system and
according to the manually and explicitly-provided selection
of the one or more capabilities of the attacker, so as to test
the networked system; and reporting, by the penetration
testing system, at least one security vulnerability determined
to exist in the networked system by the executing of the
penetration testing campaign, wherein the reporting com-
prises at least one of (i) causing a display device to display
a report describing the at least one security vulnerability, and
(ii) electronically transmitting a report describing the at least
one security vulnerability.

[0121] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the one or more capabilities of
the attacker, the penetration testing system automatically
computes and displays an explicit recommendation for
selecting the one or more capabilities of the attacker.
[0122] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0123] In some embodiments, further comprising: subse-
quent to the receiving by the penetration testing system of
the one or more manually-entered inputs that explicitly
select the one or more capabilities of the attacker, receiving,
by the penetration testing system and via the user interface
of the computing device, one or more additional manually-
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entered inputs, the one or more additional manually-entered
inputs explicitly selecting a value for a second information
item of the penetration testing campaign, wherein the second
information item is not a capability of the attacker.

[0124] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) the manually and explicitly selected
one or more capabilities of the attacker.

[0125] In some embodiments, further comprising: subse-
quent to the receiving by the penetration testing system of
the one or more manually-entered inputs that explicitly
select the one or more capabilities of the attacker, receiving,
by the penetration testing system and via the user interface
of the computing device, one or more additional manually-
entered inputs, the one or more additional manually-entered
inputs explicitly selecting a method of one of the manually
and explicitly selected one or more capabilities of the
attacker.

[0126] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected one or more capabilities of
the attacker, and (ii) the manually and explicitly selected
method.

[0127] A system for penetration testing of a networked
system, the system comprising: a. an attacker-capability-
selection user interface including one or more user interface
components for manual and explicit selection of one or more
capabilities of an attacker of a penetration testing campaign;
b. a penetration-testing-campaign module programmed to
perform the penetration testing campaign whose attacker has
the one or more capabilities that are manually and explicitly
selected via the attacker-capability-selection user interface;
and c. a reporting module for reporting at least one security
vulnerability determined to exist in the networked system
according to results of the penetration testing campaign that
is performed by the penetration-testing-campaign module,
wherein the reporting module is configured to report the at
least one security vulnerability by performing at least one of
(1) causing a display device to display a report describing the
at least one security vulnerability, and (ii) electronically
transmitting a report describing the at least one security
vulnerability.

[0128] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
one or more capabilities of the attacker, wherein the
attacker-capability-selection user interface displays the
explicit recommendation.

[0129] In some embodiments, the system is configured so
that the manual and explicit selection of the one or more
capabilities of the attacker includes a manual and explicit
approval of the explicit recommendation.

[0130] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
capability of the attacker, wherein the system is configured
to receive the manual and explicit selection of the value of
the second information item subsequent to the manual and
explicit selection of the one or more capabilities.

[0131] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
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and explicit selection of both (i) the one or more capabilities
of the attacker and (ii) the value of the second information
item, to perform the penetration testing campaign using both
(1) the manually and explicitly selected one or more capa-
bilities of the attacker and (ii) the manually and explicitly
selected value of the second information item.

[0132] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
method of one capability of the manually and explicitly
selected one or more capabilities of the attacker of the
penetration testing campaign, wherein the system is config-
ured to receive the manual and explicit selection of the
method of the one capability subsequent to the manual and
explicit selection of the one capability.

[0133] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the one or more capabilities
of the attacker and (ii) the method of the one capability, to
perform the penetration testing campaign using both (ii) the
manually and explicitly selected one or more capabilities of
the attacker and (ii) the manually and explicitly selected
method of the one capability.

[0134] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to one or more
manually and explicitly-selected traits of an attacker of the
penetration testing campaign, the method comprising:
receiving, by the penetration testing system and via the user
interface of the computing device, one or more manually-
entered inputs, the one or more manually-entered inputs
explicitly selecting one or more traits of the attacker of the
penetration testing campaign; executing the penetration test-
ing campaign, by the penetration testing system and accord-
ing to the manually and explicitly-provided selection of the
one or more traits of the attacker, so as to test the networked
system; and reporting, by the penetration testing system, at
least one security vulnerability determined to exist in the
networked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security vulner-
ability.

[0135] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the one or more traits of the
attacker, the penetration testing system automatically com-
putes and displays an explicit recommendation for selecting
the one or more traits of the attacker.

[0136] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0137] In some embodiments, the method further com-
prising: subsequent to the receiving by the penetration
testing system of the one or more manually-entered inputs
that explicitly select the one or more traits of the attacker,
receiving, by the penetration testing system and via the user
interface of the computing device, one or more additional
manually-entered inputs, the one or more additional manu-
ally-entered inputs explicitly selecting a value for a second
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information item of the penetration testing campaign,
wherein the second information item is not a trait of the
attacker.

[0138] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) the manually and explicitly selected
one or more traits of the attacker.

[0139] A system for penetration testing of a networked
system, the system comprising: a. an attacker-trait-selection
user interface including one or more user interface compo-
nents for manual and explicit selection of one or more traits
of an attacker of a penetration testing campaign; b. a
penetration-testing-campaign module programmed to per-
form the penetration testing campaign whose attacker has
the one or more traits that are manually and explicitly
selected via the attacker-trait-selection user interface; and c.
a reporting module for reporting at least one security vul-
nerability determined to exist in the networked system
according to results of the penetration testing campaign that
is performed by the penetration-testing-campaign module,
wherein the reporting module is configured to report the at
least one security vulnerability by performing at least one of
(1) causing a display device to display a report describing the
at least one security vulnerability, and (ii) electronically
transmitting a report describing the at least one security
vulnerability.

[0140] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
one or more traits of the attacker, wherein the attacker-trait-
selection user interface displays the explicit recommenda-
tion.

[0141] In some embodiments, the system is configured so
that the manual and explicit selection of the one or more
traits of the attacker includes a manual and explicit approval
of the explicit recommendation.

[0142] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
trait of the attacker, wherein the system is configured to
receive the manual and explicit selection of the value of the
second information item subsequent to the manual and
explicit selection of the one or more traits.

[0143] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the one or more traits of the
attacker and (ii) the value of the second information item, to
perform the penetration testing campaign using both (i) the
manually and explicitly selected one or more traits of the
attacker and (ii) the manually and explicitly selected value
of the second information item. A method of penetration
testing of a networked system by a penetration testing
system that is controlled by a user interface of a computing
device so that a penetration testing campaign is executed
according to a manual and explicit selecting of one or more
network nodes of the networked system, the method com-
prising: receiving, by the penetration testing system and via
the user interface of the computing device, one or more
manually-entered inputs, the one or more manually-entered
inputs explicitly selecting the one or more network nodes of
the networked system, wherein at least one of the manually
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and explicitly selected nodes is other than the computing
device; in accordance with the manual and explicit selecting
of the network nodes, executing the penetration testing
campaign by the penetration testing system so as to test the
networked system, the penetration testing campaign being
executed under the assumption that the manually and explic-
itly selected one or more network nodes of the networked
system are already compromised at the time of beginning the
penetration testing campaign; and reporting, by the penetra-
tion testing system, at least one security vulnerability deter-
mined to exist in the networked system by the executing of
the penetration testing campaign, wherein the reporting
comprises at least one of (i) causing a display device to
display a report describing the at least one security vulner-
ability, and (ii) electronically transmitting a report describ-
ing the at least one security vulnerability.

[0144] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the one or more network nodes
of the networked system, the penetration testing system
automatically computes and displays an explicit recommen-
dation for selecting the one or more network nodes that are
already compromised at the time of beginning the penetra-
tion testing campaign.

[0145] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0146] In some embodiments, the method further com-
prising: subsequent to the receiving by the penetration
testing system of the one or more manually-entered inputs
that explicitly select the one or more network nodes of the
networked system, receiving, by the penetration testing
system and via the user interface of the computing device,
one or more additional manually-entered inputs, the one or
more additional manually-entered inputs explicitly selecting
a value for a second information item of the penetration
testing campaign, wherein the second information item is
not a set of one or more network nodes that are assumed to
be already compromised at the time of beginning the pen-
etration testing campaign.

[0147] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) an assumption that the manually and
explicitly selected one or more network nodes of the net-
worked system are already compromised at the time of
beginning the penetration testing campaign.

[0148] A system for penetration testing of a networked
system, the system comprising: a. a network-nodes-selection
user interface including one or more user interface compo-
nents for manual and explicit selection of one or more
network nodes, where the network-nodes-selection user
interface resides in a computing device and at least one of
the manually and explicitly selected one or more network
nodes is other than the computing device; b. a penetration-
testing-campaign module programmed to perform a penetra-
tion testing campaign under the assumption that the manu-
ally and explicitly selected one or more network nodes of the
networked system are already compromised at the time of
beginning the penetration testing campaign; and c. a report-
ing module for reporting at least one security vulnerability
determined to exist in the networked system according to
results of the penetration testing campaign that is performed
by the penetration-testing-campaign module, wherein the
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reporting module is configured to report the at least one
security vulnerability by performing at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security vulner-
ability.

[0149] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
one or more network nodes, wherein the network-nodes-
selection user interface displays the explicit recommenda-
tion.

[0150] In some embodiments, the system is configured so
that the manual and explicit selection of the one or more
network nodes includes a manual and explicit approval of
the explicit recommendation.

[0151] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than one
or more network nodes, wherein the system is configured to
receive the manual and explicit selection of the value of the
second information item subsequent to the manual and
explicit selection of the one or more network nodes.
[0152] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the one or more network
nodes and (ii) the value of the second information item, to
perform the penetration testing campaign using both (i) the
manually and explicitly selected one or more network nodes
and (ii) the manually and explicitly selected value of the
second information item.

[0153] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to a manually and
explicitly provided node-selection condition, the method
comprising: receiving, by the penetration testing system and
via the user interface of the computing device, one or more
manually-entered inputs, the one or more manually-entered
inputs explicitly selecting a Boolean node-selection condi-
tion, the manually and explicitly selected node-selection
condition defining a proper subset of network nodes of the
networked system such that any network node of the net-
worked system is a member of the subset of network nodes
if and only if it satisfies the condition; in accordance with the
manual and explicit selecting of the node-selection condi-
tion, executing the penetration testing campaign by the
penetration testing system so as to test the networked
system, the penetration testing campaign being executed
under the assumption that every node of the subset of
network nodes is already compromised at the time of
beginning the penetration testing campaign; and reporting,
by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by
the executing of the penetration testing campaign, wherein
the reporting comprises at least one of (i) causing a display
device to display a report describing the at least one security
vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.

[0154] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the Boolean node-selection con-
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dition, the penetration testing system automatically com-
putes and displays an explicit recommendation for selecting
the Boolean node-selection condition.

[0155] In some embodiments, the received one or more
manually-entered inputs for selecting the Boolean node-
selection condition comprise an explicit user approval of the
explicit recommendation.

[0156] In some embodiments, the method further com-
prising: subsequent to the receiving by the penetration
testing system of the one or more manually-entered inputs
that explicitly select the Boolean node-selection condition,
receiving, by the penetration testing system and via the user
interface of the computing device, one or more additional
manually-entered inputs, the one or more additional manu-
ally-entered inputs explicitly selecting a value for a second
information item of the penetration testing campaign,
wherein the second information item is not a node-selection
condition defining a subset of network nodes that are
assumed to be already compromised at the time of beginning
the penetration testing campaign.

[0157] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) an assumption that every node of the
subset of network nodes is already compromised at the time
of beginning the penetration testing campaign.

[0158] A system for penetration testing of a networked
system, the system comprising: a. a node-selection-condi-
tion user interface including one or more user interface
components for manually and explicitly selecting a Boolean
node-selection condition defining a proper subset of network
nodes of the networked system such that any network node
of the networked system is a member of the subset of
network nodes if and only if it satisfies the condition; b. a
penetration-testing-campaign module programmed to per-
form a penetration testing campaign under the assumption
that every network node of the subset of network nodes is
already compromised at the time of beginning the penetra-
tion testing campaign; and c. a reporting module for report-
ing at least one security vulnerability determined to exist in
the networked system according to results of the penetration
testing campaign that is performed by the penetration-
testing-campaign module, wherein the reporting module is
configured to report the at least one security vulnerability by
performing at least one of (i) causing a display device to
display a report describing the at least one security vulner-
ability, and (ii) electronically transmitting a report describ-
ing the at least one security vulnerability.

[0159] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
Boolean node-selection condition, wherein the node-selec-
tion-condition user interface displays the explicit recom-
mendation.

[0160] In some embodiments, the system is configured so
that the manual and explicit selection of the Boolean node-
selection condition includes a manual and explicit approval
of the explicit recommendation.

[0161] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
Boolean node-selection condition, wherein the system is
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configured to receive the manual and explicit selection of the
value of the second information item subsequent to the
manual and explicit selection of the Boolean node-selection
condition.

[0162] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the Boolean node-selection
condition and (ii) the value of the second information item,
to perform the penetration testing campaign using both (i)
the manually and explicitly selected Boolean node-selection
condition and (ii) the manually and explicitly selected value
of the second information item.

[0163] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to an automatic
selecting of one or more network nodes of the networked
system, the method comprising: determining, by the pen-
etration testing system, at least one of (i) a type of an
attacker of'the penetration testing campaign, and (ii) whether
one or more network nodes of the networked system satisfy
a pre-defined Boolean condition; based on a result of the
determining, automatically selecting, by the penetration
testing system, the one or more network nodes of the
networked system, wherein at least one of the automatically
selected network nodes is other than the computing device;
in accordance with the automatically selecting of the net-
work nodes, executing the penetration testing campaign by
the penetration testing system so as to test the networked
system, the penetration testing campaign being executed
under the assumption that the automatically selected one or
more network nodes of the networked system are already
compromised at the time of beginning the penetration testing
campaign; and reporting, by the penetration testing system,
at least one security vulnerability determined to exist in the
networked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security vulner-
ability.

[0164] In some embodiments, the determining comprises
determining the type of the attacker of the penetration
testing campaign.

[0165] In some embodiments, the determining of the type
of'the attacker comprises automatically determining the type
of the attacker by the penetration testing system.

[0166] In some embodiments, the determining of the type
of the attacker comprises receiving, via the user interface of
the computing device, one or more manually-entered inputs
that explicitly select the type of the attacker.

[0167] In some embodiments, the determining comprises
automatically determining whether the one or more network
nodes of the networked system satisfy the pre-defined Bool-
ean condition.

[0168] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has a direct connection to a com-
puting device that is outside the networked system.

[0169] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has an operating system that is a
member of a pre-defined set of operating systems.
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[0170] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has a cellular communication chan-
nel.

[0171] A system for penetration testing of a networked
system that is controlled by a user interface of a computing
device, the system comprising: a. a node-selection module
configured to: determine at least one of (i) a type of an
attacker of a penetration testing campaign, and (ii) whether
one or more network nodes of the networked system satisfy
a pre-defined Boolean condition; and based on a result of the
determining, automatically select one or more network
nodes of the networked system, wherein at least one of the
automatically selected network nodes is other than the
computing device; b. a penetration-testing-campaign mod-
ule programmed to perform the penetration testing campaign
under the assumption that the automatically selected one or
more network nodes of the networked system are already
compromised at the time of beginning the penetration testing
campaign; and c. a reporting module for reporting at least
one security vulnerability determined to exist in the net-
worked system according to results of the penetration testing
campaign that is performed by the penetration-testing-cam-
paign module, wherein the reporting module is configured to
report the at least one security vulnerability by performing
at least one of (i) causing a display device to display a report
describing the at least one security vulnerability, and (ii)
electronically transmitting a report describing the at least
one security vulnerability.

[0172] In some embodiments, the node-selection module
is configured to determine the type of the attacker of the
penetration testing campaign.

[0173] In some embodiments, the node-selection module
is configured to automatically determine the type of the
attacker of the penetration testing campaign.

[0174] In some embodiments, the node-selection module
is configured to determine the type of the attacker by
receiving, via the user interface of the computing device,
one or more manually-entered inputs that explicitly select
the type of the attacker.

[0175] In some embodiments, the node-selection module
is configured to automatically determine whether the one or
more network nodes of the networked system satisty the
pre-defined Boolean condition.

[0176] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has a direct connection to a com-
puting device that is outside the networked system.

[0177] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has an operating system that is a
member of a pre-defined set of operating systems.

[0178] In some embodiments, the pre-defined Boolean
condition is satisfied for a given network node if and only if
the given network node has a cellular communication chan-
nel.

[0179] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to one or more
manually and explicitly-selected goals of an attacker of the
penetration testing campaign, the method comprising:
receiving, by the penetration testing system and via the user
interface of the computing device, one or more manually-
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entered inputs, the one or more manually-entered inputs
explicitly selecting one or more goals of the attacker of the
penetration testing campaign, wherein at least one goal of
the one or more goals satisfies at least one condition selected
from the group consisting of: i. the at least one goal is a
resource-specific goal; ii. the at least one goal is a file-
specific goal; iii. the at least one goal is a node-count-
maximizing goal; iv. the at least one goal is a file-count-
maximizing goal; v. the at least one goal is an encryption-
related goal; vi. the at least one goal is a file-exporting goal;
vii. the at least one goal is a file-size-related goal; viii. the
at least one goal is a file-type-related goal; ix. the at least one
goal is a file-damage-related goal; and x. the at least one goal
is a node-condition-based goal; executing the penetration
testing campaign, by the penetration testing system and
according to the manually and explicitly-provided selection
of the one or more goals of the attacker, so as to test the
networked system; and reporting, by the penetration testing
system, at least one security vulnerability determined to
exist in the networked system by the executing of the
penetration testing campaign, wherein the reporting com-
prises at least one of (i) causing a display device to display
a report describing the at least one security vulnerability, and
(ii) electronically transmitting a report describing the at least
one security vulnerability. In some embodiments, the at least
one goal is a resource-specific goal.

[0180] In some embodiments, the at least one goal is a
file-specific goal.

[0181] In some embodiments, the at least one goal is a
node-count-maximizing goal.

[0182] In some embodiments, the at least one goal is a
file-count-maximizing goal.

[0183] In some embodiments, the at least one goal is an
encryption-related goal.

[0184] In some embodiments, the at least one goal is a
file-exporting goal.

[0185] In some embodiments, the at least one goal is a
file-size-related goal.

[0186] In some embodiments, the at least one goal is a
file-type-related goal.

[0187] In some embodiments, the at least one goal is a
file-damage-related goal.

[0188] In some embodiments, the at least one goal is a
node-condition-based goal.

[0189] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the one or more goals of the
attacker, the penetration testing system automatically com-
putes and displays an explicit recommendation for selecting
the one or more goals of the attacker.

[0190] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0191] In some embodiments, the method further com-
prising: subsequent to the receiving by the penetration
testing system of the one or more manually-entered inputs
that explicitly select the one or more goals of the attacker,
receiving, by the penetration testing system and via the user
interface of the computing device, one or more additional
manually-entered inputs, the one or more additional manu-
ally-entered inputs explicitly selecting a value for a second
information item of the campaign of the penetration testing
system, wherein the second information item is not a goal of
the attacker.
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[0192] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) the manually and explicitly selected
one or more goals of the attacker.

[0193] A system for penetration testing of a networked
system, the system comprising: a. a goals-selection user
interface including one or more user interface components
for manual and explicit selection of one or more goals of an
attacker of a penetration testing campaign, wherein at least
one goal of the one or more goals satisfies at least one
condition selected from the group consisting of: i. the at least
one goal is a resource-specific goal; ii.

[0194] the at least one goal is a file-specific goal; iii. the
at least one goal is a node-count-maximizing goal; iv. the at
least one goal is a file-count-maximizing goal; v. the at least
one goal is an encryption-related goal; vi. the at least one
goal is a file-exporting goal; vii. the at least one goal is a
file-size-related goal; viii. the at least one goal is a file-type-
related goal; ix. the at least one goal is a file-damage-related
goal; and x. the at least one goal is a node-condition-based
goal; b. a penetration-testing-campaign module pro-
grammed to perform the penetration testing campaign whose
attacker has the one or more goals that are manually and
explicitly selected via the goals-selection user interface; and
c. a reporting module for reporting at least one security
vulnerability determined to exist in the networked system
according to results of the penetration testing campaign that
is performed by the penetration-testing-campaign module,
wherein the reporting module is configured to report the at
least one security vulnerability by performing at least one of
(1) causing a display device to display a report describing the
at least one security vulnerability, and (ii) electronically
transmitting a report describing the at least one security
vulnerability.

[0195] In some embodiments, the at least one goal is a
resource-specific goal.

[0196] In some embodiments, the at least one goal is a
file-specific goal.

[0197] In some embodiments, the at least one goal is a
node-count-maximizing goal.

[0198] In some embodiments, the at least one goal is a
file-count-maximizing goal.

[0199] In some embodiments, the at least one goal is an
encryption-related goal.

[0200] In some embodiments, the at least one goal is a
file-exporting goal.

[0201] In some embodiments, the at least one goal is a
file-size-related goal.

[0202] In some embodiments, the at least one goal is a
file-type-related goal.

[0203] In some embodiments, the at least one goal is a
file-damage-related goal.

[0204] In some embodiments, the at least one goal is a
node-condition-based goal.

[0205] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
one or more goals of the attacker, wherein the goals-
selection user interface displays the explicit recommenda-
tion.

[0206] In some embodiments, the system is configured so
that the manual and explicit selection of the one or more
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goals of the attacker includes a manual and explicit approval
of the explicit recommendation.

[0207] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
goal of the attacker, wherein the system is configured to
receive the manual and explicit selection of the value of the
second information item subsequent to the manual and
explicit selection of the one or more goals.

[0208] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the one or more goals of the
attacker and (ii) the value of the second information item, to
perform the penetration testing campaign using both (i) the
manually and explicitly selected one or more goals of the
attacker and (ii) the manually and explicitly selected value
of the second information item.

[0209] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to an automatic
selecting of one or more goals of an attacker of the pen-
etration testing campaign, the method comprising: a. deter-
mining, by the penetration testing system, a type of the
attacker of the penetration testing campaign; b. automati-
cally selecting, by the penetration testing system and accord-
ing to the type of the attacker of the penetration testing
campaign, one or more goals of the attacker; c. executing the
penetration testing campaign, by the penetration testing
system and according to i. the type of the attacker of the
penetration testing campaign, and ii. the automatically
selected one or more goals, so as to test the networked
system; d. reporting, by the penetration testing system, at
least one security vulnerability determined to exist in the
networked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security vulner-
ability.

[0210] In some embodiments, the determining of the type
of'the attacker comprises automatically determining the type
of the attacker by the penetration testing system.

[0211] In some embodiments, the determining of the type
of the attacker comprises receiving, via the user interface of
the computing device, one or more manually-entered inputs
that explicitly select the type of the attacker.

[0212] In some embodiments, at least one goal of the one
or more goals satisfies at least one condition selected from
the group consisting of: i. the at least one goal is a resource-
specific goal; ii. the at least one goal is a file-specific goal;
iii. the at least one goal is a node-count-maximizing goal; iv.
the at least one goal is a file-count-maximizing goal; v. the
at least one goal is an encryption-related goal; vi. the at least
one goal is a file-exporting goal; vii. the at least one goal is
a file-size-related goal; viii. the at least one goal is a
file-type-related goal; ix. the at least one goal is a file-
damage-related goal; and x. the at least one goal is a
node-condition-based goal.

[0213] In some embodiments, the automatic selecting of
one or more goals includes performing at least one of a. in
response to a determination that the attacker type is state-
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sponsored, automatically selecting a goal to export as many
files that are of a file type that may contain drawings as
possible; b. in response to a determination that the attacker
type is cyber-criminal, automatically selecting a goal to
export as many Excel files as possible.

[0214] A system for penetration testing of a networked
system, the system comprising: a. a goals-selection module
configured to: i. determine a type of an attacker of a
penetration testing campaign; and ii. based on a result of the
determining, automatically select one or more goals of the
attacker of the penetration testing campaign; b. a penetra-
tion-testing-campaign module programmed to perform the
penetration testing campaign according to: i. the type of the
attacker of the penetration testing campaign, and ii. the
automatically selected one or more goals; c. a reporting
module for reporting at least one security vulnerability
determined to exist in the networked system according to
results of the penetration testing campaign that is performed
by the penetration-testing-campaign module, wherein the
reporting module is configured to report the at least one
security vulnerability by performing at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security vulner-
ability.

[0215] In some embodiments, the goals-selection module
is configured to automatically determine the type of the
attacker of the penetration testing campaign.

[0216] In some embodiments, the goals-selection module
is configured to determine the type of the attacker by
receiving, via a user interface of a computing device, one or
more manually-entered inputs that explicitly select the type
of the attacker.

[0217] In some embodiments, at least one goal of the one
or more goals satisfies at least one condition selected from
the group consisting of: i. the at least one goal is a resource-
specific goal; ii. the at least one goal is a file-specific goal;
iii. the at least one goal is a node-count-maximizing goal; iv.
the at least one goal is a file-count-maximizing goal; v. the
at least one goal is an encryption-related goal; vi. the at least
one goal is a file-exporting goal; vii. the at least one goal is
a file-size-related goal; viii. the at least one goal is a
file-type-related goal; ix. the at least one goal is a file-
damage-related goal; and x. the at least one goal is a
node-condition-based goal.

[0218] In some embodiments, the goals-selection module
is configured to perform at least one of the following: a. in
response to a determination that the attacker type is state-
sponsored, a goal to export as many files that are of a file
type that may contain drawings as possible is automatically
selected; b. in response to a determination that the attacker
type is cyber-criminal, a goal to export as many Excel files
as possible is automatically selected.

[0219] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to a manually and
explicitly-selected lateral movement strategy of an attacker
of the penetration testing campaign, the method comprising:
receiving, by the penetration testing system and via the user
interface of the computing device, one or more manually-
entered inputs, the one or more manually-entered inputs
explicitly selecting the lateral movement strategy of the
attacker of the penetration testing campaign; executing the
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penetration testing campaign, by the penetration testing
system and according to the manually and explicitly-pro-
vided lateral movement strategy of the attacker, so as to test
the networked system; and reporting, by the penetration
testing system, at least one security vulnerability determined
to exist in the networked system by the executing of the
penetration testing campaign, wherein the reporting com-
prises at least one of (i) causing a display device to display
a report describing the at least one security vulnerability, and
(ii) electronically transmitting a report describing the at least
one security vulnerability.

[0220] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the lateral movement strategy of
the attacker, the penetration testing system automatically
computes and displays an explicit recommendation for
selecting the lateral movement strategy of the attacker.

[0221] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0222] In some embodiments, the method further com-
prising: subsequent to the receiving by the penetration
testing system of the one or more manually-entered inputs
that explicitly select the lateral movement strategy of the
attacker, receiving, by the penetration testing system and via
the user interface of the computing device, one or more
additional manually-entered inputs, the one or more addi-
tional manually-entered inputs explicitly selecting a value
for a second information item of the penetration testing
campaign, wherein the second information item is not a
lateral movement strategy of the attacker.

[0223] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) the manually and explicitly selected
lateral movement strategy of the attacker.

[0224] A system for penetration testing of a networked
system, the system comprising: a. a lateral-movement-strat-
egy-selection user interface including one or more user
interface components for explicit and manual selection of a
lateral movement strategy of an attacker of a penetration
testing campaign; b. a penetration-testing-campaign module
programmed to perform the penetration testing campaign
according to the lateral movement strategy that is manually
and explicitly selected via the lateral-movement-strategy-
selection user interface; and c. a reporting module for
reporting at least one security vulnerability determined to
exist in the networked system according to results of the
penetration testing campaign that is performed by the pen-
etration-testing-campaign module, wherein the reporting
module is configured to report the at least one security
vulnerability by performing at least one of (i) causing a
display device to display a report describing the at least one
security vulnerability, and (ii) electronically transmitting a
report describing the at least one security vulnerability.

[0225] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting a
lateral movement strategy of the attacker, wherein the lat-
eral-movement-strategy-selection user interface displays the
explicit recommendation.

[0226] In some embodiments, the system is configured so
that the manual and explicit selection of the lateral move-
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ment strategy of the attacker includes a manual and explicit
approval of the explicit recommendation.

[0227] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
lateral movement strategy of the attacker, wherein the sys-
tem is configured to receive the manual and explicit selec-
tion of the value of the second information item subsequent
to the manual and explicit selection of the lateral movement
strategy.

[0228] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the lateral movement
strategy of the attacker and (ii) the value of the second
information item, to perform the penetration testing cam-
paign using both (i) the manually and explicitly selected
lateral movement strategy of the attacker and (ii) the manu-
ally and explicitly selected value of the second information
item.

[0229] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to an automatic
selecting of a lateral movement strategy of an attacker of the
penetration testing campaign, the method comprising: a.
determining, by the penetration testing system, at least one
of (i) a type of the attacker of the penetration testing
campaign and (ii) one or more goals of the attacker of the
penetration testing campaign; b. based on a result of the
determining, automatically selecting by the penetration test-
ing system a lateral movement strategy of the attacker of the
penetration testing campaign; c¢. executing the penetration
testing campaign, by the penetration testing system and
according to i. the at least one of the type of the attacker and
the one or more goals of the attacker, and ii. the automati-
cally selected lateral movement strategy of the attacker, so
as to test the networked system; d. reporting, by the pen-
etration testing system, at least one security vulnerability
determined to exist in the networked system by the execut-
ing of the penetration testing campaign, wherein the report-
ing comprises at least one of (i) causing a display device to
display a report describing the at least one security vulner-
ability, and (ii) electronically transmitting a report describ-
ing the at least one security vulnerability.

[0230] In some embodiments, the determining comprises
determining the type of the attacker of the penetration
testing campaign.

[0231] In some embodiments, the determining of the type
of'the attacker comprises automatically determining the type
of the attacker by the penetration testing system.

[0232] In some embodiments, the determining of the type
of the attacker comprises receiving, via the user interface of
the computing device, one or more manually-entered inputs
that explicitly select the type of the attacker.

[0233] In some embodiments, the determining comprises
determining the one or more goals of the attacker of the
penetration testing campaign.

[0234] In some embodiments, the determining of the one
or more goals of the attacker comprises automatically deter-
mining the one or more goals of the attacker by the pen-
etration testing system.
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[0235] In some embodiments, the determining of the one
or more goals of the attacker comprises receiving, via the
user interface of the computing device, one or more manu-
ally-entered inputs that explicitly select the one or more
goals of the attacker.

[0236] A system for penetration testing of a networked
system, the system comprising: a. a lateral-movement-strat-
egy-selection module configured to: determine at least one
of (i) a type of the attacker of the penetration testing
campaign and (ii) one or more goals of the attacker of the
penetration testing campaign; based on a result of the
determining, automatically select a lateral movement strat-
egy of the attacker of the penetration testing campaign; b. a
penetration-testing-campaign module programmed to per-
form the penetration testing campaign according to the
automatically selected lateral movement strategy; and c. a
reporting module for reporting at least one security vulner-
ability determined to exist in the networked system accord-
ing to results of the penetration testing campaign that is
performed by the penetration-testing-campaign module,
wherein the reporting module is configured to report the at
least one security vulnerability by performing at least one of
(1) causing a display device to display a report describing the
at least one security vulnerability, and (ii) electronically
transmitting a report describing the at least one security
vulnerability.

[0237] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to determine the type of
the attacker of the penetration testing campaign.

[0238] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to automatically deter-
mine the type of the attacker of the penetration testing
campaign.

[0239] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to determine the type of
the attacker by receiving, via a user interface of a computing
device, one or more manually-entered inputs that explicitly
select the type of the attacker.

[0240] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to determine the one or
more goals of the attacker of the penetration testing cam-
paign.

[0241] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to automatically deter-
mine the one or more goals of the attacker of the penetration
testing campaign.

[0242] In some embodiments, the lateral-movement-strat-
egy-selection module is configured to determine the one or
more goals of the attacker by receiving, via a user interface
of'a computing device, one or more manually-entered inputs
that explicitly select the one or more goals of the attacker.
[0243] A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to manually and
explicitly-selected sensitivity to detection of an attacker of
the penetration testing campaign, the method comprising:
receiving, by the penetration testing system and via the user
interface of the computing device, one or more manually-
entered inputs, the one or more manually-entered inputs
explicitly selecting a level of sensitivity to detection of the
attacker of the penetration testing campaign; executing the
penetration testing campaign, by the penetration testing
system and according to the manually and explicitly-pro-
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vided selection of the level of sensitivity to detection of the
attacker, so as to test the networked system; and reporting,
by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by
the executing of the penetration testing campaign, wherein
the reporting comprises at least one of (i) causing a display
device to display a report describing the at least one security
vulnerability, and (ii) electronically transmitting a report
describing the at least one security vulnerability.

[0244] In some embodiments, the method is carried out so
that before receiving the one or more manually-entered
inputs that explicitly select the level of sensitivity to detec-
tion of the attacker, the penetration testing system automati-
cally computes and displays an explicit recommendation for
selecting the level of sensitivity to detection of the attacker.
[0245] In some embodiments, the received one or more
manually-entered inputs comprises an explicit user approval
of the explicit recommendation.

[0246] In some embodiments, further comprising: subse-
quent to the receiving by the penetration testing system of
the one or more manually-entered inputs that explicitly
select the level of sensitivity to detection of the attacker,
receiving, by the penetration testing system and via the user
interface of the computing device, one or more additional
manually-entered inputs, the one or more additional manu-
ally-entered inputs explicitly selecting a value for a second
information item of the penetration testing campaign,
wherein the second information item is not a level of
sensitivity to detection of the attacker.

[0247] In some embodiments, the executing of the pen-
etration testing campaign is performed using both (i) the
manually and explicitly selected value for the second infor-
mation item, and (ii) the manually and explicitly selected
level of sensitivity to detection of the attacker.

[0248] In some embodiments, the manual and explicit
selection of the level of sensitivity to detection of the
attacker is a selection between two pre-defined alternative
levels. In some embodiments, the manual and explicit selec-
tion of the level of sensitivity to detection of the attacker is
a selection from a list of multiple pre-defined levels, the list
containing at least three levels.

[0249] In some embodiments, the manual and explicit
selection of the level of sensitivity to detection of the
attacker is a selection in which any value from a pre-defined
numerical interval may be selected.

[0250] A system for penetration testing of a networked
system, the system comprising: a. an attacker-sensitivity-
selection user interface including one or more user interface
components for manual and explicit selection of a level of
sensitivity to detection of an attacker of a penetration testing
campaign; b. a penetration-testing-campaign module pro-
grammed to perform the penetration testing campaign whose
attacker has the level of sensitivity to detection that is
manually and explicitly selected via the attacker-sensitivity-
selection user interface; and c. a reporting module for
reporting at least one security vulnerability determined to
exist in the networked system according to results of the
penetration testing campaign that is performed by the pen-
etration-testing-campaign module, wherein the reporting
module is configured to report the at least one security
vulnerability by performing at least one of (i) causing a
display device to display a report describing the at least one
security vulnerability, and (ii) electronically transmitting a
report describing the at least one security vulnerability.
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[0251] In some embodiments, the system further com-
prises a recommendation module configured to automati-
cally compute an explicit recommendation for selecting the
level of sensitivity to detection of the attacker, wherein the
attacker-sensitivity-selection user interface displays the
explicit recommendation.

[0252] In some embodiments, the system is configured so
that the manual and explicit selection of the level of sensi-
tivity to detection of the attacker includes a manual and
explicit approval of the explicit recommendation.

[0253] In some embodiments, the system further com-
prises a second user interface including one or more user
interface components for manual and explicit selection of a
value of a second information item of the penetration testing
campaign, the second information item being other than a
level of sensitivity to detection of the attacker, wherein the
system is configured to receive the manual and explicit
selection of the value of the second information item sub-
sequent to the manual and explicit selection of the level of
sensitivity to detection.

[0254] In some embodiments, the penetration-testing-
campaign module is configured, subsequent to the manual
and explicit selection of both (i) the level of sensitivity to
detection of the attacker and (ii) the value of the second
information item, to perform the penetration testing cam-
paign using both (i) the manually and explicitly selected
level of sensitivity to detection of the attacker and (ii) the
manually and explicitly selected value of the second infor-
mation item.

[0255] In some embodiments, the manual and explicit
selection of the level of sensitivity to detection of the
attacker is a selection between two pre-defined alternative
levels.

[0256] In some embodiments, the manual and explicit
selection of the level of sensitivity to detection of the
attacker is a selection from a list of multiple pre-defined
levels, the list containing at least three levels.

[0257] In some embodiments, the manual and explicit
selection of the level of sensitivity to detection of the
attacker is a selection in which any value from a pre-defined
numerical interval may be selected.

[0258] To date, there are two main approaches in penetra-
tion testing: (i) actual attack penetration testing, which has
the advantage of accuracy, and (ii) simulated penetration
testing, which avoids exposing the tested networked system
to risk during penetration testing.

[0259] An automated penetration testing system that is
neither a direct attack penetration testing system, nor a
simulated penetration testing system is now disclosed. It
includes the use of a reconnaissance agent software modules
(RASM) installed on multiple network nodes of the tested
networked system, and therefore it is referred to herein as
“reconnaissance agent penetration testing system”. As dis-
cussed below, in embodiments of the invention, the penetra-
tion testing system makes use of ‘internal data’ of multiple
nodes of the tested networked system—this internal data is
transmitted from the multiple nodes to a remote computing
device on which a penetration testing software module is
installed.

[0260] Towards this end, apparatus and methods are now
disclosed which address the above deficiencies, including
not exposing any node of the tested networked system to
risk, while still providing one or more advantages of actual
attack penetration systems.
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[0261] As will be explained below, these features are
combined with software architecture features such that: (i)
instances of the RASM installed on multiple network nodes
(hereinafter RASM-hosting nodes’) of the tested networked
system transmit internal data of the RASM-hosting nodes to
the remote computing device; (ii) this internal data is
analyzed on the remote computing device; (iii) all of the
analysis required for determining a method for an attacker to
compromise the networked system is performed by the
remote computing device; and (iv) no network node is put
under a risk of being compromised during the testing
process.

[0262] The aforementioned software architecture features
may be useful, for example, for minimizing the CPU burden
of penetration testing imposed on each of the multiple nodes
of the penetration-tested networked system. Alternatively or
additionally, these software architecture features may be
useful for updating—e.g. when new threats need to be added
to a threat-database, there is no need to update this threat-
database on each of the RASM-hosting nodes. Instead, the
threat-database may be updated only on the remote com-
puting device.

[0263] Preferably, these RASM instances are not com-
pletely autonomous, but rather obtain the internal data of the
RASM-hosting network nodes and/or transmit the internal
data in response to a data-requesting command received, by
each of the RASM-hosting network nodes, from the remote
computing device.

[0264] Similar to actual-attack penetration testing sys-
tems, actual data from the network nodes is analyzed to
determine the method for the attacker to compromise the
networked system. According to the present invention, this
actual data includes actual internal data. It should be noted
that the internal data of a specific node (i) is only directly
accessible to code executing by a processor of the specific
node and (ii) is only accessible to any code executing outside
of the specific node by receiving it from code executing by
a processor of the specific node. Therefore, in order to the
remote computing device to analyze such internal data, the
RASM instances must be installed on each of the network
nodes from which it is desired to obtain data during the test.

[0265] Internal data of a network node includes one or
more of:
[0266] (A) Internal events occurring in the network

node, for example the insertion of a USB stick into the
network node;

[0267] (B) Internal conditions existing in the network
node, for example whether the CPU of a given network
node is heavily loaded or not; and

[0268] (C) Internal factual data about the network node,
for example the firmware version of a solid-state stor-
age device attached to the network node.

[0269] Even though analysis is performed using actual
internal data from the actual network nodes, no node is ever
placed at risk during the penetration testing—this is in
contrast with actual attack penetration testing systems (this
is the ‘second rule’ discussed below).

[0270] Thus, according to embodiments of the invention,
the penetration testing is carried out to enforce both first and
second rules:

[0271] (A) According to the first rule, all of the analyz-
ing of the internal data for determining the method for
the attacker to compromise the networked system is
performed by the remote computing device. As noted
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above, this may be useful, for example, for minimizing
the CPU burden of penetration testing imposed on each
of the nodes of the penetration-tested networked sys-
tem. Alternatively or additionally (and as noted above),
this may be useful for updating—e.g. when new threats
need to be added to a threat-database, there is no need
to update this threat-database on each of the nodes.
Instead, the threat-database may be updated only on the
remote computing device; and
[0272] (B) According to the second rule, no node is ever
placed at risk during the penetration testing. Thus, in
embodiments of the invention, it is now possible to
enjoy the benefits of the second rule while simultane-
ously obtaining results that are more accurate than
those obtainable by conventional simulated penetration
testing.
[0273] In order to better understand embodiments of the
invention, the reader is referred to three use case examples
presented below in the Detailed Description of the Embodi-
ments Section of this document.
[0274] Optionally, and in some embodiments preferably,
the RASM is preinstalled on each of the participating nodes.
Thus, some embodiments provide a RASM ‘pre-installation
feature’ instead of (or in addition to) the features of having
the first and second rules enforced.
[0275] The pre-installation may make the penetration test-
ing simpler and more reliable. The pre-installation can be
closely monitored by the IT people of the organization and
any problem or issue of access right can be resolved prior to
the testing. Additionally, if agents are employed without
being pre-installed, then they are installed instead at runtime
during the testing process. This implies that the state of the
tested networked system is being changed by the test and
unexpected side-effects might occur.
[0276] In some embodiments, the RASM instances are
pre-installed and both the first and second rules are enforced.
[0277] In some embodiments, the RASM instances are
pre-installed and only the first rule is enforced.
[0278] In some embodiments, the RASM instances are
pre-installed and only the second rule is enforced.
[0279] One aspect of the invention relates to a method for
executing a penetration test of a networked system by a
penetration testing system so as to determine, while enforc-
ing first and second rules, a method for an attacker to
compromise the networked system. According to the
method, the penetration testing system comprises (A) a
penetration testing software module installed on a remote
computing device and (B) a reconnaissance agent software
module (RASM) installed on at least some network nodes of
the networked system so that each network node of the
networked system on which the RASM is installed is defined
as a RASM-hosting network node.
[0280] The method for executing the penetration test com-
prising: a. obtaining, by each given RASM-hosting network
node of one or more RASM-hosting network nodes, respec-
tive internal data of the given RASM-hosting network node,
the obtaining comprising executing computer code of the
RASM by one or more processors of the given RASM-
hosting network node, the respective internal data including
data about at least one of: A. an internal event of the given
RASM hosting network node, B. an internal condition of the
given RASM-hosting network node, and C. an internal fact
of'the given RASM-hosting network node; b. transmitting to
the remote computing device, by each given RASM-hosting
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network node of the one or more RASM-hosting network
nodes, the obtained respective internal data of the given
RASM-hosting network node, the transmitting comprising
executing computer code of the RASM by the one or more
processors of the given RASM-hosting network node; c.
analyzing, by the remote computing device, the internal data
transmitted by at least one RASM-hosting network node of
the one or more RASM-hosting network nodes, so as to
determine the method for the attacker to compromise the
networked system, the analyzing comprising executing com-
puter code of the penetration testing software module by one
or more processors of the remote computing device; and d.
reporting, by the penetration testing system, the method for
the attacker to compromise the networked system, the
reporting comprising executing computer code of the pen-
etration testing software module by the one or more pro-
cessors of the remote computing device, wherein the report-
ing comprises at least one of (i) causing a display device to
display a report including information about the determined
method for the attacker to compromise the networked sys-
tem, (ii) recording the report including the information about
the determined method for the attacker to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined method for the attacker to compromise the networked
system, wherein each given RASM-hosting network node of
the one or more RASM-hosting network nodes performs at
least one of step (a) and step (b) in response to a receiving
of one or more data-requesting commands from the remote
computing device, and wherein the method for executing the
penetration test is performed in a manner that enforces the
first and second rules such that: A. according to the first rule,
all of the analyzing of the internal data for determining the
method for the attacker to compromise the networked sys-
tem is performed by the remote computing device; and B.
according to the second rule, no network node of the
networked system is ever put at risk of being compromised
by the executing of the penetration test.

[0281] In some embodiments, the RASM is installed on at
least one of the one or more RASM-hosting network nodes
prior to the beginning of the executing of the penetration
test.

[0282] Insome embodiments, the RASM is installed on all
of the one or more RASM-hosting network nodes prior to
the beginning of the executing of the penetration test.
[0283] In some embodiments, the RASM is installed on
every network node of the networked system which is a
RASM-hosting network node prior to the beginning of the
executing of the penetration test.

[0284] In some embodiments, at least one given RASM-
hosting network node of the one or more RASM-hosting
network nodes performs the obtaining in response to the
receiving, by the given RASM-hosting network node, of the
one or more data-requesting commands from the remote
computing device.

[0285] In some embodiments, at least one given RASM-
hosting network node of the one or more RASM-hosting
network nodes obtains at least some of the respective
internal data of the given RASM-hosting network node
transmitted in step (b) before the receiving of the one or
more data-requesting commands by the given RASM-host-
ing network node.

[0286] In some embodiments, each given RASM-hosting
network node of the one or more RASM-hosting network
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nodes performs both steps (a) and (b) in response to the
receiving, by the given RASM-hosting network node, of the
one or more data-requesting commands from the remote
computing device.

[0287] In some embodiments, the information about the
method for an attacker to compromise the networked system
comprises at least one of: (i) information about a method for
compromising one network node of the networked system
(i1) information about one or more network nodes of the
networked system which are vulnerable to attack, (iii) infor-
mation about one or more resources of the networked system
that could be damaged or exported out of the networked
system by an attacker, and (iv) information about an ordered
list of network nodes of the networked system, wherein an
attacker could use a specific network node in said ordered
list that is already compromised as a basis for compromising
another network node that immediately follows said specific
network node in said ordered list.

[0288] In some embodiments, the analyzing comprises: (i)
assessing, by said remote computing device, if a first net-
work node can be compromised; and (ii) in the event that the
assessing indicates that said first network node can be
compromised, A. simulating or evaluating, by said remote
computing device, a result of compromising said first net-
work node; and B. determining, by said remote computing
device and based on said result, that a second network node
can be compromised.

[0289] Another aspect of the invention relates to a pen-
etration testing system for executing a penetration test of a
networked system so as to determine, while enforcing first
and second rules, a method for an attacker to compromise
the networked system. The penetration testing system com-
prises: a. a remote computing device comprising a computer
memory and one or more processors, the remote computing
device in electronic communication with the networked
system; b. a first non-transitory computer-readable storage
medium containing first code of a reconnaissance agent
software module (RASM), wherein execution of the first
code of the RASM by respective one or more processors of
each given network node of a first set of network nodes of
the networked system, causes the one or more processors of
the given network node of the first set to carry out the
following: i. obtaining respective internal data of the given
network node of the first set, the respective internal data
including data about at least one of: A. an internal event of
the given network node of the first set, B. an internal
condition of the given network node of the first set, and C.
an internal fact of the given network node of the first set; and
il. transmitting to the remote computing device and out of
the given network node of the first set the obtained respec-
tive internal data of the given network node of the first set,
such that at least one of the obtaining and the transmitting is
performed in response to one or more data-requesting com-
mands issued by the remote computing device; c. a second
non-transitory computer-readable storage medium contain-
ing second code of a penetration testing software module,
wherein execution of the second code of the penetration
testing software module by the one or more processors of the
remote computing device: i. analyzes the respective internal
data transmitted by each given network node of a second set
of network-nodes of the networked system so as to deter-
mine the method for the attacker to compromise the net-
worked system; and ii. reports the method for the attacker to
compromise the networked system, wherein the reporting
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comprises at least one of (A) causing a display device to
display a report including information about the determined
method for the attacker to compromise the networked sys-
tem, (B) recording the report including the information
about the determined method for the attacker to compromise
the networked system in a file, and (C) electronically trans-
mitting a report including the information about the deter-
mined method for the attacker to compromise the networked
system, wherein (i) the execution of the first code of the
RASM by the respective one or more processors of each
given network node of the first set of network nodes of the
networked system; and (ii) the execution of the second code
of the penetration testing software module by the one or
more processors of the remote computing device, subject the
networked system to penetration testing while enforcing
both of the first and second rules such that: A. according to
the first rule, all of the analyzing of the internal data for
determining the method for the attacker to compromise the
networked system is performed by the remote computing
device; and B. according to the second rule, no network node
of the networked system is ever put at risk of being com-
promised by the executing of the penetration test.

[0290] In some embodiments, for at least one given net-
work node of the first set of network nodes, the execution of
the first code by the respective one or more processors of the
given network node performs the obtaining in response to
the one or more data-requesting commands issued by the
remote computing device.

[0291] In some embodiments, for at least one given net-
work node of the first set of network nodes, the execution of
the first code by the respective one or more processors of the
given network node performs the obtaining of at least some
of the respective internal data of the given network node
before the issuing of the one or more data-requesting com-
mands by the remote computing device.

[0292] In some embodiments, for each given network
node of the first set of network nodes, the execution of the
first code by the respective one or more processors of the
given network node performs the obtaining and the trans-
mitting in response to the one or more data-requesting
commands issued by the remote computing device.

[0293] In some embodiments, the information about the
method for an attacker to compromise the networked system
comprises at least one of: (i) information about a method for
compromising one network node of the networked system
(i) information about one or more network nodes of the
networked system which are vulnerable to attack, (iii) infor-
mation about one or more resources of the networked system
that could be damaged or exported out of the networked
system by an attacker, and (iv) information about an ordered
list of network nodes of the networked system, wherein an
attacker could use a specific network node in said ordered
list that is already compromised as a basis for compromising
another network node that immediately follows said specific
network node in said ordered list.

[0294] In some embodiments, the analyzing performed by
the execution of the second code of the penetration testing
software module by the one or more processors of the
remote computing device comprises: (i) assessing if a first
network node can be compromised; and (ii) in the event that
the assessing indicates that said first network node can be
compromised, A. simulating or evaluating a result of com-
promising said first network node; and B. determining that
a second network node can be compromised.
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[0295] Another aspect of the invention relates to a method
for executing a penetration test of a networked system by a
penetration testing system so as to determine a method for
an attacker to compromise the networked system, where the
penetration testing system comprises (A) a penetration test-
ing software module installed on a remote computing device
and (B) a reconnaissance agent software module (RASM)
installable on network nodes of the networked system so that
each network node of the networked system on which the
RASM is installed is defined as a RASM-hosting network
node.

[0296] The method for executing the penetration test com-
prises: a. subsequent to an installing of the RASM on at least
some network nodes of the networked system, which install-
ing occurs prior to starting the executing of the penetration
test, performing the following: i. obtaining, by each given
RASM-hosting network node of one or more RASM-host-
ing network nodes, respective internal data of the given
RASM-hosting network node, the obtaining comprising
executing computer code of the RASM by one or more
processors of the given RASM-hosting network node, the
respective internal data including data about at least one of:
A. an internal event of the given RASM-hosting network
node, B. an internal condition of the given RASM-hosting
network node, and C. an internal fact of the given RASM-
hosting network node; and ii. transmitting to the remote
computing device, by each given RASM-hosting network
node of the one or more RASM-hosting network nodes, the
obtained respective internal data of the given RASM-hosting
network node, the transmitting comprising executing com-
puter code of the RASM by the one or more processors of
the given RASM-hosting network node; b. analyzing, by the
remote computing device, the internal data transmitted by at
least one RASM-hosting network node of the one or more
RASM-hosting network nodes, so as to determine the
method for the attacker to compromise the networked sys-
tem, the analyzing comprising executing computer code of
the penetration testing software module by one or more
processors of the remote computing device; and c. reporting,
by the penetration testing system, the method for the attacker
to compromise the networked system, the reporting com-
prising executing computer code of the penetration testing
software module by the one or more processors of the
remote computing device, wherein the reporting comprises
at least one of (i) causing a display device to display a report
including information about the determined method for the
attacker to compromise the networked system, (ii) recording
the report including the information about the determined
method for the attacker to compromise the networked sys-
tem in a file, and (iii) electronically transmitting the report
including the information about the determined method for
the attacker to compromise the networked system, wherein
each given RASM-hosting network node of the one or more
RASM-hosting network nodes performs at least one of step
a(i) and step a(ii) in response to a receiving of one or more
data-requesting commands from the remote computing
device.

[0297] In some embodiments, further comprising the step
of: d. before commencing step (a), installing the RASM on
the at least some network nodes of the networked system.

[0298] In some embodiments, the method for executing
the penetration test is performed in a manner that enforces
at least one of first and second rules such that: A. according
to the first rule, all of the analyzing of the internal data for
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determining the method for the attacker to compromise the
networked system is performed by the remote computing
device; and B. according to the second rule, no network node
of the networked system is ever put at risk of being com-
promised by the executing of the penetration test.

[0299] In some embodiments, the method for executing
the penetration test is performed in a manner that enforces
at least the first rule.

[0300] In some embodiments, the method for executing
the penetration test is performed in a manner that enforces
at least the second rule.

[0301] In some embodiments, the method for executing
the penetration test is performed in a manner that enforces
both the first and second rules.

[0302] In some embodiments, at least one given RASM-
hosting network node of the one or more RASM-hosting
network nodes performs the obtaining in response to the
receiving, by the given RASM-hosting network node, of the
one or more data-requesting commands from the remote
computing device.

[0303] In some embodiments, at least one given RASM-
hosting network node of the one or more RASM-hosting
network nodes obtains at least some of the respective
internal data of the given RASM-hosting network node
transmitted in step a(ii) before the receiving of the one or
more data-requesting commands by the given RASM-host-
ing network node.

[0304] In some embodiments, each given RASM-hosting
network node of the one or more RASM-hosting network
nodes performs both steps a(i) and a(ii) in response to the
receiving, by the given RASM-hosting network node, of the
one or more data-requesting commands from the remote
computing device.

[0305] In some embodiments, the information about the
method for an attacker to compromise the networked system
comprises at least one of: (i) information about a method for
compromising one network node of the networked system
(i) information about one or more network nodes of the
networked system which are vulnerable to attack, (iii) infor-
mation about one or more resources of the networked system
that could be damaged or exported out of the networked
system by an attacker, and (iv) information about an ordered
list of network nodes of the networked system, wherein an
attacker could use a specific network node in said ordered
list that is already compromised as a basis for compromising
another network node that immediately follows said specific
network node in said ordered list.

[0306] In some embodiments, said analyzing comprises:
(1) assessing, by said remote computing device, if a first
network node can be compromised; (ii) in the event that the
assessing indicates that said first network node can be
compromised, A. simulating or evaluating, by said remote
computing device, a result of compromising said first net-
work node; and B. determining, by said remote computing
device and based on said result, that a second network node
can be compromised.

[0307] Another aspect of the invention relates to a pen-
etration testing system for executing a penetration test of a
networked system so as to determine a method for an
attacker to compromise the networked system, the penetra-
tion testing system comprising: a. a remote computing
device comprising a computer memory and one or more
processors, the remote computing device in electronic com-
munication with the networked system; b. a first non-

Aug. 8, 2019

transitory computer-readable storage medium containing
first code of a reconnaissance agent software module
(RASM), wherein for a first set of network-nodes of the
networked system on which the RASM is pre-installed
before starting the executing of the penetration test, subse-
quent execution of the first code, after starting the executing
of the penetration test, by respective one or more processors
of each given network node of the first set of network nodes,
causes the one or more processors of the given network node
of the first set to carry out the following: i. obtaining
respective internal data of the given network node of the first
set, the respective internal data including data about at least
one of: A. an internal event of the given network node of the
first set, B. an internal condition of the given network node
of the first set, and C. an internal fact of the given network
node of the first set; and ii. transmitting to the remote
computing device and out of the given network node of the
first set the obtained respective internal data of the given
network node of the first set, such that at least one of the
obtaining and the transmitting is performed in response to
one or more data-requesting commands issued by the remote
computing device; and c. a second non-transitory computer-
readable storage medium containing second code of a pen-
etration testing software module, wherein execution of the
second code of the penetration testing software module by
the one or more processors of the remote computing device:
i. analyzes the respective internal data transmitted by each
given network node of a second set of network-nodes of the
networked system, so as to determine the method for the
attacker to compromise the networked system; and ii.
reports the method for the attacker to compromise the
networked system, wherein the reporting comprises at least
one of (A) causing a display device to display a report
including information about the determined method for the
attacker to compromise the networked system, (B) recording
the report including the information about the determined
method for the attacker to compromise the networked sys-
tem in a file, and (C) electronically transmitting a report
including the information about the determined method for
the attacker to compromise the networked system, wherein
(1) the execution of the first code of the RASM by the
respective one or more processors of each given network
node of the first set of network nodes of the networked
system; and (ii) the execution of the second code of the
penetration testing software module by the one or more
processors of the remote computing device, subject the
networked system to penetration testing.

[0308] Insome embodiments, (i) the execution of the first
code of the RASM by the respective one or more processors
of'each given network node of the first set of network nodes
of'the networked system; and (ii) the execution of the second
code of the penetration testing software module by the one
or more processors of the remote computing device, subject
the networked system to penetration testing while enforcing
a rule such that all of the analyzing of the internal data for
determining the method for the attacker to compromise the
networked system is performed by the remote computing
device.

[0309] In some embodiments, (i) the execution of the first
code of the RASM by the respective one or more processors
of'each given network node of the first set of network nodes
of'the networked system; and (ii) the execution of the second
code of the penetration testing software module by the one
or more processors of the remote computing device, subject
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the networked system to penetration testing while enforcing
a rule such that no network node of the networked system is
ever put at risk of being compromised by the executing of
the penetration test.

[0310] Insome embodiments, (i) the execution of the first
code of the RASM by the respective one or more processors
of each given network node of the first set of network nodes
of'the networked system; and (ii) the execution of the second
code of the penetration testing software module by the one
or more processors of the remote computing device, subject
the networked system to penetration testing while enforcing
both first and second rules such that: A. according to the first
rule, all of the analyzing of the internal data for determining
the method for the attacker to compromise the networked
system is performed by the remote computing device; and B.
according to the second rule, no network node of the
networked system is ever put at risk of being compromised
by the executing of the penetration test.

[0311] In some embodiments, for at least one given net-
work node of the first set of network nodes, the execution of
the first code by the respective one or more processors of the
given network node performs the obtaining in response to
the one or more data-requesting commands issued by the
remote computing device.

[0312] In some embodiments, for at least one given net-
work node of the first set of network nodes, the execution of
the first code by the respective one or more processors of the
given network node performs the obtaining of at least some
of the respective internal data of the given network node
before the issuing of the one or more data-requesting com-
mands by the remote computing device.

[0313] In some embodiments, for each given network
node of the first set of network nodes, the execution of the
first code by the respective one or more processors of the
given network node performs the obtaining and the trans-
mitting in response to the one or more data-requesting
commands issued by the remote computing device.

[0314] In some embodiments, the information about the
method for an attacker to compromise the networked system
comprises at least one of: (i) information about a method for
compromising one network node of the networked system
(i) information about one or more network nodes of the
networked system which are vulnerable to attack, (iii) infor-
mation about one or more resources of the networked system
that could be damaged or exported out of the networked
system by an attacker, and (iv) information about an ordered
list of network nodes of the networked system, wherein an
attacker could use a specific network node in said ordered
list that is already compromised as a basis for compromising
another network node that immediately follows said specific
network node in said ordered list.

[0315] In some embodiments, the analyzing performed by
the execution of the second code of the penetration testing
software module by the one or more processors of the
remote computing device comprises: (i) assessing if a first
network node can be compromised; (ii) in the event that the
assessing indicates that said first network node can be
compromised, A. simulating or evaluating a result of com-
promising said first network node; and B. determining that
a second network node can be compromised.

[0316] In some embodiments of the invention, the pres-
ently-disclosed penetration testing system further includes a
penetration testing software module that is installed on a
remote computing device which can communicate with at
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least one of the network nodes of the tested networked
system on which a reconnaissance agent is installed. The
penetration testing software module implements (i) the
portion of the reconnaissance function that is not imple-
mented by the multiple instances of the reconnaissance
agent, (ii) the attack function and (iii) the reporting function.
Optionally, it may also implement other functions of the
penetration testing process, for example a recovery function.
[0317] In some embodiments of the invention, one or
more (i.e. any combination of) the following features are
provided:
[0318] A. The system includes a local agent installed on
multiple network nodes.
[0319] B. The agent is installed before starting the test.
[0320] C. Each instance of the agent collects data,
including internal data of the network node on which it
is installed.
[0321] D. The system includes a remote server that does
(at least) the determination of vulnerabilities.
[0322] E. The agent reports to the server in response to
the server’s commands.
[0323] F. The agent reports raw data and does not
determine vulnerabilities. It is the server that does such
determination.

[0324] G. The agent collects data without risking com-
promising the hosting node.

[0325] H. The remote server verifies that a potential
vulnerability is indeed a vulnerability without risking
compromising the networked system. This implies it is
not using real attacks of the tested system.

[0326]
time.

[0327] Some embodiments of the invention relate to meth-
ods and systems for detecting opportunistic vulnerabilities in
a network node of a networked system.

[0328] According to an aspect of an embodiment of the
invention, there is provided a method for discovering and
reporting a security vulnerability of a networked system by
a penetration testing system, the networked system includ-
ing a plurality of network nodes interconnected by one or
more networks, wherein the penetration testing system
includes (i) a reconnaissance agent software module, that
(A) can be installed on one or more network nodes of the
plurality of network nodes, and (B) when installed on a
network node of the plurality of network nodes, is operable
to detect at least some free events occurring in the network
node on which it is installed and to transmit data about
occurrences of the at least some free events to a remote
computing device, and (ii) a penetration testing software
module installed on the remote computing device and oper-
able to communicate with at least one of the plurality of
network nodes on which the reconnaissance agent software
module is installed, the method including:

[0329] a) receiving, by the penetration testing software
module installed on the remote computing device, a
message from a first network node on which the
reconnaissance agent software module is installed, the
message notifying the remote computing device of a
specific occurrence of a specific free event in the first
network node, wherein the message originates from the
reconnaissance agent software module installed on the
first network node, and wherein the specific free event
is one of:

1. The attack process is iterative—one node at a
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[0330] 1) sending a network message out of the first
network node caused by a command from a user of
the first network node;

[0331] 1ii) sending a network message out of the first
network node caused by an operating system of the
first network node;

[0332] iii) sending a network message out of the first
network node caused by a software application
installed on the first network node;

[0333] iv) mounting a storage volume onto the first
network node; and

[0334] v) physically attaching a physical device to
the first network node;

[0335] b) identifying, by the penetration testing soft-
ware module and based on the received message, a
specific opportunistic vulnerability with which the spe-
cific free event is associated, wherein the identifying of
the specific opportunistic vulnerability includes:
[0336] 1) identifying a method for an attacker to

compromise the first network node, and

[0337] 1ii) identifying that the method to compromise
would be available to the attacker at or after a future
occurrence of the specific free event in the first
network node; and

[0338] c¢) reporting, by the penetration testing system,
the specific opportunistic vulnerability, wherein the
reporting includes at least one of: (i) causing a display
device to display a report including information about
the specific opportunistic vulnerability, (ii) storing the
report including information about the specific oppor-
tunistic vulnerability in a file, and (iii) electronically
transmitting the report including information about the
specific opportunistic vulnerability.

[0339] In some embodiments, the specific free event is an
internal event of the first network node.

[0340] In some embodiments, the identifying of the spe-
cific opportunistic vulnerability includes executing the
method for an attacker to compromise so as to validate that
the first network node is compromised by the method for an
attacker to compromise.

[0341] In some embodiments, the identifying of the spe-
cific opportunistic vulnerability includes validating that the
first network node is compromised by the method of an
attacker to compromise by simulating or otherwise evalu-
ating the method for an attacker to compromise, without
attempting to compromise the first network node.

[0342] In some embodiments, the message notifying the
remote computing device of the specific occurrence of the
specific free event in the first network node is sent by the
reconnaissance agent software module installed on the first
network node immediately after and in response to detecting
the specific occurrence of the specific free event in the first
network node.

[0343] In some embodiments, the message notifying the
remote computing device of the specific occurrence of the
specific free event in the first network node is sent by the
reconnaissance agent software module installed on the first
network node according to a schedule that is independent of
(1) a time of occurrence of the specific occurrence of the
specific free event in the first network node, and (ii) a time
of detection of the specific occurrence of the specific free
event in the first network node by the reconnaissance agent
software module installed on the first network node.
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[0344] In some embodiments, the specific free event is an
event of physically attaching a physical device to the first
network node.

[0345] In some embodiments, the specific free event is an
attaching of a storage device to a port of the of the first
network node. In some embodiments, the storage device is
a removable USB storage device and the port is a USB port.
[0346] In some embodiments, the specific free event is an
attaching of a communication device to a port of the first
network node.

[0347] In some embodiments, the specific free event is an
event of mounting a storage volume onto the first network
node.

[0348] In some embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by a command from a user of the
first network node.

[0349] In some embodiments, the specific free event is a
submission of a query from the first network node to a
server.

[0350] In some embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by an operating system of the first
network node.

[0351] In some embodiments, the specific free event is an
event of sending an ARP request message out of the first
network node.

[0352] In some embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by a software application installed
on the first network node.

[0353] In some embodiments, the specific free event is an
event of sending a WPAD message out of the first network
node.

[0354] According to an aspect of an embodiment of the
invention, there is provided a system for discovering and
reporting a security vulnerability of a networked system, the
networked system including a plurality of network nodes
interconnected by one or more networks, each network node
of the plurality of network nodes including one or more
processors, and at least one network node of the plurality of
network nodes is in electronic communication with a remote
computing device, the remote computing device including
one or more processors, the penetration testing system
including:

[0355] a) a reconnaissance agent non-transitory com-
puter readable storage medium for instructions execu-
tion by the one or more processors of a first network
node which is in electronic communication with the
remote computing device, the reconnaissance agent
non-transitory computer readable storage medium hav-
ing stored:

[0356] (1) instructions to detect at least some free
events occurring in the first network node; and

[0357] (2) instructions to transmit data about occur-
rences of the at least some free events to the remote
computing device;

[0358] D) a penetration testing non-transitory computer
readable storage medium for instructions execution by
the one or more processors of the remote computing
device, the penetration testing non-transitory computer
readable storage medium having stored:

[0359] (1) instructions to receive a message from the
first network node, the message notifying the remote
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computing device of a specific occurrence of a
specific free event in the first network node, wherein
the specific free event is one of:

[0360] (a) sending a network message out of the
first network node caused by a command from a
user of the first network node;

[0361] (b) sending a network message out of the
first network node caused by an operating system
of the first network node;

[0362] (c) sending a network message out of the
first network node caused by a software applica-
tion installed on the first network node;

[0363] (d) mounting a storage volume onto the first
network node; and

[0364] (e) physically attaching a physical device to
the first network node;

[0365] (2) instructions to identify, based on the
received message, a specific opportunistic vulner-
ability with which the specific free event is associ-
ated, wherein the instructions to identify the specific
opportunistic vulnerability include:

[0366] (a) instructions to identify a method for an
attacker to compromise the first network node, and

[0367] (b) instructions to identify that the method
to compromise would be available to the attacker
at or after a future occurrence of the specific free
event in the first network node; and

[0368] (c) instructions to report the specific oppor-
tunistic vulnerability, the instructions to report
including at least one of: (i) instructions to cause
a display device to display information about the
specific opportunistic vulnerability, (ii) instruc-
tions to store the information about the specific
opportunistic vulnerability in a file, and (iii)
instructions to electronically transmit the informa-
tion about the specific opportunistic vulnerability.

[0369] In some embodiments, the specific free event is an
internal event of the first network node.

[0370] In some embodiments, the instructions to identify
the specific opportunistic vulnerability include instructions
to execute the method for an attacker to compromise so as
to validate that the first network node is compromised by the
method for an attacker to compromise.

[0371] In some embodiments, the instructions to identify
the specific opportunistic vulnerability include instructions
to simulate or otherwise evaluate the method for an attacker
to compromise so as to validate that the first network node
is compromised by the method of an attacker to compro-
mise, without attempting to compromise the first network
node.

[0372] In some embodiments, the message notifying the
remote computing device of the specific occurrence of the
specific free event in the first network node is sent by
executing the instructions to transmit by the one or more
processors of the first network node immediately after and in
response to detecting the specific occurrence of the specific
free event in the one first network node.

[0373] In some embodiments, the message notifying the
remote computing device of the specific occurrence of the
specific free event in the first network node is sent by
executing the instructions to transmit by the one or more
processors of the first network node according to a schedule
that is independent of (i) a time of occurrence of the specific
occurrence of the specific free event in the first network
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node, and (ii) a time of detection of the specific occurrence
of the specific free event in the first network node.

[0374] In some embodiments, the specific free event is an
event of physically attaching a physical device to the first
network node.

[0375] In some embodiments, the specific free event is an
attaching of a storage device to a port of the of the first
network node. In some such embodiments, the storage
device is a removable USB storage device and the port is a
USB port.

[0376] In some embodiments, the specific free event is an
attaching of a communication device to a port of the first
network node.

[0377] Insome embodiments, the specific free event is an
event of mounting a storage volume onto the first network
node.

[0378] In some embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by a command from a user of the
first network node.

[0379] In some embodiments, the specific free event is a
submission of a query from the first network node to a
server.

[0380] In some embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by an operating system of the first
network node.

[0381] In some embodiments, the specific free event is an
event of sending an ARP request message out of the first
network node.

[0382] Insome embodiments, the specific free event is an
event of sending a network message out of the first network
node, the sending caused by a software application installed
on the first network node.

[0383] Insome embodiments, the specific free event is an
event of sending a WPAD message out of the first network
node.

[0384] When a penetration testing system determines that
a potential vulnerability might compromise a target network
node of a networked system, the penetration testing system
has to find out that this is indeed so under current condi-
tions—this is referred to as “validating.”

[0385] An automated penetration testing system for car-
rying out a penetration testing campaign of a networked
system is now disclosed. This penetration testing system (i)
does not employ the “validating by actual attack” technique
described above, where the target node is exposed to risk of
being compromised; and (ii) in embodiments of the inven-
tion, differs from and provides advantages over systems that
employ the conventional “validation by simulation or by
evaluation” technique, also described above.

[0386] The presently-disclosed automated penetration
testing system employs a reconnaissance agent software
module (RASM) installed on at least some network nodes of
the networked system, including one or more target network
nodes for which validation is performed.

[0387] Instead of performing validation (i.e. for a particu-
lar target node) by executing code of the RASM on the target
node (as is done by the 057 application), validation: (i) is
performed on a remote computing device in communication
with the target node; (ii) is performed using internal data of
the target node, which is received by the remote computing
device from the RASM installed in the target node. In
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contrast with actual attack penetration testing systems, vali-
dation is performed without exposing the target node to a
risk of being compromised.
[0388] Internal data of a network node (i.e. including
the target node) includes one or more of:

[0389] (A) Internal events occurring in the network
node, for example the insertion of a USB stick into
the network node;

[0390] (B) Internal conditions existing in the network
node, for example whether the CPU of a given
network node is heavily loaded or not; and

[0391] (C) Internal factual data about the network
node, for example the firmware version of a solid-
state storage device attached to the network node.

[0392] During the penetration testing campaign, execution
of code of the RASM (i.e. execution of the instance of the
RASM installed on the target node—the target node may
also be referred to as a ‘hosting node’ of that instance) makes
no attempt to actually compromise the target node. Addi-
tionally, execution of the RASM on the target node does not
make any determination about whether or not a potential
vulnerability would succeed to compromise the target node
under current conditions. Instead, execution of the RASM
on the target node primarily serves to obtain and transmit
data about the target node out of the target node to the
remote computing device—this data includes internal data
of the target node, and optionally also includes other data of
the target node or data of other nodes.

[0393] For each target node, the validation decisions are
left to the remote computing device, rather than to the target
node. Towards this end, the remote computing device hosts
and/or implements both (i) a vulnerabilities knowledge base
and (ii) validation logic for the potential vulnerabilities. For
each validation to be decided for a given potential vulner-
ability and for a given target node, the remote computing
device applies the decision logic associated with the given
potential vulnerability according to the vulnerabilities
knowledge base using data obtained from the target node,
including internal data of the target node. This internal data
of the target node is first obtained at the target node by
execution thereon of the RASM installed on the target node,
and subsequently received by the remote computing device
from the RASM installed on the target node.

[0394] In order to better understand embodiments of the
invention, the reader is referred to two use case examples
presented below under the following headings (within the

[0395] “Detailed Description of the Embodiments™): (i)
Use Case Example 1—Bad 7 Trojan; and (ii) Use Case
Example 2—Potentially-Poisoned File in a Shared Folder
(PPFSF) Vulnerability.

[0396] It should be noted that whenever the description of
the proposed solution uses the terms “compromising a
network node”, “compromising a networked system”, “an
already-compromised network node”, “a not-yet-compro-
mised network node” and the like, no actual compromising
is meant. As the proposed solution is based on simulation or
evaluation rather than on an actual attack, the above terms
refer to a simulated or to an evaluated compromising. For
example, “compromising a network node” means determin-
ing that the network node could be compromised, and “an
already-compromised network node” means a network node
which was already determined to be compromisable in

previous stages of the current testing process.
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[0397] A method of carrying out a penetration testing
campaign of a networked system by a penetration testing
system is disclosed herein where the penetration testing
system comprises (A) a penetration testing software module
installed on a remote computing device and (B) a recon-
naissance agent software module (RASM) installed on at
least some network nodes of the networked system. The
presently-disclosed method comprises: a. subsequent to
installing the RASM on the at least some network nodes,
initiating the penetration testing campaign; b. subsequent to
the initiating of the penetration testing campaign, selecting
a target network node of the networked system on which the
RASM is installed; c. based on the target network node,
selecting a potential vulnerability that may compromise the
target network node; d. subsequent to the selecting of the
potential vulnerability, receiving at the remote computing
device and from the RASM installed on the target network
node, internal data of the target network node; e. validating
that the target network node could be successtully compro-
mised using the selected potential vulnerability, the validat-
ing being carried out in a manner which does not expose the
target network node to a risk of being compromised and
which is based on the received internal data of the target
network node; f. based on the potential vulnerability, deter-
mining a method for an attacker to compromise the target
network node; g. based on the method for an attacker to
compromise the target network node, determining a security
vulnerability of the networked system; and h. reporting the
security vulnerability of the networked system, the reporting
comprising at least one of (i) causing a display device to
display a report including information about the determined
security vulnerability of the networked system, (ii) record-
ing the report including the information about the deter-
mined security vulnerability of the networked system in a
file, and (iii) electronically transmitting the report including
the information about the determined security vulnerability
of the networked system, wherein each of steps a-h is
performed by executing computer code of the penetration
testing software module by one or more processors of the
remote computing device.

[0398] In some embodiments, the internal data includes
data about an internal event of the target network node.
[0399] In some embodiments, the internal data includes
data about an internal condition of the target network node.
[0400] In some embodiments, the internal data includes
data about an internal fact of the target network node.
[0401] Insome embodiments, the selecting of the potential
vulnerability is based on one or more properties of the target
node.

[0402] In some embodiments, i. the method further com-
prises performing the following steps, subsequent to steps
b-f and before step g: A. selecting an additional target
network node of the networked system on which the RASM
is installed; B. based on the additional target network node,
selecting an additional potential vulnerability that may com-
promise the additional target network node; C. subsequent to
the selecting of the additional potential vulnerability, receiv-
ing at the remote computing device and from the RASM
installed on the additional target network node, internal data
of the additional target network node; D. validating that the
additional target network node could be successfully com-
promised using the additional potential vulnerability, the
validating being carried out in a manner which does not
expose the additional target network node to a risk of being
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compromised and which is based on the received internal
data of the additional target network node; and E. based on
the additional potential vulnerability, determining a method
for an attacker to compromise the additional target network
node; and ii. the determining of the security vulnerability of
the networked system is further based on the method for an
attacker to compromise the additional target network node.

[0403] In some embodiments, the information about the
determined security vulnerability of the networked system
comprises at least one of: (i) information about a method for
compromising the target network node (ii) information
about one or more network nodes of the networked system
which are vulnerable to attack, (iii) information about one or
more resources of the networked system that could be
damaged or exported out of the networked system by an
attacker, and (iv) information about an ordered list of
network nodes of the networked system, wherein an attacker
could use a specific network node in said ordered list that is
already compromised as a basis for compromising another
network node that immediately follows said specific net-
work node in said ordered list.

[0404] In some embodiments, the receiving of the internal
data of the target network node is in response to sending by
the remote computing device a message to the target net-
work node, the message requesting specific internal data
according to the selected potential vulnerability.

[0405] A method of carrying out a penetration testing
campaign of a networked system by a penetration testing
system is disclosed herein where the penetration testing
system comprises (A) a penetration testing software module
installed on a remote computing device and (B) a recon-
naissance agent software module (RASM) installed on at
least some network nodes of the networked system. The
presently-disclosed method comprises: a. subsequent to
installing the RASM on the at least some network nodes,
initiating the penetration testing campaign; b. subsequent to
the initiating of the penetration testing campaign, selecting
a target network node of the networked system on which the
RASM is installed; c. based on the target network node,
selecting a potential vulnerability that may compromise the
target network node; d. receiving at the remote computing
device and from the RASM installed on the target network
node, internal data of the target network node; e. validating
that the target network node could be successtully compro-
mised using the selected potential vulnerability, the validat-
ing being carried out in a manner which does not expose the
target network node to a risk of being compromised and
which is based on the received internal data of the target
network node; f. based on the potential vulnerability, deter-
mining a method for an attacker to compromise the target
network node; g. based on the method for an attacker to
compromise the target network node, determining a security
vulnerability of the networked system; and h. reporting the
security vulnerability of the networked system, the reporting
comprising at least one of (i) causing a display device to
display a report including information about the determined
security vulnerability of the networked system, (ii) record-
ing the report including the information about the deter-
mined security vulnerability of the networked system in a
file, and (iii) electronically transmitting the report including
the information about the determined security vulnerability
of the networked system, wherein each of steps a-h is
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performed by executing computer code of the penetration
testing software module by one or more processors of the
remote computing device.

[0406] In some embodiments, the internal data includes
data about an internal event of the target network node.
[0407] In some embodiments, the internal data includes
data about an internal condition of the target network node.
[0408] In some embodiments, the internal data includes
data about an internal fact of the target network node.
[0409] Insome embodiments, the selecting of the potential
vulnerability is based on one or more properties of the target
node.

[0410] In some embodiments, i. the method further com-
prises performing the following steps, subsequent to steps
b-f and before step g: A. selecting an additional target
network node of the networked system on which the RASM
is installed; B. based on the additional target network node,
selecting an additional potential vulnerability that may com-
promise the additional target network node; C. receiving at
the remote computing device and from the RASM installed
on the additional target network node, internal data of the
additional target network node; D. validating that the addi-
tional target network node could be successfully compro-
mised using the additional potential vulnerability, the vali-
dating being carried out in a manner which does not expose
the additional target network node to a risk of being com-
promised and which is based on the received internal data of
the additional target network node; and E. based on the
additional potential vulnerability, determining a method for
an attacker to compromise the additional target network
node; and ii. the determining of the security vulnerability of
the networked system is further based on the method for an
attacker to compromise the additional target network node.
[0411] In some embodiments, the information about the
determined security vulnerability of the networked system
comprises at least one of: (i) information about a method for
compromising the target network node (ii) information
about one or more network nodes of the networked system
which are vulnerable to attack, (iii) information about one or
more resources of the networked system that could be
damaged or exported out of the networked system by an
attacker, and (iv) information about an ordered list of
network nodes of the networked system, wherein an attacker
could use a specific network node in said ordered list that is
already compromised as a basis for compromising another
network node that immediately follows said specific net-
work node in said ordered list.

[0412] Insome embodiments, the receiving of the internal
data of the target network node is in response to sending by
the remote computing device a message to the target net-
work node, the message requesting specific internal data
according to the selected potential vulnerability.

[0413] A penetration testing system for carrying out a
penetration testing campaign of a networked system in
cooperation with a reconnaissance agent software module
(RASM) installed on at least some network nodes of the
networked system, the penetration testing system compris-
ing: A. a remote computing device comprising a computer
memory and one or more processors, the remote computing
device in electronic communication with the networked
system; and B. a non-transitory computer-readable storage
medium containing first, second, third, fourth, fifth, sixth,
seventh and eighth program instructions of a penetration
testing software module, wherein: a. execution of the first
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program instructions, by the one or more processors of the
remote computing device and subsequent to installing the
RASM on the at least some network nodes, initiates the
penetration testing campaign; b. execution of the second
program instructions, by the one or more processors of the
remote computing device and subsequent to the initiating of
the penetration testing campaign, selects a target network
node of the networked system on which the RASM is
installed; c. execution of the third program instructions, by
the one or more processors of the remote computing device,
selects, based on the target network node, a potential vul-
nerability that may compromise the target network node; d.
execution of the fourth program instructions, by the one or
more processors of the remote computing device and sub-
sequent to the selecting of the potential vulnerability,
receives at the remote computing device and from the
RASM installed on the target network node, internal data of
the target network node; e. execution of the fifth program
instructions, by the one or more processors of the remote
computing device, validates that the target network node
could be successfully compromised using the selected
potential vulnerability such that the validating is carried out
in a manner which does not expose the target network node
to a risk of being compromised and which is based on the
received internal data of the target network node;

[0414] f. execution of the sixth program instructions, by
the one or more processors of the remote computing device,
determines, based on the potential vulnerability, a method
for an attacker to compromise the target network node; g.
execution of the seventh program instructions, by the one or
more processors of the remote computing device, deter-
mines, based on the method for an attacker to compromise
the target network node, a security vulnerability of the
networked system; and h. execution of the eighth program
instructions, by the one or more processors of the remote
computing device, reports the security vulnerability of the
networked system, the reporting comprising at least one of
(1) causing a display device to display a report including
information about the determined security vulnerability of
the networked system, (ii) recording the report including the
information about the determined security vulnerability of
the networked system in a file, and (iii) electronically
transmitting the report including the information about the
determined security vulnerability of the networked system.
A penetration testing system for carrying out a penetration
testing campaign of a networked system in cooperation with
a reconnaissance agent software module (RASM) installed
on at least some network nodes of the networked system, the
penetration testing system comprising: A. a remote comput-
ing device comprising a computer memory and one or more
processors, the remote computing device in electronic com-
munication with the networked system; and B. a non-
transitory computer-readable storage medium containing
first, second, third, fourth, fifth, sixth, seventh and eighth
program instructions of a penetration testing software mod-
ule, wherein: a. execution of the first program instructions,
by the one or more processors of the remote computing
device and subsequent to installing the RASM on the at least
some network nodes, initiates the penetration testing cam-
paign; b. execution of the second program instructions, by
the one or more processors of the remote computing device
and subsequent to the initiating of the penetration testing
campaign, selects a target network node of the networked
system on which the RASM is installed; c. execution of the
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third program instructions, by the one or more processors of
the remote computing device, selects, based on the target
network node, a potential vulnerability that may compro-
mise the target network node; d. execution of the fourth
program instructions, by the one or more processors of the
remote computing device, receives at the remote computing
device and from the RASM installed on the target network
node, internal data of the target network node; e. execution
of the fifth program instructions, by the one or more pro-
cessors of the remote computing device, validates that the
target network node could be successfully compromised
using the selected potential vulnerability such that the vali-
dating is carried out in a manner which does not expose the
target network node to a risk of being compromised and
which is based on the received internal data of the target
network node; f. execution of the sixth program instructions,
by the one or more processors of the remote computing
device, determines, based on the potential vulnerability, a
method for an attacker to compromise the target network
node; g. execution of the seventh program instructions, by
the one or more processors of the remote computing device,
determines, based on the method for an attacker to compro-
mise the target network node, a security vulnerability of the
networked system; and h. execution of the eighth program
instructions, by the one or more processors of the remote
computing device, reports the security vulnerability of the
networked system, the reporting comprising at least one of
(1) causing a display device to display a report including
information about the determined security vulnerability of
the networked system, (ii) recording the report including the
information about the determined security vulnerability of
the networked system in a file, and (iii) electronically
transmitting the report including the information about the
determined security vulnerability of the networked system.

[0415] The aforementioned architecture of a penetration
testing system may be useful, for example, for minimizing
the CPU burden of penetration testing imposed on each of
the multiple nodes of the penetration-tested networked sys-
tem. Alternatively or additionally, these software architec-
ture features may be useful for updating—e.g. when new
threats need to be added to a threat-database, there is no need
to update this threat-database on each of the RASM-hosting
nodes. Instead, the threat-database may be updated only on
the remote computing device.

[0416] Preferably, these RASM instances are not com-
pletely autonomous, but rather obtain the internal data of the
RASM-hosting network nodes and/or transmit the internal
data in response to a data-requesting command received, by
each of the RASM-hosting network nodes, from the remote
computing device.

[0417] Similar to actual-attack penetration testing sys-
tems, actual data from the network nodes is obtained and
analyzed to determine the method for the attacker to com-
promise the networked system.

[0418] According to embodiments of the present inven-
tion, (i) this actual data includes actual internal data; and (ii)
the penetration testing is carried out based on actual internal
data of the target network node without putting the target
node at risk of being compromised. Thus, it is now possible
to enjoy the benefits of obtaining results that are more
accurate and reliable than those obtainable by conventional
simulated penetration testing without suffering from the
risks associated with actual attack penetration testing.
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[0419] Optionally, and in some embodiments preferably,
the RASM is preinstalled before the beginning of the
penetration testing campaign on each of the participating
nodes.

[0420] The pre-installation may make the penetration test-
ing simpler and more reliable. The pre-installation can be
closely monitored by the IT people of the organization and
any problem or issue of access right can be resolved prior to
the testing. Additionally, if agents are employed without
being pre-installed, then they are installed instead at runtime
during the testing process. This implies that the state of the
tested networked system is being changed by the test and
unexpected side-effects might occur.

[0421] In some embodiments of the invention, one or
more (i.e. any combination of) the following features are
provided:

[0422] A. The system includes a local agent installed on
multiple network nodes.

[0423] B. The agent is installed before starting the test.

[0424] C. Each instance of the agent collects data,
including internal data of the network node on which it
is installed.

[0425] D. The system includes a remote server that does
(at least) the determination of vulnerabilities.

[0426] E. The agent reports to the server in response to
the server’s commands.

[0427] F. The agent reports raw data and does not
determine vulnerabilities. It is the server that does such
determination.

[0428] G. The agent collects data without risking com-
promising the hosting node.

[0429] H. The remote server verifies that a potential
vulnerability is indeed a vulnerability without risking
compromising the networked system. This implies it is
not using real attacks of the tested system.

[0430] 1. The attack process is iterative—one node at a
time.

[0431] A method for penetration testing of a networked
system by a penetration testing system, using both active and
passive validation methods during a single penetration test-
ing campaign, is disclosed herein. The presently-disclosed
method comprises: a. determining a first target network node
of the networked system to be the next network node to
attempt to compromise during the single penetration testing
campaign; b. determining a first vulnerability of network
nodes to be used for compromising the first target network
node; c. selecting a first validation method for validating the
first vulnerability for the first target network node, a type of
the first validation method being selected from the type
group consisting of active validation and passive validation;
d. validating the first vulnerability for the first target network
node using the first validation method; e. determining a
second target network node of the networked system to be
the next network node to attempt to compromise during the
single penetration testing campaign; f. determining a second
vulnerability of network nodes to be used for compromising
the second target network node; g. selecting a second
validation method for validating the second vulnerability for
the second target network node, a type of the second
validation method being selected from the type group con-
sisting of active validation and passive validation and being
different from the type of the first validation method; h.
validating the second vulnerability for the second target
network node using the second validation method; and i.
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reporting at least one security vulnerability of the networked
system determined to exist based on results of the executing
of the single penetration testing campaign, wherein the
reporting comprises performing at least one operation
selected from the group consisting of: (A) causing a display
device to display a report containing information about the
at least one security vulnerability of the networked system,
(B) storing the report containing information about the at
least one security vulnerability of the networked system in
a file and (C) electronically transmitting the report contain-
ing information about the at least one security vulnerability
of the networked system, wherein all of steps a-i are
performed by the penetration testing system, and all of steps
a-h are performed during the single penetration testing
campaign.

[0432] In some embodiments, the first and second valida-
tion methods are respectively selected in accordance with
the first and second vulnerabilities.

[0433] In some embodiments, i. the selecting of the first
validation method comprises: A. determining a first damage
to the first target network node that can be caused by
validating the first vulnerability for the first target network
node by using active validation; and B. selecting the type of
the first validation method to be a type of a validation
method that is associated with the first damage; and ii. the
selecting of the second validation method comprises: A.
determining a second damage to the second target network
node that can be caused by validating the second vulner-
ability for the second target network node by using active
validation; and B. selecting the type of the second validation
method to be a type of a validation method that is associated
with the second damage. In some such embodiments, the
determining of the first damage includes determining an
extent of the first damage. Also, in some such embodiments,
the determining of the first damage includes determining a
likelihood of the first damage occurring.

[0434] In some embodiments, the selecting of the type of
the first and second validation methods are performed such
that the identity of the first vulnerability uniquely determines
the type of the first validation method, and the identity of the
second vulnerability uniquely determines the type of the
second validation method.

[0435] In some embodiments, steps a-i are performed in
the order listed.

[0436] In some embodiments, the penetration testing sys-
tem is controlled by a user interface of a computing device,
and the method for penetration testing of the networked
system further comprises: j. receiving, by the penetration
testing system and via the user interface of the computing
device, one or more manually-entered inputs, the one or
more manually-entered inputs explicitly defining at least one
item selected from the group consisting of (i) a type of a
validation method to be used for validating the first vulner-
ability, and (ii) a type of a validation method to be used for
validating the second vulnerability.

[0437] A penetration testing system for executing penetra-
tion testing of a networked system using both active and
passive validation methods during a single penetration test-
ing campaign is disclosed herein. The presently disclosed
penetration testing system comprises: a. a remote computing
device comprising a computer memory and one or more
processors, the remote computing device in networked com-
munication with multiple network nodes of the networked
system; b. a non-transitory computer-readable storage
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medium containing program instructions, wherein execution
of the program instructions by the one or more processors of
the remote computing device performs all of the following
during the single penetration testing campaign: i. determine
a first target network node of the networked system to be the
next network node to attempt to compromise during the
single penetration testing campaign; ii. determine a first
vulnerability of network nodes to be used for compromising
the first target network node; iii. select a first validation
method for validating the first vulnerability for the first
target network node, a type of the first validation method
being selected from the type group consisting of active
validation and passive validation; iv. cause a validation of
the first vulnerability for the first target network node using
the first validation method; v. determine a second target
network node of the networked system to be the next
network node to attempt to compromise during the single
penetration testing campaign; vi. determine a second vul-
nerability of network nodes to be used for compromising the
second target network node;

[0438] vii. select a second validation method for validat-
ing the second vulnerability for the second target network
node, a type of the second validation method being selected
from the type group consisting of active validation and
passive validation and being different from the type of the
first validation method; and viii. cause a validation of the
second vulnerability for the second target network node
using the second validation method; wherein the execution
of the program instructions by the one or more processors of
the remote computing device further performs: report at
least one security vulnerability of the networked system
determined to exist based on results of executing the single
penetration testing campaign, wherein the reporting com-
prises performing at least one operation selected from the
group consisting of: (A) causing a display device to display
a report containing information about the at least one
security vulnerability of the networked system, (B) storing
the report containing information about the at least one
security vulnerability of the networked system in a file and
(C) electronically transmitting the report containing infor-
mation about the at least one security vulnerability of the
networked system.

[0439] A method for penetration testing of a networked
system by a penetration testing system using both active and
passive validation methods is disclosed herein. The pres-
ently disclosed method for penetration testing comprises: a.
determining a first target network node of the networked
system to be the next network node to attempt to compro-
mise; b. determining a first vulnerability of network nodes to
be used for compromising the first target network node; c.
determining a first damage to the first target network node
that can be caused by validating the first vulnerability for the
first target network node by using active validation; d.
selecting a first validation method for validating the first
vulnerability for the first target network node, a type of the
first validation method being: A. selected from the type
group consisting of active validation and passive validation;
and B. associated with the first damage; e. validating the first
vulnerability for the first target network node using the first
validation method; f. determining a second target network
node of the networked system to be the next network node
to attempt to compromise; g. determining a second vulner-
ability of network nodes to be used for compromising the
second target network node; h. determining a second dam-
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age to the second target network node that can be caused by
validating the second vulnerability for the second target
network node by using active validation; i. selecting a
second validation method for validating the second vulner-
ability for the second target network node, a type of the
second validation method being: A. selected from the type
group consisting of active validation and passive validation;
B. associated with the second damage; and C. different from
the type of the first validation method; j. validating the
second vulnerability for the second target network node
using the second validation method; and k. reporting at least
one security vulnerability of the networked system deter-
mined to exist based on results of performing steps a-j,
wherein the reporting comprises performing at least one
operation selected from the group consisting of: (A) causing
a display device to display a report containing information
about the at least one security vulnerability of the networked
system, (B) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (C) electronically transmitting the report
containing information about the at least one security vul-
nerability of the networked system, wherein all of steps a-k
are performed by the penetration testing system.

[0440] In some embodiments, all of steps a-j are per-
formed during a single penetration testing campaign that is
carried out by the penetration testing system.

[0441] In some embodiments, the determining of the first
damage includes determining an extent of the first damage.
[0442] In some embodiments, the determining of the first
damage includes determining a likelihood of the first dam-
age occurring.

[0443] In some embodiments, steps a-k are performed in
the order listed.

[0444] In some embodiments, the penetration testing sys-
tem is controlled by a user interface of a computing device,
and the method for penetration testing of the networked
system further comprises: j. receiving, by the penetration
testing system and via the user interface of the computing
device, one or more manually-entered inputs, the one or
more manually-entered inputs explicitly defining at least one
item selected from the group consisting of (i) a type of a
validation method associated with the first damage, and (ii)
a type of a validation method associated with the second
damage.

[0445] A penetration testing system for executing penetra-
tion testing of a networked system using both active and
passive validation methods is disclosed herein. The pres-
ently disclosed penetration testing system comprises: a. a
remote computing device comprising a computer memory
and one or more processors, the remote computing device in
networked communication with multiple network nodes of
the networked system; b. a non-transitory computer-read-
able storage medium containing program instructions,
wherein execution of the program instructions by the one or
more processors of the remote computing device performs
all of the following: i. determine a first target network node
of the networked system to be the next network node to
attempt to compromise; ii. determine a first vulnerability of
network nodes to be used for compromising the first target
network node; iii. determine a first damage to the first target
network node that can be caused by validating the first
vulnerability for the first target network node by using active
validation; iv. select a first validation method for validating
the first vulnerability for the first target network node, a type
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of the first validation method being: A. selected from the
type group consisting of active validation and passive vali-
dation; and B. associated with the first damage; v. cause a
validation of the first vulnerability for the first target network
node using the first validation method; vi. determine a
second target network node of the networked system to be
the next network node to attempt to compromise; Vii.
determine a second vulnerability of network nodes to be
used for compromising the second target network node; viii.
determine a second damage to the second target network
node that can be caused by validating the second vulner-
ability for the second target network node by using active
validation; ix. select a second validation method for vali-
dating the second vulnerability for the second target network
node, a type of the second validation method being: A.
selected from the type group consisting of active validation
and passive validation; B. associated with the second dam-
age; and C. different from the type of the first validation
method; x. cause a validation of the second vulnerability for
the second target network node using the second validation
method; and xi. report at least one security vulnerability of
the networked system determined to exist based on results of
performing operations b(i)-b(x), wherein the reporting com-
prises performing at least one operation selected from the
group consisting of: (A) causing a display device to display
a report containing information about the at least one
security vulnerability of the networked system, (B) storing
the report containing information about the at least one
security vulnerability of the networked system in a file and
(C) electronically transmitting the report containing infor-
mation about the at least one security vulnerability of the
networked system.

[0446] A method is disclosed herein for subjecting a single
networked system to first and second penetration testing
campaigns such that (i) both penetration testing campaigns
are performed by a single penetration testing system; (ii) the
first penetration testing campaign employs only active vali-
dation for validating vulnerabilities of network nodes of the
single networked system; and (iii) the second penetration
testing campaign employs only passive validation for vali-
dating vulnerabilities of network nodes of the single net-
worked system. The presently disclosed method comprises:
a. executing the first penetration testing campaign by the
single penetration testing system, the executing of the first
penetration testing campaign comprising performing one or
more validation operations for validating vulnerabilities for
network nodes of the single networked system, wherein the
methods of validation used for all validation operations
included in the first penetration testing campaign are active
validation methods; b. executing the second penetration
testing campaign by the single penetration testing system,
the executing of the second penetration testing campaign
comprising performing one or more validation operations
for validating vulnerabilities for network nodes of the single
networked system, wherein the methods of validation used
for all validation operations included in the second penetra-
tion testing campaign are passive validation methods, and c.
reporting, by the single penetration testing system, at least
one security vulnerability of the single networked system
determined to exist based on at least one member selected
from the group consisting of (1) results of the executing of
the first penetration testing campaign, and (2) results of the
executing of the second penetration testing campaign,
wherein the reporting comprises performing at least one
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operation selected from the group consisting of (i) causing
a display device to display a report containing information
about the at least one security vulnerability of the single
networked system, (ii) storing the report containing infor-
mation about the at least one security vulnerability of the
single networked system in a file, and (iii) electronically
transmitting the report containing information about the at
least one security vulnerability of the single networked
system.

[0447] In some embodiments, the second penetration test-
ing campaign commences after the first penetration testing
campaign has concluded.

[0448] In some embodiments, the first penetration testing
campaign commences after the second penetration testing
campaign has concluded.

[0449] In some embodiments, the second penetration test-
ing campaign commences after the first penetration testing
campaign has commenced but before the first penetration
testing campaign has concluded.

[0450] In some embodiments, the first and second pen-
etration testing campaigns are performed at least partially
simultaneously.

[0451] In some embodiments, the first penetration testing
campaign is based on a first scenario template, the second
penetration testing campaign is based on a second scenario
template, and the second scenario template is different from
the first scenario template.

[0452] In some such embodiments, the identity of the first
scenario template uniquely determines the use of active
validation for all validation operations included in the first
penetration testing campaign, and the identity of the second
scenario template uniquely determines the use of passive
validation for all validation operations included in the sec-
ond penetration testing campaign.

[0453] Also in some such embodiments, the penetration
testing system is controlled by a user interface of a com-
puting device, and the method for executing the penetration
testing campaigns further comprises: receiving, by the pen-
etration testing system and via the user interface of the
computing device, one or more manually-entered inputs, the
one or more manually-entered inputs explicitly defining at
least one of (i) a type of a validation method to be used for
validating all vulnerabilities in the first penetration testing
campaign that is based on the first scenario template, and (ii)
a type of a validation method to be used for validating all
vulnerabilities in the second penetration testing campaign
that is based on the second scenario template.

[0454] In some other such embodiments, the penetration
testing system is controlled by a user interface of a com-
puting device, and the method for executing the penetration
testing campaigns further comprises: receiving, by the pen-
etration testing system and via the user interface of the
computing device, one or more manually-entered inputs, the
one or more manually-entered inputs explicitly defining at
least one of (i) a type of a validation method to be used for
validating vulnerabilities in all penetration testing cam-
paigns that are based on the first scenario template, and (ii)
a type of a validation method to be used for validating
vulnerabilities in all penetration testing campaigns that are
based on the second scenario template.

[0455] In some embodiments, the first penetration testing
campaign and the second penetration testing campaign are
both based on a common scenario template.
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[0456] In some such embodiments, the penetration testing
system is controlled by a user interface of a computing
device, and the method for executing the penetration testing
campaigns further comprises: receiving, by the penetration
testing system and via the user interface of the computing
device, one or more manually-entered inputs, the one or
more manually-entered inputs explicitly defining at least one
of (i) a type of a validation method to be used for validating
all vulnerabilities in the first penetration testing campaign
that is based on the common scenario template, and (ii) a
type of a validation method to be used for validating all
vulnerabilities in the second penetration testing campaign
that is based on the common scenario template.

[0457] A penetration testing system is disclosed herein for
subjecting a networked system to first and second penetra-
tion testing campaigns such that (i) both penetration testing
campaigns are performed by the penetration testing system;
(i) the first penetration testing campaign employs only
active validation for validating vulnerabilities of network
nodes of the networked system; and (iii) the second pen-
etration testing campaign employs only passive validation
for validating vulnerabilities of network nodes of the net-
worked system. The presently disclosed penetration testing
system comprises: a. a remote computing device comprising
a computer memory and one or more processors, the remote
computing device in networked communication with mul-
tiple network nodes of the networked system; b. a non-
transitory computer-readable storage medium containing
program instructions, wherein execution of the program
instructions by the one or more processors of the remote
computing device performs all of the following during the
first and second penetration testing campaigns: i. execute the
first penetration testing campaign by the remote computing
device, the executing of the first penetration testing cam-
paign comprising causing one or more validation operations
for validating vulnerabilities for network nodes of the net-
worked system, wherein the methods of validation used for
all validation operations included in the first penetration
testing campaign are active validation methods; and ii.
execute the second penetration testing campaign by the
remote computing device, the executing of the second
penetration testing campaign comprising causing one or
more validation operations for validating vulnerabilities for
network nodes of the networked system, wherein the meth-
ods of validation used for all validation operations included
in the second penetration testing campaign are passive
validation methods; wherein the execution of the program
instructions by the one or more processors of the remote
computing device further performs: report at least one
security vulnerability of the networked system determined to
exist based on at least one member selected from the group
consisting of (1) results of the executing of the first pen-
etration testing campaign, and (2) results of the executing of
the second penetration testing campaign, wherein the report-
ing comprises performing at least one operation selected
from the group consisting of (i) causing a display device to
display a report containing information about the at least one
security vulnerability of the networked system, (ii) storing
the report containing information about the at least one
security vulnerability of the networked system in a file, and
(iii) electronically transmitting the report containing infor-
mation about the at least one security vulnerability of the
networked system.
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[0458] Unless otherwise defined, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which the
invention pertains, unless explicitly defined in this applica-
tion. In case of conflict, the specification, including defini-
tions, will take precedence.

[0459] As used herein, the terms “comprising”, “includ-
ing”, “having” and grammatical variants thereof are to be
taken as specifying the stated features, integers, steps or
components but do not preclude the addition of one or more
additional features, integers, steps, components or groups
thereof. These terms encompass the terms “consisting of”
and “consisting essentially of”.

BRIEF DESCRIPTION OF THE DRAWINGS

[0460] The invention is herein described, by way of
example only, with reference to the accompanying drawings.
With specific reference now to the drawings in detail, it is
stressed that the particulars shown are by way of example
and for purposes of illustrative discussion of the preferred
embodiments of the present invention only, and are pre-
sented in the cause of providing what is believed to be the
most useful and readily understood description of the prin-
ciples and conceptual aspects of the invention. In this regard,
no attempt is made to show structural details of the invention
in more detail than is necessary for a fundamental under-
standing of the invention, the description taken with the
drawings making apparent to those skilled in the art how the
several forms of the invention may be embodied in practice.
Throughout the drawings, like-referenced characters are
used to designate like elements.

[0461] FIG. 1A (PRIOR ART) is a block diagram of code
modules of a typical penetration testing system.

[0462] FIG. 1B (PRIOR ART) is a related flow-chart.
[0463] FIG. 2 (PRIOR ART) illustrates a prior art com-
puting device.

[0464] FIG. 3 (PRIOR ART) illustrates a timeline related

to the prior-art example of FIGS. 4A-4D.

[0465] FIGS. 4A-4D (PRIOR ART) illustrate a prior art
example where network-nodes are compromised during a
penetration test.

[0466] FIGS. 5A-5D illustrate an example where network-
nodes are compromised during a penetration test that is
set-up in according to some embodiments of the invention.

[0467] FIG. 7 illustrates a timeline related to the example
of FIG. 8A.
[0468] FIGS. 8A-8B, 10A-10B, 13A-13B, 15A-15B,

17A-17B, 19A-19B, 22A-22B illustrate user engagements
of user interfaces according to embodiments of the inven-
tion.

[0469] FIGS.6,9,11A-11C, 12, 14, 16, 18, 20, 21, 23 and
26-31 are flow charts of methods of penetration testing of a
networked system according to different embodiments of the
invention.

[0470] FIGS. 24A-24B are two block diagrams showing
examples of configurations of networked systems that are
being tested by a penetration testing system code module
(PTSCM).

[0471] FIG. 25 is a block diagram of one example of a
penetration testing system code module.

[0472] FIG. 32 (PRIOR ART) illustrates a prior art
example of a networked system that may be subjected to a
penetration test—the networked system comprises a plural-
ity of network nodes.
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[0473] FIGS. 33-34 and 38 illustrate examples of penetra-
tion testing systems where a reconnaissance agent software
module (RASM) is installed on multiple nodes of the
networked system, where the RASM together with a pen-
etration testing software module (PTSM) subject the net-
worked system to penetration testing.

[0474] FIG. 35 illustrates communications between the
PTSM and a plurality of RASMs.

[0475] FIGS. 36, 37A-37B, 39A-39C and 40A-40C are
flow-charts of different methods of penetration testing the
networked system according to embodiments of the inven-
tion.

[0476] FIG. 41 is a schematic illustration of a networked
system including a system for discovering and reporting a
security vulnerability of the networked system, according to
an embodiment of the invention.

[0477] FIG. 42 is a flow chart of a method for discovering
and reporting a security vulnerability of a networked system
according to an embodiment of the invention.

[0478] FIG. 43 (PRIOR ART) illustrates a prior art
example of a networked system that may be subjected to a
penetration test—the networked system comprises a plural-
ity of network nodes.

[0479] FIGS. 44, 45 and 49 illustrate examples of pen-
etration testing systems where a reconnaissance agent soft-
ware module (RASM) is installed on multiple nodes of the
networked system, where the RASM together with a pen-
etration testing software module (PTSM) subject the net-
worked system to penetration testing.

[0480] FIG. 46 illustrates communications between the
PTSM and a plurality of RASMs.

[0481] FIGS. 47, 48, and 50A-50B are flow-charts of
different methods of penetration testing of a networked
system according to embodiments of the invention.

[0482] FIG. 51 illustrates a timeline related to the
examples of FIGS. 52A-52H.

[0483] FIGS. 52A-52H illustrate examples where net-
work-nodes are tested using passive and active methods of
validation during a penetration testing campaign.

[0484] FIG. 53 (PRIOR ART) illustrates a prior art
example of a networked system that may be subjected to a
penetration test—the networked system comprises a plural-
ity of network nodes.

[0485] FIG. 54 shows a flow-chart of a method of pen-
etration testing of a networked system according to embodi-
ments of the invention.

[0486] FIGS. 55A, 55B and 56 are illustrative graphs of
expected damage and risk factors, respectively, associated
with performing active validation at the various network
nodes.

[0487] FIGS. 57 and 58 show flow-charts of different
methods of penetration testing of a networked system
according to embodiments of the invention.

[0488] FIG. 59 shows examples of the respective timing of
first and second penetration testing campaigns according to
the method of FIG. 10.

[0489] FIG. 60 is a block diagram of reconnaissance agent
penetration testing.

[0490] FIGS. 61A-C, 62A-D, and 63A-D are flow-charts
of different methods of penetration testing of a networked
system according to embodiments of the invention.
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DETAILED DESCRIPTION OF EMBODIMENTS

[0491] This disclosure should be interpreted according to
the definitions in the “Definitions Section” at the end of the
specification. In case of a contradiction between the defini-
tions in the “Definitions Section” at the end of the specifi-
cation and other sections of this disclosure, the “Definitions
Section” at the end of the specification section should
prevail.

[0492] In case of a contradiction between the “Definitions
Section” at the end of the specification and a definition or a
description in any other document, including in another
document incorporated in this disclosure by refence, the
“Definitions Section” at the end of the specification should
prevail, even if the definition or the description in the other
document is commonly accepted by a person of ordinary
skill in the art.

[0493] Embodiments of the invention relate to penetration
testing of networked systems, such as that illustrated in FIG.
4A.

[0494] Penetration testing systems test networked sys-
tems. For example, the networked system comprises a
plurality of network nodes (referred to simply as “nodes”) in
communication with each other—e.g. see FIG. 4A.

[0495] In prior art penetration testing systems (e.g. see the
example discussed above with reference to FIGS. 3 and
4A-4D), a penetration testing campaign performs or emu-
lates an attack of a potential attacker, starting from an initial
state in which no network node of the tested networked
system is compromised. The attacker is assumed to start by
compromising a first network node (e.g. node N122 of FIG.
4B), then to take advantage of the already-compromised first
node and compromise a second network node, then to take
advantage of the already-compromised first and second
nodes and compromise a third network node, and so on.
[0496] However, in some cases this way of operation does
not satisfy the user’s needs. The user may want to learn what
might an attacker be able to achieve if s/he starts her/his
attack with one or more specific nodes already under her/his
control. This may be useful, for example, when evaluating
the damages that might be incurred if the attacker is an
employee of the organization owning the tested networked
system that already controls his own network node. Another
example is when knowing in advance that one or more given
nodes are prone to being compromised (e.g. because they are
accessible by the public) and evaluating the risks to the rest
of the networked system after the one or more given nodes
are compromised.

[0497] Therefore, it is useful to let a user of a penetration
testing system to select one or more network nodes that will
be assumed to be already compromised and under the
control of the attacker when the penetration testing cam-
paign starts. Such nodes are called herein “initially-compro-
mised” or “initially-red” network nodes. When initially-
compromised nodes are selected for a penetration testing
campaign, these nodes are the only nodes that are assumed
to be already compromised when the campaign starts. In
other words, a node that is not selected to be an initially-
compromised node for a campaign is assumed to be non-
compromised when the campaign starts. An example related
to initially-compromised nodes is presented below with
reference to FIGS. 5A-5D.

[0498] In contrast to conventional penetration testing sys-
tems (i.e. where penetration testing campaigns are per-
formed from an initial state in which no network node of the
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tested networked system is compromised), in a first embodi-
ment of the invention the user manually and explicitly
selects one or more nodes of the tested networked system as
initially-compromised nodes. The skilled artisan is directed
to FIGS. 6-7 and 8A-8B. The term ‘explicitly selecting’ is
defined below—see definition “69” of the Definitions Sec-
tion.

[0499] In contrast to conventional penetration testing sys-
tems (i.e. where penetration testing campaigns are per-
formed from an initial state in which no network node of the
tested networked system is compromised), in a second
embodiment of the invention, before penetration testing,
initially-compromised nodes are defined by the user as
follows: the user manually and explicitly selects a Boolean
node-selection condition defining which nodes or nodes are
initially compromised. Any network node of the networked
system that satisfies the Boolean condition is considered
initially compromised. The skilled artisan is directed to
FIGS. 9 and 10A-10B.

[0500] In contrast to conventional penetration testing sys-
tems (i.e. where penetration testing campaigns are per-
formed from an initial state in which no network node of the
tested networked system is compromised), in a third
embodiment of the invention, the penetration testing system
automatically selects one or more of the nodes that is to be
considered initially-compromised. This selection may be
performed, for example, according to features discussed
with reference to FIGS. 11A-11C. The term ‘automatically
selecting’ is defined below—see definition “70” of the
Definitions Section.

[0501] It is appreciated that the first, second and/or third
embodiments may be combined in any manner.

A Discussion of the Example of FIGS. 5A-5D

[0502] Before discussing the first, second and third
embodiments, an example related to initially-compromised
nodes in general is now discussed with reference to FIGS.
5A-5D.

[0503] In contrast to the user-case of FIGS. 4A-4B where
a campaign emulates an attack of a potential attacker,
starting from an initial state in which no network node of the
tested networked system is compromised, in the example of
FIGS. 5A-5D, it is assumed that three nodes are initially-
compromised: nodes N110, N108 and N117—+this is desig-
nated by the ‘brick’ pattern.

[0504] According to the example illustrated in FIGS.
5A-5D, initially, at time Tg,.;, £ 75 When the penetration
test begins, network-nodes N110, N108 and N117 are
assumed to have been compromised. Between time Tg
Pen-1ese and T* During Pen-Tosr> NEWOrk nodes

[0505] N111, N112, N106, N122 and N125 are compro-
mised—this is indicated in FIG. 5B by the X’s. Between
time T' 1,0 pen-zose A0 T1 e poyzusp DEtWOrk nodes
N116 and N101 are compromised, as indicated by the X’s in
FIG. 5C. Between time T2 ... pen-zose A0 T2 oy 765
network node N104 and is compromised, as indicated by the
X’s in FIG. 5D.

[0506] The networked system example of FIGS. 4A and
5A have a structure of a mathematical tree, in which there
are no loops. Such example was selected for simplifying the
figure and its explanation, but is not intended to limit the
scope of the invention in any way. The invention is equally
applicable to networked systems containing loops of net-
work nodes in which each pair of nodes that are adjacent to

egin
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each other in the loop are immediate neighbors. The inven-
tios is also equally applicable to networked systems con-
taining sub-networks comprising of many nodes, in which
each two nodes belonging to the same sub-network are
immediate neighbors. The invention is also equally appli-
cable to networked systems containing any combination of
trees, loops, sub-networks and other arrangements of net-
work nodes.

A Discussion of FIG. 6, 7, 8A-8B—a Method of Penetration
Testing According to One or More Manually and Explicitly
Selected Network Nodes

[0507] FIG. 6 is a flow chart of a method of penetration
testing of a networked system by a penetration testing
system that is controlled by a user interface of a computing
device so that a penetration testing campaign is executed
according to a manual and explicit selecting of one or more
network nodes of the networked system.

[0508] In one example, the selecting is performed using
the GUI element 330E of FIG. 8A. that illustrates a first
example of the method of FIG. 6 (also see the timeline of
FIG. 7); FIG. 8B illustrates a second example of the method
of FIG. 6. In both the first and second example the user can
manually and explicitly select a set of nodes as initially-
compromised that match the nodes of the example of FIGS.
5A-5D, illustrated by the brick-pattern.

[0509] In step S501 of FIG. 6, the penetration testing
system receives (i.e. via the user interface of the computing
device), one or more manually-entered inputs, where: (i) the
one or more manually-entered inputs explicitly selects the
one or more network nodes of the networked system and (ii)
at least one of the manually and explicitly selected nodes is
other than the computing device.

[0510] In Frame 1 of FIG. 8A, GUI element 330E of FIG.
8A illustrates 10 buttons (illustrated as empty circles), each
of which is associated with a different network node (i.e.
within the topology of the examples of FIGS. 5A-5D).
Frames 1-4 of FIG. 8A illustrate the state of GUI element
330FE at times t1-t4 (which are also shown on the timeline of
FIG. 7). Frame 5 of FIG. 8A illustrates an action performed
at time t5 using GUI element 334.

[0511] In all frames of FIG. 8A, UE is an abbreviation for
‘user engagement’—this relates to a user engagement of a
GUI element. For example, the user provides a mouse click
(e.g. depressing a mouse button) when a mouse pointer is
located in a specific location of the GUI element. The skilled
artisan will appreciate that a mouse click is just one example
of a user engagement of a GUI element or portion thereof.
In another example, a mouse-pointer points to an element
without any need for a mouse-click; in another example, a
user touches with his or her finger (or with a stylus) a GUI
element for “user engagement’.

[0512] In Frame 2, at time t2 the user clicks on the button
labelled N117 to manually and explicitly select node N117.
In Frame t3, at time t3 the user clicks on the button labelled
N108 to manually and explicitly select node N108. In Frame
t4, at time t4 the user clicks on the button labelled N110 to
manually and explicitly select node N110.

[0513] In Frame 5 of FIG. 8A at time t5, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S505
and S509 of FIG. 6, discussed below.

[0514] FIG. 8B illustrates a second non-limiting example
related to step S501 of FIG. 6. Frame 1 illustrates an initial
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state of a GUI element displaying a portion of the network.
In Frame 2, the penetration testing system provides a rec-
ommendation for three ‘candidate’ network-nodes—nodes
N105, N110 and N117. The recommended nodes are illus-
trated in gray stripes. At time t2 of Frame 2, the user accepts
the recommendation using GUI element 328F, thereby
manually and explicitly selecting these three network nodes.
Thus, in Frame 3 at time t3, the manually and explicitly
selected nodes are illustrated in black.

[0515] In Frame 4 of FIG. 8B at time t4, the user clicks on
‘begin’ button 334, thereby triggering steps S505 and S509
of FIG. 6, discussed below.

[0516] One feature of step S501 is that at least one of the
automatically selected network nodes is other than the
computing device. This is clearly satisfied in the example of
FIG. 8A where three distinct network nodes are selected.
However, when a single network node is selected, this
network note must be different than the “computer device”
mentioned in step S501.

[0517] Instep S505 of FIG. 6, the following is performed:
in accordance with the manual and explicit selecting of the
network nodes executing the penetration testing campaign
by the penetration testing system so as to test the networked
system, the penetration testing campaign being executed
under the assumption that the manually and explicitly
selected one or more network nodes of the networked
system are already compromised at the time of beginning the
penetration testing campaign.

[0518] In step S509 of FIG. 6, the following is performed:
reporting, by the penetration testing system, at least one
security vulnerability determined to exist in the networked
system by the executing of the penetration testing campaign,
wherein the reporting comprises at least one of (i) causing a
display device to display a report describing the at least one
security vulnerability, and (ii) electronically transmitting
(e.g. over a computer network) (for example, from the
computing device mentioned in step S501 to another com-
puting device) a report describing the at least one security
vulnerability.

[0519] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0520] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

[0521] Step S501 of FIG. 6 (along with steps S551 of FIG.
9, S811 of FIG. 11A, S821 of FIG. 11B, S801 of FIG. 11C,
S301 of FIG. 12, S1351 of FIG. 14, S351 of FIG. 16, S601
of FIG. 18, S901 of FIG. 20, S401 of FIGS. 21 and S851 of
FIG. 23) refers to a penetration testing system. In one
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example, the penetration testing system may include the
hardware and software components of the user-interface
used for providing the user input—e.g. for providing GUI
element 330E. In another example, the penetration testing
system receives the user input from a user-interface that is
external to the penetration testing system.

A Discussion of FIGS. 9 and 10A-10B—a Method of
Penetration Testing Where the User Manually and Explicitly
Selects a Boolean Node Selection Condition

[0522] As noted above, some embodiments relate to meth-
ods and apparatus where user-input manually and explicitly
designates one or more nodes of the networked system as
initially-compromised—e.g. see the example of FIGS.
5A-5D.

[0523] FIGS. 9 and 10A-10B relate to a second method
where the user manually provides input for selecting which
nodes (e.g. nodes N110, N108 and N117 of FIGS. 5A-5D)
are assumed to be initially compromised.

[0524] Insome embodiments, a user manually and explic-
itly selects a Boolean node-selection condition and a pen-
etration testing campaign is performed according to the
Boolean node-selection condition. FIG. 9 is a flow-chart of
a method for penetration testing according to a manually and
explicitly selected Boolean node-selection condition.
[0525] Specific examples of step S551 of the flow-chart of
FIG. 9 are discussed below with reference to FIGS. 10A-
10B.

[0526] In step S551 of FIG. 9 the penetration testing
system receives (i.e. via the user interface of the computing
device), one or more manually-entered inputs, where the one
or more manually-entered inputs explicitly selects a Boolean
node-selection condition. The manually and explicitly
selected node-selection condition defines a proper subset of
network nodes of the networked system such that any
network node of the networked system is a member of the
subset of network nodes if and only if it satisfies the
condition.

[0527] A first example is presented in FIG. 10A.

[0528] Three candidate Boolean node-selection conditions
are listed in GUI element 330F: (i) a first node-selection
condition that states that a node is a selected (i.e. to be part
of the ‘proper subset’ of network nodes) if and only if the
node is a ‘Linux box’ (i.e. it is a computer executing Linux);
(ii) a second node-selection condition that states that a node
is a selected (i.e. to be part of the ‘proper subset’ of network
nodes) if and only if the node has a direct connection to the
outside world; and (iii) a third node-selection condition that
states that a node is a selected (i.e. to be part of the ‘proper
subset’ of network nodes) if and only if the node has an
on-board cell-phone modem.

[0529] The first node-selection condition relates to soft-
ware executing by a node; the second node-selection con-
dition relates to a location of the node within the network;
the third node-selection condition relates to hardware
resources. FIG. 10A presents three frames—Frame 1 at time
tl, Frame 2 at time t2, and Frame 3 at time t3.

[0530] In Frame 1, no selection has yet been made by the
user. In Frame 2, at time t2 the user selects the third
candidate node-selection condition in 330F—e.g. the user
engagement of GUI element 330F may be provided by a
mouse-click.

[0531] In Frame 3 of FIG. 10A at time t3, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
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user provides a mouse-click, thereby triggering steps S555
and S559 of FIG. 11, discussed below.

[0532] FIG. 10B shows another example, where the
manual and explicit selecting of a Boolean node-selection
condition defining the initially-compromised nodes of the
penetration testing campaign is performed by the user
accepting, by engaging an ‘accept recommendation” button
328F, a recommendation provided by the penetration testing
system. Thus, frame 1 illustrates an initial step of GUI
element 330F, in which GUI element 330F presents a
recommended node-selection condition, shown in gray
stripes. In Frame 2, the user accepts the recommendation,
thereby effecting a manual and explicit selection of the “Iff
machine has on-board cell-phone modem’ node-selection
condition. The user’s selection of Frame 2 is shown in Frame
3, where the condition “Iff machine has on-board cell-phone
modem” is shown in black.

[0533] In Frame 4 of FIG. 10B at time t4, the user clicks
on ‘begin’ button 334, thereby triggering steps S555 and
S559 of FIG. 9, discussed below.

[0534] In step S555 of FIG. 9, the following is performed:
in accordance with the manual and explicit setting forth of
the node-selection condition, executing the penetration test-
ing campaign by the penetration testing system so as to test
the networked system, the penetration testing campaign
being executed under the assumption that every node of the
subset of network nodes is already compromised at the time
of beginning the penetration testing campaign.

[0535] Instep S559 of FIG. 9, the following is performed:
reporting, by the penetration testing system, at least one
security vulnerability determined to exist in the networked
system by the executing of the penetration testing campaign,
wherein the reporting comprises at least one of (i) causing a
display device to display a report describing the at least one
security vulnerability, and (ii) electronically transmitting
(e.g. over a computer network) (for example, from the
computing device mentioned in step S551 to another com-
puting device) a report describing the at least one security
vulnerability.

[0536] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0537] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

[0538] In one particular example relating to the example
of FIGS. 10A-10B which parallels the example of FIGS.
5A-5D, none of the nodes has an on-board cell-phone
modem except for the following nodes—N110, N108 and
N117.

Aug. 8, 2019

[0539] A number of examples of Boolean node conditions:
(example A) machine is a mobile node; (example B)
machine is a node with a direct connection to the outside
world; (example C) machine is a node where MS Word is
installed; (example D) machine is a

[0540] Linux node; (example E) machine is a node with
Windows 7.0 or lower; (example F) machine is a node
physically situated in the State of California; (example G)
machine provides FTP services to other nodes.

[0541] Example G is one example of a service dependent
condition. Examples D-E are examples of operating-system
(OS) dependent conditions. Example C is an example of a
software-application dependent condition.

A Discussion of FIG. 11A

[0542] FIG. 11A is a flow chart of a method of penetration
testing of a networked system by a penetration testing
system so that a penetration testing campaign is executed
according to an automatic selecting of one or more network
nodes of the networked system.

[0543] In step S811, the following is performed: deter-
mining whether one or more network nodes of the net-
worked system satisfy a pre-defined Boolean condition.
Some examples of pre-defined Boolean conditions are listed
in 330F, discussed above. The Boolean condition is auto-
matically selected by the penetration testing system. For
example, a database may store a list of Boolean conditions,
and one is selected randomly every time the penetration
testing campaign is run.

[0544] In step S805, the following is performed: based on
a result of the determining, automatically selecting, by the
penetration testing system, the one or more network nodes
of the networked system, wherein at least one of the auto-
matically selected network nodes is other than the comput-
ing device.

[0545] In step S809, the following is performed: in accor-
dance with the automatically selecting of the network nodes,
executing the penetration testing campaign by the penetra-
tion testing system so as to test the networked system, the
penetration testing campaign being executed under the
assumption that the automatically selected one or more
network nodes of the networked system are already com-
promised at the time of beginning the penetration testing
campaign.

[0546] In step S813 of FIG. 11A, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) a report describing
the at least one security vulnerability.

[0547] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to



US 2019/0245883 Al

display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0548] In some embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIG. 11B

[0549] A “type of an attacker” is defined as a classification
of'the attacker that indicates its main incentive in conducting
attacks of networked systems. Typical values for a type of an
attacker are state-sponsored, opportunistic cyber criminal,
organized cyber criminal and insider.

[0550] An attacker can have only a single type.

[0551] Some embodiments relate to methods and systems
where one or more nodes are automatically selected by the
penetration testing system according to a type of attacker.
The type of attacker can be determined in any manner—e.g.
according to user-input or automatically or in any other
manner.

[0552] In one example, whenever it is determined that an
attacker is state sponsored, nodes that operate Windows 7
are assumed to be initially compromised. In another
example, whenever it is determined that the attacker is an
insider, nodes that are physically located in field offices and
not within the corporate headquarters are assumed to be
initially compromised.

[0553] In step S821, the following is performed: deter-
mining S821, by the penetration testing system a type of an
attacker of the penetration testing campaign. Also appearing
in FIGS. 11B are steps S805, S809, and S813, discussed
above.

[0554] These steps are the same steps as in FIG. 11A, and
are not explained again.

A Discussion of FIG. 11C

[0555] FIG. 11C is a flow chart of a method of penetration
testing of a networked system by a penetration testing
system so that a penetration testing campaign is executed
according to an automatic selecting of one or more network
nodes of the networked system.

[0556] In step S801, the following is performed: deter-
mining, by the penetration testing system, at least one of (i)
a type of an attacker of the penetration testing campaign, and
(i1) whether one or more network nodes of the networked
system satisty a pre-defined Boolean condition. The type of
attacker can be determined in any manner—e.g. according to
user-input or automatically or in any other manner.

[0557] Also appearing in FIG. 11B are steps S805, S809,
and S813 discussed above.

A Discussion of FIGS. 12 and 13A-13B—a Method of
Penetration Testing According to One or More Manually and
Explicitly Selected Capabilities of an Attacker of a Penetra-
tion Testing Campaign (e.g. Using GUI Element 330A)
[0558] In some embodiments, a user manually and explic-
itly selects one or more capabilities of an attacker of a
penetration testing campaign. FIG. 12 is a flow-chart of a
method for performing penetration testing according to
manually and explicitly selected capabilities of an attacker
of a penetration testing campaign.
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[0559] Specific examples of step S301 of the flow-chart of
FIG. 12 are discussed below with reference to FIGS. 13A-
13B.

[0560] The term ‘capability’ of an attacker is defined
below—see definition “27” of the ‘Definitions Section.’

[0561] In step S301 of FIG. 12, the penetration testing
system receives (i.e. via the user interface of a computing
device), one or more manually-entered inputs, where the one
or more manually-entered inputs are explicitly selecting one
or more capabilities of the attacker of the penetration testing
campaign.

[0562] A first example is presented in FIG. 13A which
relates to the example of the GUI element 330A.

[0563] Three attacker capabilities are listed in GUI ele-
ment 330A: (i) the ability to copy a local file and export it
to the attacker—if the user selects “YES” then the subse-
quent penetration testing campaign is performed in step
S305 such that the attacker is assumed to have this capa-
bility; (ii) the ability to remotely collect database (DB)
information (info) form the SQL-server of Microsofit® —if
the user selects “YES” then the subsequent penetration
testing campaign is performed in step S305 such that the
attacker is assumed to have this capability; and (iii) the
ability to force remote code execution (RCE)—if the user
selects “YES” then the subsequent penetration testing cam-
paign is performed in step S305 such that the attacker is
assumed to have this capability.

[0564] FIG. 13A presents three frames—Frame 1 at time
tl, Frame 2 at time t2, and Frame 3 at time t3. In FIG. 13A
the default values are indicated by a gray ‘wave’ shading.

[0565] Frame 1 of FIG. 13 A illustrates an initial state (i.e.
at time ti) where only default values are presented as
follows: (i) the attacker lacks the ability to copy a local file
and export it to an attacker (i.e. “N”); (ii) the attacker lacks
the ability to remotely collect database (DB) information
from SQL server (i.e. “N”); and (ii) the attacker has the
ability to force remote code execution (RCE) (i.e. “Y”).

[0566] In Frame 2 of FIG. 13A at time t2, the user engages
the GUI element 330A (e.g. by clicking when a mouse
pointer is within the circle next to the capability labeled
“Ability to remotely collect DB info from SQL-server) to
override the default value, changing from “NO” to “YES.”

[0567] In Frame 3 of FIG. 13 A at time t3, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S305
and S309 of FIG. 12, discussed below.

[0568] FIG. 13B shows another example, where the
manual and explicit selecting of the one or more capabilities
of the attacker of the penetration testing campaign is per-
formed by the user accepting, by engaging an ‘accept
recommendation” button 328A, a recommendation provided
by the penetration testing system.

[0569] Frame 1 of FIG. 13B illustrates an initial state (i.e.
at time t1) of GUI element 330A’ where only system-
recommended values are presented as follows: (i) the
attacker has the ability to copy a local file and export it to an
attacker (i.e. “Y”); (ii) the attacker lacks the ability to
remotely collect database (DB) information from SQL
server (i.e. “N”); and (iii) the attacker lacks the ability to
force remote code execution (RCE) (i.e. “N”). Thus, the
{Y,N,N} values are illustrated in diagonal gray lines, indi-
cating that these values have not been manually and explic-
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itly selected by the user—in the initial state of FIG. 13 A, the
{Y,N,N} values are only system-generated recommenda-
tions.

[0570] InFrame 2 of FIG. 13B at time t2, the user engages
the GUI element 328A by clicking on the circle labelled
‘accept recommendation’ to accept the system-recom-
mended values presented in Frame 1 of FIG. 13B.

[0571] In Frame 3 of FIG. 13B, the values {Y,N,N} that
were previously (i.e. in Frame 1) presented in gray diagonal
shading (i.e. when they were only system-recommended
values) are now presented in solid black. Because the user
manually and explicitly accepted the system-generated rec-
ommendations in Frame 2, the values {Y,N,N} are now
manually and explicitly selected values, and are presented as
such in Frame 3 of FIG. 13B. It should be noted that the user
is not forced to accept the system-generated recommenda-
tions, but may override them. This freedom of choice is what
makes the selection of the attacker capabilities a manual and
explicit selection. If the user would not have an option of
overriding the system’s recommendations, then their selec-
tion would not be considered a manual and explicit selec-
tion.

[0572] In Frame 4 of FIG. 13B, the user clicks on the
‘begin’ button to begin the penetration testing campaign
using the manually and explicitly selected { Y,N,N} values.

[0573] In step S305 of FIG. 12, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to the manually
and explicitly-provided selection of the one or more capa-
bilities of the attacker, so as to test the networked system.

[0574] In step S309 of FIG. 12, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) (for example, from
the computing device mentioned in step S301 to another
computing device) a report describing the at least one
security vulnerability.

[0575] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0576] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIGS. 14 and 15A-15B—a Method of
Penetration Testing According to a Manually and Explicitly
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Selected Level of Sensitivity to Detection of an Attacker of
a Penetration Testing Campaign (e.g. Using GUI Element
330B)

[0577] Insome embodiments, a user manually and explic-
itly selects a level of sensitivity to detection of an attacker
of a penetration testing campaign.

[0578] The term ‘level of sensitivity to detection of an
attacker’ is defined below—see definition “30” of the ‘Defi-
nitions Section’.

[0579] FIG. 14 is a flow-chart of a method of penetration
testing of a networked system by a penetration testing
system that is controlled by a user interface of a computing
device so that a penetration testing campaign is executed
according to manually and explicitly-selected level of sen-
sitivity to detection of an attacker of the penetration testing
campaign.

[0580] Specific examples of step S1351 of the flow-chart
of FIG. 14 are discussed below with reference to FIGS.
15A-15B.

[0581] In step S1351 of FIG. 14, the penetration testing
system receives (i.e. via the user interface of a computing
device), one or more manually-entered inputs, where the one
or more manually-entered inputs are explicitly selecting a
level of sensitivity to detection of the attacker of the pen-
etration testing campaign.

[0582] A first example is presented in FIG. 15A which
relates to the example of the GUI element 330B.

[0583] GUI element 330B allows for the user to manually
and explicitly select a level of sensitivity of the attacker to
being detected (e.g. typically ‘lone-wolf” or ‘free-wheeling’
attackers have ‘less to lose’ if detected while state-sponsored
attackers are more sensitive to being detected).

[0584] For the particular example of FIG. 15A, the user
may select ‘highly sensitive’ (HS), ‘moderately sensitive’
(MS) or ‘not sensitive’(NS)—if the user selects “highly
sensitive” then the subsequent penetration testing campaign
is performed in step S1355 in a manner where the attacker
is constrained to be highly sensitive, if the user selects
“moderately sensitive” then the subsequent penetration test-
ing campaign is performed in step S1355 in a manner where
the attacker is constrained to be moderately sensitive, if the
user selects “not sensitive” then the subsequent penetration
testing campaign is performed in step S1355 in a manner
where the attacker is not sensitive to being detected.
[0585] FIG. 15A presents three frames—Frame 1 at time
tl, Frame 2 at time t2, and Frame 3 at time t3.

[0586] Frame 1 of FIG. 15A illustrates an initial state (i.e.
at time t1) where only a default value is selected as follows:
the attacker is moderately sensitive to being detected (i.e.
“MS”).

[0587] InFrame 2 of FIG. 15A at time t2, the user engages
the GUI element 330B (e.g. by clicking when a mouse
pointer is within the circle below the words ‘highly sensi-
tive’) to override the default value of the sensitivity, chang-
ing from “MS” to “HS.”

[0588] In Frame 3 of FIG. 15A at time t3, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S1355
and S1359 of FIG. 14 using the manually and explicitly
selected value {“HS”}.

[0589] FIG. 15B shows another example, where the
manual and explicit selecting of the level of sensitivity to
detection of the attacker of the penetration testing campaign
is performed by the user accepting, by engaging an ‘accept
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recommendation” button 328B, a recommendation provided
by the penetration testing system.

[0590] Frame 1 of FIG. 15B illustrates an initial state (i.e.
at time t1) of GUI element 330B' where only a system-
recommended value is presented as follows: the attacker is
highly sensitive to being detected (i.e. “HS” value).

[0591] Thus, the {HS } value is illustrated in diagonal gray
lines, indicating that this value has not been manually and
explicitly selected by the user—in the initial state of FIG.
15B, the {HS} value is only a system-generated recommen-
dation.

[0592] InFrame 2 of FIG. 15B at time t2, the user engages
the GUI element 328B by clicking on the circle labelled
‘accept recommendation’ to accept the system-recom-
mended value presented in Frame 1 of FIG. 15B.

[0593] In Frame 3 of FIG. 15B, the value {HS} that was
previously (i.e. in Frame 1) presented in gray diagonal
shading (i.e. when it was only a system-recommended
value) is now presented in solid black. Because the user
accepted the system-generated recommendations in Frame
2, the value {HS} is now a manually and explicitly selected
value, and is presented as such in Frame 3 of FIG. 15B. It
should be noted that the user is not forced to accept the
system-generated recommendation, but may override them.
This freedom of choice is what makes the selection of the
attacker’s level of sensitivity to detection a manual and
explicit selection.

[0594] In Frame 4 of FIG. 15B, the user clicks on the
‘begin’ button to begin the penetration testing campaign
using the manually and explicitly selected { HS } value.
[0595] In step S1355 of FIG. 14, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to the manually
and explicitly-provided selection of the level of sensitivity to
detection of the attacker, so as to test the networked system.
[0596] In step S1359 of FIG. 14, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) (for example, from
the computing device mentioned in step S1351 to another
computing device) a report describing the at least one
security vulnerability.

[0597] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0598] In some embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
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may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIGS. 16 and 17A-17B—a Method of
Penetration Testing According to One or More Manually and
Explicitly Selected Traits of an Attacker of a Penetration
Testing Campaign (e.g. Using GUI Element 330H)

[0599] In some embodiments, a user manually and explic-
itly selects one or more traits of an attacker of a penetration
testing campaign. FIG. 16 is a flow-chart of a method for
penetration testing according to manually and explicitly-
selected traits of an attacker of a penetration testing cam-
paign.

[0600] Specific examples of step S351 of the flow-chart of
FIG. 16 are discussed below with reference to FIGS. 17A-
17B. The term ‘trait’ of an attacker is defined below—see
definition “29” of the ‘Definitions Section.’

[0601] In step S351 of FIG. 16, the penetration testing
system receives (i.e. via the user interface of a computing
device), one or more manually-entered inputs, where the one
or more manually-entered inputs are explicitly selecting one
or more traits of the attacker of the penetration testing
campaign.

[0602] A first example is presented in FIG. 17A which
relates to the example of the GUI element 330H.

[0603] Two attacker traits are listed in GUI element 330H:
(1) how sensitive the attacker is to being detected (e.g.
typically ‘lone-wolf” or ‘free-wheeling’ attackers have ‘less
to lose’ if detected while state-sponsored attackers are more
sensitive to being detected); and (ii) how resilient the
attacker is against initial failure—i.e. often when an attacker
tries to accomplish a goal, the attacker may initially fail—
more resilient attackers are willing to make more attempts
even when previous attempts failed.

[0604] For the first trait, the user may select ‘highly
sensitive’ (HS), ‘moderately sensitive’ (MS) or ‘not sensi-
tive’(NS)—if the user selects “highly sensitive” then the
subsequent penetration testing campaign is performed in
step S355 in a manner where the attacker is constrained to
be highly sensitive, if the user selects “moderately sensitive”
then the subsequent penetration testing campaign is per-
formed in step S355 in a manner where the attacker is
constrained to be moderately sensitive, if the user selects
“not sensitive” then the subsequent penetration testing cam-
paign is performed in step S355 in a manner where the
attacker is not sensitive to being detected.

[0605] For the second trait, the user may select ‘very
resilient’ (VR), ‘moderately resilient” (MR) and ‘not resil-
ient” (NR).

[0606] FIG. 17A presents four frames—Frame 1 at time
t1, Frame 2 at time t2, Frame 3 at time t3 and Frame 4 at time
4.

[0607] Frame 1 of FIG. 17A illustrates an initial state (i.e.
at time t1) where only default values are presented as
follows: (i) the attacker is moderately sensitive to being
detected (i.e. “MS™); (ii) the attacker is moderately resilient
against initial failure (i.e. “MR”).

[0608] In Frame 2 of FIG. 17A at time t2, the user engages
the GUI element 330H (e.g. by clicking when a mouse
pointer is within the circle below the words ‘highly sensi-
tive’) to override the default value of the sensitivity, chang-
ing from “MS” to “HS.”

[0609] In Frame 3 of FIG. 17A at time t3, the user engages
the GUI element 330H (e.g. by clicking when a mouse
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pointer is within the circle below the words ‘not resilient”)
to override the default value of the resiliency, changing from
“MW” to “NR.”

[0610] In Frame 4 of FIG. 17A at time t4, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S355
and S359 of FIG. 16 using the manually and explicitly
selected values {“HS,”NR"}, discussed below.

[0611] FIG. 17B shows another example, where the
manual and explicit selecting of the traits of the attacker of
the penetration testing campaign is performed by the user
accepting, by engaging an ‘accept recommendation” button
328B, a recommendation provided by the penetration testing
system.

[0612] Frame 1 of FIG. 17B illustrates an initial state (i.e.
at time tl) of GUI element 330H" where only system-
recommended values are presented as follows: (i) the
attacker is highly sensitive to being detected (i.e. “HS”
value); (ii) the attacker is moderately resilient against initial
failure (“MW” value).

[0613] Thus, the {HS,MR} values are illustrated in diago-
nal gray lines, indicating that these values have not been
manually and explicitly selected by the user—in the initial
state of FIG. 17B, the {HS, MR} values are only system-
generated recommendations.

[0614] InFrame 2 of FIG. 17B at time t2, the user engages
the GUI element 328B by clicking on the circle labelled
‘accept recommendation’ to accept the system-recom-
mended values presented in Frame 1 of FIG. 17B.

[0615] In Frame 3 of FIG. 17B, the values {HS, MR} that
were previously (i.e. in Frame 1) presented in gray diagonal
shading (i.e. when they were only system-recommended
values) are now presented in solid black. Because the user
accepted the system-generated recommendations in Frame
2, the values {HS, MR} are now manually and explicitly
selected values, and are presented as such in Frame 3 of FIG.
17B. It should be noted that the user is not forced to accept
the system-generated recommendations, but may override
them. This freedom of choice is what makes the selection of
the attacker traits a manual and explicit selection.

[0616] In Frame 4 of FIG. 17B, the user clicks on the
‘begin’ button to begin the penetration testing campaign
using the manually and explicitly selected {HIS,MR} values.
[0617] In step S355 of FIG. 16, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to the manually
and explicitly-provided selection of the one or more traits of
the attacker, so as to test the networked system.

[0618] In step S359 of FIG. 16, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) (for example, from
the computing device mentioned in step S351 to another
computing device) a report describing the at least one
security vulnerability.

[0619] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
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device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0620] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIGS. 18 and 19A-19B—a Method of
Penetration Testing According to a Manually and Explicitly
Selected Lateral Movement Strategy of an Attacker of a
Penetration Testing Campaign (e.g. Using GUI element
330G)

[0621] Insome embodiments, a user manually and explic-
itly selects a lateral movement strategy of an attacker of a
penetration testing campaign. FIG. 18 is a flow-chart of a
method for penetration testing according to manually and
explicitly selected lateral movement strategy of an attacker
of a penetration testing campaign.

[0622] Specific examples of step S601 of the flow-chart of
FIG. 18 are discussed below with reference to FIGS. 19A-
19B.

[0623] The term ‘lateral movement strategy’ of an attacker
is defined below—see definition “42” of the ‘Definitions
Section.’

[0624] In step S601 of FIG. 18, the penetration testing
system receives (i.e. via the user interface of a computing
device), one or more manually-entered inputs, where the one
or more manually-entered inputs explicitly select a lateral
movement strategy of the attacker of the penetration testing
campaign.

[0625] A first example is presented in FIG. 19A which
relates to the example of the GUI element 330G of FIG.
19A.

[0626] Three lateral movement strategies are listed in GUI
element 330G: (i) breadth-first strategy (BFS); (ii) depth-
first-strategy (DFS); and (iii) ‘random neighbor strategy’
where the movement is from a node to an immediately-
neighboring node, the immediately-neighboring node being
selected randomly.

[0627] FIG. 19A presents three frames—Frame 1 at time
tl, Frame 2 at time t2, and Frame 3 at time t3.

[0628] Frame 1 of FIG. 19A illustrates an initial state (i.e.
at time t1) where only a default value is presented as
follows: the lateral movement strategy of the attacker is
‘BFS’.

[0629] In Frame 2 of FIG. 19A at time t2, the user engages
the GUI element 330G (e.g. by clicking when a mouse
pointer is within the circle below ‘DFS’) to override the
default value, changing from “BFS” to “DFS.”

[0630] In Frame 3 of FIG. 19A at time t3, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S605
and S609 of FIG. 17 (i.e using the ‘DFS’ value), discussed
below.

[0631] FIG. 19B shows another example, where the
manual and explicit selecting of the lateral movement strat-
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egy of the attacker of the penetration testing campaign is
performed by the user accepting, by engaging an ‘accept
recommendation” button 328G, a recommendation provided
by the penetration testing system.

[0632] Frame 1 of FIG. 19B illustrates an initial state (i.e.
at time t1) of GUI element 330G' where the system-recom-
mended value is presented as follows: the lateral-movement
strategy of the attacker is “DFS”. This “DFS” value is
illustrated in diagonal gray lines, indicating that it has not
been manually and explicitly selected by the user—in the
initial state of FIG. 19B, the “DFS” value is only a system-
generated recommendation.

[0633] InFrame 2 of FIG. 19B at time t2, the user engages
the GUI element 328G by clicking on the circle labelled
‘accept recommendation’ to accept the system-recom-
mended value presented in Frame 1 of FIG. 19B.

[0634] InFrame 3 of FIG. 19B, the {DFS } value that was
previously (i.e. in Frame 1) presented in gray diagonal
shading (i.e. when it was only a system-recommended
value) is now presented in solid black. Because the user
accepted the system-generated recommendation in Frame 2,
the value { DFS } is now a manually and explicitly selected
value, and is presented as such in Frame 3 of FIG. 19B. It
should be noted that the user is not forced to accept the
system-generated recommendation, but may override it.
This freedom of choice is what makes the selection of the
lateral movement strategy a manual and explicit selection.
[0635] In Frame 4 of FIG. 19B, the user clicks on the
‘begin’ button to begin the penetration testing campaign
using the manually and explicitly selected { DFS } value.
[0636] In step S605 of FIG. 18, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to the manually
and explicitly-provided lateral movement strategy of the
attacker, so as to test the networked system;

[0637] In step S609 of FIG. 18, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) (for example, from
the computing device mentioned in step S501 to another
computing device) a report describing the at least one
security vulnerability.

[0638] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0639] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
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may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIG. 20

[0640] FIG. 20 is a flow chart of a method of penetration
testing of a networked system by a penetration testing
system so that a penetration testing campaign is executed
according to an automatic selecting of lateral movement
strategy of an attacker of the penetration testing campaign.
[0641] In step S901 of FIG. 20, the following is per-
formed: determining, by the penetration testing system, at
least one of (i) a type of the attacker of the penetration
testing campaign and (ii) one or more goals of the attacker
of the penetration testing campaign. The type of attacker can
be determined in any manner—e.g. according to user-input
or automatically or in any other manner. The one or more
goals of the attacker can be determined in any manner—e.g.
according to user-input or automatically or in any other
manner.

[0642] In step S905 of FIG. 20, the following is per-
formed: based on a result of the determining, automatically
selecting by the penetration testing system a lateral move-
ment strategy of the attacker of the penetration testing
campaign.

[0643] In step S909 of FIG. 20, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to i. the at least one
of the type of the attacker and the one or more goals of the
attacker, and ii. the automatically selected lateral movement
strategy of the attacker, so as to test the networked system.
[0644] In step S913 of FIG. 20, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) a report describing
the at least one security vulnerability.

[0645] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0646] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of Goals of an Attacker of a Penetration
Testing Game and Classification of Example Goals

[0647] The term a ‘goal of an attacker’ is defined below—
see “31” of the Definitions Section.
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[0648] Seventeen (17) examples of goals of an attacker are
listed below:
[0649] A. exporting outside the networked system of a file

having a specific file name from a specific network node

[0650] B. exporting outside the networked system of a file
having a specific file name from whatever node of the
networked system having a copy of it.

[0651] C. exporting outside the networked system of a
given number of files from a specific network node.

[0652] D. exporting outside the networked system of a
given number of files from any nodes.

[0653] E. exporting outside the networked system of files
having a total size that is more than a given size.

[0654] F. exporting outside the networked system of files
of a specific type having a total size that is more than a
given size.

[0655] G. damaging in a specific way a given number of
files.

[0656] H. damaging in a specific way a file having a

specific file name in a specific node.

[0657] 1. damaging in a specific way a given number of
files having a specific type.

[0658] J. encrypting a given number of files.

[0659] K. encrypting a file having a specific file name in
a specific node.

[0660] L. encrypting a given number of files having a
specific type.

[0661] M. compromising a given number of network
nodes, without caring which nodes they are (with the
given number of nodes larger than one).

[0662] N.compromising enough network nodes so that the
ratio of the number of already-compromised nodes to the
number of not-yet-compromised nodes is higher than a
given threshold.

[0663] O.compromising enough network nodes so that the
difference between the number of already-compromised
nodes and the number of not-yet-compromised nodes is
higher than a given threshold.

[0664] P.compromising a given number of network nodes,
all of which are members of a pre-defined subset of the
nodes of the tested networked system. The pre-defined
subset may be, for example, all the nodes running the
Windows 7 Operating system, or all the nodes that are
mobile devices.

[0665] Q. compromising all the network nodes in the
networked system that are members of a pre-defined
subset of the nodes of the tested networked system. The
pre-defined subset of nodes may be defined, for example,
by a condition that has to be satisfied by a member node,
such as having a cellular communication channel.

[0666] There are many particular species of “goals” of an
attacker.
[0667] Thus, some goals (but not all goals) are resource-

specific goals. The term ‘resource-specific goal’ is defined
below in definition ‘32’ of the Definitions Section. Some but
not all of the example goals A-Q are resource specific goals.
In particular, examples A, B, H, and K are resource-specific
goals. Examples C-G, I-J, L-Q are not resource-specific
goals.

[0668] The term ‘file-specific goal® is defined below in
definition ‘33’ of the Definitions Section. Some but not all of
the example goals A-Q are file-specific goals. In particular,
examples A, B, H, and K are file specific goals. Examples
C-G, I-], L-Q are not file-specific goals.
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[0669] The term ‘node-count-maximizing goal’ is defined
below in definition ‘34’ of the Definitions Section. Some but
not all of the example goals A-Q are node-count-maximizing
goals. In particular, examples N, O, and Q are node-count-
maximizing goals. Examples A-M and P are not node-count-
maximizing goals.

[0670] The term ‘file-count-maximizing goal’ is defined
below in definition ‘35° of the Definitions Section. Some but
not all of the example goals A-Q are file-count-maximizing
goals. In particular, examples E and F are file-count-maxi-
mizing goals. Examples A-D, G-Q are not file-count-maxi-
mizing goals.

[0671] The term ‘encryption-related goal’ is defined below
in definition ‘36’ of the Definitions Section. Some but not all
of the example goals A-Q are encryption-related goals. In
particular, examples J-L. are encryption-related goals.
Examples A-I and M-Q are not encryption-related goals.
[0672] The term ‘file-exporting goal’ is defined below in
definition ‘37’ of the Definitions Section. Some but not all of
the example goals A-Q are file-exporting goals. In particular,
examples A-F are file-exporting goals. Examples G-Q are
not file-exporting goals.

[0673] The term ‘file-size-related goal’ is defined below in
definition ‘38’ of the Definitions Section. Some but not all of
the example goals A-Q are file-size-related goals.

[0674] In particular, examples E-F are file-size-related
goals. Examples A-D and G-Q are not file-size-related goals.
[0675] The term ‘file-type-related goal’ is defined below in
definition ‘39’ of the Definitions Section. Some but not all of
the example goals A-Q are file-type-related goals. In par-
ticular, examples F, 1 and L are file-size-related goals.
Examples A-E, G-H, J-K and M-Q are not file-type-related
goals.

[0676] The term ‘file-damage-related goal’ is defined
below in definition ‘40’ of the Definitions Section. Some but
not all of the example goals A-Q are file-damage-related
goals. In particular, examples G-L are file-damage-related
goals. Examples A-F and M-Q are not file-damage-related
goals.

[0677] The term ‘node-condition-based goal’ is defined
below in definition ‘41’ of the Definitions Section. Some but
not all of the example goals A-Q are node-condition-based
goals. In particular, examples P and Q are node-condition-
related goals. Examples A-O are not node-condition-related
goals.

A Discussion of FIGS. 21 and 22A-22B—a Method of
Penetration Testing According to One or More Manually and
Explicitly Selected Goals of an Attacker of a Penetration
Testing Campaign (e.g. Using GUI Element 330C)

[0678] Insome embodiments, a user manually and explic-
itly selects one or more capabilities of an attacker of a
penetration testing campaign. FIG. 21 is a flow-chart of a
method for performing penetration testing according to
manually and explicitly selected goals of an attacker of a
penetration testing campaign.

[0679] Specific examples of step S401 of the flow-chart of
FIG. 21 are discussed below with reference to FIGS. 22A-
22B.

[0680] The term ‘goal of an attacker’ is defined below—
see definition “31” of the ‘Definitions Section.’

[0681] In step S401 of FIG. 21, the penetration testing
system receives (i.e. via the user interface of a computing
device), one or more manually-entered inputs, where the one
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or more manually-entered inputs are explicitly selecting one
or more goals of the attacker of the penetration testing
campaign.

[0682] A first example is presented in FIG. 22A which
relates to the example of the GUI element 330C.

[0683] Three attacker goals are listed in GUI element
330C: (i) a goal to copy a file having a user-specified
file-name from a user-specified network node and export it
to the attacker—if the user selects “YES” then the subse-
quent penetration testing campaign is performed in step
S405 such that the attacker is assumed to have this goal; (ii)
a goal to encrypt a file having a user-specified file-name
residing on a user-specified network node—if the user
selects “YES” then the subsequent penetration testing cam-
paign is performed in step S405 such that the attacker is
assumed to have this goal; and (iii) a goal to compromise a
user-specified number of network nodes without caring
which nodes they are—if the user selects “YES” then the
subsequent penetration testing campaign is performed in
step S405 such that the attacker is assumed to have this goal.
[0684] FIG. 22A presents three frames—Frame 1 at time
tl, Frame 2 at time t2, and Frame 3 at time t3. In FIG. 22A
the default values are indicated by a gray ‘wave’ shading.
[0685] Frame 1 of FIG. 22A illustrates an initial state (i.e.
at time ti) where only default values are presented as
follows: none of the presented goals are goals of the attacker.
[0686] In Frame 2 of FIG. 22A at time t2, the user engages
the GUI element 330C (e.g. by clicking when a mouse
pointer is within the circle next to the capability labeled
“Encrypting a file having a specific file name in a specific
node) to override the default value, changing from “NO” to
“YES.” The user also types in the file name and the
host-node-1D.

[0687] In Frame 3 of FIG. 22A at time t3, when the user’s
mouse-pointer is located within the ‘begin’ button 334, the
user provides a mouse-click, thereby triggering steps S405
and S409 of FIG. 21, discussed below.

[0688] FIG. 22B shows another example, where the
manual and explicit selecting of the one or more goals of the
attacker of the penetration testing campaign is performed by
the user accepting, by engaging an ‘accept recommendation’
button 328C, a recommendation provided by the penetration
testing system.

[0689] Frame 1 of FIG. 22B illustrates an initial state (i.e.
at time t1) of GUI element 330C' where only system-
recommended values are presented as follows: (i) exporting
a specific file from a specific node is not a goal of the
attacker; (ii) encrypting a file having a specific file name in
a specific node is a goal of the attacker and (iii) compro-
mising a number of network nodes, without caring which
network nodes they are is not a goal of the attacker.
[0690] Thus, the {N,Y,N} values are illustrated in diago-
nal gray lines, indicating that these values have not been
manually and explicitly selected by the user—in the initial
state of FIG. 22B, the {N,Y,N} values are only system-
generated recommendations.

[0691] In Frame 2 of FIG. 22B at time t2, the user engages
the GUI element 328C by clicking on the circle labelled
‘accept recommendation’ to accept the system-recom-
mended values presented in Frame 1 of FIG. 22B.

[0692] In Frame 3 of FIG. 22B, the values {N,Y,N} that
were previously (i.e. in Frame 1) presented in gray diagonal
shading (i.e. when they were only system-recommended
values) are now presented in solid black. Because the user
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accepted the system-generated recommendations in Frame
2, the values {N,Y,N} are now manually and explicitly
selected values, and are presented as such in Frame 3 of FIG.
22B. It should be noted that the user is not forced to accept
the system-generated recommendations, but may override
them. This freedom of choice is what makes the selection of
the attacker goals a manual and explicit selection.

[0693] In Frame 4 of FIG. 22B, the user clicks on the
‘begin’ button to begin the penetration testing campaign
using the manually and explicitly selected {N,Y,N} values.
[0694] It should be noted that in the example of FIG. 22B
the goal recommended by the system required specifying a
file name and a node ID. In this example, the system
provides the complete specification of the goal, including
values for the file name and the host 1D, so that if the user
wants to accept the recommendation he only has to select the
‘accept recommendation’ button 328C. However, this does
not have to be so—in other embodiments when the system
recommends a goal of the attacker it does not provide values
for some or all of the parameters required for specifying the
recommended goal. In such embodiments, if the user wants
to accept the recommendation he has to manually provide
values for the parameters of the goal before selecting the
‘accept recommendation’ button 328C.

[0695] In step S405 of FIG. 21, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to the manually
and explicitly-provided selection of the one or more goals of
the attacker, so as to test the networked system.

[0696] In step S409 of FIG. 21, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) (for example, from
the computing device mentioned in step S401 to another
computing device) a report describing the at least one
security vulnerability.

[0697] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0698] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIG. 23

[0699] FIG. 23 is a flow chart of a method of penetration
testing of a networked system by a penetration testing
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system that is controlled by a user interface of a computing
device so that a penetration testing campaign is executed
according to an automatic selecting of one or more goals of
an attacker of the penetration testing campaign.

[0700] In step S851 of FIG. 23, the following is per-
formed: determining, by the penetration testing system, a
type of the attacker of the penetration testing campaign. The
type of attacker can be determined in any manner—e.g.
according to user-input or automatically or in any other
manner.

[0701] In step S855 of FIG. 23, the following is per-
formed: automatically selecting, by the penetration testing
system and according to the type of the attacker of the
penetration testing campaign, one or more goals of the
attacker.

[0702] In step S859 of FIG. 23, the following is per-
formed: executing the penetration testing campaign, by the
penetration testing system and according to i. the type of the
attacker of the penetration testing campaign, and ii. the
automatically selected one or more goals, so as to test the
networked system.

[0703] In step S863 of FIG. 23, the following is per-
formed: reporting, by the penetration testing system, at least
one security vulnerability determined to exist in the net-
worked system by the executing of the penetration testing
campaign, wherein the reporting comprises at least one of (i)
causing a display device to display a report describing the at
least one security vulnerability, and (ii) electronically trans-
mitting (e.g. over a computer network) a report describing
the at least one security vulnerability.

[0704] In one example where the reporting comprises
causing a display device to display a report describing the at
least one security vulnerability, a computing device that
performs the reporting causes a local display device (e.g.
either residing in a common housing with the computing
device that performs the reporting or connected via a local
device interface) to display the report. Alternatively or
additionally, data describing the report may be sent to
another computing device (e.g. in communication with the
computing device that performs the reporting via a local or
remote network) to cause the other computing device to
display the report on a display device local to the other
computing device or to store it in a storage device for later
use.

[0705] Insome embodiments, the reporting may be in real
time or substantially in real time. Alternatively, the reporting
may be a delayed reporting where the data is first stored in
volatile and/or non-volatile memory, and the reporting step
may be completed only after some delay (e.g. even a delay
of weeks or months or years).

A Discussion of FIGS. 24A-24B and 25

[0706] Inthe example of FIG. 24A, at least a portion of the
penetration testing system is implemented by a code module
210 (e.g. comprising one or more of reconnaissance function
code 20, attack function code 30, and reporting function
code 40; and additionally comprising user-interface code)
that resides on and is executed by host computing device(s)
80. In this example, the host computing device(s) are
external to the networked system to be tested.

[0707] Inthe example of FIG. 24B, at least a portion of the
penetration testing system code 210 resides on and is
executed by one or more of the network nodes 110 of the
networked-system to be penetration tested.
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[0708] One example of a penetration testing system code
module 210 is shown in FIG. 25. In FIG. 25, (i) “CM” is an
abbreviation for ‘code module’; (ii) UICM is an abbrevia-
tion for ‘user interface code module’; (iii) SE is an abbre-
viation for ‘selection engine’; and (iv) PTSCM is an abbre-
viation for penetration testing system code module.

[0709] Penetration testing system code module 210
includes one or more of (i.e. any combination of): attacker
capability selection user interface code module 230A (e.g.
which produces GUI element 330A), attacker detection
sensitivity selection user interface code modules 230B (e.g.
which produces GUI element 330B), attacker goal selection
user interface code module 230C (e.g. which produces GUI
element 330C), attacker type selection user interface code
module 230D (e.g. which produces GUI element 330D),
network node selection user interface code module 230E
(e.g. which produces GUI element 330E), node selection
condition user interface code module 230F (e.g. which
produces GUI element 330F), lateral movement strategy
selection user interface code module 230G (e.g. which
produces GUI element 330G), attacker trait selection user
interface code module 230H (e.g. which produces GUI
element 330H); node selection engine (SE) code module
240A (e.g. for performing step S805 discussed above);
attacker goal selection engine (SE) code module 240B (e.g.
for performing step S855 discussed above); lateral move-
ment strategy selection engine (SE) code module 240C (e.g.
for performing step S905 discussed above).

Additional Discussion

[0710] Embodiments of the invention relate to a penetra-
tion testing system that provides the user great flexibility in
defining the specifications of a campaign he wants to run for
testing a networked system. In some embodiments, the user
of the penetration testing system can directly and indepen-
dently select values for multiple information items of a
campaign. This is different from prior art systems in which
the user selects a pre-defined scenario from a list of sce-
narios, and is also different from prior art systems in which
the user indirectly selects a pre-defined scenario by selecting
a value for one information item of the campaign that causes
the system to automatically choose a specific pre-defined
scenario that is the only available scenario having that value
for that information item, or causes the system to automati-
cally choose a scenario from a plurality of the available
pre-defined scenarios which have that value for that infor-
mation item. In some embodiments, the user of the penetra-
tion testing system can directly select the type of the attacker
that will be used in a campaign. Specifically, such selection
is done without committing to specific values of other
information items of the campaign according to a pre-
defined scenario. In other words, after selecting the type of
attacker, the user may for example select the goal of the
attack independently of his type of attacker selection. This is
different from prior art systems in which when the user
selects a type of attacker, he is tying his hands by commit-
ting to a fully-defined scenario and giving up any options of
independently selecting values for other information items
of the campaign he is initiating. The selection of the type of
the attacker is typically done by selecting from a closed list
of alternatives, for example by choosing from a drop-down
list. In some embodiments, the user of the penetration testing
system can directly select the capabilities of the attacker that
will be used in a campaign. An attacker may have one or
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more capabilities. The selection of the capabilities of the
attacker is typically done by selecting from a closed list of
alternatives, for example by marking one or more check-
boxes. The list of alternatives to the user may depend on the
type of the attacker previously selected for the campaign. In
some embodiments, the user of the penetration testing
system can directly select the methods of a capability of the
attacker that will be used in a campaign. A capability of an
attacker may have one or more methods. The selection of the
methods is typically done by selecting from a closed list of
alternatives, for example by marking one or more check-
boxes. The list of alternatives to the user may depend on the
specific type of the attacker and on the specific capability
previously selected. In some embodiments, the user of the
penetration testing system can directly select the traits of an
attacker that will be used in a campaign. An attacker may
have one or more traits. The selection of the traits is typically
done by selecting from a closed list of alternatives, for
example by marking one or more checkboxes. The list of
alternatives to the user may depend on the specific type of
the attacker previously selected for the campaign. In some
embodiments, the user of the penetration testing system can
directly select one or more network nodes of the tested
networked system that are assumed to be already compro-
mised at the beginning of the test. Such network nodes are
referred to herein as “initial red network nodes” or “initially
red network nodes”. This selection is useful for assessing the
penetration capability of an attacker to other network nodes
of the networked system once those one or more initial red
network nodes are compromised. For example, a CISO of an
organization may fear that a specific network node of the
organization is more prone than other nodes to be compro-
mised, because it is directly facing the external world or
because there are employees with access rights to that
specific node that are less trustworthy than the other employ-
ees of the organization. In such case the CISO may want to
know what might happen if his fears will be justified and run
a specific penetration test for finding the answer.

[0711] In some embodiments, the selection of the initial
red network nodes may be done by presenting the user with
a graphical map of the networked system in which each
network node is shown as a circle identified by a name or by
an IP address. Using the graphical map, the user can point,
using a mouse or some other pointing device, to each
network node to be initially red and press a button (a
pointing device button or a keyboard button) for selecting
that node to be initially red. Alternatively, the user may be
presented with a list of network nodes identified by a name
or by an IP address, where each node is accompanied by a
corresponding checkbox. Marking a checkbox selects the
corresponding node to be initially red.

[0712] In some embodiments, the user also has the option
to select that there will be no initially red nodes, in which
case the penetration test will start with the assumption that
none of the network nodes is compromised.

[0713] In some embodiments, the user of the penetration
testing system can select the one or more network nodes of
the tested networked system that are assumed to be already
compromised at the beginning of the test by an open
definition, rather than by directly identifying those nodes by
the methods explained above. By “open definition” it is
meant that the user provides a condition a node must satisfy
in order to be selected as an initial red network node. For
example, the user may specify that all network nodes having
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a direct connection to the outside world are selected to be
initially red. Or that all network nodes that are cellular
mobile devices are selected to be initially red. Or that all
network nodes that are MacBook computers are selected to
be initially red. Or that all network nodes that are running the
Windows XP operating system are selected to be initially
red. Or that all network nodes having installed Internet
Explorer version 8 or earlier are selected to be initially red.
[0714] In some embodiments, the selection condition may
be a combination of multiple conditions. For example, the
user may specify that all network nodes that are both running
Windows XP and having installed Internet Explorer version
8 or earlier are selected to be initially red. Additionally, the
user may define multiple selection conditions that operate in
parallel. For example, one condition is that a node is running
Windows XP, and a second condition is that the a node has
installed Internet Explorer version 8 or earlier. The effective
result of having these two selection conditions is equivalent
to specitying that all network nodes having either Windows
XP or having installed Internet Explorer version 8 or earlier
are selected to be initially red. Also, the user may be able to
define a selection condition by using a “not” operator. For
example, the user may select that all user nodes that do not
have a specific anti-virus installed are selected to be initially
red.

[0715] In some embodiments, the selection of the initially
red network nodes may be done by the user using a GUI
(Graphical User Interface). The GUI may include selection
of single alternatives from drop-down closed lists, selection
of one or more alternatives from closed lists by marking
checkboxes, selection of logic operators (AND, OR, NOT)
for combining conditions, and any other means required for
the user for defining his selection of initially red network
nodes.

[0716] In some embodiments, the penetration testing sys-
tem may be configured to relieve the user from the burden
of selecting the condition to be satisfied by the initial red
network nodes by automatically determining which nodes
are the most likely to be compromised in the networked
system, for example because they are the ones facing the
external world. In such case the system tells the user which
nodes it recommends to select as the initial red nodes, and
the user may then either confirm the recommendation or
disagree with it and make his own selection according to the
methods described above.

[0717] In some embodiments, the penetration testing sys-
tem may be configured to completely leave the selection of
the initial red network nodes in the hands of the system. In
such case the system automatically determines which nodes
it recommends to be selected as the initial red nodes, for
example those nodes of the networked system that are the
most likely to be compromised by the type of attacker
previously selected for the campaign, and then selects those
nodes to be the initial red network nodes without asking for
user confirmation.

[0718] In some embodiments, the user of the penetration
testing system can directly select the goals of the attacker
during a campaign. An attacker may have one or more goals
in a campaign. The selection of the goals of the attacker is
typically done by selecting from a closed list of alternatives,
for example by marking one or more checkboxes or by
selecting a single goal from a drop-down list. For some
goals, in addition to marking a checkbox or selecting from
a drop-down list, the user also must specify one or more
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parameters. For example, for the goal “export a specific file
from a specific network node” the user should specify the
file name and the network node. The list of goals to the user
may depend on the type of the attacker previously selected
for the campaign.

[0719] In some embodiments, the user of the penetration
testing system can directly select the lateral movement
strategy of the attacker during the campaign. The selection
of the lateral movement strategy is typically done by select-
ing from a closed list of alternatives, for example by
selecting a single alternative from a drop-down list. For
some strategies, the user also has to specity a parameter. For
example, for a lateral movement strategy in which a priority
is given to compromising network nodes satisfying a spe-
cific condition, the user has to specify the condition, possi-
bly selecting it from a second drop-down list that becomes
operative after the selection of that strategy from the first
drop-down list. The list of alternatives to the user for
selecting the lateral movement strategy may depend on the
type of the attacker and on the goals of the attacker previ-
ously selected for the campaign. In some embodiments, the
penetration testing system may be configured to relieve the
user from the burden of selecting the lateral movement
strategy by automatically determining the most effective
strategy for the goals previously selected for the campaign.
In such case the system tells the user what lateral movement
strategy it recommends to select for the campaign, and the
user may then either confirm the recommendation or dis-
agree with it and make his own selection according to the
methods described above.

[0720] In some embodiments, the penetration testing sys-
tem may be configured to completely leave the selection of
the lateral movement strategy in the hands of the system. In
such case the system automatically determines the strategy
it recommends to be selected for the campaign, for example
the strategy that is most effective for achieving the goals
previously selected for the campaign, and then selects that
strategy without asking for user confirmation.

[0721] In some embodiments, the user performs all the
above selections by operating a console with a GUI sup-
porting all the functions described above. The console is
typically associated with a remote computing device that
includes a processor that executes software implementing
part or all of the penetration testing software functions
during the execution of a campaign. Alternatively, the con-
sole may be associated with a separate computing device
that is different from the remote computing device executing
the campaign and is in communication with it.

[0722] Some embodiments relate to a first method (see
FIG. 26) that is most useful for setting up a campaign of
penetration testing for reporting security vulnerabilities of a
networked system, the campaign being executed by a pen-
etration testing system which is controlled by a user inter-
face of a computing device, the method comprising:

[0723] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, a first value for a first information
item of a campaign of the penetration testing system;

[0724] 2. subsequent to the manually selecting the first
value, manually selecting, by the user of the penetration
testing system and using the user interface of the
computing device, a second value for a second infor-
mation item of the campaign of the penetration testing
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system, the manual selection of the second value being
independent of the manual selection of the first value;

[0725] 3. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed using the first value for the first information
item and the second value for the second information
item;

[0726] 4. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device. The first information item may be the type
of the attacker of the campaign. Some embodiments
relate to a second method (see FIG. 27) that is most
useful for setting up a campaign of penetration testing
for reporting security vulnerabilities of a networked
system, the campaign being executed by a penetration
testing system which is controlled by a user interface of
a computing device, the method comprising:

[0727] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, a capability of an attacker of a
campaign of the penetration testing system;

[0728] 2. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed using the manually selected capability of the
attacker;

[0729] 3. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device.

[0730] The step of manually selecting the capability may
include the following steps:

[0731] 1. automatically determining, by the penetration
testing system, a recommendation for selecting a capa-
bility of the attacker;

[0732] 2. presenting to the user, by the penetration
testing system, the recommended capability;

[0733] 3. manually approving, by the user and using the
user interface of the computing device, to use the
recommended capability as a capability of the attacker
of the campaign.

[0734] The second method may further comprise:

[0735] 1. subsequent to the manually selecting the capa-
bility, manually selecting, by the user of the penetration
testing system and using the user interface of the
computing device, a value for a second information
item of the campaign of the penetration testing system,
where: (i) the second information item is not a capa-
bility of the attacker, (ii) the manual selection of the
value is independent of the manual selection of the
capability, and (iii) the executing of the campaign is
also using the value for the second information item, in
addition to using the manually selected capability.

[0736] Alternatively, the second method may further com-
prise:
[0737] 1. subsequent to the manually selecting the capa-

bility, manually selecting, by the user of the penetration
testing system and using the user interface of the
computing device, a method of the capability, where
the executing of the campaign is also using the manu-
ally selected method.
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[0738] Some embodiments relate to a third method (see
FIG. 28) that is most useful for setting up a campaign of
penetration testing for reporting security vulnerabilities of a
networked system, the campaign being executed by a pen-
etration testing system which is controlled by a user inter-
face of a computing device, the method comprising:

[0739] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, a trait of an attacker of a campaign
of the penetration testing system;

[0740] 2. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed using the manually selected trait of the
attacker;

[0741] 3. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device.

[0742] The step of manually selecting the trait of the
attacker may include the following steps:

[0743] 1. automatically determining, by the penetration
testing system, a recommended trait of the attacker;

[0744] 2. presenting to the user, by the penetration
testing system, the recommended trait;

[0745] 3. manually approving, by the user and using the
user interface of the computing device, to use the
recommended trait as a trait of the attacker of the
campaign.

[0746] Some embodiments relate to a fourth method (see
FIG. 29) that is most useful for setting up a campaign of
penetration testing for reporting security vulnerabilities of a
networked system, the campaign being executed by a pen-
etration testing system which is controlled by a user inter-
face of a computing device, the method comprising:

[0747] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, one or more network nodes of the
networked system that are assumed to be already
compromised at the beginning of the campaign of the
penetration testing system;

[0748] 2. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed assuming the one or more network nodes are
already compromised at the beginning of the campaign;

[0749] 3. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device.

[0750] The step of manually selecting the one or more
network nodes may include providing a condition, where a
network node is included in the one or more network nodes
if and only if it satisfies the condition.

[0751] Alternatively, the step of manually selecting the
one or more network nodes may include the following steps:

[0752] 1. automatically determining, by the penetration
testing system, one or more network nodes that are
recommended to be assumed to be already compro-
mised at the beginning of the campaign of the penetra-
tion testing system;

[0753] ii. presenting to the user, by the penetration
testing system, the recommended one or more network
nodes;
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[0754] iii. manually approving, by the user and using
the user interface of the computing device, to use the
recommended one or more network nodes as the one or
more network nodes assumed to be already compro-
mised at the beginning of the campaign.

[0755] Some embodiments relate to a fifth method (see
FIG. 30) that is most useful for setting up a campaign of
penetration testing for reporting security vulnerabilities of a
networked system, the campaign being executed by a pen-
etration testing system which is controlled by a user inter-
face of a computing device, the method comprising:

[0756] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, a goal of an attacker of a campaign
of the penetration testing system;

[0757] 2. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed using the manually selected goal of the
attacker;

[0758] 3. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device.

[0759] The step of manually selecting the first value for
the goal may include the following steps:

[0760] 1. automatically determining, by the penetration
testing system, a recommended value for the goal of the
campaign;

[0761] 2. presenting to the user, by the penetration
testing system, the recommended value;

[0762] 3. manually approving, by the user and using the
user interface of the computing device, to use the
recommended goal as a goal of the attacker of the
campaign.

[0763] Some embodiments relate to a sixth method (see
FIG. 31) that is most useful for setting up a campaign of
penetration testing for reporting security vulnerabilities of a
networked system, the campaign being executed by a pen-
etration testing system which is controlled by a user inter-
face of a computing device, the method comprising:

[0764] 1. manually selecting, by a user of the penetra-
tion testing system and using the user interface of the
computing device, a lateral movement strategy of an
attacker of the campaign of the penetration testing
system,

[0765] 2. executing, by the penetration testing system,
the campaign of the penetration testing system for
testing the networked system, where the campaign is
executed using the manually selected lateral movement
strategy of the attacker;

[0766] 3. reporting at least one security vulnerability
determined by the campaign to exist in the networked
system, to the computing device or to another comput-
ing device.

[0767] The step of manually selecting the lateral move-
ment strategy may include the following steps:

[0768] 1. automatically determining, by the penetration
testing system, a recommended value for the lateral
movement strategy of the campaign;

[0769] 2. presenting to the user, by the penetration
testing system, the recommended value;

[0770] 3. manually approving, by the user and using the
user interface of the computing device, to use the
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recommended lateral movement strategy as a lateral
movement strategy of the attacker of the campaign.

First Discussion Of Additional Embodiments

[0771] Embodiments of the invention relate to penetration
testing of networked systems, such as that illustrated in FIG.
32.

[0772] FIG. 33-34 illustrate examples of penetration test-

ing systems for testing networked systems, such as that
illustrated in FIG. 35. FIGS. 36-37 are flow charts of
methods of penetration testing—the methods of FIGS. 36-37
may be performed, for example, using the penetration test-
ing system of FIGS. 33-34 in order to penetration test the
networked system of FIG. 32.

[0773] FIG. 35 illustrates communications between the
PTSM and a plurality of nodes hosting the RASM.

[0774] Before presenting further discussion of these fig-
ures, a description of three Use Case Examples, related to
presently-disclosed techniques for penetration testing, is
now presented.

Use Case Example 1

[0775] Networked System/Penetration Testing System for
Example 1: The first non-limiting example relates to a
networked system having the following properties: (i) the
networked system comprises a plurality of laptop or desktop
work-stations, each of which is a network node; (ii) each
network node work-station has one or more USB ports; (iii)
a first work-station/node (“Node A”) is “strongly
defended”—on this work-station/node the most recent ver-
sion of Windows® is installed including all of the latest
security patches; (iv) a second work-station/node (“Node
B”) is “weakly defended”—on this node, a much older
version of Window has been installed, and security patches
have not been installed for over two years.

[0776] This networked system is subjected to penetration
testing.
[0777] In this example, a penetration testing software

module is installed on a remote computing device which is
outside of the networked system—in this example, the
remote computing device is deployed in the cloud relative to
the networked system, and is in networked communication
with the networked system. This particular architecture is
illustrated in FIG. 33.

[0778] In example 1, the terms “work-station A” and
“node A” are used interchangeably; Similarly, the terms
“work-station B” and “Node B” are also used interchange-
ably.

[0779] Activity that Typically Occurs in the Networked
System for Example 1: In addition to the aforementioned
networked system and the aforementioned penetration test-
ing system, the first example relates to first, second and third
office workers.

[0780] The first office worker owns a USB memory stick
having the serial number “XA2312YAFIQ”, tends to use
both work-stations A and B, and occasionally inserts her
USB memory stick into the USB ports of each of those two
work-stations.

[0781] The second office worker owns a USB memory
stick having serial number “9232X(G292777”. The second
office worker (i) uses only work station A; (ii) occasionally
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inserts his USB memory stick into USB ports of work-
station A; (iii) never inserts his USB memory stick into USB
ports of station B.

[0782] The third office worker owns a USB memory stick
having serial number “JIJI88812ACDQP”. The third office
worker (i) uses only work-station B; (ii) occasionally inserts
his USB memory stick into USB ports of work station B;
(iii) never inserts his USB memory stick into USB ports of
station A.

[0783] In this example, “user” and “office worker” are
used interchangeably.

[0784] Goal of the Penetration Testing Campaign for
Example 1: In example 1, the goal of the penetration testing
campaign is for an attacker to compromise Node A—only if
the attacker succeeds to compromise Node A is the penetra-
tion testing campaign considered a success.

Timing of the Penetration Testing Campaign for Example 1:

[0785] In this first example, the penetration testing cam-
paign commences at 10 AM on Apr. 1, 2017 and concludes
at 12 noon on Apr. 1, 2017. Thus, in this example the
“Commencement Time” is 10 AM on Apr. 1, 2017. Prior to
the Commencement Time (e.g. on Mar. 31, 2017), the
RASM is pre-installed on each node of the networked
system, including Node A which is strongly-defended and
Node B which is weakly-defended.

[0786] During the two-hour penetration testing campaign,
processor(s) of Node A execute code of the RASM to
“listen” to events which occur on USB ports of Node
A—these events including coupling events, decoupling
events, and transfer of data-files (e.g. from the USB memory
stick to Node A or vice versa) Similarly, processor(s) of
Node B execute code of the RASM to “listen to events
which occur on USB ports of Node B.

[0787] In this example, at 10:01 AM Node A (i.e. by
executing code of RASM) transmits to the remote comput-
ing device “Windows version/update data” for Node A—the
Windows version/update data transmitted from Node A
indicates that the most recent version of Windows® includ-
ing all of the latest security patches is installed on Node A.
[0788] In this example, at 10:02 AM Node B (i.e. by
executing code of RASM) transmits to the remote comput-
ing device “Windows version/update data” for Node B—the
Windows® version/update data transmitted from Node B
indicates that (i) an older version of Windows® is installed
on Node B and (ii) the most recent security patch installed
on Node B is over two years old.

[0789] In this example, executing code of each instance of
the RASM stores a USB-event log file (i.e. a first USB-event
log file on Node A for USB events of Node A and a second
USB-event log file on Node B for USB events of Node B).
Each USB-event log file is updated on an ongoing basis in
response to detected events that occur at the USB ports of
the corresponding node. Updates of the USB log-files occur
locally (i.e. on Nodes A and B) on an ongoing basis without
requiring any data-requesting commands from the remote
computing device.

USB-Event Log Files for Example 1:

[0790] The content of the USB-event log files (the entire
log files or data describing the most recent updates to the log
files) are only transmitted out of Nodes A and B (i.e. by
executing code of the RASM on Nodes A and B) to the
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remote computing device in response to a data-requesting
command received at each of the nodes (i.e. Nodes A and B)
from the remote computing device—e.g. processor(s) of the
remote computing device execute code of the penetration
testing software module to issue the data-requesting com-
mands and to transmit these data-requesting commands to
Nodes A and B.

[0791]

In this first example, the RASM instances which
listen to the USB ports on Nodes A and B detect the
following USB-related events that occur at the USB ports:

Event
No. Time  Description Status After Event
Begin 10:00 AM Node A - no memory
stick coupled
Node B - no memory
stick coupled
Event 10:12 AM At Node A -- USB Node A - Memory stick
Al memory stick having belonging to the
serial number first user is coupled
“XA2312YAFIQ” Node B -- no memory
(i.e. belonging to stick coupled
the first user) is
coupled to a USB
port of Node A
Event 10:13 AM At Node B -- USB Node A - Memory stick
B1 memory stick having belonging to the
serial number first user is coupled
“JIJI88812ACDQP” Node B -- Memory stick
(i.e. belonging to belonging to the
the third user) is third user is coupled
coupled to a USB
port of Node B
Event 10:22 AM At Node A -- USB Node A - No memory
A2 memory stick having stick coupled
serial number Node B -- Memory stick
“XA2312YAFIQ” belonging to the
(i.e. belonging to third user is coupled
the first user) is
disconnected from a
USB port of Node A
Event 10:40 AM At Node A -- USB Node A - Memory stick
A3 memory stick having belonging to the
serial number second user is coupled
“9232XG292277” Node B -- Memory stick
(i.e. belonging to belonging to the
the second user) third user is coupled
is coupled to a USB
port of Node A.
Event 10:59 AM At Node B -- USB Node A - Memory stick
B2 memory stick having belonging to the
serial number second user is coupled
“J1JI88812ACDQP” Node B -- No memory
(i.e. belonging to stick coupled
the third user) is
disconnected from a
USB port of Node B
Event 11:13 AM At Node B -- USB Node A - Memory stick
B3 memory stick having belonging to the
serial number second user is coupled
“XA2312YAFIQ” Node B -- Memory stick
(i.e. belonging to belonging to the
the first user) is first user is coupled
coupled to a USB
port of Node B
Event 11:16 AM Two files are copied Node A - Memory stick
B4 from the host belonging to the

(Node B) to the USB
memory stick
XA2312YAFIQ

(i.e. belonging to

the first user) - a
text file and an
MS-Word file

second user is coupled
Node B -- Memory stick
belonging to the

first user is coupled
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-continued
Event
No. Time  Description Status After Event
Event 11:19 AM At Node A -- USB Node A - No memory
A4 memory stick having stick coupled
serial number Node B -- Memory stick
“9232XG2927227” belonging to the
(i.e. belonging to first user is coupled
the second user) is
disconnected from a
USB port of Node A.
Event 10:13 AM At Node B -- USB Node A - no memory
BS memory stick having stick coupled
serial number Node B - no memory
“XA2312YAFIQ” stick coupled
(i.e. belonging to
the first user) is
disconnected from a
USB port of Node B
Event 11:33 AM At Node A -- USB Node A - Memory stick
AS memory stick having belonging to the
serial number first user is coupled
“XA2312YAFIQ” Node B -- no memory
(i.e. belonging to stick coupled
the first user) is
coupled to a USB
port of Node A
Event 11:36 AM Two files are copied Node A - Memory stick
A6 from the USB memory  belonging to the
stick XA2312YAFIQ first user is coupled
(i.e. belonging to Node B -- no memory
the first user) to stick coupled
the node (Node A)-
a text file and an
MS-Word file
Event 11:39 AM User operating Node Node A - Memory stick
A7 A opens on Node A belonging to the
the MS-Word file first user is coupled
that was copied from Node B -- no memory
the USB memory stick  stick coupled
Event 11:43 AM At Node A -- USB Node A - no memory
A8 memory stick having stick coupled
serial number Node B - no memory
“XA2312YAFIQ” stick coupled
(i.e. belonging to
the first user) is
disconnected from a
USB port of Node A
Event 11:48 AM At Node A -- USB Node A - memory stick
A9 memory stick having belonging to second
serial number user is coupled
“0232XG29272772” Node B - no memory
(i.e. belonging to stick is coupled
the second user) is
coupled to a USB
port of Node A.
Note -

the instance of RASM installed on Node A records 9 events in the log file residing on Node
A - these events are labelled Events A1-A9. Some of these events are coupling events,
some are disconnect events, one of these events (i.c. event A6) is a file-copy event, and
another one of these events (i.c. event A7) is a detecting of an opening of an MS-Word file
imported to the node from a USB memory stick.

Note --

the instance of RASM installed on Node B records S events in the log file residing on Node
B - these events are labelled Events B1-BS. Some of these events are coupling events, some
are disconnect events, and one of these events (i.c. event B4) is a file-copy event.

Broadcast of Data-Requesting Command; Response to
Data-Requesting Commands for Example 1

[0792] At 11:56 AM, as part of the penetration testing, the
remote computing device broadcasts a data-requesting com-
mand to Nodes A and B.

[0793] At 11:57, Node A responds to this broadcast data-
requesting command by transmitting (i.e. via the Internet),
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to the remote computing device, the Node A-local USB log
file including descriptions of Events A1-A9.

[0794] At 11:58, Node B responds to this broadcast data-
requesting command by transmitting (i.e. via the Internet),
to the remote computing device, the Node B-local USB log
file including descriptions of Events B1-B5.

[0795] Analysis

[0796] At 11:59, an analysis required for determining
whether there is a method for an attacker to compromise the
networked system is performed exclusively at the remote
computing device (i.e. by executing code of the penetration
testing software module). This analysis which is performed
exclusively at the remote computing device is based upon
input data comprising the following:

[0797] (i) The “Windows version/update data” for Node
A that is transmitted to the remote computing device at
10:01 AM from Node A indicating that Node A is a
“strong node”;

[0798] (ii) The “Windows version/update data” for
Node B that is transmitted to the Remote Computing
Device at 10:02 AM from Node B indicating that Node
B is a “weak node”;

[0799] (iii) The Node A-specific USB log file transmit-
ted to the remote computing device at 11:57 AM from
Node A; and

[0800] (iv) The Node B-specific USB log file transmit-
ted to the remote computing device at 11:58 AM from
Node B.

[0801] This analysis, which is performed exclusively at
the remote computing device, is effective to conclude the
following:

[0802] (A) It may not be possible for an attacker to
compromise Node A via a direct attack, since the OS
version is up-to-date and the latest security patches
have been installed.

[0803] (B) However, it is possible for an attacker to
compromise Node B using a direct attack. The old OS
version found to be installed on Node B, which lacks
certain security patches, is known (e.g. according to the
vulnerabilities knowledge base kept by the penetration
testing software module) to be vulnerable to at least one
specific attack (e.g. an attack that is able to compromise
a node using a known weakness in the SSL protocol,
which weakness exists in that old OS version) that
would result in the attacker having full control of the
node.

[0804] (C) Once Node B is compromised, Node A is
exposed to attack because of the uncareful behavior of
the first user. The events recorded in the two USB-event
log files show that the first user does not refrain from
transferring files (including MS-Word files, which are
known to be vulnerable to auto-executing poisoned
macros) from Node B to Node A using his USB
memory stick. Moreover, the first user also does not
refrain from opening MS-Word files in Node A after
importing them from Node B.

[0805] (D) As a result of the above, the penetration
testing software module can now determine that there
is a method for an attacker to achieve the goal of the
penetration testing campaign—the compromising of
Node A. The method to compromise is as follows: (i)
directly compromise Node B by a method known for
being able to compromise a Windows® workstation
lacking the latest two years of security patches, (ii)
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once compromised, get Node B to download a poi-
soned macro from the attacker’s website and store it on
Node B, (iii) From now on, whenever detecting that an
MS-Word or an MS-Excel file is being copied from
Node B to a USB storage device, poison the copied file
in the USB storage device by inserting into it the
poisoned macro as an auto-executing macro (a macro
that automatically executes when the file is opened).
Additionally, a poisoned AUTOEXEC.BAT file that
runs upon insertion of a USB storage device into a USB
port of a node may also be copied from Node B to the
USB storage device, intending that it will executed
when the USB storage device is eventually inserted into
other nodes (but this should not be the only measure for
attacking Node A, as modern versions of operating
systems are aware of the threat of AUTOEXEC.BAT
file and block its execution from portable storage
devices).

Reporting

[0806] At 12 noon, the remote computing device sends an
email to an email account belonging to the system admin-
istrator—the email includes information about the deter-
mined method for the attacker to compromise the networked
system—see Conclusion “D” above. At this point, the pen-
etration testing campaign, which began at 10 AM, has now
concluded.

[0807] First observation about Example 1—(i) data from
the USB log file of Node A is never present on Node B; (ii)
data from the USB log file of Node B is never present on
Node A; (iii) in order to determine the method for an attacker
to compromise the networked system (i.e. to achieve the
goal of the penetration testing campaign), USB log file data
from both nodes A and B are required.

[0808] Conclusion—Neither the RASM instance on Node
A nor the RASM instance on Node B has enough informa-
tion for determining on its own that Node A can be com-
promised by an attacker. Only after the information col-
lected by both RASM instances is provided to the
penetration testing software module in the remote comput-
ing device and analyzed together, it becomes possible to
determine the existence of a method for compromising Node
A.

[0809] Second observation about Example 1—No actual
attack is ever performed for validating the vulnerability of
Node A, and consequently there is no risk of actually
compromising Node A by the testing. Instead, an analysis of
actual internal data of some network nodes is performed and
an evaluation of the results of the analysis is carried out. This
analysis and evaluation are performed entirely at the remote
computing device.

Use Case Example 2

[0810] Networked System/Penetration Testing System for
Example 2: The second non-limiting example relates to a
networked system having the following properties: (i) the
networked system comprises a plurality of laptop or desktop
work-stations, each of which is a network node; (ii) some of
the network nodes have access to a shared folder SF which
resides on a file-server on one of the nodes (“Node S”); (iii)
some of the network nodes have read-only access to the
shared folder SF on Node S—i.e. the nodes with read-only
access can read files from the shared folder SF but cannot
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modify these files, and cannot add files to the shared folder
SF; (iv) some nodes have both read and write privileges to
shared folder SF—these nodes can modify existing files
within the shared folder SF and can add new files to shared
folder SF, in addition to having read access to shared folder
SF; (v) nodes with read-only access and nodes that have both
read and write privileges are “nodes having at least read
privileges” (vi) nodes having at least read privileges of the
folder can import and execute.exe executable files from the
shared folder SF, and can import and open MS-Word® files
that contain auto-executing macros from the shared folder
SF—i.e. content or macros of these files are read into local
memory of each such node and executed from the local
memory; (vil) a first work-station/node (“Node A”) is
“strongly defended”—on this work-station/node the most
recent version of Windows® is installed including all of the
latest security patches; (viii) a second work-station/node
(“Node B”) is “weakly defended”—on this node, a much
older version of Window has been installed, and security
patches have not been installed for over two years; (ix) Node
A has read-only access to shared folder SF; (x) Node B has
both read and write privileges to shared folder SF.

[0811] This networked system is subjected to penetration
testing.
[0812] In this example, a penetration testing software

module is installed on a remote computing device which is
outside of the networked system—in this example, the
remote computing device is deployed in the cloud relative to
the networked system, and is in networked communication
with the networked system. This particular architecture is
illustrated in FIG. 33.

[0813] In example 2, the terms “work-station A” and
“node A” are used interchangeably. Similarly, the terms
“work-station B” and “Node B” are also used interchange-
ably.

Goal of the Penetration Testing Campaign for Example 2: In
example 2, the goal of the penetration testing campaign is
for an attacker to compromise Node A—only if the attacker
succeeds to compromise Node B is the penetration testing
campaign considered a success.

Timing of the Penetration Testing Campaign for Example 2:

[0814] In this second example, the penetration testing
campaign commences at 1 PM on Apr. 21, 2017 and
concludes at 11 PM on Apr. 21, 2017. Thus, in this example
the “Commencement Time” is 1 PM on Apr. 21, 2017. Prior
to the Commencement Time, the RASM is pre-installed on
each node of the networked system, including Node A which
is strongly-defended and Node B which is weakly-defended.

[0815] During the ten-hour penetration testing campaign,
processor(s) of Node A execute code of the RASM both to
ascertain status data of Node A and to “listen” to events
which occur at Node A. The status data may include: (i)
determining a version of an operating system executing on
Node A; (ii) determining which security patches have been
installed on Node A; (iii) determining whether or not Node
A has read privileges for the shared folder SF; and (iv)
determining whether or not Node A has write privileges for
the shared folder SF. The events may include execution of an
executable by processors of Node A, opening of an MS-
word® file or an MS-excel® file (applications which support
macros) on Node A, mouse and keyboard events on Node A,
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reading a file from the shared folder SF (i.e. on Node S) into
Node A, execution of a file (or a macro) read from the shared
folder SF into Node A.

[0816] Similarly, processor(s) of Node B execute code of
the RASM both to ascertain status data of Node B and to
“listen” to events which occur at Node B.

[0817] In this example, at 1:01 PM Node A (i.e. by
executing code of the RASM) transmits to the remote
computing device “Windows version/update data” for Node
A—the Windows version/update data transmitted from
Node A indicates that the most recent version of Windows®
including all of the latest security patches is installed on
Node A.

[0818] In this example, at 1:02 PM Node B (i.e. by
executing code of the RASM) transmits to the remote
computing device “Windows version/update data” for Node
B—the Windows® version/update data transmitted from
Node B indicates that (i) an older version of Windows® is
installed on Node B and (ii) the most recent security patch
installed on Node B is over two years old.

[0819] In this example, RASM code executing on Node B
records the following event-Node B writes an executable file
entitled “test.exe” to shared folder SF.

[0820] In this example, RASM code executing on Node A
records the following events-every 60 minutes (e.g. at 1:30,
at 2:30, at 3:30, etc.) Node A reads an executable file named
“hourly test.exe” from shared folder SF and executes it.

Broadcast of Data-Requesting Command; Response to
Data-Requesting Commands for Example 2

[0821] At 7:56 PM, as part of the penetration testing, the
remote computing device broadcasts a data-requesting com-
mand to Nodes A and B.

[0822] At 7:57 PM, Node A responds to this broadcast
data-requesting command by transmitting (i.e. via the Inter-
net), to the remote computing device, the status data and the
events data of Node A, both of which are stored in volatile
and/or non-volatile storage of Node A.

[0823] At 7:58 PM, Node B responds to this broadcast
data-requesting command by transmitting (i.e. via the Inter-
net), to the remote computing device, the status data and the
events data of Node B, both of which are stored in volatile
and/or non-volatile storage of Node B.

[0824] Analysis

[0825] At 7:59 PM, an analysis required for determining
whether there is a method for an attacker to compromise the
networked system is performed exclusively at the remote
computing device (i.e. by executing code of the penetration
testing software module). This analysis which is performed
exclusively at the remote computing device is based upon
input data comprising the following:

[0826] (i) The “Windows version/update data” for Node
A that is transmitted to the remote computing device at
1:01 PM from Node A indicating that Node A is a
“strong node”;

[0827] (ii) The “Windows version/update data” for
Node B that is transmitted to the Remote Computing
Device at 1:02 PM from Node B indicating that Node
B is a “weak node”;

[0828] (iii)) The Node A-specific status data and events
data transmitted to the remote computing device at 7:57
PM from Node A; and
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[0829] (iv) The Node B-specific status data and events
data transmitted to the remote computing device at 7:58
PM from Node B.

[0830] This analysis, which is performed exclusively at
the remote computing device, is effective to conclude the
following:

[0831] (A) It may not be possible for an attacker to
compromise Node A via a direct attack, since the OS
version is up-to-date and the latest security patches
have been installed.

[0832] (B) However, it is possible for an attacker to
compromise Node B using a direct attack. The old OS
version found to be installed on Node B, which lacks
certain security patches, is known (e.g. according to the
vulnerabilities knowledge base kept by the penetration
testing software module) to be vulnerable to at least one
specific attack (e.g. an attack that is able to compromise
a node using a known weakness in the SSL protocol,
which weakness exists in that old OS version) that
would result in the attacker having full control of the
node.

[0833] (C) Once Node B is compromised, Node A is
exposed to attack. In particular, after compromising
Node B, an attacker may employ the write privileges of
Node B to the shared folder SF by copying into the
shared folder SF a poisoned executable file. The reports
from Node A indicate that Node A periodically executes
a file having that name imported into Node A from the
shared folder SF.

[0834] (D) As a result of the above, the penetration
testing software module can now determine that there
is a method for an attacker to achieve the goal of the
penetration testing campaign—the compromising of
Node A. The method to compromise is as follows: (i)
directly compromise Node B by a method known for
being able to compromise a Windows® workstation
lacking the latest two years of security patches, (ii)
once compromised, get Node B to download a poi-
soned executable file from the attacker’s website and
store it on Node B, (iii) In the next time of detecting
that Node B writes into the shared folder SF, get Node
B to replace the existing executable file “hourly test.
exe” in the shared folder SF by the poisoned file,
leaving a poisoned “hourly-test.exe” file in the shared
folder.

Reporting

[0835] At 8 PM, the remote computing device sends an
email to an email account belonging to the system admin-
istrator—the email includes information about the deter-
mined method for the attacker to compromise the networked
system—see Conclusion “D” above. At this point, the pen-
etration testing campaign, which began at 1 PM, has now
concluded.

[0836] First observation about Example 2—(i) data about
the status and events of Node A is never present on Node B;
(ii) data about the status and events of Node B is never
present on Node A; (iii) in order to determine the method for
an attacker to compromise the networked system (i.e. to
achieve the goal of the penetration testing campaign), status
and events data from both nodes A and B are required.
[0837] Conclusion—Neither the RASM instance on Node
A nor the RASM instance on Node B has enough informa-
tion for determining on its own that Node A can be com-

Aug. 8, 2019

promised by an attacker. Only after the information col-
lected by both RASM instances is provided to the
penetration testing software module in the remote comput-
ing device and analyzed together, it becomes possible to
determine the existence of a method for compromising Node
A.

[0838] Second observation about Example 2—No actual
attack is ever performed for validating the vulnerability of
Node A, and consequently there is no risk of actually
compromising Node A by the testing. Instead, an analysis of
actual internal data of some network nodes is performed and
an evaluation of the results of the analysis is carried out. This
analysis and evaluation are performed entirely at the remote
computing device.

Use Case Example 3

[0839] Networked System/Penetration Testing System for
Example 3: The third non-limiting example relates to a
networked system, where email clients are installed on a
plurality of the nodes including a first node (“Node A”) and
a second node (“Node B”).

[0840] This networked system is subjected to penetration
testing. In this example, a penetration testing software
module is installed on a remote computing device which is
outside of the networked system—in this example, the
remote computing device is deployed in the cloud relative to
the networked system, and is in networked communication
with the networked system. This particular architecture is
illustrated in FIG. 33.

[0841] Goal of the Penetration Testing Campaign for
Example 3: In example 3, the goal of the penetration testing
campaign is for an attacker to compromise Node B—only if
the attacker succeeds to compromise Node B is the penetra-
tion testing campaign considered a success.

[0842] Timing of the Penetration Testing Campaign for
Example 3:
[0843] In this third example, the penetration testing cam-

paign commences at 9 AM on May 1, 2017 and concludes
at 5 PM on May 2, 2017. Thus, in this example the
“Commencement Time” is 9 AM on May 1, 2017. Prior to
the Commencement Time (e.g. on Apr. 30, 2017), the RASM
is pre-installed on each node of the networked system,
including Node A and Node B.

[0844] During the thirty two-hour penetration testing cam-
paign, processor(s) of Node A execute code of the RASM to
“listen” to activity of Node A (e.g. including activity of the
email client, link-clicking events, and other activities) and to
store the Node-A-specific activity data of Node A on Node
A. Similarly, processor(s) of Node B execute code of the
RASM to “listen” to activity of Node B (e.g. including
activity of the email client, link-clicking events, and other
activities) to store the Node-B-specific activity data of Node
B on Node B.

[0845] In particular, the RASM instance on Node A
records that at 2 PM on May 1, the email client of Node A
sends an email including an embedded link to Node B.
[0846] The RASM instance on Node B records that at 9:15
AM on May 2, the user of Node B opens the email using the
email client of Node B and clicks on the embedded link.
[0847] Broadcast of Data-Requesting Command;
Response to Data-Requesting Commands for Example 3
[0848] At 4:56 PM on May 2, as part of the penetration
testing, the remote computing device broadcasts a data-
requesting command to Nodes A and B.
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[0849] At 4:57 PM on May 2, Node A responds to this
broadcast data-requesting command by transmitting (i.e. via
the Internet), to the remote computing device, the Node
A-local data including the activity data specific to Node A.
[0850] At 4:58 PM on May 2, Node B responds to this
broadcast data-requesting command by transmitting (i.e. via
the Internet), to the remote computing device, the Node
B-local data including the activity data specific to Node B.
[0851] Analysis

[0852] At 4:59 PM on May 2, an analysis required for
determining whether there is a method for an attacker to
compromise the networked system is performed exclusively
at the remote computing device (i.e. by executing code of the
penetration testing software module). This analysis which is
performed exclusively at the remote computing device is
based upon input data comprising the following:

[0853] (A) Node A is known to send emails to Node B;

[0854] (B) The user of Node B is known to open emails
received from Node A and to click on embedded links
appearing in those emails;

[0855] (C) Results of additional analysis performed on
the remote computing device (i.e. using input data
including input data from the RASM instance(s)) indi-
cate that Node A gets compromised during the penetra-
tion testing campaign;

[0856] This analysis, which is performed exclusively at
the remote computing device, is effective to conclude the
following:

[0857] (A) Since Node A can get compromised, an
attacker may take control of Node A and embed poi-
soned links (i.e. linking to a poisoned executable resid-
ing on the cloud on the attacker’s server) into outgoing
emails sent from the email client on Node A;

[0858] (B) Node B is exposed to attack because of the
uncareful behavior of the user of Node B—i.e. the user
of Node B is known to click on links received in emails
coming from Node A. The method of compromising
Node B is to first compromise Node A, and then to
embed in outgoing emails leaving the email client of
Node A poisonous links.

[0859] Reporting

[0860] At 5 PM on May 2, the remote computing device
sends an email to an email account belonging to the system
administrator—the email includes information about the
determined method for the attacker to compromise the
networked system—see Conclusion “B” above. At this
point, the penetration testing campaign, which began at 9
AM on May 1, has now concluded.

[0861] First observation about Example 3—(i) data about
the status and events of Node A is never present on Node B;
(ii) data about the status and events of Node B is never
present on Node A; (iii) in order to determine the method for
an attacker to compromise the networked system (i.e. to
achieve the goal of the penetration testing campaign, which
in this example is the compromising of Node B), status and
events data from Node B are required. However, in this
example events data from Node A are not necessarily
required for determining the method for an attacker to
compromise the networked system—once the remote com-
puting device learns from Node B reports that the user of
Node B does not refrain from clicking links embedded in
emails received from Node A, it knows that Node B can be
compromised if Node A is first compromised. Note that even
though Node A may report events of sending emails with
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embedded links to Node B, the remote computing device
may make its determination even without relying on those
reported events. However, the remote computing device still
needs to know that Node A can be compromised, for
example by utilizing a known weakness in its version of
operating system, and therefore some status reports from
Node A may still be required for making the determination.
[0862] Conclusion—Neither the RASM instance on Node
A nor the RASM instance on Node B has enough informa-
tion for determining on its own that Node A can be com-
promised by an attacker. Even though the RASM instance of
Node B can determine that Node B can be compromised if
Node A is already compromised, it cannot know whether
Node A can be compromised. Only when the information
collected by both RASM instances is provided to the pen-
etration testing software module in the remote computing
device and analyzed together, it becomes possible to deter-
mine the existence of a method for compromising Node B.
[0863] Second observation about Example 3—As was the
case in Examples 1 and 2, no actual attack is ever performed
for validating the vulnerability of Node A, and consequently
there is no risk of actually compromising Node A by the
testing. Instead, an analysis of actual internal data of some
network nodes is performed and an evaluation of the results
of the analysis is carried out. This analysis and evaluation
are performed entirely at the remote computing device.

[0864] A Discussion of FIGS. 32-35

[0865] Embodiments of the invention relate to penetration
testing of networked systems, such as that illustrated in FIG.
32.

[0866] Embodiments of the invention are described below

with reference to a networked system of an organization
which contains multiple network nodes. The nodes of the
networked system may be of different types—different com-
puter hardware, different operating systems, different appli-
cations, different resources (printers, communications
devices, etc.), etc.

[0867] FIG. 33-34 illustrate examples of penetration test-
ing systems according to embodiments of the invention. In
each of these examples, the penetration testing system
comprises a penetration testing software module (PTSM)
260 installed on a remote computing device and a recon-
naissance agent software module (RASM) 270 installed on
at least some network nodes of the networked system 200.
[0868] In the example of FIG. 33, the remote computing
device (i.e. on which the PTSM 260 is installed) is first
NS-external node 254 which is in communication with the
networked system 200 by an Internet connection. In the
example of FIG. 34, the remote computing device (i.e. on
which the PTSM 260 is installed) is second NS-external
node 252 which is in communication with the networked
system 200 via a local-area network (LAN).

[0869] As noted above, any network node on which the
RASM is installed is defined as a RASM-hosting network
node. Thus, in the example of FIGS. 33-34, only the
following nodes are RASM-hosting network nodes: N104,
N016, N102, N103, N108, N116 and N117.

[0870] As will be discussed below, in embodiments of the
invention, PTSM 260 and RASM 270 cooperate to collec-
tively subject the networked system 200 to penetration
testing. In different embodiments of the invention, the
penetration testing test may be performed according to the
methods described in any of FIGS. 35, 36, 37A-37B, 39A-
39C, and/or 40A-40C.
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[0871] For example, the penetration testing of the net-
worked system 200 (i.e. performed by execution of PTSM
260 and RASM 270 on their respective hosts) may include
both of the following operations: (i) collecting internal data
by the RASM 270 of two or more network nodes of
networked system 200 (e.g. each RASM 270 collects respec-
tive internal data of its RASM-hosting network node and
transmits this internal data to the PTSM 260); and (ii)
analyzing this data by the PTSM 260 to determine a method
for the attacker to compromise the networked system 200.

[0872] FIG. 35 illustrates an example where PTSM 260 is
installed on a physically remote computing device 350; and
the RASM is installed on each node 300[/] of a set of N
network-nodes, {300[1], 300[2], . . . 300[N]} where N is a
positive integer (N=2), and i is an index that runs between
1 and N. Each node 300[:] corresponds to a different node
of networked system 200.

[0873] The label 350 for the remote computing device
refers to any remote computing device on which the PTSM
260 is installed. As noted above, for the example of FIG. 33,
remote computing device 350 corresponds to the first NS-
external node 254 while in the example of FIG. 34, remote
computing device 350 corresponds to node 252.

[0874] Thus, in the example of FIG. 35, node 300[1] (e.g.
in particular, the instance of RASM 270 which is installed on
node 300[1]) receives one or more data-requesting com-
mands from remote computing device 350 (e.g. data-re-
questing commands issued by PTSM 260—i.e. when pro-
cessor(s) of remote computer device 350 execute code of
PTSM 260).

[0875] Each RASM-hosting network node 300[/] executes
code of RASM 270. Execution of code of RASM 270 by one
or more processor(s) of each RASM-hosting network node
300[{]: (1) obtains respective internal data specific to RASM-
hosting network node 300[/]; and (ii) respectively transmits
the internal data to the remote computing device 350 (e.g. to
PTSM 260 executing on remote computing device 350).

[0876] Thus, execution by RASM-hosting network node
300[1] of code of RASM 270: (i) obtains internal data
specific to node 300[7]; (ii) transmits, to remote computing
device 350, the internal data specific to node 300[1]. Execu-
tion by RASM-hosting network node 300[2] of code of
RASM 270: (i) obtains internal data specific to node 300[2];
(ii) transmits, to remote computing device 350, the internal
data specific to node 300[2]. And so on.

[0877] The internal data specific to RASM-hosting net-
work node 300[/] (i.e. i is an index that runs between 1 and
N) includes data about at least one of: A. an internal event
of the RASM-hosting network node 300[/], B. an internal
condition of the RASM-hosting network node 300[/], and C.
an internal fact of the RASM-hosting network node 300[].

[0878] In the specific example of FIG. 35, the RASM-
hosting network node 300[/] may obtain the internal data
and/or transmit the internal data in response to data-request-
ing command(s) received by the RASM-hosting network
node 300[;/] from the remote computing device 350. For
example, the obtaining of the internal data and/or the trans-
mitting thereof may only occur if the data-requesting com-
mand(s) is received by the RASM-hosting network node
300[/].
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[0879] A Discussion of FIG. 36

[0880] FIG. 36 is a flow-chart of a method of penetration
testing that is performed to enforce both of the following two
rules:

[0881] First Rule—according to the first rule, all of the
analyzing of the internal data for determining the method for
the attacker to compromise the networked system is per-
formed by the remote computing device rather than at the
RASM-hosting nodes.

[0882] In some embodiments, this may be useful, for
example, for minimizing the CPU burden of penetration
testing imposed on each of the nodes of the penetration-
tested networked system. Alternatively or additionally, this
may be useful for updating—e.g. when new threats need to
be added to a threat-database, there is no need to update this
threat-database on each of the nodes. Instead, the threat-
database may be updated only on the remote computing
device.

[0883] Second Rule—in contrast to penetration testing
systems in which the nodes of the networked system 200 are
subjected to an actual attack, no network node of the
networked system is ever put at risk of being compromised
by the executing of the penetration test.

[0884] In embodiments of the invention, even though no
network node is put at risk (“Second Rule”), thanks to the
RASM 270 installed on a plurality of nodes 300[i] of the
networked system, the penetration testing may be performed
in a manner which accurately reflects the current status of
the networked system.

[0885] Thus, FIG. 36 is a method for executing a penetra-
tion test of a networked system by a penetration testing
system so as to determine, while enforcing first and second
rules, a method for an attacker to compromise the networked
system, where the penetration testing system comprises (A)
a penetration testing software module installed on a remote
computing device and (B) a reconnaissance agent software
module (RASM) installed on at least some network nodes of
the networked system so that each network node of the
networked system on which the RASM is installed is defined
as a RASM-hosting network node.

[0886] The method of FIG. 36 comprises the following
steps:
[0887] Step S201—step S201 includes obtaining, by each

given RASM-hosting network node 300[/] (i.e. i is an index
that runs between 1 and N) of one or more RASM-hosting
network nodes of networked system 200, respective internal
data of the given RASM-hosting network node 300[/]. The
obtaining of step S201 comprises executing computer code
of the RASM 270 by one or more processors of the given
RASM-hosting network node 300[7].

[0888] The respective internal data (i.e. related to node
300[/]) includes data about at least one of: A. an internal
event of the given RASM-hosting network node 300[:], B.
an internal condition of the given RASM-hosting network
node 300[/], and C. an internal fact of the given RASM-
hosting network node 300[/].

[0889] In some embodiments, for at least one of the
RASM-hosting network nodes, step S201 is performed in
response to a data-requesting command received by the
RASM-hosting network node from the remote computing
device. In other embodiments, the RASM executing on the
RASM-hosting network node may not require a data-re-
questing command—ifor example, the RASM may periodi-
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cally (e.g. once every minute) update a log of internal data
stored in volatile or non-volatile memory of the RASM-
hosting network node.

[0890] Step S205—step S205 includes transmitting to the
remote computing device 350 (e.g. 254 of FIG. 33 or 252 of
FIG. 34 or 290 of FIG. 38), by each given RASM-hosting
network node300[/] of the one or more RASM-hosting
network nodes of networked system 200, the obtained
respective internal data of the given RASM-hosting network
node 300[/]. The transmitting of step S205 comprises
executing computer code of the RASM by the one or more
processors of the given RASM-hosting network node 300[/].
[0891] In some embodiments, for at least one of the
RASM-hosting network nodes, step S205 is performed in
response to a data-requesting command received by the
RASM-hosting network node from the remote computing
device. In other embodiments, the RASM executing on the
RASM-hosting network node may not require a data-re-
questing command—for example, the RASM may be pro-
grammed to periodically (e.g. once every minute) transmit
internal data stored in volatile or non-volatile memory of the
RASM-hosting network node from the RASM-hosting net-
work node to the remote computing device.

[0892] Step S209—step S209 includes analyzing, by the
remote computing device 350 (e.g. 254 of FIG. 33 or 252 of
FIG. 34 or 290 of FIG. 38), the internal data transmitted (i.e.
in step S205) by at least one RASM-hosting network nodes
300[/] of the one or more RASM-hosting network nodes.
The analyzing of step S209 is performed so as to determine
the method for the attacker to compromise the networked
system 200. The analyzing of step S209 comprises executing
computer code of the penetration testing software module
260 by one or more processors of the remote computing
device (e.g. 254 of FIG. 33 or 252 of FIG. 34 or 290 of FIG.
38).

[0893] Step S213—step S213 includes reporting, by the
penetration testing system the method for the attacker to
compromise the networked system 200. The reporting may
comprise executing computer code of the PTSM 260 by the
one or more processors of the remote computing device 350
(e.g. 254 of FIG. 33 or 252 of FIG. 34 or 290 of FIG. 38).
The reporting may comprise at least one of:

[0894] (i) causing a display device [NOT SHOWN—e.g.
an LCD screen or any other electronic display device] to
display a report including information about the determined
method for the attacker to compromise the networked sys-
tem,

[0895] (ii) recording the report including the information
about the determined method for the attacker to compromise
the networked system in a file, and

[0896] (iii) electronically transmitting the report including
the information about the determined method for the
attacker to compromise the networked system.

[0897] In different examples, the information about the
determined method for the attacker to compromise the
system may comprise one or more of: (i) information about
a method for compromising one network node of the net-
worked system (ii) information about one or more network
nodes of the networked system which are vulnerable to
attack, (iii) information about one or more resources of the
networked system that could be damaged or exported out of
the networked system by an attacker, and (iv) information
about an ordered list of network nodes of the networked
system, wherein an attacker could use a specific network
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node in said ordered list that is already compromised as a
basis for compromising another network node that imme-
diately follows said specific network node in said ordered
list.

[0898] In some embodiments, each given RASM-hosting
network node 300[i] of the one or more RASM-hosting
network nodes performs at least one of step S201 and step
S205 in response to a receiving (i.e. by the RASM-hosting
network node 300[/]) of one or more data-requesting com-
mands (e.g. see FIG. 35) from the remote computing device
350 (e.g. 254 of FIG. 33 or 252 of FIG. 34 or 290 of FIG.
38).

[0899] Discussion of FIGS. 37A-37B

[0900] Reference is now made to FIG. 37A. In some
embodiments, instead of a situation where all RASM
instances 270 are installed on the network nodes after the
penetration test has commenced, the method may be per-
formed such that one or more RASM instances 270 are
pre-installed (i.e. in step S2101) on at least some of (e.g. on
all of) the RASM-hosting network nodes 300[7] prior to
beginning of the execution of the penetration test. According
to the example of FIG. 37A, only after the one or more (e.g.
at least some of, or all of) of the RASM instances 270 are
installed on one or more RASM-hosting network nodes
300[/] does the penetration test begin. In step S2151, the
networked system 200 is subjected to a penetration test
using the one or more pre-installed RASM instances.
[0901] Alternatively or additionally, and as shown in FIG.
37B, the method of FIG. 37 A may be performed in a manner
that enforces at least one of: (i) a first rule and (ii) a second
rule. According to the first rule, all of the analyzing of the
internal data (i.e. from the RASM-hosting nodes 300[/]) for
determining the method for the attacker to compromise the
networked system 200 is performed by the remote comput-
ing device 350 of FIG. 35 (e.g. 254 of FIG. 33 or 252 of FIG.
34 or 290 of FIG. 38).

[0902] According to the second rule, no network node of
the networked system 200 is ever put at risk of being
compromised by the executing of the penetration test.
[0903] In some embodiments, the method of FIG. 37B is
performed to enforce only the first rule and not the second
rule. In some embodiments, the method of FIG. 37B is
performed to enforce only the second rule and not the first
rule. In some embodiments, the method of FIG. 37B is
performed to enforce both the first and the second rules.
[0904] A Discussion of FIG. 38

[0905] FIGS. 33-34 and 38 illustrate examples of penetra-
tion testing systems where a reconnaissance agent software
module (RASM) is installed on multiple nodes of the
networked system, where the RASM together with a pen-
etration testing software module (PTSM) subject the net-
worked system to penetration testing.

[0906] In the example of FIG. 38, the remote computing
device (i.e. on which the PTSM 260 is installed) is one of the
nodes of the networked system 200—in this case node N114.
For example, PTSM 290 may run on a virtual machine
installed on top of the Operating System of node N114.
Optionally, no RASM 270 is installed on the node N114.
[0907] FIGS. 33-34 and 38 illustrate examples of penetra-
tion testing systems where a reconnaissance agent software
module (RASM) is installed on multiple nodes of the
networked system, where the RASM together with a pen-
etration testing software module (PTSM) subject the net-
worked system to penetration testing.
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[0908] A Discussion of FIGS. 39A-39C and 40A-40C
[0909] Itis noted that FIGS. 39A-39C and 40A-40C relate
to two different methods of penetration testing. However, the
skilled artisan will appreciate that in some embodiments,
features of these two methods may be combined.

[0910] Embodiments of the invention relate to a method of
testing a networked system by a reconnaissance agent pen-
etration testing system and include the following steps.
[0911] In a first step the penetration testing software
module is installed on a remote computing device. The
remote computing device may be a server located outside
the tested networked system and owned by a different
company than the organization owning the tested networked
system. In such case the server is typically owned by a
company which provides the testing as a service, including
providing the penetration testing tool. Alternatively, the
remote computing device may be a server located outside
the tested networked system and owned by the organization
owning the tested networked system or the remote comput-
ing device may be a cloud computing resource operating in
the service of the organization owning the tested networked
system. In such cases the testing is typically carried out by
the organization owning the tested networked system, which
may obtain the penetration testing tool from an external
source or develop it in-house. Alternatively, the remote
computing device may be a network node of the tested
networked system.

[0912] In all the above alternatives, the remote computing
device may be a dedicated computing device that is dedi-
cated only to the penetration testing process or it may be a
non-dedicated computing device that also performs other
functionality in addition to the penetration testing process.
[0913] The penetration testing software module may be
installed from scratch for each new penetration test, but
typically it is persistently installed on the remote computing
device and is not uninstalled or otherwise removed between
tests.

[0914] In a second step, the reconnaissance agent is
installed on multiple network nodes of the tested networked
system. The network nodes on which the reconnaissance
agent is installed are typically all the network nodes of the
portion of the networked system that is tested in the current
test. That portion may be the full tested networked system or
only a subset of it. For example, in a large company the
current test may be directed only to the sales organizational
unit, in which case only network nodes belonging to the
sales organizational unit get installed with the reconnais-
sance agent. The installation of the reconnaissance agent on
a network node may be either persistent or non-persistent.
[0915] In a third step, initial conditions are set for the test.
The initial conditions include an identification of which of
the network nodes of the tested networked system should be
assumed to be already compromised at the beginning of the
test. The list of network nodes assumed to be already
compromised at the beginning of the test may include zero,
one or multiple network nodes. Other initial conditions for
the test may also be set. For example, the type and capa-
bilities of the attacker against whom the testing process
should run the test, the goals of the attacker in his current
attack, etc.

[0916] In a fourth step the reconnaissance function is
started. This function collects data about the tested net-
worked system, and optionally also other types of data such
as business intelligence data about the organization owning
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the tested networked system. The collection of data about
the tested networked system includes at least the following
sub-steps.

[0917] In a first sub-step of the fourth step, at least one
command is sent from the remote computing device to a
group of one or more of the network nodes on which the
reconnaissance agent is installed. The at least one command
originates from the penetration testing software module and
is received by the respective reconnaissance agent installed
on each addressed network node. The at least one command
instructs each of the receiving instances of the reconnais-
sance agent to collect internal data about the network node
hosting it. The at least one command may also instruct each
of the receiving instances of the reconnaissance agent to
collect other data about the networked system, which is not
internal data of the network node on which that instance of
the reconnaissance agent is installed.

[0918] In a second sub-step of the fourth step, each
instance of the reconnaissance agent that received the at
least one command collects internal data of the network
node on which it is installed, and possibly also other data
about the tested networked system.

[0919] In a third sub-step of the fourth step, each network
node that received the at least one command sends one or
more messages to the remote computing device. The one or
more messages sent by a network node originate in the
corresponding reconnaissance agent installed on that net-
work node. Each message contains data collected by the
corresponding instance of the reconnaissance agent installed
on the network node that sent it.

[0920] In a fifth step the one or more messages of all
sending network nodes are received by the penetration
testing software module.

[0921] In a sixth step, the attack function is started. The
penetration testing software module determines, based on
data contained in at least one of the messages received from
one of the network nodes and based on the current state of
the list of already compromised network nodes, whether a
network node that was previously not included in the list of
already compromised network nodes can now be compro-
mised and should be added to the list. Typically, but not
necessarily, the determination of which network node will be
the next one to be added to the list is based on data contained
in multiple messages received from multiple network nodes,
and possibly on data contained in all messages received
from all sending network nodes.

[0922] A network node is determined to be compromise-
able by an attacker if the attack function determines that an
attacker can successfully cause execution of an operation in
the network node that is not allowed for the attacker by the
rules defined by an administrator of the network node or can
successfully cause execution of an operation in a software
module of the network node that was not predicted by the
vendor of the software module. The determination that a
new network node can now be compromised is achieved
without risking compromising the networked system. That
is—the determination is achieved by simulation or by some
other method of evaluation, for example by relying on one
or more databases that store knowledge about known meth-
ods of compromising networks or computing devices. The
determination does not attempt to verify an assessment that
a given operation or sequence of operations may success-
fully compromise the network node by actually performing
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the operation or sequence of operations and then checking if
the network node was compromised or not.

[0923] In a seventh step, the fourth, fifth and sixth steps
are iteratively repeated. In each iteration one or more
commands are sent to one or more network nodes, internal
data is collected in the addressed network nodes, one or
more messages are sent from each of the addressed network
nodes to the remote computing device, and the penetration
testing software module determines whether a new network
node can be compromised and should be added to the list of
already compromised networked nodes, all that done with-
out risking compromising the tested networked system. The
determination of which network node will be the next one to
be added to the list may be based not only on messages
received during the present iteration, but also on messages
received during previous iterations. The iterations continue
until one of: (i) the attack function determines that a security
vulnerability exists in the tested networked system and that
vulnerability might be utilized by an attacker for the disad-
vantage of the organization owning the tested networked
system or of a user of one of the network nodes, or (ii) the
penetration testing system gives up on finding a security
vulnerability in the tested networked system.

[0924] In an eighth step, if the attack function had deter-
mined that a security vulnerability exists in the tested
networked system, the reporting function generates at least
one report based on the identified vulnerability and possibly
also based on additional data prepared by the attack func-
tion. The at least one report contains at least one of (i) a list
of network nodes which are vulnerable to attack. The list
may include network nodes that are not directly subject to
attack from outside the networked system, but can be
compromised after other network nodes in their vicinity are
compromised, (ii) a damage assessment including a list of
resources in the networked system that could be damaged or
exported out of the networked system by an attacker. The
damaged or exported resources may be files that might be
corrupted or deleted by an attacker, files that might be
exported out of the networked system by an attacker, periph-
eral devices that might be shut-down by an attacker, etc.
Additionally, a damage assessment may include a list of
services provided to employees of the organization or to
outside customers that might fail to operate, (iii) a trajectory
(an ordered list of network nodes) across the networked
system according to which an attacker could advance by
using a network node that was already compromised as a
basis for compromising the next network node in the list.
[0925] If the attack function had determined that multiple
security vulnerabilities exist in the tested networked system,
the reporting function generates at least one report according
to the above for each vulnerability.

[0926] If the attack function had determined that no secu-
rity vulnerability could be found, the reporting function
generates a report saying so.

[0927] In a ninth step, any reports generated in the previ-
ous step are output by the reporting function. A report may
be output to a screen of a network node, output to a screen
of the remote computing device, sent by mail to one or more
network nodes, sent by mail to the remote computing device,
sent by mail to a predefined address, sent by any delivery
method to any destination, or any combination of the above.
Typically, the reports are addressed to the CISO of the
organization owning the tested networked system or to its
administrator.
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[0928] Once the components of the penetration testing
system are installed (see the first and second steps), the
above other steps are carried out automatically. As explained
in the third step above, a user who initiates a test does it by
first defining parameters for the testing process—the portion
of the network to be covered in the test, types of threats that
have to be taken into account, initial network nodes that are
assumed to be already compromised by the attacker when
the test starts, etc. The rest of the penetration testing process
then proceeds without human intervention until the report(s)
are presented or sent out.

[0929] The proposed reconnaissance agent penetration
testing system eliminates the deficiencies of the prior art
penetration testing systems described above. The collection
of internal data of network nodes is achieved by installing
instances of the reconnaissance agent on network nodes of
the tested networked system. The installation is done prior to
starting the test and in consent and cooperation with the
organization owning the tested networked system. The code
of the reconnaissance agent is executed by a processor of
each network node on which it is installed and therefore has
direct access to all internal data of the hosting network node.
If issues of access rights are raised for the reconnaissance
agent then they can be resolved ahead of the test by the
networked system’s administrator by either allocating the
reconnaissance agent higher access rights or deciding that
certain internal data will not be used by the test.

Second Discussion of Additional Embodiments

[0930] The invention, in some embodiments, relates to
penetration testing of a networked system, and specifically
to detecting opportunistic vulnerabilities in a network node
of a networked system.

[0931] The present invention provides a solution to the
challenges discussed hereinabove with respect to the prior
art, and specifically provides a penetration testing system
that detects opportunistic vulnerabilities triggered by free
events of a network node.

[0932] The proposed solution is an automatic penetration
testing system that is capable of detecting opportunistic
vulnerabilities, including ones associated with free events,
and including ones associated with internal events. The
solution is based on a reconnaissance client agent software
module, which is installed in multiple nodes of the tested
networked system and is capable of detecting and reporting
events occurring in the hosting node. The events may be
associated with opportunistic vulnerabilities, including
when the events are free events and/or internal events. A
block diagram of the penetration testing system of the
proposed solution is shown and described hereinbelow with
respect to FIG. 41.

[0933] A reconnaissance client agent according to the
present invention is a software module that may be installed
on a network node and may be executed by a processor of
that network node, for partially or fully implementing the
reconnaissance function of a penetration test. The recon-
naissance agent must be able, when executed by a processor
of the network node in which it is installed, to collect data
about at least some of the events occurring in the network
node. Such events may be internal events of the network
node, or messages sent out of the network node or received
by the network node. The reconnaissance client agent may
be able to collect data about all types of internal events of its
hosting network node. Additionally, the reconnaissance cli-
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ent agent may be able to collect other types of data regarding
its hosting network node. The reconnaissance client agent
may additionally be able to collect data about other network
nodes or about other components of a networked system
containing its hosting network node. The reconnaissance
client agent can communicate with a server executing pen-
etration testing code and can report any collected data to the
server. The collected data may include (but is not necessarily
limited to) data about multiple types of events occurring in
the hosting node or in the network nodes to which the
hosting node is connected.

[0934] The reconnaissance client agent of the present
invention is an opportunistic reconnaissance agent, capable
of detecting and reporting events associated with opportu-
nistic vulnerabilities, including when the events are internal
to the network node in which they occur. In some embodi-
ments, it is also a free event reconnaissance agent, capable
of detecting and reporting not only events occurring in the
hosting network node that have external causes or triggers,
but also free events that occur asynchronously relative to
external causes and do not depend on any external causes.

[0935] Examples of events triggered by external causes
include a network node receiving a network message from
another network node, transmission of a network message
by a network node as an answer to a previously-received
incoming network message, etc. Examples of free events not
triggered by external causes include insertion and removal
of'a USB storage device (which are also examples of internal
events), transmission of a network message as a result of a
manual user command (as in the case of submitting a query
to a web server following a user’s manual input), transmis-
sion of a network message as a result of an internal and
independent process of the network node (as in the case of
initiating a WPAD message in order to access a URL
required by a locally running application), etc.

[0936] A free event reconnaissance agent must be able to
detect at least some occurrences of at least one type of free
events occurring in the network node in which it is installed.

[0937] The penetration testing system of the present
invention further includes a penetration testing software
module installed on a remote computing device. The remote
computing device may be a dedicated server that executes
only functions of penetrations testing, but may also be a
shared computer that also performs other functions in addi-
tion to penetration testing.

[0938] The remote computing device, and consequently
the penetration testing software module installed thereon,
receive reports sent by all the reconnaissance client agents
installed in all the network nodes included in the test. The
penetration testing software module then identifies in the
reports (among other things) events that are known to be
potentially or unconditionally associated with opportunistic
vulnerabilities, based on pre-defined rules. For each such
opportunistic vulnerability, the penetration testing software
module then determines whether it might be used to advan-
tage by an attacker under the current circumstances in the
currently tested networked system.

[0939] Such determination can be achieved by one or
more of the following methods:

[0940] i. Actually generating the potential attack (for
example by responding to an ARP request message with a
false ARP reply message containing a false MAC address)
and checking if the target node is indeed compromised.
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[0941] ii. Simulating the potential attack without attempt-
ing to compromise the tested networked system. This can be
done by fully simulating the tested network with both
hardware and software simulation, or by using only software
simulation.

[0942] iii. Evaluating the results of the potential attack
without simulating it. For example, the penetration testing
server may employ a pre-defined rule according to which, if
a hostile node (already compromised by the attacker) is able
to capture a WPAD request from another node and the
browser submitting the request is Internet Explorer version
8.0 or earlier, it can be assumed that the attack would
succeed.

[0943] Following a determination that a potential oppor-
tunistic vulnerability is indeed exploitable by attackers of
the tested networked system, the penetration testing soft-
ware module reports its findings to the penetration testing
system’s operator and/or to the tested networked system’s
administrator and/or to the CISO of the organization owning
the tested networked system, possibly as part of a compre-
hensive report containing findings about multiple vulner-
abilities, whether opportunistic or not. For each reported
opportunistic vulnerability, the reported findings include at
least an identification of the opportunistic vulnerability.
Typically, the reported findings also include an identification
of the event associated with the opportunistic vulnerability
(regardless if it is a free event or not), and some information
about the method by which an attacker might use that event
to compromise the networked system.

[0944] The opportunistic reconnaissance agent of the pres-
ent invention may achieve detection of free events, whether
internal or not, by closely monitoring certain components of
its hosting network node that are known to be potential
sources of such events. Non-limiting examples of such
elements include:

[0945] 1. Input and output ports of the hosting network
node. As explained above regarding the USB drive
example, insertion (and sometimes also removal) of a
device into/from an interface port might create an
opportunity for compromising the hosting node. There-
fore, the opportunistic reconnaissance agent of the
present invention looks for such events.

[0946] This may be accomplished, for example, by
capturing the interrupt generated by physical inser-
tion or removal of devices, identifying the details of
the event which are of use to the penetration testing
reconnaissance agent, and then dispatching the inter-
rupt to an appropriate software driver or handler
whose function is to handle that interrupt under
normal circumstances (when the reconnaissance
agent is not installed in the network node). Many
operating systems provide well-documented meth-
ods for implementing interrupt capturing, and chain-
ing of interrupt handlers, as required for implement-
ing the above method.

[0947] Even without using interrupt capturing, detec-
tion of insertion of a USB drive or of any other type
of removable drive can be achieved using any of the
well-known methods in the following non-exhaus-
tive list:

[0948] a. Enumerating of all mounted storage vol-
umes or all physically-attached drives of the type of
the monitored port, by periodically submitting poll-
ing requests. On Windows operating systems, this



US 2019/0245883 Al

can be done with a WIN32 API call, with a WMI
(Windows Management Instrumentation) query,
with a PowerShell script, or in any other way.

[0949] b. Registering for event notification when a
new volume is mounted or physically attached
(which is functionally equivalent to the interrupt
capturing method described above). On Windows
operating systems, this can be done with a WIN32
API call, with a WMI query, or in any other way.

[0950] ii. Receipt of incoming network messages, and
transmission of outgoing network messages. As
explained above with respect to the ARP and WPAD
protocols examples, transmissions of certain types of
messages of certain network protocols from a network
node might create opportunities for compromising that
node. Similarly, receipt of certain messages of certain
network protocols by a network node might also create
opportunities for compromising that node. For
example, a message of a certain type of a certain
protocol might be known to cause a buffer overflow in
the network driver in case it is longer than a given
length, which buffer overflow might then be used by an
attacker to compromise the network node.

[0951] Therefore, the opportunistic reconnaissance
agent of the present invention looks for events of
incoming and outgoing messages, and then deter-
mines whether any detected message satisfies the
conditions making it an event that may (potentially
or unconditionally) trigger an opportunistic vulner-
ability. The tested conditions may relate to the length
of the message, its protocol, its sender, or any other
of its features.

[0952] Monitoring for relevant network messages
may be carried out using methods that are well
known in the art and are similar to the methods
mentioned above in the USB drive example—the
reconnaissance agent may insert itself into the chain
of'handlers associated, by the local operating system,
with handling network messages. This ensures that
the reconnaissance agent achieve its goal of detect-
ing messages of interest to penetration testing with-
out disturbing in any way the normal operation of its
hosting node.

[0953] To be more specific, detection of ARP or
WPAD messages can be accomplished using any
sniffer or packet filter, after configuring it with a
specific filter that recognizes ARP or WPAD packets.
The most common packet filter implementations in
Windows operating systems are those using the
PCAP library. On the Linux operating system, one
can use the TCPDUMP utility with the appropriate
filter.

[0954] Thus, the penetration testing system of the present
invention is superior to prior art penetration testing systems
in being able to detect a variety of opportunistic vulnerabili-
ties, including opportunistic vulnerabilities associated with
free events and opportunistic vulnerabilities associated with
events that are internal events of their corresponding net-
work nodes. This is achieved by using an opportunistic
reconnaissance agent installed on the network nodes
included in the test, which detects and reports events poten-
tially or unconditionally associated with opportunistic vul-
nerabilities. The detected events may include free events
potentially or unconditionally associated with opportunistic
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vulnerabilities, and may also include internal events of the
node hosting the opportunistic reconnaissance agent poten-
tially or unconditionally associated with opportunistic vul-
nerabilities.

[0955] The identified events that are potentially or uncon-
ditionally associated with opportunistic vulnerabilities are
reported to the penetration testing software module, which
determines whether, under the current circumstances, a
given event is indeed associated with an opportunistic
vulnerability. If so, the vulnerability, and in some embodi-
ments also the event associated therewith, are reported by
the penetration testing system.

[0956] It should be noted that the reconnaissance agent
cannot always know whether an identified event is associ-
ated with an opportunistic vulnerability or not, as this might
require knowledge not in the possession of the agent. For
this reason, the reconnaissance agent of the present inven-
tion is said to detect “events potentially or unconditionally
associated with opportunistic vulnerabilities”. For example,
a reconnaissance agent detecting sending a query from its
hosting node to a web server cannot tell whether this event
is currently associated with an actual opportunistic vulner-
ability. This question depends on whether the server to
which the query is addressed is currently compromised by
the attacker or not. If the server is currently compromised,
then the event is currently associated with a real vulnerabil-
ity that can be exploited in the next occurrence of such a
query event. Otherwise, if the server is currently not com-
promised, then the event is currently not associated with a
real vulnerability.

[0957] Therefore, it is essential to have a separation
between the detection of events and the identification of the
currently relevant opportunistic vulnerabilities—the former
is accomplished within the network nodes by the reconnais-
sance agents, while the latter is accomplished in the remote
computing device by the penetration testing software mod-
ule, that is in possession of the knowledge required for
determining whether a potential vulnerability is indeed a real
vulnerability under the current circumstances.

[0958] Obviously, in some cases, the reconnaissance agent
can tell that a given event is associated with an opportunistic
vulnerability, because such determination does not require
extra knowledge not available to the agent (e.g. it is an
unconditional association). In such a case the reconnais-
sance agent may have reported the associated vulnerability
and not just the event. However, in order for all opportu-
nistic vulnerabilities to be handled the same way, the recon-
naissance agent of the proposed penetration testing system
reports only the identified events for all events and leaves the
determination of the relevant opportunistic vulnerabilities to
the penetration testing software module.

[0959] Reference is now made to FIG. 41, which is a
schematic illustration of a networked system 3200 including
a system for discovering and reporting a security vulner-
ability of the networked system, according to an embodi-
ment of the present invention.

[0960] As seen in FIG. 41, the networked system 3200
(indicated by a dashed oval in FIG. 41) includes a plurality
of network nodes 3202 interconnected by one or more
networks 3204. For clarity, details of the structure of the
network nodes 3202 are illustrated and described with
respect to a single network node 3202, but may be equally
applicable to all other network nodes.
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[0961] As seen, the network node 3202 includes one or
more processors 3206, illustrated in FIG. 41 as a single
processor, and is in electronic communication, for example
via network(s) 3204, with a remote computing device 3208,
which includes one or more processors 3210.

[0962] A system for discovering and reporting a security
vulnerability of the networked system 3200 includes a
reconnaissance agent storage medium 3212, and a penetra-
tion testing storage medium 3214.

[0963] The reconnaissance agent storage medium 3212
may be a non-transitory computer readable storage medium
and includes instructions to be executed by processor(s)
3206 of the network node 3202 on which the reconnaissance
agent in installed and which is in electronic communication
with remote computing device 3208.

[0964] Specifically, reconnaissance agent storage medium
3212 has stored:

[0965] instructions 3216 to detect at least some free events
occurring in network node 3202; and instructions 3218 to
transmit data about occurrences of the detected free events
to remote computing device 3208.

[0966] In some embodiments, the instructions 3216
include instructions to detect at least some internal events
occurring in network node 3202.

[0967] The penetration testing storage medium 3214 may
be a non-transitory computer readable storage medium, and
includes instructions to be executed by processor(s) 3210 of
remote computing device 3208. Specifically, penetration
testing storage medium 3214 has stored:

[0968] instructions 3220 to receive a message from net-
work node 3202, the message notifying remote computing
device 3208 of a specific occurrence of a specific free event
in network node 3202; and

[0969] instructions 3222 to identify, based on the received
message, a specific opportunistic vulnerability with which
the specific free event is associated.

[0970] In some embodiment, the specific free event is one
of:

[0971] a) sending a network message out of network
node 3202, caused by a command from a user of the
network node, by an operating system of the network
node, and/or by a software application installed on the
first network node;

[0972] b) mounting a storage volume onto network
node 3202; and

[0973] c¢) physically attaching a physical device to net-
work node 3202.

[0974] In some embodiments, the instructions 3222 to
identify a specific opportunistic vulnerability, include:
[0975] instructions 3222a to identify a method for an
attacker to compromise network node 3202;

[0976] instructions 32225 to identify that the method to
compromise would be available to the attacker at or after a
future occurrence of the specific free event in network node
3202; and

[0977] instructions 3222¢ to report the specific opportu-
nistic vulnerability, including at least one of: (i) instructions
to cause a display device to display information about the
specific opportunistic vulnerability, (ii) instructions to store
the information about the specific opportunistic vulnerabil-
ity in a file, and (iii) instructions to electronically transmit
the information about the specific opportunistic vulnerabil-

ity.
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[0978] In some embodiments, the penetration testing is an
actual attack penetration testing, and instructions 3222
include instructions to execute the method for an attacker to
compromise network node 3202, so as to validate that
network node 3202 is compromised by this method.

[0979] In other embodiments, the penetration testing is a
simulated penetration testing, and instructions 3222 include
instructions to simulate or otherwise evaluate the method for
an attacker to compromise network node 3202, so as to
validate that network node 3202 would be compromised by
this method, without attempting to actually compromise
network node 3202.

[0980] Reference is now additionally made to FIG. 42,
which is a flow chart of a method for discovering and
reporting a security vulnerability of a networked system,
such as networked system 3200 of FIG. 41, according to an
embodiment of the invention.

[0981] At step 3300, the remote computing device 3208,
and specifically the penetration testing software module
installed therein, receives a message from network node
3202, and specifically from the reconnaissance agent soft-
ware module installed thereon, for example by carrying out
instructions 3220 of penetration testing memory 3214. The
message notifies the penetration testing module of a specific
occurrence of a specific free event in the network node 3202,
for example as detected by carrying out instructions 3216
and transmitted by carrying out instructions 3218 stored in
reconnaissance agent memory 3212.

[0982] In some embodiments, the specific free event is an
internal event of network node 3202.

[0983] In some embodiments, the specific free event
includes sending a network message out of network node
3202. Such sending may be caused by a command from a
user of network node 3202, by an operating system of
network node 3202, or by a software application installed on
network node 3202.

[0984] As discussed hereinabove, such sending of a net-
work message out of network node 3202 may include
submission of a query from the network node 3202 to a
server, sending an ARP request message out of network node
3202, or sending a WPAD message out of network node
3202.

[0985] In some embodiments, the specific free event
includes mounting a storage volume onto network node
3202.

[0986] In some embodiments, the specific free event
includes physically attaching a physical device to network
node 3202. The physical device may be a storage device,
such as attaching a removable USB storage device to a USB
port of the network node 3202, and may be a communication
device attached to a suitable port of network node 3202.

[0987] In some embodiments, the message is sent by the
reconnaissance agent software module of network node
3202, immediately after and in response to detection of the
specific occurrence of the specific free event in network
mode 3202.

[0988] For the purposes of the present application and
claims, the term “immediately after” relates to sending of the
message being initiated no later than 100 milliseconds from
completing the detection. If delays occur due to the com-
munication hardware or bandwidth limits of the system, the
message is still considered sent immediately after detection
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of the specific occurrence of the free event, even if the
message is received in the remote computing device several
minutes after such detection.

[0989] In some embodiments, the message is sent by the
reconnaissance agent software module of network node
3202, and is received by remote computing device 3208,
according to a schedule, that is independent of a time of
occurrence of the specific free event, and of a time of
detection of the specific occurrence of the free event by the
reconnaissance agent software module.

[0990] In some embodiments, the schedule may be a
periodic schedule, for example sending messages once an
hour relating to all free events occurring and/or detected by
the reconnaissance agent module during the passing hour.
[0991] In other embodiments, the schedule may be non
periodic, or intermittent. For example, the schedule may
dictate that messages are sent every time a user logs into the
workstation (in addition to reporting every round hour), or
that messages are sent at predetermined times that are not at
equal durations from one another (e.g. reporting more fre-
quently during working hours).

[0992] At step 3302, the penetration testing software mod-
ule installed on remote computing device 3208 identifies,
based on the received message, a specific opportunistic
vulnerability with which the specific free event specified in
the message is associated.

[0993] Insome embodiments, such identification includes:
[0994] At step 3304, identifying a method for an attacker
to compromise network node 3202, for example by carrying
out instructions 3222a; and

[0995] At step 3306, identifying that such method, iden-
tified in step 3304, would be available for an attacker at, or
after, a future occurrence of the specific free event in
network node 3202, for example by carrying out instructions
32225.

[0996] In some embodiments, in which the penetration
testing system is an actual attack penetration testing system,
step 3306 includes executing the method identified in step
3304, so as to validate that network node 3202 is compro-
mised by this method.

[0997] In some embodiments, in which the penetration
testing system is a simulating penetration testing system,
step 3306 includes validating that network node 3202 would
be compromised by the method identified in step 3304, by
simulating or otherwise evaluating this method, without
attempting to actually compromise the network node.
[0998] Subsequently, at step 3308, the penetration testing
software module installed on remote computing device 3208
reports the specific opportunistic vulnerability, by causing a
display device to display a report including information
about the specific opportunistic vulnerability, storing the
report including information about the specific opportunistic
vulnerability in a file, and/or electronically transmitting the
report including information about the specific opportunistic
vulnerability.

Third Discussion of Additional Embodiments

[0999] Embodiments of the invention relate to penetration
testing of networked systems according to the flow-charts of
FIG. 47-48. Two specific example use-cases relating to FIG.
48 are presented below in the sections entitled: (i) Use Case
Example 1—Bad 7 Trojan; and (ii) Use Case Example
2—Potentially-Poisoned File in a Shared Folder (PPFSF)
Vulnerability.
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[1000] Before discussing the flow-chart of FIGS. 47-48
along with the two specific example use-cases, a discussion
of FIG. 44-46, which illustrate examples of penetration
testing systems and components thereof, is presented.
[1001] A Discussion of FIGS. 44-46

[1002] FIG. 44-45 illustrate examples of penetration test-
ing systems for testing networked systems, such as that
illustrated in FIG. 43.

[1003] FIG. 46 illustrates communications between the
PTSM and a plurality of nodes hosting the RASM.

[1004] Embodiments of the invention are described below
with reference to a networked system of an organization
which contains multiple network nodes. The nodes of the
networked system may be of different types—different com-
puter hardware, different operating systems, different appli-
cations, different resources (printers, communications
devices, etc.), etc.

[1005] FIG. 44-45 illustrate examples of penetration test-
ing systems according to embodiments of the invention. In
each of these examples, the penetration testing system
comprises a penetration testing software module (PTSM)
260 installed on a remote computing device and a recon-
naissance agent software module (RASM) 270 installed on
at least some network nodes of the networked system 200.
[1006] In the example of FIG. 44, the remote computing
device (i.e. on which the PTSM 260 is installed) is first
NS-external node 254 which is in communication with the
networked system 200 by an Internet connection. In the
example of FIG. 45, the remote computing device (i.e. on
which the PTSM 260 is installed) is second NS-external
node 252 which is in communication with the networked
system 200 via a local-area network (LAN).

[1007] As noted above, any network node on which the
RASM is installed is defined as a RASM-hosting network
node. Thus, in the example of FIGS. 44-45, only the
following nodes are RASM-hosting network nodes: N104,
N106, N102, N103, N108, N116 and N117.

[1008] As will be discussed below, in embodiments of the
invention, PTSM 260 and RASM 270 cooperate to collec-
tively subject the networked system 200 to penetration
testing. In different embodiments of the invention, the
penetration testing test may be performed according to the
methods described in any of FIGS. 47, 48, and/or 50A-50B.
[1009] For example, the penetration testing of the net-
worked system 200 (i.e. performed by execution of PTSM
260 and RASM 270 on their respective hosts) may include
both of the following operations: (i) collecting internal data
by the RASM 270 of two or more network nodes of
networked system 200 (e.g. each instance of RASM 270
collects respective internal data of its hosting network node
and transmits this internal data to the PTSM 260); and (ii)
analyzing this data by the PTSM 260 to determine a method
for the attacker to compromise the networked system 200.
[1010] FIG. 46 illustrates an example where PTSM 260 is
installed on a physically remote computing device 350; and
the RASM is installed on each node 300[/] of a set of N
network-nodes, {300[1], 300[2], . . . 300[N]} where N is a
positive integer (N=2), and i is an index that runs between
1 and N. Each node 300[/] corresponds to a different node
of networked system 200.

[1011] The label 350 for the remote computing device
refers to any remote computing device on which the PTSM
260 is installed. As noted above, for the example of FIG. 44,
remote computing device 350 corresponds to computing
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device 254 while in the example of FIG. 45, remote com-
puting device 350 corresponds to computing device 252.
[1012] Thus, in the example of FIG. 46, node 300[1] (i.e.
the instance of RASM 270 which is installed on node
300[1]) receives one or more data-requesting commands
from remote computing device 350 (i.e. data-requesting
commands issued by PTSM 260—when processor(s) of
remote computer device 350 execute code of PTSM 260).
[1013] Each RASM-hosting network node 300[/] executes
code of RASM 270. Execution of code of RASM 270 by one
or more processor(s) of each RASM-hosting network node
300[{]: (1) obtains respective internal data specific to RASM-
hosting network node 300[/]; and (ii) respectively transmits
the internal data to the remote computing device 350 (e.g. to
PTSM 260 executing on remote computing device 350).
[1014] Thus, execution by RASM-hosting network node
300[1] of code of RASM 270: (i) obtains internal data
specific to node 300[1]; (ii) transmits, to remote computing
device 350, the internal data specific to node 300[1]. Execu-
tion by RASM-hosting network node 300[2] of code of
RASM 270: (i) obtains internal data specific to node 300[2];
(ii) transmits, to remote computing device 350, the internal
data specific to node 300[2]. And so on.

[1015] The internal data specific to RASM-hosting net-
work node 300[/] (i.e. i is an index that runs between 1 and
N) includes data about at least one of: A. an internal event
of the RASM-hosting network node 300[/], B. an internal
condition of the RASM-hosting network node 300[/], and C.
an internal fact of the RASM-hosting network node 300[].
[1016] In the specific example of FIG. 46, the RASM-
hosting network node 300[/] may obtain the internal data
and/or transmit the internal data in response to data-request-
ing command(s) received by the RASM-hosting network
node 300[;/] from the remote computing device 350. For
example, the obtaining of the internal data and/or the trans-
mitting thereof may only occur if the data-requesting com-
mand(s) is received by the RASM-hosting network node
300[{]. In other embodiments, the RASM-hosting network
node 300[/] may obtain the internal data and/or transmit the
internal data according to a pre-defined schedule that does
not depend on commands received from remote computing
device 350. For example, node 300[/] may obtain and/or
transmit data every 10 minutes regardless of receiving
data-requesting commands from remote computing device
350. The independently-scheduled obtaining and/or trans-
mitting of data may be in addition to sending data in
response to commands, or it may be the only mechanism by
which node 300[] obtains and transmits data.

[1017] A Discussion of FIGS. 47-48

[1018] FIG. 47-48 are flowcharts of methods of penetra-
tion testing.

[1019] In step S4101 of FIG. 47, one or more RASM

instances 270 are pre-installed on one or more of (e.g. on all
of) the RASM-hosting network nodes 300[/] prior to begin-
ning of the execution of the penetration test. According to
the example of FIG. 47, only after the one or more (e.g. all)
of the RASM instances 270 are installed on one or more
RASM-hosting network nodes 300[i] does the penetration
test begin. In step S4151, the networked system 200 is
subjected to a penetration test using the one or more pre-
installed RASM instances.

[1020] FIG. 48 is a flowchart of a method of penetration
testing. Preferably, all steps (S4201, S4205, S4301, S4305,
S4309, S4313, S4317, S4321 and S4325) of the method of
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FIG. 48 are performed subsequent to the installing of step
S4101—thus, in some embodiments all steps S4201, S4205,
S4301, S4305, S4309, S4313, S4317, S4321 and S4325 may
be considered an example implementation of step S4151 of
FIG. 47.

[1021] Steps S4201 and S4205 of the method of FIG. 48
are performed at each RASM-hosting node of the penetra-
tion-tested networked system—these steps are indicated on
the left hand side of the FIG. 48. Steps S4305, S4309,
S4313, S4317, S4321 and S4325 of FIG.

[1022] 48 are performed at the remote computing
device—e.g. computing device 254 of FIG. 44 or computing
device 252 of FIG. 45 or computing device N114 of FIG. 49.
[1023] LEFT HAND SIDE OF FIG. 48—Steps S4201 and
S4205 of FIG. 48 (performed at each RASM-hosting node)
[1024] Step S4201 includes obtaining, by each given
RASM-hosting network node 300[/] (i.e. i is an index that
runs between 1 and N) of one or more RASM-hosting
network nodes of networked system 200, respective internal
data of the given RASM-hosting network node 300[/]. The
obtaining of step S4201 comprises executing computer code
of the RASM 270 by one or more processors of the given
RASM-hosting network node 300[7].

[1025] The respective internal data (i.e. related to node
300[/]) includes data about at least one of: A. an internal
event of the given RASM-hosting network node 300[:], B.
an internal condition of the given RASM-hosting network
node 300[/], and C. an internal fact of the given RASM-
hosting network node 300[/].

[1026] In some embodiments, for at least one of the
RASM-hosting network nodes, step S4201 is performed in
response to a data-requesting command received by the
RASM-hosting network node from the remote computing
device. In other embodiments, the RASM executing on the
RASM-hosting network node may not require a data-re-
questing command—ifor example, the RASM may periodi-
cally (e.g. once every minute) update a log of internal data
stored in volatile or non-volatile memory of the RASM-
hosting network node.

[1027] Step S4205 includes transmitting to the remote
computing device 350 (e.g. 254 of FIG. 44 or 252 of FIG.
45 or 290 of FIG. 49), by each given RASM-hosting
network node 300[i] of the one or more RASM-hosting
network nodes of networked system 200, the obtained
respective internal data of the given RASM-hosting network
node 300[/]. The transmitting of step S4205 comprises
executing computer code of the RASM by the one or more
processors of the given RASM-hosting network node 300[/].
[1028] In some embodiments, for at least one of the
RASM-hosting network nodes, step S4205 is performed in
response to a data-requesting command received by the
RASM-hosting network node from the remote computing
device. In other embodiments, the RASM executing on the
RASM-hosting network node may not require a data-re-
questing command—for example, the RASM may be pro-
grammed to periodically (e.g. once every minute) transmit
internal data stored in volatile or non-volatile memory of the
RASM-hosting network node from the RASM-hosting net-
work node to the remote computing device.

[1029] RIGHT HAND SIDE OF FIG. 48—Steps S4305,
S4309, S4313, S4317, S4321 and S4325 of FIG. 48 (per-
formed at the remote computing device)

[1030] As noted above, steps S4305, S4309, S4313,
S4317, S4321 and S4325 of FIG. 48 are performed at the
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remote computing device—e.g. computing device 254 of
FIG. 44 or computing device 252 of FIG. 45 or computing
device N114 of FIG. 49.

[1031] All of these steps are performed after the installa-
tion S4101 of at the RASM on at least some of the network
nodes and after initiating the penetration testing campaign.
Furthermore, as discussed below, the validating of step
S4313 is performed in a manner that does not expose the
target node (i.e. selected in step S4301) to a risk of being
compromised.

[1032] Thus, in step S4301, a target network node is
selected—i.e. a target node of the networked system on
which the RASM is installed. It is this target node which is
the candidate to be compromised in the next iteration of the
penetration testing campaign and for which the subsequent
validating step S4313 is performed. Typically, the selection
of the target network node is done according to a lateral
movement strategy employed in the penetration testing
campaign. See the definition of “lateral movement strategy”
in the Definitions Section.

[1033] Alternatively, the selection of the target node can
be performed in another manner—for example, if a security
alert is published that a recently unleashed computer virus
attacks only nodes that run a particular version of Linux®,
one such node might be selected in step S4301 to be the next
target node.

[1034] In one particular non-limiting example, in the first
iteration of the penetration testing campaign (when no
network nodes are known to be compromisable) step S4301
is performed to select a network node having a direct
connection to the outside world—e.g. N101 of FIG. 44.

[1035] In another non-limiting example, when an iteration
of the penetration testing campaign is performed after some
network nodes are already known to be compromisable, step
S4301 is performed to select a network node that has a direct
connection to one of the compromisable nodes.

[1036] In step S4305, a potential vulnerability is selected
based on the target node. Thus, in one example, if the target
node selected in step S4301 happens to be a Windows XP®
node, then a vulnerability specific to MacOs® nodes would
not be selected but a vulnerability specific to any Windows®
node (or to Windows XP® in particular) may be selected.

[1037] In step S4309, internal data of the target network
node is received (e.g. data obtained in step S4201 and
transmitted in step S4205) at the remote computing device
and from the RASM installed on the target network node.

[1038] Performing step S4309 subsequent to step S4305
(FIRST OPTION)—Optionally, step S4309 is performed
subsequent to the selecting of the potential vulnerability in
step S4305. For example, the RASM on each node may not
necessarily be completely autonomous and may perform
steps S4201 and/or S4205 according to a data-requesting
command. Performing step S4309 subsequent to step S4305
provides (i) the ability to the remote computing device to
send such a data-requesting command specifically to the
node selected in step S4301 (and not, for example, broad-
casting the data-requesting command to all nodes of net-
worked system 200)—this may be useful for minimizing
consumption of network resources; and (ii) to customize
such a data-requesting command to request specific internal-
data (i.e. from the target node) that is particularly relevant to
the selected potential vulnerability
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[1039] The skilled artisan is directed below to “Use Case
Example 1.”
[1040] One potential advantage of this FIRST OPTION is

that it may reduce consumption of (i) network resources
and/or CPU resources at the remote computing device
and/or at node(s) of system 200.

[1041] Performing step S4309 before step S4305 (SEC-
OND OPTION)—Alternatively, the timing of step S4309
may not depend on that of step S4305—step S4309 may
even be performed before step S4305 and may even be
performed before step S4301. For example, RASM
instances may perform steps S4201 and/or S4205 without
requiring any data-requesting command from the remote
computing device. One potential advantage of this SEC-
OND OPTION is that it might simplify the software archi-
tecture of PTSM 260.

[1042] The skilled artisan is directed below to the section
entitled “Use Case Example 2.”

[1043] A discussion of steps S4313-S4325 is now pro-
vided.
[1044] In step S4313, the remote computing device vali-

dates that the target network node (i.e. selected in step
S4301) could be successfully compromised using the
selected potential vulnerability (i.e. selected in step S4305).
The validating is based on the internal data of the target node
received in step S4309, and is carried out in a manner which
does not expose the target network node to a risk of being
compromised.

[1045] It is noted that in FIG. 48, only step S4313 is
qualified by the feature “is carried out in a manner which
does not expose the target network node to a risk of being
compromised.” Nevertheless, it is understood that, all of
steps S4301, S4305, S4309, S4313, S4317, S4321 and
S4325 are carried out in a manner which does not expose the
target network node to a risk of being compromised. The
reason that the qualifier “is carried out in a manner which
does not expose the target network node to a risk of being
compromised” is only provided for step S4313 is that, in the
field of penetration testing, it is typically the validation step
that can cause the risk of compromising (i.e. when not
performed in accordance with the presently disclosed teach-
ings).

[1046] In step S4317, a method for an attacker to com-
promise the target network node (i.e. the target node selected
in step S4301) is determined, by the remote computing
device, based on the potential vulnerability (i.e. the vulner-
ability selected in step S4305).

[1047] In step S4321, a security vulnerability of the net-
worked system is determined, by the remote computing
device, based on the method (i.e. determined in step S4317)
for an attacker to compromise the target network node.
[1048] In step S4325 this security vulnerability of the
networked system is reported by the penetration testing
system. The reporting may comprise at least one of:
[1049] (i) causing a display device [NOT SHOWN—e.g.
an LCD screen or any other electronic display device] to
display a report including information about the determined
security vulnerability of the networked system,

[1050] (ii) recording the report including the information
about the determined security vulnerability of the networked
system in a file, and

[1051] (iii) electronically transmitting the report including
the information about the determined security vulnerability
of the networked system.
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[1052] In different examples, the information about the
determined security vulnerability of the networked system
may comprise one or more of: (i) information about a
method for compromising one network node of the net-
worked system (ii) information about one or more network
nodes of the networked system which are vulnerable to
attack, (iii) information about one or more resources of the
networked system that could be damaged or exported out of
the networked system by an attacker, and (iv) information
about an ordered list of network nodes of the networked
system, wherein an attacker could use a specific network
node in said ordered list that is already compromised as a
basis for compromising another network node that imme-
diately follows said specific network node in said ordered
list.

[1053] Although not illustrated in FIG. 48, it is noted that
various steps may be repeated—for example, step S4301
may be repeated for a number of nodes, where for each node
step S4305-S4313 are performed at least once. Furthermore,
for a given node selected in step S4301, steps S4305-S4313
may be performed more than once, each time for a different
respective vulnerability.

[1054] In embodiments of the invention, all of steps
S4305, S4309, S4313, S4317, S4321 and S4325 are per-
formed by executing computer code of the PSTM by one or
more processors of the remote computing device.

[1055] Logic of S4305; Logic of S4313

[1056] For each of the following use-cases, each of steps
S4305 and S4313 are performed at the remote computing
device. In embodiments of the invention, the logic for
implemented steps S4305 and S4313 may be code-based—
e.g. hardcoded into code of the penetration testing software
module (PTSM) 260. Alternatively, the logic may be rule-
based and implemented as data (e.g. as rules in a configu-
ration file or in a relational database) accessible by PTSM
260. Alternatively, the logic may be implemented in any
other manner.

[1057] For step S4305, a vulnerability is a “potential
vulnerability that may compromise the target network node”
if and only the vulnerability is determined to compromise
the target network node if certain conditions are satisfied
(e.g. the vulnerability is associated with a rule that specifies
the certain conditions). If information about the target node
shows that the certain conditions are currently satisfied, then
the potential vulnerability is known to be an actual vulner-
ability of the target network node under the current circum-
stances. The identification of the potential vulnerability that
should be checked for the target network node selected in
step S4301 is performed by step S4305, while the validation
that the conditions associated with the potential vulnerability
are currently satisfied, and consequently that the vulnerabil-
ity could successfully compromise the target network node,
is performed by step S4313.

[1058] Both step S4305 and step S4313 are carried out by
PTSM 260, which is stored in remote computing device 252
and executed by processor(s) thereof.

[1059] Use Case Example 11—Bad 7 Trojan

[1060] The skilled artisan is referred to the Bad 7 Trojan
example, discussed above in the ‘Problem to Solve’ section.
[1061] In Use Case Example 1, there are hundreds of
potential vulnerabilities which may be investigated during
penetration testing, but for simplicity only three of them will
be mentioned here:
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[1062] (i) Macintosh Vulnerability 843, which can only
compromise nodes running MacOS® (and not all MacOS®
nodes);

[1063] (i) XP Vulnerability 228, which can only compro-
mise nodes running Windows XP® (and not all Windows
XP® nodes); and

[1064] (iii)) Bad 7 Trojan, which can only compromise
nodes running Windows 7® (and not all Windows 7®
nodes).

[1065] In Use Case Example 1, the networked system 200
of FIG. 45 is subjected to penetration testing, and the remote
computing device is computing device 252.

[1066] In Use Case Example 1, two databases reside on
the remote computing device 252:

[1067] A) A node OS database describing for each node,
the OS type (i.e. Windows® vs. Android® vs. MacOS® vs.
Linux®) and version (i.e. Windows 7® vs. Windows 8® vs.
Windows 10®) executing on the node;

[1068] B) A vulnerabilities database (VDB)—for
example, the vulnerabilities database may be periodically
updated by the vendor of the penetration testing system
according to security updates/alerts (e.g. when a certain new
virus or Trojan or phishing technique becomes known to the
public).

[1069] The Nodes OS database has 16 entries, one each of
nodes N101-N109, N111-N117, as follows:

Node ID OS type Version
N101 MacOs ® X 10.8
N102 MacOs ® X 10.8
N103 Windows ® 7
N104 Red Hat Enterprise Linux 6
N105 MacOs ® X 10.12
N106 Windows ® 10
N107 Red Hat Enterprise Linux 7
N108 MacOs ® X 10.11
N109 MacOs ® X 10.10
N111 Red Hat Enterprise Linux 6
N112 MacOs ® X 10.8
N113 Red Hat Enterprise Linux 7
N114 MacOs ® X 10.7
N115 Windows ® 7
N116 MacOs ® X 10.9
N117 Windows ® 7
[1070] Among the hundreds of entries, there are the fol-

lowing 3 entries in the vulnerabilities database: (i) one entry
specifically for Macintosh Vulnerability 843; (ii) one entry
specifically for XP Vulnerability 228; and (iii) one entry
specifically for Bad 7 Trojan. For brevity, only the entry for
the Bad 7 Trojan vulnerability is now discussed.

[1071] The Bad 7 Trojan vulnerability defines both
LOGIC of S4305 and LOGIC of S4313—in this non-
limiting example, LOGIC of S4305 and LOGIC of S4313
are hard-coded into penetration testing software module
(PTSM) 260 as follows:

[1072] 1. LOGIC of S4305—Bad 7 Trojan is a potential
vulnerability that may compromise the target network node
if and only if the target node is a Windows® 7 node—in this
example, Bad 7 Trojan is a potential vulnerability that may
compromise the target network node only for nodes N103,
N107, N113 and N117. Only if one of these four nodes is
selected in step S4301 may the Bad 7 Trojan vulnerability be
selected in step S4305;
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[1073] II. LOGIC of S4313—a target node is deemed to be
a node that could be successfully compromised by using the
Bad 7 Trojan vulnerability (i.e. in step S4313) if and only all
of the following conditions are true (in addition to the
Windows 7 condition that was already checked in step
S4305):

[1074] A. A given Microsoft® security patch must not
been installed on the node;

[1075] B. Port XYZ is open to receive incoming network
messages;
[1076] In this particular example, instances of the RASM

are preinstalled on all of nodes N101-N109 and N111-N117
on Dec. 18, 2017 at 9 AM. Penetration testing begins at Dec.
18, 2017 at 10 AM.

[1077] Inthis example, RASM instances on each of nodes
N101-N109 and N111-N117 (i.e. whose code is executed
thereof) perform step S4201 on all 16 of these nodes, no
earlier than 10 AM.

[1078] In step S4301 (performed at 11:01 AM) the remote
computing device selects a node having a direct connection
to the outside world—for example node N103.

[1079] A lookup of the Nodes OS database indicates that
this node is a Windows® 7 node—the only relevant entry in
the vulnerabilities database (VDB) is the Bad 7 Trojan
Vulnerability entry.

[1080] Because Node N103 is a Windows® 7 node, the
potential vulnerability selected (i.e. according to LOGIC of
S4305) in step S4305 is the Bad 7 Trojan Vulnerability. Step
S4305 is carried out at 11:02 AM.

[1081] In this particular example, before carrying out step
S4309 but subsequent to carrying out step S4305, a single
data-request command is sent from remote device 252 to
node N103 at 11:03 AM.

[1082] In this particular iteration of the penetration testing
campaign of this particular example, step S4205 is per-
formed only in node N103.

[1083] In step S4205 as performed by node N103, the
following data is transmitted at 11:04 AM from node N103
to remote computing device 252:

[1084] (i) whether or not the given Microsoft security
patch has been installed on node N103—in this
example, the security patch data is internal data of node
N103;

[1085] (i) whether or not Port XYZ of node N103 is
currently open to receive incoming network mes-
sages—in this example, the port status data is internal
data of node N103;

[1086] Other data may also be transmitted from node
N103 to remote computing device 252. All of the transmitted
data is received at 11:04 AM at remote device 252 in step
S4309.

[1087] Thus, in this example, both of steps S4205 and
S4309 are performed at 11:04 AM.

[1088] In this use case example, it turns out that: (i) the
given security patch is not installed in node N103; and (ii)
port XYZ of node N103 is open to use at the current time.
[1089] Therefore, in step S4313, when the entry for the
Bad 7 Trojan Vulnerability of the VDB is applied to the data
for node N103 received in step S4309, the result is YES (i.e.
the vulnerability would succeed in compromising node
N103)—this is according to LOGIC of S4313.

[1090] In step S4317 a method for an attacker to compro-
mise the target network node N103 is determined to be
sending to port XYZ of node N103 a specific network
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message causing node N103 to download (i.e. from a known
repository of Bad 7 Trojan) and execute the Bad 7 Trojan
malicious code.

[1091] Subsequently, in step S4321 it is determined that
networked system 200 suffers from a security vulnerability
that includes the use of Bad 7 Trojan to compromise node
N103. It should be emphasized that the discovery that node
N103 is vulnerable to the Bad 7 Trojan may be just one step
in the discovery of the vulnerability of networked system
200. For example, the goal of the penetration testing cam-
paign may be to compromise node N116 (which may be the
CEO’s computer), and the compromising of node N103 is
just a necessary first step for the attacker to reach node N116.
The other steps of the method to compromise the networked
system by reaching node N116 are each determined using
another iteration of the campaign, where in each iteration a
new target node is selected, then a new potential vulnerabil-
ity for compromising that new node is selected, and then the
new potential vulnerability is validated to be able to com-
promise the new target node under the current conditions.
[1092] In step S4325, an email message is sent to the
system administrator’s mobile phone with the following text
“Campaign detected a security vulnerability. For more
details see the reports screen.”

[1093] Additional Comment About Use Case Example
1—because step S4309 is performed after step S4301, it is
possible for the remote computing device to target only node
N103 with a data-requesting command (as noted above, this
command was sent at 11:03 AM). This may obviate the need
to broadcast such a command to multiple nodes, reducing
consumption of network resources. This may also obviate
the need to consume CPU cycles (i.e. for the purpose of
penetration testing) at other nodes other than node N103.
[1094] Second Additional Comment About Use Case
Example 1—because step S4309 is performed after step
S4305, it is possible to customize the data-requesting com-
mand sent at 11:03 AM to only request data relevant to the
Bad 7 Trojan Vulnerability. This may reduce consumption of
CPU resources of Node N103 and/or network resources.

Use Case Example 2

Potentially-Poisoned File in a Shared Folder
(PPFSF) Vulnerability

[1095] Similar to Use Case Example 1, in Use Case
Example 2, the networked system 200 of FIG. 45 is sub-
jected to penetration testing, and the remote computing
device is computing device 252.

[1096] In Use Case Example 2, there are hundreds of
potential vulnerabilities which may be investigated during
penetration testing, but for simplicity only one of them will
be mentioned here: the PPFSF vulnerability.

[1097] It is known in the art that some nodes can access
files residing in a shared folder that is accessible to multiple
nodes. The shared folder may physically reside outside of a
given network node and is accessible to it either via a LAN
or a WAN. Sometimes, these files may be poisoned—i.e.
include malicious code. Generally speaking, one technique
for attacking well-defended nodes may relate to exploiting
such vulnerability—even if a hostile attacker is unable to
directly upload malicious code to a node, s’he may succeed
in achieving this aim indirectly.

[1098] This may be achieved as follows: (i) first, the
hostile attacker may compromise a node that is poorly-
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defended (i.e. a node where the latest security patches have
not been installed) that hosts (or at least has write access 10)
a shared folder from which the well-defended node is known
to execute files. Because the node is poorly defended, the
compromising has a good chance of success; (ii) then the
hostile attacker may cause the compromised node to write a
malicious executable file to the shared folder; and (iii)
subsequently, even a well-defended node may be compro-
mised if it executes files read from the shared folder.

[1099] Potentially Poisoned Executable-File vulnerability
in a shared folder—The next example relates to the “poten-
tially-poisoned file in a shared folder” (PPFSF) vulnerabil-
ity—i.e. a vulnerability that can compromise a node which
executes, via LAN or WAN, executable files that reside in a
shared folder.

[1100] Networked System/Penetration Testing System for
Example 2: The networked system 200 of the second non-
limiting example has all of the following properties: (i) the
networked system comprises a plurality of laptop or desktop
work-stations, each of which is a network node; (ii) some of
the network nodes have access to a shared folder SF which
resides on a file-server on one of the nodes (“Node S™); (iii)
some of the network nodes have read-only access to the
shared folder SF on Node S—i.e. the nodes with read-only
access can read files from the shared folder SF but cannot
modify these files, and cannot add files to the shared folder
SF; (iv) some nodes have both read and write privileges to
shared folder SF—these nodes can modify existing files
within the shared folder SF and can add new files to shared
folder SF, in addition to having read access to shared folder
SF; (v) nodes with read-only access and nodes that have both
read and write privileges are “nodes having at least read
privileges™; (vi) nodes having at least read privileges of the
folder can import and execute.exe executable files from the
shared folder SF, and can import and open MS-Word® files
that contain auto-executing macros from the shared folder
SF—i.e. content or macros of these files are read into local
memory of each such node and executed from the local
memory; (vil) a first work-station/node (“Node A”) is
“strongly defended”—on this work-station/node the most
recent version of Windows® is installed including all of the
latest security patches; (viii) a second work-station/node
(“Node B”) is “weakly defended”—on this node, a much
older version of Window has been installed, and security
patches have not been installed for over two years; (ix) Node
A has read-only access to shared folder SF; (x) Node B has
both read and write privileges to shared folder SF.

[1101] This networked system is subjected to penetration
testing.
[1102] In this example, (i) Node A is N108 (for the present

example, “Node A” and N108 are interchangeable); (ii)
Node S is N113 (for the present example, “Node S” and
N113 are interchangeable) and (iii) Node B is N117 (for the
present example, “Node B” and N117 are interchangeable).

[1103] In this networked system, access privileges to
shared folder SF are controlled by a system administrator,
and are published in a table entitled “Access Privilege Table
for SF on N113 (APT-SF-N113)”—the table is freely avail-
able to any node of system 200, and to any external node
having a password—in this case, the password (i.e. for
reading the table) is provided to the remote computing
device 252.
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[1104] The content of table APT-SF-N113 is as follows:
Node ID Access Privileges
N101 None
N102 None
N103 None
N104 None
N105 None
N106 None
N107 None
N108 Read and write
N109 None
Ni11 None
NI112 None
N113 Read and write
N114 None
N115 None
N116 None
N117 Read and write
[1105] In this example, there is only a single shared folder

within the entirety of networked system 200.
[1106] In this example, the following rules are enforced
(e.g. hardcoded into penetration testing software module
(PTSM) 260) on the remote device:
[1107] 1. LOGIC of S4305—in step S4305 (discussed
below), the PPFSF vulnerability is a potential vulnerability
that may compromise the target network node if and only if
the target node (i) has at least read access via the LAN to a
given shared folder on another node (the ‘folder-hosting
node’); (ii) an additional node other than the target node
(which may be the folder-hosting node) has write access to
the given shared folder;
[1108] II. LOGIC of S4313—a target node is deemed as a
node that could be successtully compromised by using the
PPFSF potential vulnerability (i.e. in step S4313) if and only
if all of the following conditions are true:
[1109] A. The target node is determined to periodically
read an executable file residing in the shared folder; and
[1110] B. The target node is determined to execute the
executable file whenever reading it from the shared
folder.
[1111] Timing of steps S4201 and S4205 of Penetration
Testing Campaign for Example 2:
[1112] In this second example, the penetration testing
campaign commences at 1 PM on Apr. 21, 2017. Thus, in
this example the “Commencement Time” is 1 PM on Apr.
21, 2017. Prior to the Commencement Time, the RASM is
pre-installed on each node of the networked system, includ-
ing Node A which is strongly-defended and Node B which
is weakly-defended.
[1113] Immediately after the Commencement Time, the
table APT-SF-N113 is read by the PTSM—in this example,
the content of APT-SF-N113 never changes during the
penetration testing campaign.
[1114] During the ten-hour penetration testing campaign,
processor(s) of Node A execute (i.e. in step S4201) code of
the RASM both to ascertain status data of Node A and to
“listen” to events which occur at Node A. The status data
may include: (i) a version of an operating system executing
on Node A; (ii) which security patches have been installed
on Node A. The events may include execution of an execut-
able file by processors of Node A, opening of an MS-word®
file or an MS-excel® file (applications which support mac-
ros) on Node A, mouse and keyboard events on Node A,
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reading a file from the shared folder SF (i.e. on Node S) into
Node A, execution of a file read from the shared folder SF
into Node A.

[1115] Similarly, processor(s) of Node B (i.e. in step
S4201) execute code of the RASM both to ascertain status
data of Node B and to “listen” to events which occur at Node
B.

[1116] In this example, at 1:01 PM Node A (i.e. by
executing code of the RASM) transmits (i.e. in step S4205)
to the remote computing device “Windows version/update
data” for Node A—the Windows version/update data trans-
mitted from Node A indicates that the most recent version of
Windows® including all of the latest security patches is
installed on Node A.

[1117] In this example, at 1:02 PM Node B (i.e. by
executing code of the RASM) transmits (i.e. in step S4205)
to the remote computing device “Windows version/update
data” for Node B—the Windows® version/update data
transmitted from Node B indicates that (i) an older version
of Windows® is installed on Node B and (ii) the most recent
security patch installed on Node B is over two years old.
[1118] In this example, RASM code executing on Node A
records the following events i.e. recorded in step S4201 and
transmitted in step S4205)—every 60 minutes (e.g. at 1:30,
at 2:30, at 3:30, etc.) Node A reads an executable file named
“hourly test.exe” from shared folder SF and executes it.
[1119] Broadcast of Data-Requesting Command;
Response to Data-Requesting Commands for Example 2
[1120] At 7:56 PM, as part of the penetration testing, the
remote computing device broadcasts a data-requesting com-
mand to all nodes, including Nodes A and B.

[1121] At 7:57 PM, Node A responds to this broadcast
data-requesting command by transmitting (i.e. via the Inter-
net), to the remote computing device, the status data and the
events data of Node A, both of which are stored in volatile
and/or non-volatile storage of Node A.

[1122] At 7:58 PM, Node B responds to this broadcast
data-requesting command by transmitting (i.e. via the Inter-
net), to the remote computing device, the status data and the
events data of Node B, both of which are stored in volatile
and/or non-volatile storage of Node B.

[1123] A discussion of steps S4301-S4325, each per-
formed by the remote computing device 252, is now pre-
sented.

[1124] At 7:59 PM, in step S4309, the remote computing
device receives the following data:

[1125] A) status data and the events data of Node A, both
of which were transmitted at 7:57 PM from Node A, as
mentioned above; and

[1126] B) status data and the events data of Node B, both
of which were transmitted at 7:58 PM from Node B, as
mentioned above;

[1127] In step S4301, Node A (N108) is selected from the
plurality of nodes of system 200. In one non-limiting
example, Node A is selected because it was determined to be
a well-defended node, which might indicate it contains
important assets.

[1128] In step S4305, performed at 8:02 PM, the PPFSF
vulnerability is selected (i.e. according to LOGIC of S4305)
as a potential vulnerability for compromising Node A. The
selection of the PPFSF vulnerability is based on the follow-
ing:

[1129] (i) Based on the APT-SF-N113 table, Node A has
read access to shared folder SF.
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[1130] (ii) Based on the APT-SF-N113 table, Node B has
write access to shared folder SF.

[1131] (iii) According to the current state of the penetra-
tion testing campaign, Node B is already determined to be
compromisable.

[1132] The above findings indicate that the PPFSF wvul-
nerability is a potential vulnerability for compromising
Node A. It is only a “potential” vulnerability, because it is
still not known at this stage whether the condition of Node
A reading and executing executable files from shared folder
SF is satisfied.

[1133] In step S4313, performed at 8:05 PM, LOGIC of
S4313 at the remote computing device, analyzes the input
data received at 7:59 PM in step S4309 in order to check
whether the PPFSF vulnerability can compromise Node A
under the current circumstances. The input data includes the
reporting from Node A that an executable file from shared
folder SF is periodically retrieved and executed by Node A.
[1134] This analysis, which is performed exclusively at
the remote computing device, is effective to conclude that
Node A could be compromised by the PPFSF vulnerability,
because Node B (which is already determined to be com-
promisable) can replace the executable file periodically
executed by Node A by a poisoned version, that when
executed by Node A would result in Node A being compro-
mised.

[1135] In step S4317 performed at 8:06 PM, the penetra-
tion testing software module can now determine that there is
a method for an attacker to compromise the target network
node—i.e. N108 (Node A). The method to compromise is as
follows: (i) take advantage of the fact that Node B is already
found to be compromisable, (ii) get Node B to download a
poisoned executable file from the attacker’s website and
store it on Node B, (iii) In the next time of detecting that
Node B writes into the shared folder SF, get Node B to
replace the existing executable file “hourly test.exe” in the
shared folder SF by the poisoned file, leaving a poisoned
“hourly-test.exe” file in the shared folder SF.

[1136] Subsequently, in step S4321 it is determined that
networked system 200 suffers from a security vulnerability
that includes the use of the PPFSF vulnerability to compro-
mise Node A. It should be emphasized that the discovery
that Node A is vulnerable to the PPFSF vulnerability may be
just one step in the discovery of the vulnerability of net-
worked system 200. For example, the goal of the penetration
testing campaign may be to compromise node N116 (which
may be the CEO’s computer), and the compromising of
Node A is just a necessary first step for the attacker to reach
node N116. The other steps of the method to compromise the
networked system by reaching node N116 are each deter-
mined using another iteration of the campaign, where in
each iteration a new target node is selected, then a new
potential vulnerability for compromising that new node is
selected, and then the new potential vulnerability is vali-
dated to be able to compromise the new target node under
the current conditions.

[1137] In step S4325, an email message is sent to the
system adminstrator’s mobile phone with the following text
“Campaign detected a security vulnerability. For more
details see the reports screen.”

[1138]

[1139] because step S4309 is performed before step
S4301, reports are obtained by the remote computing device

Additional Comments About Use Case Example 2:
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from all network nodes, and not only from Node A, which
at the time of performing step S4309 is not yet selected to
be the next target node.

[1140] because step S4309 is performed before step
S4305, it is not possible to customize data-requesting com-
mands that trigger data reports from network nodes, as at the
time of performing step S4309 it is not yet known which
vulnerability will be the selected potential vulnerability.
[1141] A discussion of FIG. 49

[1142] In the example of FIG. 49, the remote computing
device (i.e. on which the PTSM 290 is installed) is one of the
nodes of the networked system 200—in this case node N114.
[1143] For example, PTSM 290 may run on a virtual
machine installed on top of the Operating System of node
N114. Optionally, no RASM 270 is installed on the node
N114.

[1144] Additional Discussion of Data Collection By
Reconnaissance Client Agents

[1145] The proposed solution is a penetration testing sys-
tem that uses a reconnaissance client agent that is installed
in the network nodes of the tested networked system and
reports (among other things) current internal data of its
hosting network nodes. However, unlike in the *057 solu-
tion, in the proposed solution the validation of the success of
a potential vulnerability in compromising a target network
node is decided by code executing in the central server
managing the penetration testing process and not by code of
the agent executing in the target network node.

[1146] Co-pending U.S. patent application Ser. Nos.
15/911,168 and 15/874,429 disclose an architecture of an
automated penetration testing system that is using recon-
naissance client agents able to collect internal data of their
hosting network nodes, as is required according to embodi-
ments of the invention.

[1147] As already explained, a reconnaissance client agent
is a software module designed to be installed in nodes of the
tested networked system. Such reconnaissance client agent
is able to communicate with a central server managing the
testing process and executing the penetration testing code
and to report to the central server data extracted by the agent
from its surroundings. The extracted data includes (but is not
necessarily limited to) current data about the hosting node,
and specifically current data that is internal to the hosting
node.

[1148] In embodiments of the invention, the reconnais-
sance client agent makes no attempt of actually compromis-
ing its hosting network node using a given vulnerability.
Additionally, in embodiments of the invention the recon-
naissance client agent makes no determinations whether a
given vulnerability would succeed to compromise the host-
ing node under current conditions. It only reports factual
data about the hosting node (and possibly also about other
network elements), leaving all validation decisions to the
remote server. The remote server is the device containing the
vulnerabilities knowledge base and the validation logic for
all potential vulnerabilities. For each validation to be
decided for a given vulnerability and a given network node,
the server applies the decision logic associated with the
given vulnerability using the data collected and reported by
the reconnaissance client agent installed on the given node.
[1149] For example, the penetration testing server, in
embodiments of the invention, retrieves from its vulnerabili-
ties knowledge base a rule for deciding the success of
compromising a target node using the given vulnerability. In
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this example, the rule says that a Windows 7 node is
compromisable by that vulnerability if and only if (i) it does
not a have a given OS patch installed, and (ii) the Internet
port associated with the vulnerability is in use. The server
then queries the reconnaissance client agent installed on that
node or reviews the most recently report received from the
reconnaissance client agent installed on that node, and then
checks whether those two conditions are currently satisfied.
Only if both conditions are satisfied will the server conclude
that the compromising of the node would have been suc-
cessful.

[1150] According to embodiments of the invention, the
steps of each iteration of the penetration testing process may
be:

[1151] a. Data is collected from the reconnaissance client
agents installed on all already-compromised nodes. The data
collected from the already-compromised nodes may include
data about not-yet-compromised nodes, as long as this data
can be obtained by any attacker controlling the already-
compromised nodes. For example, data may be obtained by
querying the not-yet-compromised domain controller or file
server by an already-compromised node.

[1152] b. Based on the collected data and the vulnerabili-
ties knowledge base in the server, the server chooses the
node that will be the next target for compromising.

[1153] c. Based on the chosen target node, the server
chooses a vulnerability that is highly likely (and preferably
the most likely) to succeed in compromising the chosen
target node.

[1154] d. Based on the chosen vulnerability, the server
collects data from the reconnaissance client agent installed
on the chosen target node. The collected data includes data
of the chosen target node (including internal data) that is
required for validating the success of compromising the
chosen target node by the chosen vulnerability according to
the specific rules associated with the chosen vulnerability.

[1155] e. Based on the collected data, the server deter-
mines whether the compromising of the chosen target node
would have succeeded under the current conditions.

[1156] Note that during the first step in the above list of
steps data is collected only from agents installed in already-
compromised nodes, but not from agents installed in not-
yet-compromised nodes, and specifically not from the agent
installed on the not-yet-compromised node that would
become the target node in the second step. This is because
we want to emulate the capabilities of a potential attacker,
and an attacker would be able to collect data (including
internal data) from the already-compromised nodes that it
already controls, but not from the not-yet-compromised
nodes.

[1157] However, in the fourth step we do collect data
(including internal data) from the reconnaissance client
agent installed in the not-yet-compromised chosen target
node. This is allowed because we are only using such data
for finding out the success or failure of compromising that
node and not for extending the capabilities of the attacker.
Similarly, it is allowed to use data from agents installed on
not-yet-compromised nodes even in the first step, provided
that such data is only used for speeding up determining
factual findings that an attacker would be able to determine,
even if with higher effort. For example, an attacker can
determine which Internet ports are open in a not-yet-com-
promised node by instructing an already-compromised node
to run a port scanning operation on the not-yet-compromised
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node. However, it is more efficient for the penetration testing
system to obtain the open ports list directly from the agent
installed on the not-yet-compromised node, for which this is
a relatively simple task, rather than from an agent installed
on an already-compromised node that would have to run a
port scanning operation, which is a longer and heavier task.
Taking such “shortcut” in obtaining the data does not change
the end results of the penetration test but saves time in
reaching those end results.

[1158] This additional discussion is presented with refer-
ence to FIGS. 10A-10B, which illustrate a method that is
useful for discovering and reporting a security vulnerability
of a networked system by a penetration testing system, the
networked system comprising a plurality of network nodes.
[1159] Additional Discussion of the Role of Reconnais-
sance Client Agents

[1160] The penetration testing system of the present dis-
closure comprises:

[1161] (A) a reconnaissance agent software module
installed on multiple network nodes of the plurality of
network nodes prior to starting a penetration test of the
networked system, wherein the reconnaissance agent soft-
ware module is operable, when installed on a network node,
to do at least (i) collect internal data of the network node,
and (ii) transmit the internal data out of the network node,
and

[1162] (B) a remote computing device penetration testing
software module installed on a remote computing device,
wherein the remote computing device is operable at least to
(1) communicate with at least one network node of the
multiple network nodes on which the reconnaissance agent
software module is installed, and (ii) receive the internal
data transmitted out of the multiple network nodes,

[1163] In embodiments of the invention, the method of the
present disclosure comprises:

[1164] a. executing a penetration test of the networked
system by the penetration testing system, the executing
of the penetration test comprising:

[1165] 1. selecting, by the remote computing device
penetration testing software module, a target net-
work node of the multiple network nodes to be the
next network node for which the penetration test
should check whether it can be compromised;

[1166] ii. selecting, by the remote computing device
penetration testing software module, a potential vul-
nerability that may compromise the target network
node;

[1167] iii. validating, by the remote computing
device penetration testing software module, that the
potential vulnerability can be used for successfully
compromising the target network node, the validat-
ing achieved without compromising the target net-
work node, the validating comprising:

[1168] 1. receiving data from the reconnaissance
agent software module installed on the target
network node, the received data including internal
data of the target network node;

[1169] 2. based on the internal data of the target
network node, evaluating whether the target net-
work node could be successfully compromised
using the potential vulnerability;

[1170] iv. if the validating determines that the poten-
tial vulnerability can be used to successfully com-
promise the target network node, determining, by the
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remote computing device penetration testing soft-
ware module, a security vulnerability of the net-
worked system;

[1171] b. reporting the security vulnerability of the
networked system, the reporting comprising at least
one of: (i) displaying information about the security
vulnerability of the networked system to a user of the
remote computing device; and (ii) transmitting the
information about the security vulnerability of the
networked system to another computing device.

[1172] The method may further be characterized by:
[1173] (i) the executing of the penetration test further
comprising: validating, by the remote computing device
penetration testing software module and prior to the select-
ing of the target network node, that a second network node
of the multiple network nodes can be compromised,
[1174] (i) the validating that the potential vulnerability
can be used for successfully compromising the target net-
work node further comprising: receiving data from the
reconnaissance agent software module installed on the sec-
ond network node, and

[1175] (iii) the evaluating whether the target network node
could be successfully compromised using the potential vul-
nerability is further based on the data received from the
second network node.

[1176] In other words, the validating that the potential
vulnerability can be used for successfully compromising the
target network node may also depend on data received from
the reconnaissance agent software module that is installed
on a second network node that was already validated to be
compromisable prior to the time the validating of the com-
promisability of the target network node starts.

[1177] For example, if the target network node is located
behind a firewall that blocks access from the outside world
to a certain Internet port, and the potential vulnerability
operates by sending a message into this certain port, then
even if the potential vulnerability could in theory compro-
mise the target network node, it cannot be directly used by
an attacker located outside the networked system. However,
if the second network node is already under the control of
the attacker and is also behind the same firewall, then it is
not blocked by that firewall when attempting to send a
message to the certain port of the target node (but may still
be blocked by another firewall). Therefore, it is not possible
to evaluate whether the target network node could be suc-
cessfully compromised using the potential vulnerability
without knowing whether the second network node can send
messages that will reach the certain node of the target
network node. This essential information is obtained from
the reconnaissance agent software module that is installed
on the second network node.

[1178] The selecting of the target network node may be
based on data received by the remote computing device
penetration testing software module from one or more
network nodes.

[1179] The receiving of the internal data may be prior to
the selecting of the target network node. In other words, the
internal data of the target network node that is used for
evaluating whether or not the target network node could be
successfully compromised using the potential vulnerability,
may be obtained from reports of the reconnaissance agent
software module installed on the target network node that
were received during previous stages of the test. For
example, the agent may have sent periodic reports to the
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remote computing device during a previous stage of the
penetration tests, or the agent may have sent a report in
response to a query from the remote computing device
penetration testing software module sent during a previous
stage of the penetration test.

[1180] Alternatively, the receiving of the internal data may
be subsequent to the selecting of the target network node. In
other words, the internal data of the target network node that
is used for evaluating whether or not the target network node
could be successfully compromised using the potential vul-
nerability, may be obtained from a report of the reconnais-
sance agent software module installed on the target network
node that was generated and sent specifically for the current
stage of the penetration test. For example, after selecting the
target network node, the remote computing device penetra-
tion testing software module may send a query to the newly
selected target node, asking for data that may be used for
selecting the potential vulnerability.

[1181] The internal data of the target network node may
include at least one of (i) an internal condition of the target
network node, and (ii) internal factual data of the target
network node. For example, the internal data may indicate
that the memory of the target network node is over 95% used
or the identity of the vendor of the communication controller
of the target network node.

Fourth Discussion Of Additional Embodiments

[1182] Discussion of FIGS. 51, 52A-H

[1183] Embodiments of the invention relate to penetration
testing of networked systems, such as networked system 200
illustrated in FIG. 52A.

[1184] Penetration testing systems test networked sys-
tems. For example, the networked system 200 comprises a
plurality of network nodes (referred to simply as “nodes”) in
communication with each other—e.g. see FIG. 52A.
[1185] In prior art penetration testing systems, a penetra-
tion testing campaign performs or emulates an attack of a
potential attacker, starting from an initial state in which no
network node of the tested networked system is compro-
mised. The attacker is assumed to start by compromising a
first network node (e.g. node N122 of FIG. 52B), then to
take advantage of the already-compromised first node and
compromise a second network node, then to take advantage
of the already-compromised first and second nodes and
compromise a third network node, and so on.

[1186] FIGS. 51 and 52A-4D relate to an example of
penetration testing of a networked system. FIG. 51 shows a
timeline—i.e. the penetration test begins at a time labelled as
T Subsequent points in time, during the pen-

Begin Pen-Test*
etration test, are labelled in FIG. 51 as T'

TzDur’ing Pen-Test and T3Dur’ing Pen-Test

[1187] FIG. 52A shows an example networked system 200
comprising a plurality of 25 network nodes labelled N101,
N102 . . . N124. In the present document, a network node
may be referred to simply as ‘node’—‘network no’ and ‘no’
are interchangeable. Each network node may be a different
computing device 110 (e.g., as shown in FIG. 2). Two
network nodes are “immediate neighbors™ of each other if
and only if they have a direct communication link between
them that does not pass through any other network node.
[1188] In FIG. 52A, initially—i.e. at time Tz, pen-72sr
when the penetration test begins—none of the network-
nodes have yet been targeted by the penetration testing
system. According to the first example illustrated in FIGS.

During Pen-Test>
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52B-D, between time Tz, pep g5, and T! During Pen-Tost
network node N122 is targeted for compromising and is
validated by passive validation, e.g., emulation, of a vulner-
ability as part of a penetration testing campaign—this is
indicated in FIG. 52B by the “P” marking of node N122.
Between time T During Pen-tese A0 T2 During Pen-Tesry NETWOTK
node N116 is targeted for compromising and is validated by
active validation, e.g., by an actual attack on the node by the
penetration testing system, as indicated by the ‘A’ in node
N116 in FIG. 52C. Between time T> During Pen-1ese a0d
T3 During Pen-Tose» 1€tWOrk nodes N112, N110 and N111 are
targeted for compromising and are validated by either active
or passive validation as indicated by the A’s and P’s in FIG.
52D. The penetration testing campaign is performed by the
penetration testing system 500. In this example we are
assuming that all the validation operations are successful
and each of them results in the corresponding target node
becoming compromised or determined to be compromis-
able.

[1189] According to the second example illustrated in
FIGS. 52E-G, the first network node N122 is validated by
active validation (as opposed to the first example where
N122 is validated by passive validation), the second network
node N116 is validated by passive validation, and by
T3 During Pon-Tose NETWOIK nodes N112, N110 and N111 are
also validated by passive validation. According to the third
example illustrated in FIG. 52H, network nodes N112, N110
and N111 are all validated by active validation. FIG. 52G is
an example of a penetration testing campaign that tends
toward the use of passive validation except under certain
circumstances where the use of active validation is deemed
preferable or necessary. FIG. 52H is an example of the
opposite—a penetration testing campaign that tends toward
the use of active validation except under certain circum-
stances where the use of passive validation is deemed
preferable or necessary.

[1190] FIG. 53 illustrates one example of a networked
system 200 that may be subjected to penetration testing. The
networked system comprises a plurality of nodes—in the
example of FIG. 53, 16 nodes are illustrated, each labeled by
the letter “N” followed by an integer, similar to FIGS.
52A-H. Also illustrated in FIG. 53 are two external com-
puting devices 254, 252 that reside outside the networked
system 200. Computing device 254 resides ‘in the cloud’
relative to the networked system 200, while computing
device 252 is in communication with the networked system
200 via a local-area network (LAN). Both of nodes 254 and
252 are “networked system external”—i.e. outside of net-
worked system 200. The term ‘networked system external’
is abbreviated as “NS-external”.

[1191] In the present document, a network node may be
referred to simply as ‘node’—‘network no’ and ‘no’ are
interchangeable. Each network node may be a different
computing device 110 illustrated in FIG. 2.

[1192] Discussion of FIG. 54

[1193] FIG. 54 is a flowchart of a method of performing
penetration testing by a single penetration testing system
that uses both active and passive validation methods. It
shows one method in which penetration testing using both
active and passive validation methods is performed in a
single penetration testing campaign. The reader is referred to
the definition of “penetration testing campaign” in the
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Definitions Section. All of the steps are performed by a
single penetration testing system, e.g., penetration testing
system 500 of FIG. 52A-H.

[1194] Instep S5151 of FIG. 54, a networked system, e.g.,
networked system 200 of FIG. 53 is subjected to a penetra-
tion test using both active and passive validation methods
during a single penetration testing campaign, and by a single
penetration testing system.

[1195] The right side of FIG. 54 is a flowchart of a method
of implementing the penetration testing campaign of step
S5151 according to a first embodiment.

[1196] In step S5101, a penetration testing campaign is
commenced. In some cases, a penetration testing campaign
is commenced automatically by the penetration testing sys-
tem based on a programmed schedule having a start time,
and either an end time or a pre-programmed duration.
Alternatively, a penetration testing campaign can be com-
menced manually—i.e. by a testing operator entering a
command to begin the campaign. Besides starting time and
duration (or ending time), a penetration testing campaign
can have a set of unique characteristics based on its goals
and methods. In a non-limiting example, a penetration
testing campaign can be designed to determine whether a
specific highly confidential file can be reached by an attacker
and exported out of the networked system.

[1197] In step S5103, a first target network node is
selected—i.e. determined to be the next target node for an
attempt to compromise during the single penetration cam-
paign. Typically, during a penetration testing campaign the
selection of the next target network node is done according
to a lateral movement strategy employed in the penetration
testing campaign. See the definition of “lateral movement
strategy” in the Definitions Section.

[1198] In one particular non-limiting example, in the first
iteration of the penetration testing campaign (when no
network nodes are known to be compromisable) step S5103
is performed to select a network node having a direct
connection to the outside world—e.g. N101 of FIG. 53.

[1199] In another non-limiting example, when an iteration
of the penetration testing campaign is performed after some
network nodes are already known to be compromisable, step
S5103 is performed to select a network node that has a direct
connection to one of the compromisable nodes.

[1200] In step S5105, a potential vulnerability is selected
based on the target node. Thus, in one example, if the target
node selected in step S5103 happens to be a Windows XP®
node, then a vulnerability specific to MacOs® nodes would
not be selected but a vulnerability specific to any Windows®
node (or to Windows XP® in particular) may be selected.

[1201] Validation of the vulnerability for any given target
network node can be performed either using an active (e.g.,
actual attack) validation method or a passive (e.g., simulated
attack) validation method. In step S5107, a first validation
method is selected for validating the first vulnerability for
the first target network node. The first validation method is
either active validation or passive validation. Examples of
network nodes at which an active validation method has
been chosen include Nodes N116 in FIGS. 52C-D, N110 in
FIGS. 52D and 4H, N122 in FIGS. 52E-H, and N111 and
N112 in FIG. 52H. Examples of network nodes at which a
passive validation method has been chosen include Nodes
N122 in FIGS. 52B-D, N111 and N112 in FIGS. 52D and
4G, N116 in FIGS. 52F-H, and N110 in FIG. 52G. In the
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“First Additional Discussion” section below, several
examples are provided of selection of validation methods.
[1202] In step S5109, the first vulnerability for the first
target network node is validated using the first validation
method as selected in step S5107.
[1203] At some other point during the penetration testing
campaign, a second target network node (e.g. other than the
first target network node) which the penetration testing
system will try to compromise is determined in step S5111.
As mentioned earlier, the selection of the target network
node is done according to a lateral movement strategy
employed in the penetration testing campaign. A penetration
testing campaign can select subsequent nodes in an order
that emulates the progress of an attacker through the net-
worked system 200. For example, an attacker frequently
moves on to attempt to compromise a next node which is in
communication with an already compromised node (e.g., the
network node most recently compromised).
[1204] In step S5113, a second vulnerability of network
nodes, to be used for compromising the second target
network node, is determined.
[1205] In step S5115, a second validation method is
selected for validating the second vulnerability for the
second target network node. The second validation method
can be either active or passive. If an active validation
method was selected as the first validation method in step
S5107, then the second validation method is selected to be
a passive validation method. Conversely, if a passive vali-
dation method was selected as the first validation method in
step S5107, then the second validation method is selected to
be an active validation method. Thus, in a single penetration
testing campaign, by a single penetration system, both active
and passive validation methods can be selected and per-
formed. For example, in FIG. 52C, it can be seen that by
2Dlm.ng Pen-osp AN active validation method has been
employed to validate a vulnerability for Node N116, and a
passive validation method has been used to validate a
vulnerability for Node N122. In step S5117, the second
vulnerability for the second target network node (the node
determined in step S5111) is validated using the second
validation method as selected in step S5115.
[1206] In step S5119, the single penetration testing cam-
paign is terminated, either in accordance with a programmed
duration or ending time as discussed earlier, or manually by
auser, or by achieving its goal of determining a vulnerability
ahead of the scheduled ending time. The skilled artisan will
appreciate that the penetration testing campaign can encom-
pass the testing/validation of more than two nodes as
described here, and, for example, can encompass all of the
nodes in a networked system 200.
[1207] In step S5121, the following is performed: report-
ing, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by
the executing of the single penetration testing campaign,
wherein the reporting comprises at least one of (A) causing
a display device to display a report containing information
about the at least one security vulnerability of the networked
system, (B) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (C) electronically transmitting the report
containing information about the at least one security vul-
nerability of the networked system.
[1208] FIG. 54 will be further discussed below with ref-
erence to the following non limiting examples.



US 2019/0245883 Al

[1209] First Additional Discussion of FIG. 54, and Dis-
cussion of FIGS. 55A-55B

[1210] In some embodiments, it can be preferable to
primarily use an active (actual attack) method of validation,
in order to determine the existence of any possible vulner-
ability with the highest reliability. In some embodiments it
can be preferable to primarily use a passive (e.g., emulation)
method so as to avoid actually compromising network nodes
during the testing. In some embodiments, the first and
second validation methods are respectively selected in
accordance with the first and second vulnerabilities. Even
when active methods are preferred, it can be that certain
vulnerabilities can be satisfactorily validated using passive
methods. Conversely, even when passive methods are pre-
ferred, it can be that certain vulnerabilities can only be
satisfactorily validated using active methods.

[1211] Other, non-technical considerations may come into
play when selecting a validation method for a particular
vulnerability for a particular network node, such as in the
following non-exhaustive illustrative examples: (A) The
identity of the node’s user—is it someone with access to
top-level confidential data, or someone with little or no
access to confidential data? Is it the company’s CEO whose
use of the node cannot be interrupted by an actual attack
method? (B) the department within which the node oper-
ates—is it a legal or financial department, which have
computers storing the company’s most sensitive informa-
tion, or a marketing department with critical customer data,
or perhaps an engineering department with the specs and
drawings of the company’s next generation of products? Or
maybe the node belongs to the office manager, whose
computer only stores cleaning schedules and orders for
office supplies?

[1212] It might not be reasonable to make ad hoc decisions
about each and every computer in a networked system
before commencing a penetration testing campaign. Simi-
larly, it might not be reasonable to make ad hoc decisions
about each and every potential vulnerability included the
penetration testing system’s vulnerabilities knowledge base.
However, it is possible to characterize vulnerabilities, with
or without co-consideration of the corresponding network
nodes, according to a parameter corresponding to the maxi-
mum damage (financial, technical, etc.) that would be
incurred should a given node be compromised by a given
vulnerability. Thus, the method of FIG. 54 can include
determining an extent of the damage.

[1213] In one non-limiting example, a damage scale is
established wherein 0.0 means ‘no damage’ and 1.0 means
‘irreparable or irreversible damage’. A maximum ‘allow-
able’ damage threshold can be set. Any node and vulner-
ability for which a successful actual attack would result in
damage above the threshold would trigger validation by
simulation/evaluation. For nodes and vulnerabilities below
the threshold, an active method of validation may be used.
In an illustrative first penetration testing campaign, the
damage threshold may be set at a moderate 0.5. However, in
the first campaign it may be discovered that this threshold is
too low and nearly every single validation is performed
using a passive validation method, including some nodes
and vulnerabilities where use of an active validation method
is objectively (i.e. through detailed pre- or post-analysis)
deemed necessary. In a second illustrative campaign, the
damage threshold may be set at an extreme 0.9. In this
iteration it may be discovered that this threshold is too high
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as nearly every single validation is performed using an
active validation method, including some nodes and vulner-
abilities where use of an active validation method exposes
the tested networked system to unnecessary risk of damage.
In a third iteration, a damage threshold of 0.7 may be
determined to be optimal for the networked system in which
the penetration testing campaign is being carried out.

[1214] In one non-limiting implementation of the above
example, a look-up table may be established and made
available to a penetration testing system for determining the
extent of expected damage from using active validation for
validating any given vulnerability, regardless of the identity
of the attacked node. Such a table may be arranged so as to
be indexed by the type of vulnerability determined (regard-
less of the attacked node), where the table returns a damage
‘score’ based on the type of vulnerability. Multiple vulner-
ability types may be combined into a joint entry in order to
save space, if they share a common attribute and correspond
to the same damage score (e.g. multiple vulnerabilities that
are all attempting to achieve execution of remote code in the
attacked node, but each of them achieving the common goal
using a different technique). As explained above, the damage
score is a numerical representation of the expected extent or
severity of damage from using active validation for the
specific type of vulnerability. The damage score can be
calculated or determined on any scale, linear or otherwise—
for example the 0.0 to 1.0 scale described above. Whatever
scale is used, it is created in such a way that a maximum-
damage threshold is established somewhere on the scale. An
example of an entry in such table is an entry that tells the
penetration testing system that any node against which the
“ARP Spoofing” technique is employed for active validation
corresponds to a damage score of 0.4.

[1215] In another non-limiting implementation of the
above example, a two-dimensional look-up table may be
established and made available to a penetration testing
system for determining the extent of expected damage from
using active validation for validating any combination of a
given vulnerability and a given network node. Such a table
may be arranged as having multiple columns, each column
corresponding to a specific node or to a specific class of
nodes and containing entries for all vulnerability types. As
in the above one-dimensional table example, multiple vul-
nerability types may be combined into a joint entry in order
to save space, if they share a common attribute and corre-
spond to the same damage score. The node that is involved
in the validation determines the table’s column and the
vulnerability involved in the validation determines the row
within the column. The indexed entry in the table contains
the resulting damage score. An example of a row of entries
in such table is a row that tells the penetration testing system
that actively validating the “ARP Spoofing” technique
against the CEO’s computer corresponds to a damage score
of 0.8, actively validating the “ARP Spoofing” technique
against any node residing in the finance group corresponds
to a damage score of 0.6, actively validating the “ARP
Spoofing” technique against any other node using the Win-
dows XP operating system corresponds to a damage score of
0.5 and actively validating the “ARP Spoofing” technique
against any other node corresponds to a damage score of 0.4.
[1216] FIG. 55A is an illustrative graph according to a
non-limiting example, summarizing data of a specific pen-
etration testing campaign showing the extent of damage
expected at each node from using an actual-attack validation
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of a respective vulnerability that is determined at each node
during that specific penetration testing campaign. For each
node, at least one vulnerability is determined (in Step S5105
or S5113), and is validated (in Step S5109 or S5117) during
the execution of the specific penetration testing campaign. In
the example of FIG. 55A, a damage threshold is set equal to
0.8. In other words, if the expected extent of damage as a
result of using an active method of validation is greater than
the maximum allowable damage of the 0.8 threshold, a
possibly less reliable but presumably safer passive method
of validation is used.

[1217] To illustrate: The leftmost data point in the FIG.
55A graph (for Node N101) shows that a vulnerability
determined (e.g., in Step S5105 of FIG. 54) as the one to be
used for compromising Node N101 has an expected damage
extent of about 0.7 (i.e., on the 0.0-1.0 scale) if validated in
the penetration testing campaign using an active validation
method. Since the expected extent of damage (from using an
active validation method) is below the maximum allowable
damage threshold of 0.8, an active validation method can be
used. On the other hand, the vulnerability determined (e.g.,
in step S5113) for compromising Node N102 (the second
leftmost data point) has an expected damage extent of 0.9 if
validated using an active method of validation—higher than
the max. damage threshold of 0.8. Thus, according to the
example of FIG. 55A, a passive validation method is
selected for validating the vulnerability at Node N102.
[1218] In the example of FIG. 55A, the networked system
comprises 20 network nodes overall (numbered N101
through N120), and 6 out of the 20 nodes have expected
damage over the damage threshold based on the vulnerabil-
ity/-ies determined to be used for compromising the respec-
tive nodes during the specific penetration testing campaign.
A passive validation method is therefore selected for testing
at each of these 6 nodes, while active validation methods are
used at the other 14 nodes.

[1219] Additionally or alternatively, the method of FIG.
54 can include determining the likelihood of damage. FIG.
55B is an illustrative graph according to another non-
limiting example, summarizing data of a specific penetration
testing campaign showing the likelihood of damage occur-
ring at each node from using an actual-attack validation of
a respective vulnerability determined at each node during
that specific penetration testing campaign. For each node, at
least one vulnerability is determined (in Step S5105 or
S5113), and is validated (Step S5109 or S5117) during the
execution of the specific penetration testing campaign. In the
example of FIG. 55B, a likelihood-occurrence threshold is
set equal to 0.5—in other words, if the chance of damage
occurring as a result of using an active method of validation
translates to a likelihood-occurrence score greater than 0.5,
a passive method of validation is used instead. A likelihood-
occurrence score can be a linear translation of probability,
e.g., 50% chance equals a score of 0.5. Alternatively a
likelihood-occurrence score can be calculated using a non-
linear function—for example, so as to skew the scores
higher or lower, or closer or further from the mean, etc.

[1220] To illustrate: The leftmost data point in the FIG.
55B graph (for Node N101) shows that a vulnerability
determined (e.g., in Step S5105 of FIG. 54) as the one to be
used for compromising Node N101 is associated with like-
lihood-occurrence score of 0.9—i.e., if a linear scale is used
for determining the likelihood-occurrence scores, there is a
90% likelihood of damage actually occurring if the vulner-

Aug. 8, 2019

ability is validated in the penetration testing campaign using
an active validation method. Since this likelihood is well
above the likelihood-occurrence threshold of 0.5, a passive
validation method is used. On the other hand, the vulner-
ability determined (e.g., in step S5113) for compromising
Node N102 (the second leftmost data point) is associated
with a likelihood-occurrence score of only 0.48—a little
lower than the likelihood-occurrence threshold of 0.5. Thus,
according to the example, an active validation method can
be used for validating the vulnerability at Node N102.
[1221] In the example of FIG. 55B, the networked system
comprises 20 network nodes (numbered N101 through
N120), and 5 out of the 20 nodes have damage likelihood-
occurrence scores under the likelihood-occurrence threshold
based on the vulnerability/ies determined to be used for
compromising the various nodes during the specific pen-
etration testing campaign. An active validation method is
therefore selected for testing at each of these 5 nodes, while
passive validation methods are used at the other 15 nodes.
[1222] Second Additional Discussion of FIG. 54, and
Discussion of FIG. 56

[1223] In other embodiments, potential damage to net-
work nodes from using an active method of validation to
validate a vulnerability can be assessed with more than a
single parameter as was the case in the preceding paragraphs
and in FIGS. 55A and 55B. In an example, a representative
damage score for a given node/vulnerability validation can
be calculated based on both the extent and likelihood of
expected damage from employing an active validation
method to validate a vulnerability at a given network node.
The representative damage score can be calculated individu-
ally for each single validation—i.e. for each node/vulner-
ability pair in a specific penetration testing campaign.
[1224] FIG. 56 is an illustrative graph according to a
non-limiting example, wherein a risk score is a determined
combination of expected extent of damage and likelihood of
damage. A threshold curve is plotted, under which active
validation can be used and above which passive validation
is preferred because of the extent and/or likelihood (as
jointly represented in the determined risk score) of the
expected damage from a node being compromised if a
determined vulnerability is validated using an active vali-
dation method.

[1225] In FIG. 56, points are plotted for 20 nodes of a
networked system. Nodes N101, N112 and N105 are outside
(above) the risk factor threshold curve and according to the
example the vulnerabilities at those nodes must be validated
using a passive validation method. Nodes N102 and N117
are both lying on the threshold curve. Whether they can be
validated using an active validation method depends on
whether the threshold in the example is defined as ‘active
validation method is permitted if risk factor value is no
greater than threshold value’ or ‘active validation method is
permitted if risk factor value is below the threshold’. Node
N119 and all of the nodes represented by the unlabeled data
points are within (under) the threshold and in accordance
with this example can be validated using an active validation
method.

[1226] It should be obvious that the threshold curve shown
in FIG. 56 is only one way of representing a combination of
parameters that make a risk factor for a node for a given
vulnerability. Moreover, in other examples, the curve can
have a different shape, and other parameters can enter into
the combination of parameters that make up the risk factor.
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[1227] Discussion of FIG. 57

[1228] FIG. 57 is a flowchart of another method of per-
forming penetration testing by a penetration testing system
that uses both active and passive validation methods. It
shows another method in which penetration testing using
both active and passive validation methods is performed in
a single penetration testing campaign. The reader is referred
to the definition of “penetration testing campaign” in the
Definitions Section. The steps of the method are performed
by a single penetration testing system.

[1229] In step S5151 of FIG. 57, which is the same step
S5151 of FIG. 54, a networked system, e.g., networked
system 200 of FIG. 53 is subjected to a penetration test using
both active and passive validation methods during a single
penetration testing campaign.

[1230] The right side of FIG. 57 is a flowchart of a method
of implementing the penetration testing campaign of step
S5151 according to a second embodiment.

[1231] In step S5201, a penetration testing campaign is
commenced, either automatically by the penetration testing
system based on a programmed schedule or manually by a
user.

[1232] In step S5203, a first target network node is
selected—i.e. determined to be the next target node for an
attempt to compromise during the single penetration cam-
paign.

[1233] In step S5205, a first potential vulnerability is
selected based on the target node.

[1234] Validation of the first vulnerability in the first target
network node can be performed either using an active (e.g.,
actual attack) validation method or a passive (e.g., simulated
attack) validation method. Validation using an active method
can lead to various kinds damage—including, but not
exhaustively, financial and/or operational damage—by actu-
ally compromising the node, and this damage can be
assessed before selecting a validation method for the respec-
tive vulnerability at each node. In step S5207, a first damage
to the first target network node, which can be caused by
validating the first vulnerability for the first target network
node by using active validation, is determined. This deter-
mination of the first damage is then taken into account when
selecting a first validation method. The reader is referred to
the first and second additional discussions of FIG. 54, as
well as FIGS. 55A, 55B and 56 for examples of how
assessing potential damage from compromising a node
(i.e—actually attacking a node using an active validation
method) can be used in selecting the type of validation to
use. Thus, in step S5209, a first validation method is selected
for validating the first vulnerability for the first target
network node. The type of the first validation method is
selected from the type group consisting of active validation
and passive validation, and is associated with the first
damage, i.e.—the selection takes into account the determi-
nation, in step S5207, of the damage that can occur when an
active validation method is used for validating the first
vulnerability for the first target node.

[1235] In step S5211, the first vulnerability for the first
target network node is validated using the first validation
method as selected in step S5209.

[1236] At a second point during the single penetration
testing campaign, a second target network node (e.g. differ-
ent from the first target node) which the penetration testing
system will try to compromise is determined in step S5213.
As mentioned earlier in the discussion of FIG. 54, the
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selection of the target network node may be carried out
according to a lateral movement strategy employed in the
penetration testing campaign.

[1237] In step S5215, a second vulnerability of network
nodes, to be used for compromising the second target
network node, is determined.

[1238] In step S5217, a second damage to the second
target network node, which can be caused by validating the
second vulnerability for the second target network node by
using active validation, is determined. This determination of
the second damage is then taken into account when selecting
a second validation method in step S5219.

[1239] In step S5219, a second validation method is
selected for validating the second vulnerability for the
second target network node. The second validation method
can be either active or passive. If an active validation
method was selected as the first validation method in step
S5209, then the second validation method is selected to be
a passive validation method. Conversely, if a passive vali-
dation method was selected as the first validation method in
step S5209, them the second validation method is selected to
be an active validation method. Thus, in a single penetration
testing campaign, and by a single penetration system, both
active and passive validation methods can be selected and
performed. In step S5221, the second vulnerability for the
second target network node is validated using the second
validation method selected in step S5219.

[1240] In step S5223, the single penetration testing cam-
paign is terminated, either in accordance with a programmed
duration or ending time as discussed earlier, or manually by
auser, or by achieving its goal of determining a vulnerability
ahead of the scheduled ending time. The skilled artisan will
appreciate that the penetration testing campaign can encom-
pass the testing/validation of more than two nodes as
described here, and, for example, can encompass all of the
nodes in a networked system 200.

[1241] In step S5225, the following is performed: report-
ing, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by
the executing of the single penetration testing campaign,
wherein the reporting comprises at least one of (A) causing
a display device to display a report containing information
about the at least one security vulnerability of the networked
system, (B) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (C) electronically transmitting the report
containing information about the at least one security vul-
nerability of the networked system.

[1242] Discussion of FIGS. 58 and 59

[1243] FIG. 58 is a flowchart of a method of performing
penetration testing by a penetration testing system that uses
both active and passive validation methods. It shows a
method in which penetration testing using both active and
passive validation methods is performed in two penetration
testing campaigns. The reader is referred to the definition of
“penetration testing campaign” in the Definitions Section.
The steps of the method are performed by a single penetra-
tion testing system.

[1244] In step S5153 of FIG. 58, a single networked
system, e.g., networked system 200 of FIG. 53, is subjected
to a penetration test using both active and passive validation
methods during first and second penetration testing cam-
paigns, and by a single penetration testing system. Accord-
ing to Step S5153, the first penetration testing campaign
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employs only active validation for validating vulnerabilities
of network nodes of the single networked system, and the
second penetration testing campaign employs only passive
validation for validating vulnerabilities of network nodes of
the single networked system.

[1245] The right side of FIG. 58 is a flowchart of a method
of implementing the penetration testing campaigns of step
S5153 according to an embodiment.

[1246] In step S5301, the first penetration testing cam-
paign is executed by the single penetration testing system.
The executing of the first penetration testing campaign
comprises performing one or more validation operations for
validating vulnerabilities for network nodes of the single
networked system, wherein the methods of validation used
for all validation operations included in the first penetration
testing campaign are active validation methods.

[1247] In step S5302, the second penetration testing cam-
paign is executed by the single penetration testing system.
The executing of the second penetration testing campaign
comprises performing one or more validation operations for
validating vulnerabilities for network nodes of the single
networked system, wherein the methods of validation used
for all validation operations included in the second penetra-
tion testing campaign are passive validation methods.

[1248] In step S5305, the following is performed: report-
ing, by the penetration testing system, at least one security
vulnerability determined to exist in the networked system by
the executing of the first and second penetration testing
campaigns, wherein the reporting comprises at least one of
(A) causing a display device to display a report containing
information about the at least one security vulnerability of
the networked system, (B) storing the report containing
information about the at least one security vulnerability of
the networked system in a file and (C) electronically trans-
mitting the report containing information about the at least
one security vulnerability of the networked system.

[1249] The method of FIG. 58 employs a first penetration
testing campaign which uses active validation methods, and
a second penetration testing campaign which uses passive
validation methods; both campaigns are run by a single
penetration testing system in a single networked system. The
first and second penetration testing campaigns can be con-
ducted sequentially, in parallel, overlapping, or any combi-
nation thereof.

[1250] FIG. 59 illustrates non-limiting examples of how
the first and second penetration testing campaigns can
temporally relate to each other. Example 1 shows the second
penetration testing campaign commencing sequentially after
the first campaign. It should be obvious that the two cam-
paigns can be one right after the other or, as shown, with a
gap in time between the conclusion of the first campaign and
the beginning of the second campaign. Example 2 illustrates
the possibility of overlap, where the second penetration
testing campaign commences while the first penetration
testing campaign is still running. Example 3 shows the two
campaigns substantially running in parallel. The two pen-
etration testing campaigns are shown as having unequal
durations and staggered start times, but in other examples
they may have equal durations and/or simultaneous starting
times. Example 4 is similar to Example 2 but with the second
(passive method) penetration testing campaign commencing
first and the first campaign (active methods) starting while
the second campaign is still running.
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[1251] In any of the methods disclosed herein, the pen-
etration testing system 500 can be controlled by a user
interface (not shown) of a computing device 110. Any of the
methods can additionally include a step (like all other steps,
performed by the penetration testing system 500) of receiv-
ing, via the user interface of the computing device 110, one
or more manually-entered inputs. In the method discussed in
connection with the flowchart of FIG. 54, the one or more
manually-entered inputs can explicitly define a type of a
validation method to be used for validating the first vulner-
ability, and/or a type of a validation method to be used for
validating the second vulnerability. In the method discussed
in connection with the flowchart of FIG. 57, the one or more
manually-entered inputs can explicitly define a type of a
validation method associated with the first damage, and/or a
type of a validation method associated with the second
damage. In the method discussed in connection with the
flowchart of FIG. 58, the first and second penetration
campaigns can both be based on a common scenario tem-
plate. In such an embodiment, the one or more manually-
entered inputs can explicitly define a type of a validation
method to be used for validating all vulnerabilities in the first
penetration testing campaign that is based on the common
scenario template, and/or a type of a validation method to be
used for validating all vulnerabilities in the second penetra-
tion testing campaign that is based on the common scenario
template.

[1252] Additional Discussion of Control of the Method of
Validation of Vulnerabilities.

[1253] The proposed solution is a penetration testing sys-
tem that provides flexible control of the method of validation
of potential vulnerabilities that is to be employed—whether
validation by actual attack (active validation) or validation
by simulation/evaluation (passive validation).

[1254] In a first embodiment, each potential vulnerability
has a validation method associated with it (e.g. active
validation or passive validation), and different potential
vulnerabilities may have different validation methods, even
during the execution of the same penetration testing cam-
paign. That is, during the execution of a given penetration
testing campaign, some vulnerabilities are validated by
actual attack, while other vulnerabilities are validated by
simulation/evaluation. For example, during the execution of
a given penetration testing campaign, a first vulnerability
that takes advantage of a weakness in a software driver of an
1/O device and might cause a temporary disabling of the
output device is validated by actual attack, while a second
vulnerability that takes advantage of a weakness in Micro-
soft Word and might cause corruption of one or more user
files is validated by simulation/evaluation. This embodiment
addresses the first flexibility issue presented above.

[1255] In a first implementation of the first embodiment,
the user is given control over the method of validation of
each vulnerability. Each vulnerability in the system’s knowl-
edge base has a default method of validation associated with
it, but the user interface of the penetration testing system
provides means for the user to change the validation method
currently associated with a vulnerability, selectively for each
vulnerability. The change by the user may be temporary for
only a single campaign execution, or it may be permanent
and remain in effect until explicitly changed again.

[1256] In a second implementation of the first embodi-
ment, the vendor of the penetration testing system decides
which method of evaluation is associated with each specific
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vulnerability because it is considered to be more suitable for
that specific vulnerability, and the user of the penetration
testing system cannot override this decision. For example,
the vendor may set the validation method of a first potential
vulnerability that might result in a crash of a target network
node to be validation by simulation/evaluation, while setting
the validation method of a second potential vulnerability that
might result in exporting a certain file to validation by actual
attack.

[1257] In a second embodiment, vulnerabilities are
handled according to the damaging operation resulting from
their successtul exploitation. Each damaging operation has
a method of wvalidation associated with it, and different
damaging operations may be associated with different vali-
dation methods, even during the execution of the same
penetration testing campaign. This embodiment eliminates
the tedious task of separately associating a validation
method with each one of the many potential vulnerabilities
typically included in a vulnerabilities knowledge base of a
penetration testing system. For example, during the execu-
tion of a given penetration testing campaign, some vulner-
abilities (that might cause some damaging operations) are
validated by actual attack, while other vulnerabilities (that
might cause other damaging operations) are validated by
simulation/evaluation. Whenever a vulnerability has to be
validated, its damaging operation is determined, and the
vulnerability is validated using the validation method asso-
ciated with its damaging operation. Examples of damaging
operations caused by vulnerabilities are corrupting of a
system file, exporting of a user file, exporting of a passwords
file, crashing down a network node, temporary disabling of
an [/O device, etc. As an example, all vulnerabilities that
might cause a temporary disabling of an /O device are
validated by actual attack, while all vulnerabilities that
might cause corruption of a user file are validated by
simulation/evaluation. This embodiment also addresses the
first flexibility issue presented above.

[1258] In a first implementation of the second embodi-
ment, the user is given control over the method of validation
associated with each damaging operation. Each damaging
operation has a default method of validation associated with
it, but the user interface of the penetration testing system
provides means for the user to change the validation method
currently associated with a damaging operation, selectively
for each damaging operation. The change by the user may be
temporary for only a single campaign execution, or it may
be permanent and remain in effect until explicitly changed
again.

[1259] In a second implementation of the second embodi-
ment, the vendor of the penetration testing system decides
which method of validation is associated with each specific
damaging operation because it is considered to be more
suitable for that specific damaging operation, and the user of
the penetration testing system cannot override this decision.
For example, the vendor may set the validation method of all
vulnerabilities that might result in a crash of the target
network node to be validation by simulation/evaluation,
while setting the validation method of all vulnerabilities that
might result in exporting a system file to validation by actual
attack.

[1260] In a third embodiment, each execution of a pen-
etration testing campaign has a method of validation asso-
ciated with it, so that all the vulnerabilities validated during
the execution of the campaign are validated using that
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campaign-associated validation method. Different cam-
paigns may have different validation methods. In some
implementations, the same scenario template may be the
basis for multiple campaigns executed at different points in
time while having different validation methods associated
with them. This embodiment addresses the second and third
flexibility issues presented above.

[1261] In a first implementation of the third embodiment,
the user is given control over the method of validation
associated with each penetration testing campaign. The user
interface of the penetration testing system provides means
for the user to select the validation method associated with
either the next campaign or with all campaigns that are based
on a scenario template, selectively for each scenario tem-
plate. That is, when selecting a scenario template in order to
define a penetration testing campaign to execute, the user is
given an option to select the validation method to be
associated with that campaign, thus overriding any valida-
tion method previously defined for that scenario template.

[1262] Ifthe scenario template is created by the user of the
penetration testing system, then during the creation process
the user selects the validation method that is to be associated
with the newly-created scenario template. If the scenario
template is selected from a library of scenario templates
provided by the vendor of the penetration testing system or
from a library of scenario templates previously defined by a
user, then the current user may override the validation
method previously associated with the scenario template (by
the vendor, by another user, or by himself) and select a new
validation method to be associated with the scenario tem-
plate. The user selection may be temporary and be in effect
only for a single campaign execution, or it may be perma-
nent and stay in effect for all executions of campaigns that
are based on the scenario template until a different selection
is explicitly made.

[1263] In a second implementation of the third embodi-
ment, the creator of a scenario template (either the vendor of
the penetration testing system or a user of it) decides which
method of validation is associated with the currently-created
scenario template, and the user of the penetration testing
system cannot later override this decision.

[1264] In any of the above embodiments, the consider-
ations according to which a method of validation is selected
for a given vulnerability, a given damaging operation, a
given scenario template or a given campaign may be based
on any type of reasoning. Specific examples are:

[1265] 1. Based on the type of damaging operation
caused to the tested networked system as a result of
successfully exploiting the vulnerability.

[1266] 2. Based on the probability of being successful
in exploiting the vulnerability.

[1267] 3. Based on the importance of the vulnerability
(for example, a vulnerability that is frequently used by
attackers in recent weeks vs. a vulnerability that is
rarely used).

[1268] 4. Based on the level of reliability desired for the
conclusion of the validation of the vulnerability.

[1269] 5. Based on the goal of the attacker of the
campaign or the scenario template.

[1270] 6. Based on the time of day of executing the
campaign.
[1271] 7. Based on a weighted combination of two or

more of the above factors.
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[1272] As an example, in a penetration testing system that
employs local reconnaissance agents installed in network
nodes of the tested networked system (as shown in FIG. 60,
and as disclosed in U.S. patent application Ser. Nos. 15/681,
782, 15/874,429, 15/940,376, and 15/983,309, and U.S. Pat.
No. 10,038,711 which are all herein incorporated in this
application by reference in their entirety), using the pro-
posed solution results in the steps of each iteration of the
penetration testing process being:
[1273] a. Collecting data from the reconnaissance client
agents installed on some or all already-compromised
nodes.

[1274] b. Based on the collected data (and the vulner-
abilities knowledge base of the penetration testing
system), choosing the network node that will be the
next target node for compromising.

[1275] c. Based on the chosen target node, choosing the
vulnerability that is the most likely to succeed in
compromising the chosen target node.

[1276] d. Selecting the method of validation to be used
for validating the success of the chosen vulnerability
for the chosen target node. The selection is based on
one or more of (i) the method of validation assigned to
the chosen vulnerability, (ii) the method of validation
assigned to the damaging operation associated with the
chosen vulnerability, or (iii) the method of validation
assigned to the current penetration testing campaign,
depending on the embodiment.

[1277] e. Validating the success of the chosen vulner-
ability for the chosen target node using the selected
method of validation. If the selected method of valida-
tion is actual attack, then the validating includes
attempting to exploit the vulnerability against the cho-
sen target node and then collecting data from the
reconnaissance client agent installed on the chosen
target node. The collected data depends on the chosen
vulnerability and includes data of the chosen target
node that is relevant for checking the success of com-
promising the chosen target node by the chosen vul-
nerability. If the selected method of validation is simu-
lation/evaluation, then the validating is achieved in the
remote computing device of the penetration testing
system, without attempting to exploit the vulnerability
against the chosen target node. The validating may
include collecting data from the reconnaissance client
agent installed on the chosen target node.

[1278] f. If necessary, updating the state of the cam-
paign according to the result of the validation.

[1279] g. If not end of campaign, proceed to the next
iteration of the penetration testing campaign.

[1280] Additional Discussion of Methods

[1281] We propose a method (see FIGS. 61A-61C) that is
most useful for executing a penetration testing campaign for
testing a networked system, wherein the executing of the
penetration testing campaign includes validating two differ-
ent vulnerabilities for corresponding two different network
nodes of the networked system by two different validation
methods, the method for executing the penetration testing
campaign comprising:

[1282] a. starting the executing of the penetration test-
ing campaign by the penetration testing system;

[1283] b. determining, by the penetration testing sys-
tem, a first network node of the networked system to be
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the next network node to attempt to compromise in the
penetration testing campaign;

[1284] c. determining, by the penetration testing sys-
tem, a first vulnerability of network nodes to be used
for compromising the first network node;

[1285] d. selecting, by the penetration testing system, a
first validation method for validating the first vulner-
ability for the first network node, the first validation
method being selected from a group comprising active
validation and passive validation;

[1286] e. validating the first vulnerability for the first
network node using the first validation method;

[1287] {. determining, by the penetration testing system,
a second network node of the networked system to be
the next network node to attempt to compromise in the
penetration testing campaign;

[1288] g. determining, by the penetration testing sys-
tem, a second vulnerability of network nodes to be used
for compromising the second network node;

[1289] h. selecting, by the penetration testing system, a
second validation method for validating the second
vulnerability for the second network node, the second
validation method being selected from the group com-
prising active validation and passive validation,
wherein the second validation method is different from
the first validation method;

[1290] i. validating the second vulnerability for the
second network node using the second validation
method;

[1291] j. reporting, by the penetration testing system, at
least one security vulnerability of the networked system
determined to exist based on results of the executing of
the penetration testing campaign, wherein the reporting
comprises at least one of (i) causing a display device to
display a report containing information about the at
least one security vulnerability of the networked sys-
tem, (ii) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (iii) electronically transmitting the
report containing information about the at least one
security vulnerability of the networked system.

[1292] The identity of the first vulnerability may uniquely
determine the first validation method, and the identity of the
second vulnerability may uniquely determine the second
validation method.

[1293] The penetration testing system may be controlled
by a user interface of a computing device, and the method
for executing the penetration testing campaign may further
comprise:

[1294] k. receiving, by the penetration testing system
and via the user interface of the computing device, one
or more manually-entered inputs, the one or more
manually-entered inputs explicitly defining at least one
of (i) a validation method to be used for validating the
first vulnerability, and (ii) a validation method to be
used for validating the second vulnerability.

[1295] We also propose an additional method (see FIGS.
62A-62D) that is most useful for executing a penetration
testing campaign for testing a networked system, wherein
the executing of the penetration testing campaign includes
validating two different vulnerabilities for corresponding
two different network nodes of the networked system by two
different validation methods, the method for executing the
penetration testing campaign comprising:
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[1296] a. starting the executing of the penetration test-
ing campaign by the penetration testing system; p1 b.
determining, by the penetration testing system, a first
network node of the networked system to be the next
network node to attempt to compromise in the penetra-
tion testing campaign;
[1297] c. determining, by the penetration testing sys-
tem, a first vulnerability of network nodes to be used
for compromising the first network node;
[1298] d. selecting, by the penetration testing system, a
first validation method for validating the first vulner-
ability for the first network node, the first validation
method being selected from a group comprising active
validation and passive validation, wherein the selecting
of the first validation method comprises:

[1299] 1i. determining a first damage to the first net-
work node that can be caused by validating the first
vulnerability for the first network node by using
active validation;

[1300] 1ii. selecting the first validation method to be a
validation method that is associated with the first
damage;

[1301] e. validating the first vulnerability for the first
network node using the first validation method;
[1302] f. determining, by the penetration testing system,
a second network node of the networked system to be
the next network node to attempt to compromise in the
penetration testing campaign;
[1303] g. determining, by the penetration testing sys-
tem, a second vulnerability of network nodes to be used
for compromising the second network node;
[1304] h. selecting, by the penetration testing system, a
second validation method for validating the second
vulnerability for the second network node, the second
validation method being selected from the group com-
prising active validation and passive validation,
wherein the second validation method is different from
the first validation method, wherein the selecting of the
second validation method comprises:

[1305] 1i. determining a second damage to the second
network node that can be caused by validating the
second vulnerability for the second network node by
using active validation;

[1306] 1ii. selecting the second validation method to
be a validation method that is associated with the
second damage;

[1307] 1i. validating the second vulnerability for the
second network node using the second validation
method;
[1308] j. reporting, by the penetration testing system, at
least one security vulnerability of the networked system
determined to exist based on results of the executing of
the penetration testing campaign, wherein the reporting
comprises at least one of (i) causing a display device to
display a report containing information about the at
least one security vulnerability of the networked sys-
tem, (ii) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (iii) electronically transmitting the
report containing information about the at least one
security vulnerability of the networked system.

[1309] The identity of the first damage may uniquely
determine the first validation method, and the identity of the
second damage may uniquely determine the second valida-
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tion method. The penetration testing system may be con-
trolled by a user interface of a computing device, and the
method for executing the penetration testing campaign may
further comprise:

[1310] k. receiving, by the penetration testing system
and via the user interface of the computing device, one
or more manually-entered inputs, the one or more
manually-entered inputs explicitly defining at least one
of (i) a validation method associated with the first
damage, and (ii) a validation method associated with
the second damage.

[1311] We also propose yet another method (see FIGS.
63A-63D) that is most useful for executing penetration
testing campaigns for testing a networked system, wherein
the executing of the penetration testing campaigns includes
executing a first penetration testing campaign using a first
validation method for validating vulnerabilities of network
nodes of the networked system, and executing a second
penetration system campaign for testing the networked
system using a second validation method for validating
vulnerabilities of network nodes of the networked system,
the second validation method being different from the first
validation method, the method for executing the penetration
testing campaigns comprising:

[1312] a. starting the executing of the first penetration
testing campaign by the penetration testing system;

[1313] b. determining, by the penetration testing sys-
tem, a first network node of the networked system to be
the next network node to attempt to compromise in the
first penetration testing campaign;

[1314] c. determining, by the penetration testing sys-
tem, a first vulnerability of network nodes to be used
for compromising the first network node;

[1315] d. selecting, by the penetration testing system, a
first validation method for validating the first vulner-
ability for the first network node, the first validation
method being selected from a group comprising active
validation and passive validation;

[1316] e. validating, by the penetration testing system
and as part of the executing of the first penetration
testing campaign, the first vulnerability for the first
network node using the first validation method;

[1317] {. starting the executing of the second penetra-
tion testing campaign by the penetration testing system;

[1318] g. determining, by the penetration testing sys-
tem, a second network node of the networked system to
be the next network node to attempt to compromise in
the second penetration testing campaign;

[1319] h. determining, by the penetration testing sys-
tem, a second vulnerability of network nodes to be used
for compromising the second network node;

[1320] i. selecting, by the penetration testing system, a
second validation method for validating the second
vulnerability for the second network node, the second
validation method being selected from the group com-
prising active validation and passive validation,
wherein the second validation method is different from
the first validation method;

[1321] j. validating, by the penetration testing system
and as part of the executing of the second penetration
testing campaign, the second vulnerability for the sec-
ond network node using the second validation method;

[1322] k. reporting, by the penetration testing system, at
least one security vulnerability of the networked system
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determined to exist based on at least one of (1) results
of the executing of the first penetration testing cam-
paign, and (2) results of the executing of the second
penetration testing campaign, wherein the reporting
comprises at least one of (i) causing a display device to
display a report containing information about the at
least one security vulnerability of the networked sys-
tem, (ii) storing the report containing information about
the at least one security vulnerability of the networked
system in a file and (iii) electronically transmitting the
report containing information about the at least one
security vulnerability of the networked system.
[1323] Ina first case, the first penetration testing campaign
may be based on a first scenario template, the second
penetration testing campaign may be based on a second
scenario template, and the second scenario template may be
different from the first scenario template.
[1324] In that first case, the identity of the first scenario
template may uniquely determine the first validation
method, and the identity of the second scenario template
may uniquely determine the second validation method.
[1325] Also in that first case, the penetration testing sys-
tem may be controlled by a user interface of a computing
device, and the method for executing the penetration testing
campaigns may further comprise:

[1326] 1. receiving, by the penetration testing system
and via the user interface of the computing device, one
or more manually-entered inputs, the one or more
manually-entered inputs explicitly defining at least one
of (i) a validation method to be used for validating
vulnerabilities in a penetration testing campaign that is
based on the first scenario template, and (ii) a validation
method to be used for validating vulnerabilities in a
penetration testing campaign that is based on the sec-
ond scenario template.

[1327] Also in that first case, the one or more manually-
entered inputs may explicitly define at least one of (i) a
validation method to be used for validating vulnerabilities in
all penetration testing campaigns that are based on the first
scenario template, and (ii) a validation method to be used for
validating vulnerabilities in all penetration testing cam-
paigns that are based on the second scenario template.
[1328] In a second case, the first penetration testing cam-
paign and the second penetration testing campaign may be
both based on a common scenario template.

[1329] In that second case, the penetration testing system
may be controlled by a user interface of a computing device,
and the method for executing the penetration testing cam-
paigns may further comprise:

[1330] 1. receiving, by the penetration testing system
and via the user interface of the computing device, one
or more manually-entered inputs, the one or more
manually-entered inputs explicitly defining a validation
method to be used for validating vulnerabilities in a
penetration testing campaign that is based on the com-
mon scenario template.

[1331] Also in that second case, the one or more manually-
entered inputs may explicitly define a validation method to
be used for validating vulnerabilities in all penetration
testing campaigns that are based on the common scenario

template.
[1332] Definitions
[1333] This disclosure should be interpreted according to

the definitions below. In case of a contradiction between the
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definitions in this Definitions section and other sections of
this disclosure, this section should prevail.

[1334] Incase ofa contradiction between the definitions in
this section and a definition or a description in any other
document, including in another document incorporated in
this disclosure by reference, this section should prevail, even
if the definition or the description in the other document is
commonly accepted by a person of ordinary skill in the art.

[1335] 1. “computing device”—Any device having a
processing unit into which it is possible to install code
that can be executed by the processing unit. The
installation of the code may be possible even while the
device is operative in the field or it may be possible
only in the factory.

[1336] 2.“peripheral device”—Any device, whether a
computing device or not, that provides input or output
services to at least one other device that is a computing
device. Examples of peripheral devices are printers,
plotters, scanners, environmental sensors, smart-home
controllers, digital cameras, speakers and display
screens. A peripheral device may be directly connected
to a single computing device or may be connected to a
communication system through which it can commu-
nicate with one or more computing devices. A storage
device that is (i) not included in or directly connected
to a single computing device, and (ii) accessible by
multiple computing devices, is a peripheral device.

[1337] 3.“network™ or “computing network”™ —A col-
lection of computing devices and peripheral devices
which are all connected to common communication
means that allow direct communication between any
two of the devices without requiring passing the com-
municated data through a third device. The network
includes both the connected devices and the commu-
nication means. A network may be wired or wireless or
partially wired and partially wireless.

[1338] 4.“networked system” or “networked computing
system”—One or more networks that are intercon-
nected so that communication is possible between any
two devices of the one or more networks, even if they
do not belong to the same network. The connection
between different networks of the networked system
may be achieved through dedicated computing devices,
and/or through computing devices that belong to mul-
tiple networks of the networked system and also have
other functionality in addition to connecting between
networks. The networked system includes the one or
more networks, any connecting computing devices and
also peripheral devices accessible by any computing
device of the networked system. Note that a single
network is a networked system having only one net-
work, and therefore a network is a special case of a
networked system.

[1339] 5.“module ™—A portion of a system that imple-
ments a specific task. A module may be composed of
hardware, software or any combination of both. For
example, in a module composed of both hardware and
software, the hardware may include a portion of a
computing device, a single computing device or mul-
tiple computing devices, and the software may include
software code executed by the portion of the computing
device, by the single computing device or by the
multiple computing devices. A computing device asso-
ciated with a module may include one or more proces-
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sors and computer readable storage medium (non- the given networked system under the conditions cur-
transitory, transitory or a combination of both) for rently existing in the given network node or the given
storing instructions or for executing instructions by the networked system.
one or more processors. [1346] The validation of the vulnerability may be
[1340] 6.“network node of a networked system” or achieved by actively attempting to compromise the
“node of a networked system”—Any computing device given network node or the given networked system
or peripheral device that belongs to the networked and then checking if the compromising attenipt was
system. suc.cess.ful. Such validation is referred to as “active
[1341] 7.“security vulnerability of a network node” or validation”. . . .
“vulnerability of a network node”—A weakness which [13.'47] Alternat.lvely, the v ahdapon of the Vqlne.rabll-
allows an attacker to compromise the network node. A ity may be acl.n.eved by mmulatlng the explmtgtlon of
vulnerability of a network node may be caused by one the vulnerability or bY otherw 1se eyaluatlng the
or more of a flawed configuration of a component of the results of such ex.p101tat101.1 without actively attempt-
network node, a flawed setting of a software module in g to compromise the given net\.)vorlf nqde or the
the network node, a bug in a software module in the given ‘I‘letwgrked systgm.”Such Vahdatl.on 18 refeqed
network node, a human error while operating the net- to as “passive ,V?hdat,lon - Note .that Just assuming
work node, having trust in an already-compromised that a vulnerability will sucgeed in compromising a
other network node. and the like. given network node or a given networked system
’ under current conditions without executing either
[1342] . A weakness that allows an .a.ttacker to com- active validation or passive validation, is not con-
promise a network node only conditionally, depend- sidered as validating the vulnerability.
ing on current conditiogs in the network node or in [1348] 10 “vulnerability management™—A cyclical
the. netvxforke.:d system m,V,Vthh the network node practice of identifying, classifying, remediating, and
resides, s still a vulnerability of the net\york node, mitigating vulnerabilities of network nodes in a net-
but may also be referred to as a “potential vulner- worked system.
ability of the network node”. For example, a vulner- « . R « N
. . . [1349] 11.“penetration testing” or “pen testing” (in
ablhty.that COMPromises any network node running some references also known as “red team assessment”
the Windows 7 Operatmg System, but only if the or “red team testing”, but in other references those
network node receives Mmessages through 2 certamn terms referring to a red team have a different meaning
Int.ernet port, can be said to be a Vulnerablhty. of any fhan “penetration testing”)—A process in which a
Wlndows 7 network. gode, and can also be said to be networked system is evaluated in order to determine if
a pot.entlal vulnerability O.f any such I.lo.de' Note .th.at it can be compromised by an attacker by utilizing one
in this exa.n.lple the potentla.l vulnerability may fail mn or more security vulnerabilities of the networked sys-
compromising the node? .elth.e r because the certain tem. If it is determined that the networked system can
port 1s not open (@ gondmon in the node) or because be compromised, then the one or more security vulner-
a ﬁre?wall s blocking messages from reaching the abilities of the networked system are identified and
certain port in the node (a condition of the networked reported.
system). ) . [1350] Unlike a vulnerability management process
[1343]  8.“security vulnerability of a networked system™ which operates at the level of isolated vulnerabilities
or “vulnerability of a networked system”—A weakness of individual network nodes, a penetration test may
which allows an attacker to compromise the networked operate at a higher level which considers vulnerabili-
system. A vulnerability of a networked system may be ties of multiple network nodes that might be jointly
caused by one or more of a vulnerability of a network used by an attacker to compromise the networked
node of the networked system, a flawed configuration system.
of a component of the networked system, a flawed [1351] A penetration testing process involves at least
setting of a software module in the networked system, the following functions: (i) a reconnaissance func-
abugina soft\yare modqle in the networked system, a tion, (ii) an attack function, and (iii) a reporting
human error while operating the networked system, and function. It should be noted that the above functions
the like. do not necessarily operate sequentially according to
[1344] A weakness that allows an attacker to com- the above order, but may operate in parallel or in an
promise a networked system only conditionally, interleaved mode.
depending on current conditions in the networked [1352] Unless otherwise explicitly specified, a reference to

system, is still a vulnerability of the networked
system, but may also be referred to as a “potential
vulnerability of the networked system”. For
example, if a network node of the networked system
has a potential vulnerability then that vulnerability
can be said to be a vulnerability of the networked
system, and can also be said to be a potential
vulnerability of the networked system.

penetration testing should be understood as referring to
automated penetration testing.

[1353] 12.“automated penetration testing”—Penetra-
tion testing in which at least one of the reconnaissance
function, the attack function and the reporting function
is at least partially automated.

[1354] 13.“penetration testing system”—A system
capable of performing penetration testing, regardless if

[1345] 9.“validating a vulnerability” or “validating a composed of hardware, software or combination of
potential vulnerability” (for a given network node or both.
for a given networked system)—Verifying that the [1355] 14.“reconnaissance function” or “recon func-

vulnerability compromises the given network node or tion”—The function in a penetration testing process
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that handles collection of data about the tested net-
worked system. The collected data may include internal
data of one or more network nodes of the tested
networked system. Additionally, the collected data may
include data about communication means of the tested
networked system and about peripheral devices of the
tested networked system. The collected data may also
include data that is only indirectly related to the tested
networked system, for example business intelligence
data about the organization owning the tested net-
worked system, collected in order to use it for assessing
importance of resources of the networked system.

[1356] The functionality of a reconnaissance function
may be implemented by any combination of (i)
software executing in a remote computing device,
where the remote computing device may probe the
tested networked system for the purpose of collect-
ing data about it, (ii) hardware and/or software
simulating or duplicating the tested networked sys-
tem, (iii) a reconnaissance agent software module
executing in one or more network nodes of the tested
networked system.

[1357] 15.“attack function”—The function in a penetra-
tion testing process that handles determination of
whether one or more security vulnerabilities exist in the
tested networked system. The determination is based
on data collected by the reconnaissance function of the
penetration testing. The attack function generates data
about each of the identified security vulnerabilities, if
any.

[1358] The functionality of an attack function may be
implemented by any combination of (i) software
executing in a remote computing device, where the
remote computing device may attack the tested net-
worked system for the purpose of verifying that it
can be compromised, (ii) hardware and/or software
simulating or duplicating the tested networked sys-
tem, (iii) an attack agent software module executing
in one or more network nodes of the tested net-
worked system.

[1359] The methods used by an attack function may
include executing a real attack on the tested net-
worked system by attempting to change at least one
setting, mode or state of a network node or of a
hardware or software component of a network node,
in order to verify that the tested networked system
may be compromised. In such case, the attempt may
result in actually compromising the tested networked
system. Alternatively, the methods used by an attack
function may be such that whenever there is a need
to verify whether a setting, a mode or a state of a
network node or of a hardware or software compo-
nent of a network node can be changed in a way that
compromises the tested networked system, the veri-
fication is done by simulating the effects of the
change or by otherwise evaluating them without ever
actually compromising the tested networked system.

[1360] 16.“reporting function”—The function in a pen-

etration testing process that handles reporting of results

of the penetration testing. The reporting comprises at

least one of (i) causing a display device to display a

report including information about the results of the

penetration testing, (ii) recording a report including
information about the results of the penetration testing
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in a file, and (iii) electronically transmitting a report

including information about the results of the penetra-

tion testing.

[1361] The functionality of a reporting function may
be implemented by software executing in a remote
computing device, for example in the computing
device implementing the attack function of the pen-
etration testing.

[1362] 17.“recovery function” or “clean-up function”—
The function in a penetration testing process that
handles cleaning-up after a penetration test. The recov-
ery includes undoing any operation done during the
penetration testing process that results in compromis-
ing the tested networked system.

[1363] The functionality of a recovery function may
be implemented by any combination of (i) software
executing in a remote computing device, for example
in the computing device implementing the attack
function of the penetration testing, (ii) an attack
agent software module executing in one or more
network nodes of the tested networked system.

[1364] 18.“a campaign of penetration testing” or “pen-
etration testing campaign” or just “campaign”—A spe-
cific run of a specific test of a specific networked
system by the penetration testing system.

[1365] An execution of a campaign must end by one of the
following: (i) determining by the penetration testing system
that the goal of the attacker was reached by the campaign,
(i1) determining by the penetration testing system that the
goal of the attacker cannot be reached by the campaign, (iii)
if the campaign is assigned a time limit, exceeding the time
limit by the campaign, and (iv) manually terminating the
campaign by a user of the penetration testing system.

[1366] 19.“results of a penetration testing campaign”—
Any output generated by the penetration testing cam-
paign. This includes, among other things, data about
any security vulnerability of the networked system
tested by the penetration testing campaign that is
detected by the campaign. It should be noted that in this
context the word “results” is used in its plural form
regardless of the amount of output data generated by
the penetration testing campaign, including when the
output consists of data about a single security vulner-
ability.

[1367] 20.“information item of a campaign™—A vari-
able data item that a penetration testing system must
know its value before executing the campaign. Note
that a data item must be able to have different values at
different campaigns in order to be considered an infor-
mation item of the campaign. If a data item always has
the same value for all campaigns, it is not an informa-
tion item of the campaign, even if it must be known and
is being used by the penetration testing system when
executing the campaign.

[1368] An information item of a campaign is either a
primary information item of the campaign or a
secondary information item of the campaign.

[1369] A type of an attacker and a goal of an attacker
are examples of information items of a campaign.
Another example of an information item of a cam-
paign that is more complex than the previous two
simple examples is a subset of the network nodes of
the networked system that is assumed to be already
compromised at the time of beginning the penetra-
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tion testing campaign, with the subset defined either
by an explicit selection of network nodes or by a
Boolean condition each node of the subset has to
satisfy.

[1370] A value of an information item may be com-
posed either of a simple value or of both a main value
and one or more auxiliary values. If a specific main
value of an information item requires one or more
auxiliary values that complete the full characteriza-
tion of the value, then the combination of the main
value and the one or more auxiliary values together
is considered to be the value assigned to the infor-
mation item. For example, for a “goal of the
attacker” information item, after a user selects a main
value of “exporting a specific file from whatever
node having a copy of it”, the user still has to provide
a file name as an auxiliary value in order for the goal
information item to be fully characterized. In this
case the combination of “exporting a specific file
from whatever node having a copy of it” and the
specific file name is considered to be the value of the
“goal of the attacker” information item.

[1371] 21.“primary information item of a campaign™—
An information item of the campaign which is com-
pletely independent of previously selected values of
other information items of the campaign. In other
words, the options available to a user for selecting the
value of a primary information item of the campaign
are not dependent on any value previously selected for
any another information item of the campaign. For
example, the options available to the user for selecting
a goal of the attacker are independent of values previ-
ously selected for any other information item of the
campaign, and therefore the goal of the attacker is a
primary information item of the campaign.
[1372] 22.secondary information item of a cam-
paign”—An information item of the campaign which
depends on at least one previously selected value of
another information item of the campaign. In other
words, the options available to a user for selecting the
value of a secondary information item of the campaign
depend on at least one value previously selected for
another information item of the campaign. For
example, the options available to the user for selecting
a capability of an attacker may depend on the previ-
ously selected value of the type of the attacker. For a
first type of attacker the available capabilities to select
from may be a first group of capabilities, while for a
second type of attacker the available capabilities to
select from may be a second group of capabilities,
different from the first group. Therefore, a capability of
the attacker is a secondary information item of the
campaign.

[1373] 23.“specifications of a campaign” or “sce-

nario”—A collection of values assigned to all informa-

tion items of the campaign. As having a value for each
information item of a campaign is essential for running
it, a campaign of a penetration testing system cannot be
run without providing the penetration testing system
with full specifications of the campaign. A value of an

information item included in the specifications of a

campaign may be manually selected by a user or may

be automatically determined by the penetration testing
system. In the latter case, the automatic determination
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by the system may depend on one or more values
selected by the user for one or more information items
of the campaign, or it may be independent of any
selection by the user. For example, the selection of the
capabilities of the attacker may automatically be deter-
mined by the system based on the user-selected type of
the attacker, and the lateral movement strategy of the
attacker may be automatically determined by the sys-
tem independently of any user selection.

24 “pre-defined scenario”, “pre-defined test sce-
nario”, “scenario template” or “template scenario”—A
scenario that exists in storage accessible to a penetra-
tion testing system before the time a campaign is
started, and can be selected by a user of the penetration
testing system for defining a campaign of penetration
testing.

[1375] A pre-defined scenario may be created and
provided by the provider of the penetration testing
system and may be part of a library of multiple
pre-defined scenarios. Alternatively, a pre-defined
scenario may be created by the user of the penetra-
tion testing system using a scenario editor provided
by the provider of the penetration testing system.

[1376] A penetration testing system may require that
a campaign of penetration testing that is based on a
pre-defined scenario must have all its values of
information items taken from the pre-defined sce-
nario, with no exceptions. Alternatively, a penetra-
tion testing system may allow a user to select a
pre-defined scenario and then override and change
one or more values of information items of a cam-
paign that is based on the pre-defined scenario.

25 “attacker” or “threat actor”—An entity,
whether a single person, a group of persons or an
organization, that might conduct an attack against a
networked system by penetrating it for uncovering its
security vulnerabilities and/or for compromising it.
26.“a type of an attacker”—A classification of
the attacker that indicates its main incentive in con-
ducting attacks of networked systems. Typical values
for a type of an attacker are state-sponsored, opportu-
nistic cyber criminal, organized cyber criminal and
insider.
[1379] An attacker can have only a single type.
27 “a capability of an attacker”—A tool in the
toolbox of the attacker. A capability describes a specific
action that the attacker can perform. Examples of
capabilities are copying a local file of a network node
and exporting it to the attacker out of the networked
system and remotely collecting database information
from an SQL server of the networked system. In some
systems, selecting a type of an attacker causes a cor-
responding default selection of capabilities for that type
of attacker, but the user may have an option to override
the default selection and add or delete capabilities.

[1381] An attacker can have one or multiple capa-
bilities.
[1382] 28.“a method of a capability”—A combination

of (1) an algorithm for implementing the capability, and
(ii) a required condition for the capability to be appli-
cable and feasible for an attacker having that capability.
For example, an opportunistic cyber-criminal may have
the knowledge of forcing RCE (Remote Code Execu-
tion) in a browser of a targeted network node using a
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simple and well-known algorithm, but that algorithm is
only applicable when the browser is an old version of
IE (Internet Explorer) not higher than a specific version
number. On the other hand, a state-sponsored attacker
may have the knowledge of forcing RCE using a
complex and sophisticated algorithm, that algorithm
being applicable to every type of browser and every
version of it. The two attackers both have the same
capability of forcing RCE for browsers, but have dif-
ferent methods for that capability—for one attacker the
RCE capability is implemented by a first method which
is limited to a certain subclass of browsers, while for
the other attacker the RCE capability is implemented
by a second method which is applicable to all browsers.
[1383] The condition of a method may be the trivial
condition that is always satisfied, as is demonstrated
in the above example in which a state-sponsored
attacker has an RCE capability with an always-true
condition. A capability can have one or multiple
methods.
[1384] 29.“a trait of an attacker”—A behavioral and
non-technical feature of the attacker that may affect
how he conducts his attack. A trait may be a condition
controlling the conducting of the attack by the attacker.
An example of a trait of an attacker is the sensitivity of
the attacker to detection (a.k.a. the aggression level of
the attacker). A state-sponsored attacker may be
assumed to only use his capabilities if the attack can be
hidden and remain undetected by the organization
owning the attacked networked system. On the other
hand, an opportunistic cyber criminal that has the same
capabilities and methods may be assumed to com-
pletely ignore considerations of being detected or not.
The two attackers have the same capabilities and meth-
ods, but different values for the sensitivity to detection
trait, that control their operation during the attack.
Alternatively, a trait may have several (more than two)
discrete possible values. For example, the sensitivity to
detection trait described above, may be assigned any
one of the values “highly sensitive”, “moderately sen-
sitive” and “not sensitive”. Alternatively, a trait may
have a value selectable from a continuous scale, for
example from the range [0 . . . 100].
[1385] An attacker can have one or multiple traits.
[1386] 30.“a level of sensitivity to detection of an
attacker” or “an aggression level of an attacker”—The
extent to which the attacker prefers not to be detected
while carrying out his attack. A high level of sensitivity
to detection or a high aggression level indicate a strong
preference for not being detected. A low level of
sensitivity to detection or low aggression level indicate
weak preference for not being detected. The sensitivity/
aggression level may be specified as one of two pos-
sible values (e.g. “sensitive” vs. “not sensitive”). Alter-
natively, the sensitivity/aggression level may be
specified as one of several (more than two) discrete
possible values (e.g. “highly sensitive”, “moderately
sensitive”, “moderately not sensitive”, “highly not sen-
sitive”). Alternatively, the sensitivity/aggression level
may be specified as a value selectable from a continu-
ous scale (e.g. from the range [0 . . . 10]).
[1387] 31.“a goal of an attacker”—What the attacker of
a campaign is trying to achieve when attacking a
targeted networked system. In other words, what is the
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criterion according to which the attacker will judge
whether the attack was a success or a failure and/or to
what extent was it a success or a failure. Selecting a
type of an attacker may cause a default selection of a
goal for that attacker, but the user may have an option
to override the default selection. An attacker can have
one or multiple goals.

32.“a resource-specific goal of an attacker”—A
goal of the attacker that has a characteristic of being
associated with a specific resource in the tested net-
worked system. Examples of resource-specific goals
are deleting a specific folder, shutting down a specific
peripheral device, and exporting a specific file out of
the networked system. The specific resource may be
identified by a name (e.g. a file name), an address (e.g.
a network address of a peripheral device), a serial
number (e.g. a serial number of a peripheral device), or
in any other way that unambiguously identifies it. Note
that a goal specifying a resource existing in multiple
identical copies in the networked system (e.g. a file
existing in multiple network nodes), where the attacker
does not mind which of the copies is targeted, is a
resource-specific goal.

33 .“a file-specific goal of an attacker”—A goal
of the attacker that has a characteristic of being asso-
ciated with a specific file in the tested networked
system. Examples of file-specific goals are deleting a
specific file, exporting a specific file out of the net-
worked system, and encrypting a specific file. The
specific file may be identified by a name (e.g. a file
name), or in any other way that unambiguously iden-
tifies it. Note that a goal specifying a file existing in
multiple identical copies in the networked system (e.g.
a file existing in multiple network nodes), where the
attacker does not mind which of the copies is targeted,
is a file-specific goal. Also note a file-specific goal is
also a resource-specific goal.

34.“a node-count-maximizing goal of an
attacker”—A goal of the attacker that has a character-
istic of being associated with maximizing the number
of network nodes satisfying a given condition.
Examples of node-count-maximizing goals are com-
promising as many nodes as possible, and encrypting at
least one file on as many nodes as possible. A goal that
is associated with increasing the number of network
nodes satistfying a given condition until a given net-
worked-system-level condition is satisfied, is also a
node-count-maximizing goal. An example of such goal
is compromising enough network nodes so that the
ratio of the number of already-compromised nodes to
the number of not-yet-compromised nodes in the net-
worked system is higher than a given threshold. How-
ever, a goal of compromising a given number of nodes
in the networked system is not a node-count-maximiz-
ing goal, because it does not include a networked-
system-level condition.

35“a file-count-maximizing goal of an
attacker”—A goal of the attacker that has a character-
istic of being associated with maximizing the number
of files satisfying a given condition. Examples of
file-count-maximizing goals are exporting out of the
networked system as many files as possible, and
encrypting as many files as possible. A goal that is
associated with increasing the number of files satisfy-
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ing a given condition until a given networked-system-
level condition is satisfied, is also a file-count-maxi-
mizing goal. An example of such goal is exporting
outside the networked system of files having a total size
that is more than a given size. However, a goal of
exporting a given number of files is not a file-count-
maximizing goal, because it does not include a net-
worked-system-level condition.

[1392] 36.“an  encryption-related goal of an
attacker”—A goal of an attacker that has a character-
istic of being associated with encrypting one or more
files. Examples of encryption-related goals are encrypt-
ing a specific file, encrypting as many files as possible,
and encrypting as many files of a specific file type. Note
that an encryption-related goals is also a file-damage-
related goal.

[1393] 37.“afile-exporting goal of an attacker”—A goal
of an attacker that has a characteristic of being asso-
ciated with exporting one or more files out of the
networked system. Examples of file-exporting goals are
exporting a specific file, exporting as many files as
possible, and exporting as many files of a specific type.

[1394] 38.“a file-size-related goal of an attacker”—A
goal of an attacker that has a characteristic of being
associated with the file size of one or more files.
Examples of file-size-related goals are exporting a file
larger than 100 Megabytes, exporting one or more files
whose combined size is larger than 100 Megabytes, and
encrypting one or more files whose combined size is
larger than 100 Megabytes.

[1395] 39.“a file-type-related goal of an attacker”—A
goal of an attacker that has a characteristic of being
associated with a file type of one or more files.
Examples of file-type-related goals are exporting out of
the networked system of as many files of a given type
as possible, and encrypting as many files of a given
type as possible.

[1396] 40. “a file-damage-related goal of an
attacker”—A goal of an attacker that has a character-
istic of being associated with damaging one or more
files. Examples of file-damage-related goals are delet-
ing a specific file, deleting as many files as possible,
and renaming as many files as possible.

[1397] 41. “a node-condition-based goal of an
attacker”—A goal of an attacker that has a character-
istic of being associated with a Boolean condition
applied to network nodes of the tested networked
system. One example of a node-condition-based goal is
compromising a given number of network nodes, all of
which are members of a subset of the nodes of the
tested networked system, where the subset of nodes is
defined as all nodes of the tested networked system
satisfying a given condition. The condition may be, for
example, “running the Windows 7 Operating system”
or “being a mobile device”. Another example of a
node-condition-based goal is compromising all the
network nodes that are members of a subset of the
nodes of the tested networked system, where the subset
of nodes is defined as all the nodes of the tested
networked system satisfying a given condition, where
the given condition is “having a cellular communica-
tion channel”.
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[1398] 42. “a lateral movement strategy of an
attacker”—A decision logic applied by the attacker of
a campaign for selecting the next network node to try
to compromise.

[1399] During a penetration testing campaign, the
attacker is assumed to make progress by an iterative
process in which in each iteration he selects the next
node to attack, based on the group of network nodes
he already controls (i.e. that are already compro-
mised). If the attack on the selected node is success-
ful, that node is added to the group of nodes that are
already compromised, and another iteration starts. If
the attempt to compromise the selected node fails,
another node is selected, either according to some
other rule or randomly.

[1400] It should be noted that all types of penetration
testing systems, whether using simulated penetration
testing, actual attack penetration testing or some
other form of penetration testing, must use a lateral
movement strategy. In the case of a penetration
testing system that actually attacks the tested net-
worked system, the lateral movement strategy selects
the path of attack actually taken through the net-
worked system. In the case of a penetration testing
system that simulates or evaluates the results of
attacking the tested networked system, the lateral
movement strategy selects the path of attack taken in
the simulation or the evaluation through the net-
worked system. Therefore in the above explanation,
the term “attack” should be understood to mean
“actual attack or simulated attack”, the term “already
controls” should be understood to mean “already
controls or already determined to be able to control”,
the term “already compromised” should be under-
stood to mean “already compromised or already
determined to be compromisable”, etc.

[1401] Asimple example of a lateral movement strategy
is a “depth first” strategy. In such strategy, the next
network node to try to compromise is an immediate
neighbor of the last network node that was compro-
mised that is not yet compromised (provided such
neighbor node exists). Two network nodes are “imme-
diate neighbors” of each other if and only if they have
a direct communication link between them that does
not pass through any other network node.

[1402] Another simple example is a “breadth search”
strategy. In such strategy, the next network node to
try to compromise is a network node whose distance
from the first node compromised by the campaign is
the smallest possible. The distance between two
network nodes is the number of network nodes along
the shortest path between them, plus one. A path is an
ordered list of network nodes in which each pair of
adjacent nodes in the list is a pair of immediate
neighbors. Thus, the distance between two immedi-
ate neighbors is one.

[1403] An example of a more advanced lateral move-
ment strategy is a strategy that is applicable when a
goal of the attacker is related to a resource of the
networked system that resides in a specific network
node. In such case the next network node to try to
compromise may be selected by determining the
shortest path in the networked system leading from
an already compromised node to the specific node
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containing the desired resource, and picking the first
node on this path to be the next node to try to
compromise. Note that if the shortest path has a
length of one (which happens when the specific node
is an immediate neighbor of an already compromised
node), then the next node to try to compromise is the
specific node containing the desired resource.
Another example of a lateral movement strategy is a
strategy that gives priority to network nodes satis-
fying a specific condition, for example nodes that are
known to have a specific weakness, such as running
the Windows XP operating system. In such case the
next node to try to compromise is a node that satisfies
the condition and is also an immediate neighbor of
an already compromised node (if such node exists).
Selecting a type of an attacker may cause a default
selection of a lateral movement strategy for that
attacker, but the user may have an option to override
the default selection.

An attacker can only have a single lateral move-
ment strategy.

[1405] 43 .“penetration testing by simulation™ or “simu-
lated penetration testing”—Penetration testing in which
(1) the functionality of the reconnaissance function is
fully implemented by software executing by a remote
computing device and/or by hardware and/or software
simulating or duplicating the tested networked system,
where the remote computing device may probe the
tested networked system for the purpose of collecting
data about it, as long as this is done without risking
compromising the tested networked system, and (ii) the
methods used by the attack function are such that
whenever there is a need to verify whether a setting, a
mode or a state of a network node or of a hardware or
software component of a network node can be changed
in a way that compromises the tested networked sys-
tem, the verification is done by simulating the effects of
the change or by otherwise evaluating them without
risking compromising the tested networked system.
[1406] 44.“penetration testing by actual attack” or
“actual attack penetration testing” or “penetration test-
ing by actual exploit” or “actual exploit penetration
testing”—Penetration testing in which (i) the function-
ality of the reconnaissance function is fully imple-
mented by (A) software executing in a remote com-
puting device, where the remote computing device may
probe the tested networked system for the purpose of
collecting data about it even if this risks compromising
the tested networked system, and/or by (B) software
executing in one or more network nodes of the tested
networked system that analyzes network traffic and
network packets of the tested networked system for
collecting data about it, and (ii) the methods used by the
attack function include executing a real attack on the
tested networked system by attempting to change at
least one setting, mode or state of a network node or of
a hardware or software component of a network node
in order to verify that the tested networked system may
be compromised, such that the attempt may result in
compromising the tested networked system.

[1407] 45.“penetration testing by reconnaissance
agents” or “reconnaissance agent penetration test-
ing”—Penetration testing in which (i) the functionality
of the reconnaissance function is at least partially

&5

[1408]

[1409]

Aug. 8, 2019

implemented by a reconnaissance agent software mod-
ule installed and executed in each one of multiple
network nodes of the tested networked system, where
the data collected by at least one instance of the
reconnaissance agent software module includes inter-
nal data of the network node in which it is installed, and
the data collected by at least one instance of the
reconnaissance agent software module is at least par-
tially collected during the penetration testing process,
and (ii) the methods used by the attack function are
such that whenever there is a need to verify whether a
setting, a mode or a state of a network node or of a
hardware or software component of a network node can
be changed in a way that compromises the tested
networked system, this is done by simulating the effects
of the change or by otherwise evaluating them without
risking compromising the tested networked system.

46.“reconnaissance client agent”, “reconnais-
sance agent” or “recon agent”—A software module that
can be installed on a network node and can be executed
by a processor of that network node for partially or
fully implementing the reconnaissance function of a
penetration test. A reconnaissance agent must be
capable, when executed by a processor of the network
node in which it is installed, of collecting data at least
about some of the events occurring in the network
node. Such events may be internal events of the net-
work node or messages sent out of the network node or
received by the network node. A reconnaissance agent
may be capable of collecting data about all types of
internal events of its hosting network node. Addition-
ally, it may be capable of collecting other types of data
of its hosting network node. A reconnaissance agent
may additionally be capable of collecting data about
other network nodes or about other components of a
networked system containing the hosting network
node. A reconnaissance agent may be persistently
installed on a network node, where “persistently”
means that once installed on a network node the
reconnaissance agent survives a reboot of the network
node. Alternatively, a reconnaissance agent may be
non-persistently installed on a network node, where
“non-persistently” means that the reconnaissance agent
does not survive a reboot of the network node and
consequently should be installed again on the network
node for a new penetration test in which the network
node takes part, if the network node was rebooted since
the previous penetration test in which it took part.

47 “attack client agent” or “attack agent”—A
software module that can be installed on a network
node and can be executed by a processor of that
network node for partially or fully implementing the
attack function of a penetration test. Typically, an attack
agent is installed by an actual attack penetration testing
system in a network node that it had succeeded to
compromise during a penetration test. Once installed
on such network node, the attack agent may be used as
a tool for compromising other network nodes in the
same networked system. In such case, the attack agent
may include code that when executed by a processor of
the compromised network node compromises another
network node that is adjacent to it in the networked
system, possibly taking advantage of the high level of
trust it may have from the point of view of the adjacent
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network node. Another type of an attack agent may

include code that when executed by a processor of a

network node determines whether that network node

would be compromised if a given operation is per-
formed.

[1410] 48.“penetration testing software module” or
“remote computing device penetration testing software
module”—A software module that implements the full
functionality of a penetration testing system, except for
the functionality implemented by (i) reconnaissance
agents, (ii) attack agents, and (iii) hardware and/or
software simulating or duplicating the tested networked
system, if such components are used in the implemen-
tation of the penetration testing system.

[1411] The penetration testing software module may
be installed and executed on a single computing
device or comprise multiple software components
that reside on multiple computing devices. For
example, a first component of the penetration testing
software module may implement part or all of the
reconnaissance function and be installed and
executed on a first computing device, a second
component of the penetration testing software mod-
ule may implement part or all of the attack function
and be installed and executed on a second computing
device, and a third component of the penetration
testing software module may implement the report-
ing function and be installed and executed on a third
computing device.

[1412] 49.“internal data of a network node”—Data
related to the network node that is only directly acces-
sible to code executing by a processor of the network
node and is only accessible to any code executing
outside of the network node by receiving it from code
executing by a processor of the network node.
Examples of internal data of a network node are data
about internal events of the network node, data about
internal conditions of the network node, and internal
factual data of the network node.

[1413] 50.“internal event of/in a network node”—An
event occurring in the network node whose occurrence
is only directly detectable by code executing by a
processor of the network node. Examples of an internal
event of a network node are an insertion of a USB drive
into a port of the network node, and a removal of a USB
drive from a port of the network node. An internal event
may be a free event or a non-free event.

[1414] It should be noted that the term “an event of X
refers to any occurrence of an event of the type X and not
to a specific occurrence of it. For referring to a specific
occurrence of an event of type X one should explicitly say
“an occurrence of event of X”. Thus, a software module
which looks for detecting insertions of a USB drive into a
port is “detecting an event of USB drive insertion”, while
after that module had detected such event it may report “an
occurrence of an event of USB drive insertion”.

[1415] 51 .“internal condition of/in a network node”—A
Boolean condition related to the network node which
can only be directly tested by code executing by a
processor of the network node. Examples of an internal
condition of a network node are whether the local disk
of the terminal node is more than 98% full or not, and
whether a USB drive is currently inserted in a port of
the network node.
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[1416] 52.“internal factual data of/in a network node”

or “internal facts of a network node”—Facts related to
the network node which can only be directly found by
code executing by a processor of the network node.
Examples of factual data of a network node are the
version of the firmware of a solid-state drive installed
in the network node, the hardware version of a proces-
sor of the network node, and the amount of free space
in a local disk of the network node.

[1417] 53.“resource of a networked system”—A file in

a network node of the networked system, a folder in a
network node of the networked system, credentials of
a user of the networked system, a peripheral device of
a network node of the networked system, or a periph-
eral device directly attached to a network of the net-
worked system.

[1418] 54.“compromising a network node”—Success-

fully causing execution of an operation in the network
node that is not allowed for the entity requesting the
operation by the rules defined by an administrator of
the network node, or successfully causing execution of
code in a software module of the network node that was
not predicted by the vendor of the software module.
Examples for compromising a network node are read-
ing a file without having read permission for it, modi-
fying a file without having write permission for it,
deleting a file without having delete permission for it,
exporting a file out of the network node without having
permission to do so, getting an access right higher than
the one originally assigned without having permission
to get it, getting a priority higher than the one originally
assigned without having permission to get it, changing
a configuration of a firewall network node such that it
allows access to other network nodes that were previ-
ously hidden behind the firewall without having per-
mission to do it, and causing execution of software
code by utilizing a buffer overflow. As shown by the
firewall example, the effects of compromising a certain
network node are not necessarily limited to that certain
network node. In addition, executing successful ARP
spoofing, denial-of-service, man-in-the-middle or ses-
sion-hijacking attacks against a network node are also
considered compromising that network node, even if
not satisfying any of the conditions listed above in this
definition.

[1419] 55.“ARP spoofing”—a technique for compro-

mising a target network node in which an attacker sends
a false Address Resolution Protocol (ARP) reply mes-
sage to the target network node. The aim is to associate
an attacker’s MAC address (either a MAC address of
the node sending the false ARP reply message or a
MAC address of another node controlled by the
attacker) with the IP address of another host, such as the
default gateway, causing any traffic sent by the target
node and meant for that IP address to be sent to the
attacker instead. ARP spoofing may allow an attacker to
intercept data frames on a network, modify the traffic,
or stop all traffic to a certain node. Often the attack is
used as an opening for other attacks, such as denial-
of-service, man-in-the-middle, or session-hijacking
attacks.

[1420] 56.“denial-of-service attack™—a cyber-attack

where an attacker seeks to make a service provided by
a network node to other network nodes unavailable to
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its intended users either temporarily or indefinitely. The
denial-of-service attack may be accomplished by flood-
ing the node providing the targeted service with super-
fluous requests in an attempt to overload it and prevent
some or all legitimate requests from being fulfilled.
Alternatively, the denial-of-service attack may be
accomplished by causing some or all of the legitimate
requests addressed to the targeted service to not reach
their destination.

[1421] 57.“man-in-the-middle attack”—a cyber-attack
where an attacker secretly relays and possibly alters the
communication between two network nodes who
believe they are directly communicating with each
other. One example of man-in-the-middle attacks is
active eavesdropping, in which the attacker makes
independent connections with the victims and relays
messages between them to make them believe they are
communicating directly with each other, when in fact
the entire communication session is controlled by the
attacker. The attacker must be able to intercept all
relevant messages passing between the two victims and
inject new ones.

[1422] 58.“session-hijacking attack”—a cyber-attack
where a valid communication session between two
network nodes in a networked system is used by an
attacker to gain unauthorized access to information or
services in the networked computer system.

[1423] 59.“compromising a networked system”—Com-
promising at least one network node of the networked
system or successfully causing execution of an opera-
tion in the networked system that is not allowed for the
entity requesting the operation by the rules defined by
an administrator of the networked system. Examples
for operations in the networked system that may not be
allowed are exporting a file out of the networked
system without having permission to do so, sending a
file to a network printer without having permission to
do so, and copying a file from one network node to
another network node without having permission to do
S0.

[1424] 60.“compromising a software application”—
Successfully causing the software application to
execute an operation that is not allowed for the entity
requesting the operation by the rules defined by an
administrator of the network node on which the soft-
ware application is installed or by a vendor of the
software application, or successfully causing the execu-
tion of code in the software application that was not
predicted by the vendor of the software application.
Examples for compromising a software application are
changing a configuration file controlling the operation
of the software application without having permission
for doing so, and activating a privileged function of the
software application without having permission for
doing so. In addition, causing the software application
to execute a macro without checking rights of the
macro code to do what it is attempting to do is also
considered compromising that software application,
even if not satisfying any of the conditions listed above
in this definition.

[1425] 61.“administrator of a network node”—Any per-
son that is authorized, among other things, to define or
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change at least one rule controlling at least one of an
access right, a permission, a priority and a configura-
tion in the network node.

[1426] 62.“administrator of a networked system”—Any
person that is authorized, among other things, to define
or change at least one rule controlling at least one of an
access right, a permission, a priority and a configura-
tion in the networked system. Note that an administra-
tor of a networked system may also be an administrator
of one or more of the network nodes of the networked
system.

[1427] 63.“remote computing device” or “penetration
testing remote computing device” (with respect to a
given networked system)—A computing device that
executes software implementing part or all of the
penetration testing software module that is used for
testing the given networked system.

[1428] A remote computing device may be (i) outside
of the given networked system, or (ii) inside the
given networked system. In other words, a remote
computing device is not necessarily physically
remote from the given networked system. It is called
“remote” to indicate its functionality is logically
separate from the functionality of the given net-
worked system.

[1429] A remote computing device may (i) be a
dedicated computing device that is dedicated only to
doing penetration testing, or (ii) also implement
other functionality not directly related to penetration
testing.

[1430] A remote computing device is not limited to
be a single physical device with a single processing
unit. It may be implemented by multiple separate
physical devices packaged in separate packages that
may be located at different locations. Each of the
separate physical devices may include one or mul-
tiple processing units.

[1431] A remote computing device may be (i) a physical
computing device, or (ii) a virtual machine running inside a
physical computing device on top of a hosting operating
system.

[1432] 64.“free event of/in a network node”—An event
occurring in the network node which is initiated in and
by the network node and is not directly caused or
triggered by an entity outside that network node. A free
event of a network node may be initiated by a user of
the network node, by an operating system of the
network node or by an application executing on the
network node. A free event of a network node may be
either an internal event or a non-internal event of the
network node. Examples of free events of a network
node are the insertion or removal of a USB removable
storage device into/from a socket of the network node,
the sending of a query to a web server in response to a
user manually entering the query, the sending of an
ARP request message by the network node while
initializing the network node after manually powering
it up, and the sending of a WPAD message by the
network node in response to manually typing by the
user of a URL into a browser’s address input box.
Examples of events of a network node that are not free
events are the receiving of a network message by the
network node, and the sending of a network message by
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the network node that is done in response to receiving
another network message from another network node.
[1433] 65.“free event reconnaissance agent”—A recon-
naissance agent that is capable of detecting and report-
ing at least some occurrences of at least one type of free
events occurring in a network node in which it is
installed. Note that it is not necessary for a free event
reconnaissance agent to be able to detect each and
every type of free event, and not even all occurrences
of the types of free events it does detect. For example,
a reconnaissance agent that only detects insertions of
USB drives but does not detect any transmissions of
network nodes, and additionally detects only insertions
of USB drives into a first USB port but not into a
second USB port of its hosting node, or randomly
detects only 50% of the insertions of USB drives into
USB ports of its hosting node, is still considered a free
event reconnaissance agent.
[1434] 66.“termination condition of a campaign”, “ter-
minating condition of a campaign”, “halting condition
of a campaign”, “stopping condition of a campaign”,
“termination criterion of a campaign”, “terminating
criterion of a campaign™, “halting criterion of a cam-
paign”, or “stopping criterion of a campaign”—A Bool-
ean condition defined for the campaign that if and when
satisfied causes the halting of the campaign, even if the
goal of the attacker of the campaign was not yet
reached.

[1435] For the sake of the above defined terms the
singular and plural forms are equivalent—*“criterion”
and “criteria” are used interchangeably, and so are
“condition” and “conditions”.

[1436] The condition may be a simple condition (for
example “the number of already compromised nodes
in the tested networked system is five or more™”) or a
compound condition composed of multiple simple
conditions and one or more logical operators (for
example “a file named company budget.xls is
exported out of the tested networked system from
any network node, or at least ten files were encrypted
by the attacker in the network node used by the
organization’s CFO”).

[1437] A halting condition of a campaign can be
defined for all types of penetration testing systems.
For an actual attack penetration testing system, the
halting condition is typically associated with the
state or status of the tested networked system. For
penetration testing systems that do not attempt to
compromise the tested networked system, the halting
condition is typically associated with a state or status
of a simulation of the networked system or may be
evaluated based on such state or status. However, the
above is not limiting in any way, and the halting
condition may depend on any factor that is available
to the penetration testing system during the cam-
paign, including on factors that are independent of
the state and the status of the campaign, for example
on the amount of time spent on running the campaign
or on the time of day.

[1438] A halting condition may be either a direct
halting condition or an indirect halting condition.
[1439] 67.“damaging a file”—Changing the file in a
way that the file cannot be recovered to its original form
without having extra information. Examples of specific
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ways of damaging a file are (i) deleting the file, (ii)
removing the first 100 bytes of the file, (iii) changing
the order of bytes in the file (without removing any of
them), (iv) encrypting the file using a secret key, etc.

[1440] Note that changing the access rights of a file
is not considered damaging the file.

68.“damaging a network node”—Carrying out
an operation related to the network node that is not
allowed by the owner of the network node and that
causes a change of state in the network node or in some
resource related to the network node.

[1442] Examples of operations damaging a network
node are: (i) damaging a file residing in the network
node, (ii) exporting a file (or a portion of it) residing
in the network node out of the network node, (iii)
shutting down the network node, (iv) shutting down
or disabling a service provided by the network node,
or (v) closing or disabling a software application
executing in the network node.

69.“explicitly selecting”—Directly and clearly
selecting, by a human user, of one option out of
multiple options available to the human user, leaving
no room for doubt and not relying on making deduc-
tions by a computing device.

[1444] Examples of explicit selections are (i) selec-
tion of a specific type of an attacker from a drop-
down list of types, (ii) selection of specific one or
more attacker capabilities by marking one or more
check boxes in a group of multiple check boxes
corresponding to multiple attacker capabilities, and
(iii) reception for viewing by a user of a recommen-
dation automatically computed by a computing
device for a value of an information item and
actively approving by the user of the recommenda-
tion for using the value, provided that the approving
user has an option of rejecting the recommendation
and selecting a different value for the information
item.

[1445] Examples of selections that are not explicit
selections are (i) selection of specific one or more
attacker capabilities by selecting a specific scenario
of a penetration testing system from a pre-defined
library of scenarios, where the specific scenario
includes an attacker having the one or more capa-
bilities, and (ii) selection of specific one or more
attacker capabilities by selecting a specific goal of an
attacker, accompanied by a deduction by a comput-
ing device concluding that the specific one or more
attacker capabilities must be selected because they
are essential for the attacker to succeed in meeting
the specific goal.

70.“automatically selecting”—Selecting, by a
computing device, of one option out of multiple
options, without receiving from a human user an
explicit selection of the selected option. It should be
noted that the selecting of an option is an automatic
selecting even if the computing device is basing the
selection on one or more explicit selections by the user,
as long as the selected option itself is not explicitly
selected by the user. It should also be noted that
receiving from a user of an approval for a recommen-
dation which is otherwise automatically selected with-
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out giving the user an ability to override the recom-

mendation does not make the selection a non-automatic

selection.

[1447] An example of an automatic selection is a
selection by a computing device of one or more
attacker capabilities by (a) receiving from a user an
explicit selection of a specific scenario of a penetra-
tion testing system from a pre-defined library of
scenarios, (b) determining by the computing device
that the specific scenario includes an attacker having
the one or more capabilities, and (¢) deducing by the
computing device that the user wants to select the
one or more attacker capabilities.

[1448] An example of a selection that is not an
automatic selection is a selection of a value for an
information item by (a) calculating by a computing
device of a recommended value for the information
item, (b) displaying the recommendation to a user,
and (c) receiving from the user an explicit approval
to use the recommended value of the information
item, provided that the approving user has an option
of rejecting the recommendation and selecting a
different value for the information item.

[1449] 71.“defensive application”—A software appli-
cation whose task is to defend the network node in
which it is installed against potential attackers. A
defensive application may be a passive defensive appli-
cation, in which case it only detects and reports pen-
etration attempts into its hosting network node but does
not attempt to defend against the detected attacks.
Alternatively, a defensive application may be an active
defensive application, in which case it not only detects
penetration attempts into its hosting network node but
also attempts to defend its hosting node against the
detected attacks by activating at least one counter-
measure.

[1450] 72.“macro language”—A programming lan-
guage which is embedded inside a software application
(e.g., inside a word processor or a spreadsheet appli-
cation). A software application in which a macro lan-
guage is embedded is said “to support the macro
language”, and is a “macro-supporting software appli-
cation”.

[1451] 73.“macro”™—A sequence of commands written
in a macro language.

[1452] 74.“auto-executing macro”—A macro that is
embedded inside a given file, is written in a macro
language that is embedded inside a given software
application, and is automatically executed whenever
the given file is opened by the given software applica-
tion. A file in which an auto-executing macro is embed-
ded is said “to contain the auto-executing macro”.

[1453] 75.“macro-based security vulnerability” or
“opportunistic security vulnerability” or “macro-based
vulnerability”—A security vulnerability of a network
node which requires execution of an auto-executing
macro in the network node in order to cause the
network node to become compromised.

[1454] 76.“macro-based attack”—An attack of a net-
work node attempting to exploit a macro-based security
vulnerability.

[1455] 77.“selecting a link”—Making an operation by a
user that causes following the link to a destination
pointed to by the link. Typically, selecting a link is
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achieved by pointing a visible cursor to the link and

clicking a button on a pointing device (e.g. a mouse).

However, there are other ways of selecting a link, for

example by moving a selection indicator until the link

is marked as selected and then hitting a selection button

(e.g. an “Enter” button in a keyboard or an “OK” button

in a remote-control device).

[1456] 78.“user interface”—A man-machine interface
that does at least one of (i) providing information to a
user, and (ii) receiving input from the user. Towards this
end, any user interface includes at least one of (i) an
input device (e.g. touch-screen, mouse, keyboard, joy-
stick, camera) for receiving input from the user, and (ii)
an output device (e.g. display screen such as a touch-
screen, speaker) for providing information to the user.
A user interface typically also includes executable
user-interface code for at least one of (i) causing the
output device to provide information to the user (e.g. to
display text associated with radio-buttons or with a
check list, or text of a drop-down list) and (ii) process-
ing user-input received via the input device.

[1457] In different examples, the executable code
may be compiled-code (e.g. in assembly or machine-
language), interpreted byte-code (e.g. Java byte-
code), or browser-executed code (e.g. JavaScript
code) that may be sent to a client device from a
remote server and then executed by the client device.

[1458] 79.“user interface of a computing device”—A
user interface that is functionally attached to the com-
puting device and serves the computing device for
interacting with the user.

[1459] An input device of a user interface of a
computing device may share a common housing
with the computing device (e.g. a touch-screen of a
tablet), or may be physically separate from the
computing device and be in communication with it,
either through a physical port (e.g. a USB port) or
wirelessly (e.g. a wireless mouse).

[1460] An output device of a user interface of a
computing device may share a common housing
with the computing device (e.g. a touch-screen of a
tablet), or may be physically separate from the
computing device and be in communication with it,
either through a physical port (e.g. an HDMI port) or
wirelessly.

[1461] User-interface code of a user interface of a
computing device is stored in a memory accessible to
the computing device and is executed by one or more
processors of the computing device. In one example
related to web-based user interfaces, at least some of
this code may be received from a remote server and
then locally executed by the computing device which
functions as a client. In another example related to
locally-implemented user interfaces, all of the user-
interface code is pre-loaded onto the computing
device.

[1462] 80.“setting a campaign to be based on a pre-
defined scenario”—Selecting the values of the infor-
mation items of the campaign at least partially accord-
ing to the corresponding values of the information
items of the pre-defined scenario. The setting includes
assigning to every information item of the campaign
the value of the corresponding information item of the
pre-defined scenario. Optionally, after the assigning,



US 2019/0245883 Al

the setting may further include manually overriding and
changing one or more of the assigned values of the
information items of the campaign.
[1463] 81.“random selection”™—A selection that
depends on a random or pseudo-random factor. Differ-
ent possible outcomes in a random selection do not
necessarily have the same probabilities to be selected.
[1464] 82.“opportunistic security vulnerability” or
“opportunistic vulnerability”—A security vulnerability
that becomes available to attackers only after an occur-
rence of a specific event. In many cases an opportu-
nistic security vulnerability remains available to attack-
ers only for a limited time interval, and once that time
interval is over, the vulnerability is no longer available
to them. However, in some cases an opportunistic
vulnerability remains available to attackers with no
time limit.

[1465] In some cases the availability of the vulner-
ability to the attackers is created by the occurrence of
the event, for example when a transmission of a
WPAD network message creates the weakness mak-
ing an attack possible. In other cases, the availability
of the vulnerability to attackers is not created by the
occurrence of the event. The vulnerability exists
beforehand and the occurrence of the event only
makes it known to the attackers. For example, an
event of inserting a USB drive into a network node
when that USB drive was previously inserted into an
already compromised node only exposes a method
for compromising the network node but does not
change or create anything in the networked system.

[1466] A specific event that triggers the availability
of a specific opportunistic vulnerability is said to be
an event “associated with” that specific opportunistic
vulnerability, and the specific opportunistic vulner-
ability is said to be an opportunistic vulnerability
“associated with” that specific event.

[1467] A specific event that triggers the availability
of a specific opportunistic vulnerability may trigger
that availability unconditionally. That is—the spe-
cific opportunistic vulnerability will become avail-
able to attackers following every occurrence of the
specific event. However, it may also be the case that
the specific event might sometimes trigger the spe-
cific opportunistic vulnerability and sometimes not
trigger it, depending on some condition. For
example, an event of submitting a query to web
server in the networked system may or may not
cause a vulnerability of being “poisoned” by a mali-
cious HTML answer page, depending on the condi-
tion of whether that web server is currently compro-
mised by the attacker or not. An event is said to be
associated with an opportunistic vulnerability and an
opportunistic vulnerability is said to be associated
with an event if the event may trigger the opportu-
nistic vulnerability, regardless if the triggering rela-
tion is conditional or unconditional. In the first case
we say that the event is “unconditionally associated”
with the opportunistic vulnerability, and in the sec-
ond case we say that the event is “potentially asso-
ciated” or “conditionally associated” with the oppor-
tunistic event. As a result of the above, detecting an
event that is associated with an opportunistic vul-
nerability does not necessarily imply that the vul-
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nerability will be available to the attacker in a future
occurrence of the event. In order to conclude that the
opportunistic vulnerability will indeed be available
to the attacker for a future occurrence of the event,
it must be determined that the condition enabling the
triggering of the vulnerability by the event (if such
exists) is satisfied.

[1468] A time interval during which a specific oppor-
tunistic vulnerability is available to attackers (if such
limiting time interval exists for that specific oppor-
tunistic vulnerability) is said to be a time interval
“associated with” that specific opportunistic vulner-
ability.

[1469] A time interval associated with an opportu-
nistic vulnerability may be of a fixed length for all
occurrences of the event associated with that oppor-
tunistic vulnerability, or it may have different length
in different occurrences of the associated event and
be terminated by the occurrence of another event that
makes the use of the vulnerability to attackers no
longer possible. An example of the latter case is the
vulnerability created by sending an ARP request
message, in which case a response to the message by
an ARP reply message sent by the true addressee of
the request closes the window of opportunity for
attackers to exploit the ARP spoofing vulnerability
created by sending the ARP request message. It
should be noted that it is not always the case that a
time interval associated with an opportunistic vul-
nerability that is terminated by a terminating event
will actually be terminated by the terminating event
in a specific occurrence of the opportunistic vulner-
ability—in the above ARP message example it might
happen that no valid ARP reply message is ever
received and the window of opportunity for attackers
remains open for a long time (most probably until a
timeout mechanism in the network node that sent the
ARP request message terminates the wait for a reply,
thus closing the window of opportunity).

[1470] Examples of opportunistic vulnerabilities are
the above mentioned ability of an attacker to take
advantage of a sending of an ARP request message
by a network node for executing an ARP spoofing
attack, the ability of an attacker to take advantage of
a sending of a WPAD message by a network node for
executing a session-hijacking attack, and the ability
of an attacker to take advantage (under certain con-
ditions) of an insertion of a USB removable storage
device into a network node for compromising the
network node.

83.“opportunistic reconnaissance agent”—A

reconnaissance agent that is capable of detecting and

reporting occurrences of at least one event occurring in

a network node in which it is installed that is associated

with an opportunistic vulnerability.

84 “subset/subgroup of a given set/group” or
“sub-set/sub-group of a given set/group”—A set/group
that satisfies the condition that that every member of it
is also a member of the given set/group. Unless other-
wise stated, a subset/subgroup may be empty and
contain no members at all. Unless otherwise stated, a
subset/subgroup of a given set/group may contain all
the members of the given set/group and be equal to the
given set/group.
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[1473] 85.“proper subset/subgroup of a given set/
group” or “proper sub-set/sub-group of a given set/
group”—A subset/subgroup of the given set/group that
is not equal to the given set/group. In other words, there
is at least one member of the given set/group that is not
a member of the subset/subgroup.

[1474] 86.“or"—A logical operator combining two
Boolean input conditions into a Boolean compound
condition, such that the compound condition is satisfied
if and only if at least one of the two input conditions is
satisfied. In other words, if condition C=condition A or
condition B, then condition C is not satisfied when both
condition A and condition B are not satisfied, but is
satisfied in each of the following cases: (i) condition A
is satisfied and condition B is not satisfied, (ii) condi-
tion A is not satisfied and condition B is satisfied, and
(iii) both condition A and condition B are satisfied.

[1475] 87.“one of A and B”—If A and B are specific
items, then “one of A and B” is equivalent to “only A
or only B, but not both”. For example, “one of John and
Mary” is equivalent to “only John or only Mary, but not
both John and Mary”. If A and B are categories, then
“one of A and B” is equivalent to “only one of A or only
one of B, but not both one of A and one of B”. For
example, “one of a dog and a cat” is equivalent to “only
one dog or only one cat, but not both one dog and one
cat”. Similarly, if A and B are specific items, then “at
least one of A and B” is equivalent to “only A or only
B, or both A and B”. For example, “at least one of John
and Mary” is equivalent to “only John or only Mary, or
both John and Mary”. If A and B are categories, then “at
least one of A and B” is equivalent to “only at least one
of A or only at least one of B, or both at least one of A
and at least one of B”. For example, “at least one of a
dog and a cat” is equivalent to “only at least one dog or
only at least one cat, or both at least one dog and at least
one cat”.

[1476] Note that in “one of dogs and cats”, “dogs”
and “cats” are not categories but specific groups (i.e.
specific items). Therefore, “one of dogs and cats” is
equivalent to “only dogs or only cats, but not both
dogs and cats” Similarly, “at least one of dogs and
cats” is equivalent to “only dogs or only cats, or both
dogs and cats”.

[1477] If A, B and C are specific items, then “one of
A, B and C” is equivalent to “only A or only B or
only C, but not a combination of two or three
members of the group consisting of: A, B and C”,
and “at least one of A, B and C” is equivalent to
“only A or only B or only C, or any combination of
two or three members of the group consisting of: A,
B and C”.

[1478] If A, B and C are categories, then “one of A,
B and C” is equivalent to “only one of A or only one
of B or only one of C, but not a combination of two
or three members of the group consisting of: one of
A, one of B and one of C”, and ““at least one of A, B
and C” is equivalent to “only at least one of A or only
at least one of B or only at least one of C, or any
combination of two or three members of the group
consisting of: one of A, one of B and one of C”. If
the list following the “one of” or the “at least one of”
contains more than three members, then the previous
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definitions are again applicable, with the appropriate

modifications that extrapolate the above logic.
[1479] Note that “one or more of” is equivalent to “at

least one of”, and the two terms are synonyms.

CONCLUDING COMMENT

[1480] All references cited herein are incorporated by
reference in their entirety. Citation of a reference does not
constitute an admission that the reference is prior art. It is
further noted that any of the embodiments described above
may further include receiving, sending or storing instruc-
tions and/or data that implement the operations described
above in conjunction with the figures upon a computer
readable medium. Generally speaking, a computer readable
medium (e.g. non-transitory medium) may include storage
media or memory media such as magnetic or flash or optical
media, e.g. disk or CD-ROM, volatile or non-volatile media
such as RAM, ROM, etc.

[1481] Having thus described the foregoing exemplary
embodiments it will be apparent to those skilled in the art
that various equivalents, alterations, modifications, and
improvements thereof are possible without departing from
the scope and spirit of the claims as hereafter recited. In
particular, different embodiments may include combinations
of features other than those described herein. Accordingly,
the claims are not limited to the foregoing discussion.

1-124. (canceled)

125. A method of penetration testing of a networked
system by a penetration testing system that is controlled by
a user interface of a computing device so that a penetration
testing campaign is executed according to manually and
explicitly-selected sensitivity to detection of an attacker of
the penetration testing campaign, the method comprising:

receiving, by the penetration testing system and via the

user interface of the computing device, one or more
manually-entered inputs, the one or more manually-
entered inputs explicitly selecting a level of sensitivity
to detection of the attacker of the penetration testing
campaign;

executing the penetration testing campaign, by the pen-

etration testing system and according to the manually
and explicitly-provided selection of the level of sensi-
tivity to detection of the attacker, so as to test the
networked system; and

reporting, by the penetration testing system, at least one

security vulnerability determined to exist in the net-
worked system by the executing of the penetration
testing campaign, wherein the reporting comprises at
least one of (i) causing a display device to display a
report describing the at least one security vulnerability,
and (ii) electronically transmitting a report describing
the at least one security vulnerability.

126. The method of claim 125, wherein before receiving
the one or more manually-entered inputs that explicitly
select the level of sensitivity to detection of the attacker, the
penetration testing system automatically computes and dis-
plays an explicit recommendation for selecting the level of
sensitivity to detection of the attacker.

127. The method of claim 126 wherein the received one
or more manually-entered inputs comprises an explicit user
approval of the explicit recommendation.

128. The method of claim 125, further comprising:

subsequent to the receiving by the penetration testing

system of the one or more manually-entered inputs that
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explicitly select the level of sensitivity to detection of
the attacker, receiving, by the penetration testing sys-
tem and via the user interface of the computing device,
one or more additional manually-entered inputs, the
one or more additional manually-entered inputs explic-
itly selecting a value for a second information item of
the penetration testing campaign, wherein the second
information item is not a level of sensitivity to detec-
tion of the attacker.

129. The method of claim 128 wherein the executing of
the penetration testing campaign is performed using both (i)
the manually and explicitly selected value for the second
information item, and (ii) the manually and explicitly
selected level of sensitivity to detection of the attacker.

130. The method of claim 125 wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker is a selection between two pre-defined alternative
levels.

131. The method of claim 125 wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker is a selection from a list of multiple pre-defined
levels, the list containing at least three levels.

132. The method of claim 125 wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker is a selection in which any value from a pre-defined
numerical interval may be selected.

133. A system for penetration testing of a networked
system, the system comprising:

a. an attacker-sensitivity-selection user interface includ-
ing one or more user interface components for manual
and explicit selection of a level of sensitivity to detec-
tion of an attacker of a penetration testing campaign;

. a penetration-testing-campaign module programmed to
perform the penetration testing campaign whose
attacker has the level of sensitivity to detection that is
manually and explicitly selected via the attacker-sen-
sitivity-selection user interface; and

. a reporting module for reporting at least one security
vulnerability determined to exist in the networked
system according to results of the penetration testing
campaign that is performed by the penetration-testing-
campaign module, wherein the reporting module is
configured to report the at least one security vulner-
ability by performing at least one of (i) causing a
display device to display a report describing the at least
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one security vulnerability, and (ii) electronically trans-
mitting a report describing the at least one security
vulnerability.

134. The system of claim 133, further comprising a
recommendation module configured to automatically com-
pute an explicit recommendation for selecting the level of
sensitivity to detection of the attacker, wherein the attacker-
sensitivity-selection user interface displays the explicit rec-
ommendation.

135. The system of claim 134, wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker includes a manual and explicit approval of the
explicit recommendation.

136. The system of claim 133, further comprising a
second user interface including one or more user interface
components for manual and explicit selection of a value of
a second information item of the penetration testing cam-
paign, the second information item being other than a level
of' sensitivity to detection of the attacker, wherein the system
is configured to receive the manual and explicit selection of
the value of the second information item subsequent to the
manual and explicit selection of the level of sensitivity to
detection.

137. The system of claim 136, wherein the penetration-
testing-campaign module is configured, subsequent to the
manual and explicit selection of both (i) the level of sensi-
tivity to detection of the attacker and (ii) the value of the
second information item, to perform the penetration testing
campaign using both (i) the manually and explicitly selected
level of sensitivity to detection of the attacker and (ii) the
manually and explicitly selected value of the second infor-
mation item.

138. The system of claim 133 wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker is a selection between two pre-defined alternative
levels.

139. The system of claim 133 wherein wherein the
manual and explicit selection of the level of sensitivity to
detection of the attacker is a selection from a list of multiple
pre-defined levels, the list containing at least three levels.

140. The system of claim 133 wherein the manual and
explicit selection of the level of sensitivity to detection of the
attacker is a selection in which any value from a pre-defined
numerical interval may be selected.

141-242. (canceled)

#* #* #* #* #*



