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(57) ABSTRACT 

A system and method for using RFID technology to track 
resource performance and task completion is disclosed. In 
one exemplary embodiment, a system for facilitating a trans 
action comprising a transponder, an RF reader, a transaction 
completion system, and a resource engine. In another exem 
plary embodiment, the transponder system is configured to 
provide an account number in ISO/IEC 7816 magnetic stripe 
Track 1/Track 2 format. In accordance with another aspect the 
transponder may transmit to the RFID reader information 
identifying the resource's performance tracking account to 
which the transponder is associated. The RFID reader may 
receive and forward the information to facilitate performance 
tracking. 
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METHOD AND SYSTEM FOR RESOURCE 
MANAGEMENT AND EVALUATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This invention is a continuation in part of U.S. Ser. 
No. 10/708,597 filed on Mar. 12, 2004 and entitled METHOD 
AND SYSTEM FORTRACKINGUSER PERFORMANCE 
(the 597 application itself claims priority to U.S. Ser. No. 
10/340,352 filed on Jan. 10, 2003 and entitled SYSTEMAND 
METHOD FOR INCENTING PAYMENT USING RADIO 
FREQUENCY IDENTIFICATION IN CONTACT AND 
CONTACTLESS TRANSACTIONS. The 352 application 
itself claims priority to U.S. patent application Ser. No. 
10/192488, entitled “SYSTEMAND METHOD FOR PAY 
MENT USING RADIO FREQUENCY IDENTIFICATION 
IN CONTACT AND CONTACTLESS TRANSACTIONS 
filed on Jul. 9, 2002 (which itself claims priority to U.S. 
Provisional No. 60/304.216 filed on Jul. 10, 2001)); U.S. 
patent application Ser. No. 10/318,432, entitled “SYSTEM 
AND METHOD FOR SELECTING LOAD OPTIONS FOR 
USE IN RADIO FREQUENCY IDENTIFICATION IN 
CONTACT AND CONTACTLESS TRANSACTIONS 
filed Dec. 13, 2002; U.S. patent application Ser. No. 10/318, 
480, entitled “SYSTEM AND METHOD FOR PAYMENT 
USING RADIO FREQUENCY IDENTIFICATION IN 
CONTACT AND CONTACTLESS TRANSACTIONS 
filed Dec. 13, 2002; and, U.S. Provisional Patent Application 
No. 60/396.577 filed Jul. 16, 2002, all of which are hereby 
incorporated by reference. 

FIELD OF INVENTION 

0002 This invention generally relates to systems and 
methods for facilitating a shopping experience, and more 
particularly, to tracking the performance of shopping 
resources using Radio Frequency Identification (RFID) in 
contact and contactless environments. 

BACKGROUND OF THE INVENTION 

0003) A variety of difficulties, inconveniences, and/or 
inefficiencies may be encountered in conjunction with the 
distribution of goods and services from Suppliers to consum 
ers. For example, it can be cumbersome and time consuming 
for the consumer to locate the section of the store (e.g., the 
dairy aisle, the dry cereal aisle) where the items the consumer 
desires (e.g., milk, oatmeal) are located, to find the most 
efficient path between each of those locations, and to trans 
port all of the collected items to a checkout line. From the 
perspective of the merchant, it may be desirable to make the 
task of shopping more efficient, convenient, and satisfying for 
the consumer. It may also be desirable to increase sales by 
presenting individuals with an increased number of choices in 
specific areas, by increasing the effectiveness of incentive 
offerings, and by reducing the impact and/or occurrence of 
undesirable events. 
0004 Similarly, from a supplier's perspective, it may also 
be desirable to improve the consumer's shopping experience 
and to increase the Volume of sales in many of the same ways 
as the merchant, but it may also be desirable to acquire infor 
mation about consumer behavior and their actions in response 
to specific stimuli. For example, Suppliers of goods may wish 
to test the effectiveness of specific targeted offers, which may 
be tailored to individual consumers and/or identifiable envi 
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ronmental conditions. In addition, it may be desirable to 
improve the ability of Suppliers and other participants in the 
Supply chain (e.g., raw material Suppliers, manufacturers, 
producers, wholesalers, distributors, truckers, financiers, 
investors) to easily and quickly collect and access informa 
tion regarding the flow of goods and services to consumers. 
Such information may be useful to effectively test various 
marketing and/or distribution tactics and may also be useful 
in effectively managing production and distribution to reduce 
necessary inventories. 
0005. Although it may be a goal of most or all participants 
in the Supply chain to improve the consumer's shopping 
experience, several aspects of the traditional shopping pro 
cess may detract from this goal. For example, once a con 
Sumer has traveled to the merchant's facility, located and 
collected all of the desired goods, and transported them to a 
checkout, the consumer typically then waits in a line before 
the consumer's selections may be inventoried and his/her 
purchase completed. At this checkout phase of the merchan 
dizing process, delays may be encountered due to the Volume 
of items being purchased by other patrons, the number of 
other patrons in line in front of the consumer, or inefficiencies 
in conducting the checkout by the other consumers and/or the 
clerk. 

0006 Interms of automation, companies are increasingly 
embodying RFID data acquisition technology in a fob, token 
or tag for use in completing transactions. A typical fob 
includes a transponder and is ordinarily a self-contained 
device which may be contained on any portable form factor. 
In some instances, a battery may be included with the fob to 
power the transponder. In which case the internal circuitry of 
the fob (including the transponder) may draw its operating 
power from the battery power source. Alternatively, the fob 
may exist independent of an internal power source. In this 
instance the internal circuitry of the fob (including the tran 
sponder) may gain its operating power directly from an RF 
interrogation signal. U.S. Pat. No. 5,053,774 issued to 
Schuermann describes a typical transponder RF interrogation 
system which may be found in the prior art. The Schuermann 
patent describes in general the powering technology Sur 
rounding conventional transponder structures. U.S. Pat. No. 
4,739,328 discusses a method by which a conventional tran 
sponder may respond to a RF interrogation signal. Other 
typical modulation techniques which may be used include, 
for example, ISO/IEC 14443 and the like. 
0007. One of the more visible uses of the RFID technology 

is found in the introduction of Exxon/Mobil's Speedpass(R) 
and Shell's EasyPay(R) products. These products use tran 
sponders placed in a fob or tag which enables automatic 
identification of the resource when the fob is presented at a 
Point of Sale (POS) device. Fob identification data is typically 
passed to a third party server database, where the identifica 
tion data is referenced to a resource (e.g., resource) credit or 
debit account. In an exemplary processing method, the server 
seeks authorization for the transaction by passing the trans 
action and account data to an authorizing entity. Once autho 
rization is received by the server, clearance is sent to the point 
of sale device for completion of the transaction. In this way, 
the conventional transaction processing method involves an 
indirect path which causes undue overhead due to the use of 
the third-party server. As such, a RFID system for facilitating 
a transaction between a merchant and a consumer wherein 
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improvements in store layout, offers presented, pricing, 
inventory management, and payment reconciliation is 
desired. 

SUMMARY OF THE INVENTION 

0008. The present invention provides a system and method 
for facilitating a shopping experience using a transponder 
reader system. The transponder-reader system described 
herein may include a RFID reader operable to provide a RF 
interrogation signal for powering a transponder system, 
receiving a transponder system RF signal, and providing tran 
sponder system account data relative to the transponder sys 
tem. RF signal. The transponder-reader system may include a 
RFID protocol/sequence controller in electrical communica 
tion with one or more interrogators for providing an interro 
gation signal to a transponder, a RFID authentication circuit 
for authenticating the signal received from the transponder, a 
serial or parallel interface for interfacing with a point of 
interaction (POI) terminal, and an USB or serial interface for 
use in personalizing the RFID reader and/or the transponder. 
The transponder-reader system may further include a fob 
including one or more transponders (e.g., modules) respon 
sive to one or more interrogation signals and for providing an 
authentication signal for Verifying that the transponder and/or 
the RFID reader are authorized to operate within the tran 
sponder-reader system. In this way, the fob may be responsive 
to multiple interrogation signals provided at different fre 
quencies. Further, the fob may include a USB or serial inter 
face for use with a computer network or with the RFID reader. 
0009. The RFID system and method according to the 
present invention may include a transponder which may be 
embodied in a fob, tag, card or any other form factor (e.g., 
wristwatch, keychain, cellphone, etc.), which may be capable 
of being presented for interrogation. In that regard, although 
the transponder is described herein as embodied in a fob, the 
invention is not so limited. 

0010. The system may further include a RFID reader con 
figured to send a standing RFID recognition signal which 
may be transmitted from the RFID reader via radio frequency 
(or electromagnetic) propagation. The fob may be placed 
within proximity to the RFID reader such that the RFID signal 
may interrogate the fob and initialize fob identification pro 
cedures. 

0011. In one exemplary embodiment, as a part of the iden 
tification process, the fob and the RFID reader may engage in 
mutual authentication. The RFID reader may identify the fob 
as including an authorized system transponder for receiving 
encrypted information and storing the information on the fob 
memory. Similarly, the fob, upon interrogation by the RFID 
reader, may identify the RFID reader as authorized to receive 
the encrypted and stored information. Where the RFID reader 
and the fob successfully mutually authenticate, the fob may 
transmit to the RFID reader certain information identifying 
the resource's performance tracking account or accounts to 
which the fob is associated. The RFID reader may receive the 
information and forward the information to facilitate perfor 
mance tracking. In one exemplary embodiment, the RFID 
reader may forward the information to a point of interaction 
terminal (e.g., POI or computer interface) for transaction 
completion. 
0012. In another exemplary embodiment, the fob com 
pletes tasks via a computer interface. The fob may be con 
nected to the computer using a USB or serial interface fob 
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account information may be transferred to the computer for 
use in tracking a resource's performance via a network (e.g., 
the Internet). 
0013 Instill another exemplary embodiment of the inven 
tion, a method includes the steps of providing a consumer 
interface configured to emit a consumer identity RF signal 
configured to identify a consumer, receiving said consumer 
identity signal, receiving an amount owing signal indicative 
of an amount owing from said consumer, and facilitating one 
or more payments between an account of the merchant and an 
account of the consumer. 
0014. These features and other advantages of the system 
and method, as well as the structure and operation of various 
exemplary embodiments of the system and method, are 
described below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 The accompanying drawings, wherein like numer 
als depict like elements, illustrate exemplary embodiments of 
the present invention, and together with the description, serve 
to explain the principles of the invention. In the drawings: 
0016 FIG. 1A illustrates an exemplary RFID-based sys 
tem in accordance with the present invention, wherein exem 
plary components used for fob performance tracking are 
depicted; 
0017 FIG. 1B illustrates an exemplary personalization 
system in accordance with the present invention; 
0018 FIG. 2 is a schematic illustration of an exemplary 
fob in accordance with the present invention; 
0019 FIG. 3 is a schematic illustration of an exemplary 
RFID reader in accordance with the present invention; 
0020 FIG. 4 is an exemplary flow diagram of an exem 
plary authentication process in accordance with the present 
invention; 
0021 FIG. 5 is an exemplary flow diagram of an exem 
plary decision process for a protocol/sequence controller in 
accordance with the present invention; 
0022 FIGS. 6A-B are an exemplary flow diagram of a fob 
personalization process in accordance with the present inven 
tion; 
0023 FIGS. 7A-B are an exemplary flow diagram of a 
RFID reader personalization process in accordance with the 
present invention; 
0024 FIG. 8 is a flow diagram of an exemplary perfor 
mance tracking process in accordance with the present inven 
tion; 
0025 FIG. 9 is another schematic illustration of an exem 
plary fob configured to facilitate biometric security devices in 
accordance with the present invention; 
0026 FIG. 10 includes a flowchart illustrating an exem 
plary resource engine system configured to facilitate tracking 
of resource performance; 
0027 FIG. 11 includes an exemplary block diagram illus 
trating additional details of the resource engine component of 
the present invention; 
0028 FIG. 12 includes a flowchart illustrating an exem 
plary method for assigning tasks in accordance with the 
present invention; 
0029 FIG. 13 includes an exemplary screen shot of a 
Software program used to facilitate tracking of resource per 
formance in accordance with the present invention; 
0030 FIG. 14 includes an exemplary flowchart illustrating 
an assignment of an IMR; 
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0031 FIG. 15 illustrates an exemplary external flow of 
information Surrounding an exemplary system for facilitating 
a transaction between a consumer and a merchant; 
0032 FIG. 16 illustrates an exemplary method for facili 
tating a transaction between a consumer and a merchant; 
0033 FIG. 17 is an exemplary layout of the data stored in 
track 2 format; and 
0034 FIG. 18 is an example of a conventional magnetic 
stripe track 2 layout for MasterCard. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

0035. The detailed description of exemplary embodiments 
of the invention herein makes reference to the accompanying 
block diagrams and flowcharts, which show the exemplary 
embodiment by way of illustration and its best mode. While 
these exemplary embodiments are described in sufficient 
detail to enable those skilled in the art to practice the inven 
tion, it should be understood that other embodiments may be 
realized and that logical and mechanical changes may be 
made without departing from the spirit and scope of the 
invention. Thus, the detailed description herein is presented 
for purposes of illustration only and not of limitation. For 
example, the steps recited in any of the method or process 
descriptions may be executed in any order and are not limited 
to the order presented. 
0036 Moreover, it should be appreciated that the particu 
lar implementations shown and described herein are illustra 
tive of the invention and its best mode and are not intended to 
otherwise limit the scope of the present invention in any way. 
Indeed, for the sake of brevity, certain sub-components of the 
individual operating components, conventional data net 
working, application development and other functional 
aspects of the systems may not be described in detail herein. 
Furthermore, the connecting lines shown in the various fig 
ures contained herein are intended to represent exemplary 
functional relationships and/or physical couplings between 
the various elements. It should be noted that many alternative 
or additional functional relationships or physical connections 
may be present in a practical system. 
0037. The present invention may be described herein in 
terms of block diagrams, screen shots and flowcharts, 
optional selections and various processing steps. Such func 
tional blocks may be realized by any number of hardware 
and/or software components configured to perform to speci 
fied functions. For example, the present invention may 
employ various integrated circuit components (e.g., memory 
elements, processing elements, logic elements, look-up 
tables, and the like), which may carry out a variety of func 
tions under the control of one or more microprocessors or 
other control devices. Similarly, the software elements of the 
present invention may be implemented with any program 
ming or scripting language Such as C, C++, Java, COBOL, 
assembler, PERL, extensible markup language (XML), smart 
card technologies with the various algorithms being imple 
mented with any combination of data structures, objects, 
processes, routines or other programming elements. Further, 
it should be noted that the present invention may employ any 
number of conventional techniques for data transmission, 
signaling, data processing, network control, and the like. 
0038. In addition, many applications of the present inven 
tion could be formulated. The exemplary network disclosed 
herein may include any system for exchanging data or track 
ing resource performance. Such as a distributed system, a thin 
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cable network, an Ethernet, a token ring network, the internet, 
an intranet, an extranet, wide area network (WAN), local area 
network (LAN), satellite communications, and/or the like. It 
is noted that the network may be implemented as other types 
of networks, such as an interactive television network (ITN). 
0039. The system user/resource may interact with the sys 
tem via any input device Such as, a keypad, keyboard, mouse, 
kiosk, personal digital assistant, handheld computer (e.g., 
Palm Pilot(R), Blueberry(R), cellular phone and/or the like. 
Similarly, the invention could be used in conjunction with any 
type of personal computer, network computer, work Station, 
minicomputer, mainframe, or the like running any operating 
system such as any version of Windows, Windows NT, Win 
dows 2000, Windows 98, Windows 95, MacOS, OS/2, BeOS, 
Linux, UNIX, Solaris or the like. Moreover, although the 
invention may frequently be described as being implemented 
with TCP/IP communications protocol, it should be under 
stood that the invention could also be implemented using 
SNA, IPX, Appletalk, IPte, NetBIOS, OSI or any number of 
communications protocols. Moreover, the system contem 
plates, the use, sale, or distribution of any goods, services or 
information over any network having similar functionality 
described herein. 
0040 FIG. 1A illustrates an exemplary RFID performance 
tracking transaction system 100A in accordance with the 
present invention, wherein exemplary components for use in 
completing a fob transaction are depicted. In general, the 
operation of system 100A may begin when a fob 102 is 
presented for tracking a resource's performance, and is inter 
rogated by an RFID reader 104 or, alternatively, a computer 
interface (e.g., user interface) 134. Fob 102 and RFID reader 
104 may then engage in mutual authentication after which the 
transponder 114 may provide the transponder identification 
and/or account identifier to RFID reader 104 which may 
further provide the information to a resource engine 130 via a 
point of interaction terminal 110. For further information 
related to tracking and optimizing resources, see, for 
example, U.S. patent application Ser. No. 10/770,684 filed 
Feb. 3, 2004, and entitled SYSTEMAND METHOD FOR 
RESOURCE OPTIMIZATION, which is hereby incorpo 
rated by reference. 
0041 AS used herein, a resource may include any user, 
person, shopper, product, employee, employer officer, entity, 
manager, business, client, corporation, customer, contractor, 
administrator, operator, equipment, Supply, package, machin 
ery, hardware and/or Software. Employer, as used herein, may 
include any performance tracking entity, manager, controller, 
auditor, administrator, operator and/or company. 
0042. The term tracking as used herein, may include any 
management, assignment, grading, pricing, checking-out, 
inventorying, stocking, shipping, scoring, manipulation, 
tracking, control, allocation, and/or any other modification to 
application information, resource information, skills infor 
mation, and/or task information. Tasks may include ship 
ments, assignments, problem tickets, enhancements, analy 
ses, builds, designs, components, assemblies, and/or any 
other projects. For example, by grading a resource, a resource 
may be priced, check-out, inventoried and/or tracked in any 
other form. 
0043 Resource engine 130 may be a stand-alone system 
or incorporated into any pre-existing network or metrics sys 
tem via any Software and/or hardware customization or 
upgrades. Resource engine 130 may include any hardware 
and/or software discussed herein. Resource engine 130 may 
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include a host server or other computing systems including a 
processor for processing digital data, a memory coupled to 
said processor for storing digital data, an input digitizer 
coupled to the processor for inputting digital data, an appli 
cation program stored in said memory and accessible by said 
processor for directing processing of digital data by said 
processor, a display coupled to the processor and memory for 
displaying information derived from digital data processed by 
said processor and a plurality of databases, said databases 
including resource data, application data, skill data, category 
data and/or like data that could be used in association with the 
present invention. As those skilled in the art will appreciate, 
resource engine 130 computer will typically include an oper 
ating system (e.g., Windows NT, 95/98/2000, Linux, Solaris, 
etc.) as well as various conventional Support Software and 
drivers typically associated with computers. 
0044) Resource engine 130 may also be used in conjunc 
tion with any monitoring system, hardware or Software, con 
figured to monitor, manage and track systems within resource 
engine 130. One example of Such monitoring system is an 
off-the-shelf program such as IBM's Tivoli NetView.(R), 
which automatically detects problems and responds to those 
problems at a local level. For example, NetView may detect a 
problem with an application and generate an information 
management record (IMR) in conjunction with that problem. 
The IMR from the monitoring system may then be transmit 
ted to resource engine 130 through any of the communica 
tions networks described herein. 

0045 Similarly, resource engine 130 may include, or be 
used in conjunction with, any type of personal computer, 
network computer, workstation, minicomputer, mainframe, 
or the like running any operating system such as any version 
of Windows, Windows NT, Windows2000, Windows 98, 
Windows 95, MacOS, OS/2, BeOS, Linux, UNIX, Solaris or 
the like. Moreover, the invention may be implemented using 
TCP/IP communications protocols, IPX, Appletalk, IP-6, 
NetBIOS, OSI or any number of existing or future protocols. 
Resource engine 130 will be discussed in greater detail 
herein. 

0046) System 100A may include fob 102 having a tran 
sponder 114 and RFID reader 104 in RF communication with 
fob 102. Although the present invention is described with 
respect to fob 102, the invention is not to be so limited. 
Indeed, system 100A may include any device having a tran 
sponder which is configured to communicate with RFID 
reader 104 via RF communication. Typical devices may 
include, for example, a key ring, tag, card, cellphone, wrist 
watch or any such form capable of being presented for inter 
rogation. 
0047 RFID reader 104 may be configured to communi 
cate using an RFID internal antenna 106. Alternatively, RFID 
reader 104 may include an external antenna 108 for commu 
nications with fob 102, where the external antenna may be 
made remote to RFID reader 104 using a suitable cable and/or 
data link 120. RFID reader 104 may be further in communi 
cation with resource engine 130 via a data link 122. System 
100A may include a transaction completion system including 
a point of interaction device Such as, for example, shopper 
point of interaction terminal 110 or computer 134. In one 
exemplary embodiment the transaction completion system 
may include resource engine 130 and/or point of interaction 
terminal 110 in communication with RFID reader 104 (via 
data link 122). As described more fully below, the transaction 
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completion system may include computer 134 connected to a 
network 136 and to transponder 114 via a USB connector 
132. 

0048 Although the point of interaction (POI) is described 
herein with respect to a resource POI terminal, the invention 
is not to be so limited. Indeed, a POI terminal is used herein by 
way of example, and the POI may be any device capable of 
receiving fob account data. In this regard, the POI may be any 
point of interaction device and/or terminal enabling the 
resource to complete a performance tracking transaction 
using fob 102. POI terminal 110 may be in further commu 
nication with a user interface 118 (via data link 128) for 
providing a resource and/or manager access to resource 
engine 130 information. In addition, POI terminal 110 may be 
in communication with a shopper host network 112 (via data 
link 124) for processing any tracking request. In this arrange 
ment, information provided by RFID reader 104 is provided 
to POI terminal 110 of resource engine 130 via data link 122. 
POI terminal 110 may receive the information (and alterna 
tively may receive any identity verifying information from 
user interface 118 via data link 128) and provide the infor 
mation to host network 112 for processing. 
0049. A variety of conventional communications media 
and protocols may be used for data links 120, 122, 124, and 
128 as well as for any other communication links mentioned 
herein. For example, data links 120, 122,124, and 128 may be 
an Internet Service Provider (ISP) configured to facilitate 
communications over a local loop as is typically used in 
connection with standard modem communication, cable 
modem, dish networks, ISDN, Digital Subscriber Lines 
(DSL), or any wireless communication media. In addition, 
resource engine 130, including POI terminal 110 and host 
network 112, may reside on a local area network which inter 
faces to a remote network (not shown) for remote authoriza 
tion of an intended performance tracking transaction. Host 
network 112 may be an employer network, Such as an 
employer LAN, WAN and/or intranet. Resource engine 130 
may communicate with the remote network via a leased line, 
such as a T1, D3 line, or the like. Such communications lines 
are described in a variety of texts, such as, “Understanding 
Data Communications.” by Gilbert Held, which is incorpo 
rated herein by reference. 
0050. A transponder and/or account identifier, as used 
herein, may include any number or identifier for an account 
(e.g., any device, code, or other identifier/indicia Suitably 
configured to allow a resource to interact or communicate 
with system 100A, such as, for example, authorization/access 
code, personal identification number (PIN), Internet code, 
digital certificate, biometric data, and/or other identification 
indicia). A transponder identifier may be further coordinated 
with fob 102 as well as a resource identifier. For example, a 
resource may have a resource account identifier associated 
with him. The resource may also carry fob 102, which can 
only be used by that specific resource. Fob 102, in turn has a 
unique transponder identifier Such that the transponder iden 
tifier may be associated with both the specific fob 102 and the 
resource holding fob 102. 
0051 Resource engine 130 may also have one or more 
employer account identifiers associated with it. An employer 
account identifier may be used by an employer to associate a 
resource and/or fob 102 with a specific employer account. For 
example, the employer account identifiers may be used to 
track a resource’s performance on different tasks associated 
with the employer accounts. 
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0052. The transponder identifier may be maintained by a 
performance tracking provider (e.g., employer) and which 
may be used to track a resource's performance. A typical 
transponder identifier (e.g., account data) may be correlated 
to a resource number, identifier, etc. For ease in understand 
ing, the present invention may be described with respect to a 
resource ID. However, it should be noted that the invention is 
not so limited and other accounts permitting an exchange of 
information for an account data value is contemplated to be 
within the scope of the present invention. 
0053. The transponder identifier may be distributed and 
stored in any form of plastic, electronic, magnetic, and/or 
optical device capable of transmitting or downloading data to 
a second device. A resource account identifier may be, for 
example, a resources ten-digit Social security number. The 
resource account identifier may also be, for example, the 
number of the resource's company credit card. In one exem 
plary embodiment, the transponder and/or resource account 
identifier may include a unique fob serial number and 
resource identification number, as well as specific application 
applets. The transponder and/or resource account identifiers 
may be stored in fob 102 inside a database 214, as described 
more fully below. Database 214 may be configured to store 
multiple account identifiers issued to fob 102 resources by the 
same or different account providing institutions. 
0054 FIG. 2 illustrates the many functions of exemplary 
fob 102 in accordance with the present invention. Fob 102 
may be an RFID fob which may be presented by the resource 
to facilitate an exchange of information, for tracking a 
resource's performance on one or more tasks. As described 
herein, by way of example, fob 102 may be an RFID fob 
which may be presented for facilitating tracking resource 
performance. 
0055 Fob 102 may include an antenna 202 for receiving 
an interrogation signal from RFID reader 104 via antenna 106 
(or alternatively, via external antenna 108). Fob antenna 202 
may be in communication with transponder 114. In one 
exemplary embodiment, transponder 114 may be a 13.56 
MHZ transponder compliant with the ISO/IEC 14443 stan 
dard, and antenna 202 may be of the 13 MHZ variety. The 
transponder 114 may be in communication with a transpon 
der compatible modulator/demodulator 206 configured to 
receive the signal from transponder 114 and configured to 
modulate the signal into a format readable by any later con 
nected circuitry. Further, modulator/demodulator 206 may be 
configured to format (e.g., demodulate) a signal received 
from the later connected circuitry in a format compatible with 
transponder 114 for transmitting to RFID reader 104 via 
antenna 202. For example, where transponder 114 is of the 
13.56MHz variety, modulator/demodulator 206 may be ISO/ 
IEC 14443-2 compliant. 
0056 Modulator/demodulator 206 may be coupled to a 
protocol/sequence controller 208 for facilitating control of 
the authentication of the signal provided by RFID reader 104, 
and for facilitating control of the sending of fob 102 transpon 
der identifier. In this regard, protocol/sequence controller 208 
may be any Suitable digital or logic driven circuitry capable of 
facilitating determination of the sequence of operation for fob 
102 inner-circuitry. For example, protocol/sequence control 
ler 208 may be configured to determine whether the signal 
provided by RFID reader 104 is authenticated, and thereby 
providing to RFID reader 104 the account identifier stored on 
fob 102. 
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0057 Protocol/sequence controller 208 may be further in 
communication with authentication circuitry 210 for facili 
tating authentication of the signal provided by RFID reader 
104. Authentication circuitry may be further in communica 
tion with a non-volatile secure memory database 212. Secure 
memory database 212 may be any suitable elementary file 
system such as that defined by ISO/IEC 7816-4 or any other 
elementary file system allowing a lookup of data to be inter 
preted by the application on the chip. 
0058. The data may be used by protocol/sequence control 
ler 208 for data analysis and used for management and control 
purposes, as well as security purposes. Authentication cir 
cuitry may authenticate the signal provided by RFID reader 
104 by association of the RFID signal to authentication keys 
stored on database 212. Encryption circuitry may use keys 
stored on database 212 to perform encryption and/or decryp 
tion of signals sent to or from RFID reader 104. For a basic 
introduction on cryptography, review a text written by Bruce 
Schneier entitled 'Applied Cryptography: Protocols, Algo 
rithms, and Source Code in C. published by John Wiley & 
Sons (second edition, 1996), herein incorporated by refer 
CCC. 

0059. In addition, protocol/sequence controller 208 may 
be in communication with a database 214 for storing at least 
fob 102 transponder account data, and a unique fob 102 
identification code. Protocol/sequence controller 208 may be 
configured to retrieve the account identifier from database 
214 as desired. Database 214 may be of the same configura 
tion as database 212 described above. The fob transponder 
account data and/or unique fob identification code stored on 
database 214 may be encrypted prior to storage. Thus, where 
protocol/sequence controller 208 retrieves the account data, 
and or unique fob identification code from database 214, the 
transponder account identifier may be encrypted when being 
provided to RFID reader 104. Further, the data stored on 
database 214 may include, for example, an unencrypted 
unique fob 102 identification code, a resource identification, 
Track 1 and Track 2 data, as well as specific application 
applets. 

0060 For example, in accordance with another exemplary 
embodiment, the account number may be stored in magnetic 
stripe format. That is, where the account number may be in 
magnetic stripe format, the account number portions are gov 
erned by the International Standards Organization ISO/IEC 
7811, et al. standard, which are hereby incorporated by ref 
erence. The standard requires the magnetic stripe information 
to be encoded in three “tracks’ (i.e., track 1, track 2, and track 
3). 
0061 Data stored in track 1 may be typically used to verify 
the user's identity. Track 1 may be reserved for encoding the 
transaction account identifier, the name of the accountholder, 
and at least the expiration date of the transaction account or 
the transaction device. The information encoded in track 1 
may be alpha-numeric and may be encoded at about 7 Bits/ 
Character. In an exemplary layout of the data stored intrack 1, 
track 1 may be segmented into several distinct predetermined 
portions (e.g., “fields') for encoding the various account 
identifying information. The following table may be useful 
for determining the field definitions of the information pro 
vided. 
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TABLE 1. 

Table of Field Codes for Track 1 

SS = Start Sentinel “% 
FC = Format Code 
PAN = Primary Acct. # (19 digits max) 
FS = Field Separator“ ” 
Name = 26 alphanumeric characters max. 
Additional Data = Expiration Date, offset, encrypted PIN, etc. 
ES = End Sentinel?' 
LRC = Longitudinal Redundancy Check 

0062 Track 2 may be the track most commonly used by 
the American Banking Association associated banking insti 
tutions. Track 2 may be typically reserved for a duplicate 
version of the transaction account identifier and the expiration 
date of the transaction account or the transaction device 
stored in track 1. In addition, track 2 may include an 
encrypted Personal Identification Code, and other discretion 
ary data. However, the data in track 2 may be encoded at a 
lower Bit per Character density than the data encoded in track 
1. The data in track 2 may be numeric only and may be 
encoded at about 5 Bits/Character. The lower density ratio in 
track 2 may be designed to ensure compatibility with older 
technology readers and to provide redundancy when reading 
with newer technology readers. FIG. 17 illustrates an exem 
plary layout of the data stored in track 2, whereintrack 2 may 
be segmented into several distinct predetermined portions for 
encoding the various account identifying information. As 
shown, the following table may be useful for determining the 
definitions of the information provided. 

TABLE 2 

Table of Field Codes for Track 2 

SS = Start Sentinel “% 
SS = Start Sentinel “: 
PAN = Primary Acct. # (19 digits max) 
FS = Field Separator *= 
Additional Data = Expiration Date, offset, encrypted PIN, etc. 
ES = End Sentinel?' 
LRC = Longitudinal Redundancy Check 

0063 Track 3 may be of similar description as Track 2. 
With the International Standards Organization adoption of 
standard ISO/IEC 4909, track 3 of the magnetic stripe format 
was no longer used by the banking industry. However, other 
transaction devices including a magnetic stripe. Such as driv 
ers licenses, use track 3, which may include both numeric 
only and alpha numeric characters. Track 3 may be unique in 
that track 3 was intended to have data read and WRITTEN on 
it. Cardholders would have account information UPDATED 
right on the magnetic stripe. The present invention anticipates 
that a fob user's travel-related information profile and/or 
account information may be updated using track 3. Unfortu 
nately, track 3 may be almost an orphaned standard, since 
most readers currently in operation are not configured to write 
data onto a magnetic stripe. The original design of track 3 was 
to control off-line ATM transactions by recording transaction 
data for later reference by the banking institution. But since 
ATMs are now on-line, the usage of track 3 has been drasti 
cally reduced. 
0064. The most common technique used to encode data in 
magnetic stripe format may be known as Aiken Biphase, or 
two-frequency coherent-phase encoding. The American 
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National Standards Institute (ANSI) and the International 
Standards Organization (ISO) have chosen two standards to 
guide the encoding process. The ISO encoding protocol 
specifies that each of tracks 1, 2 and 3 must begin and end with 
a length of all Zero bits, called CLOCKING BITS. These are 
used to synch the self-clocking feature of bi-phase decoding. 
In addition, most transaction devices which use magnetic 
stripe encoding protocol use either the ANSI/ISO ALPHA 
Data formator the ANSI/ISO BCD Data format. For example, 
track 1 may be typically encoded in ANSI/ISO ALPHA Data 
format which may be a 7 bit, 6 data bits+1 parity bit (odd) 
format, where the data may be read least significant bit first. 
The ANSI/ISO ALPHA format characterset contains 64 char 
acters, 43 alphanumeric, 3 framing/field characters and 18 
control/special characters. On the other hand, tracks 2 and 3 
are typically encoded in ANSI/ISO BCD Data format, which 
may be a 5 bit, 4 data bits+1 parity bit (odd) format. The 
character set for the ANSI/ISO BCD Data format character 
set contains 16 characters, 10 alphanumeric, 3 framing/field 
characters and 3 control/special characters. 
0065 Ordinarily, a proxy account number (e.g., a portion 
of the transaction account number) includes essential identi 
fying information, Such as, for example, any information that 
may be common to the account provider. The common infor 
mation (also called “common character, herein) may include 
the account provider routing number, or common Source indi 
cator Such as the character spaces reserved to indicate the 
identification of the issuing bank. Thus, where the proxy 
transaction account identifier corresponds to an American 
Express account, the proxy transaction account identifier may 
include the common character number 3, encoded the field 
location where such common character may be ordinarily 
encoded in traditional magnetic stripe format. 
0.066 FIG. 18 illustrates the encoding of which would 
ordinarily be done by an entity, Such as, for example, Mas 
terCard in track 2 format. FIG. 15 shows the encoding of a 
MasterCard account number 311 122223333 4444 with expi 
ration date 12/99 in traditional track 1 format. Since Master 
Card uses the number 3 to identify its transaction accounts, 
the proxy account identifier will also use the number 3 so that 
the receiving system (e.g., reader 104 or merchant system 
130, or account provider) further recognizes that the proxy 
account identifier may be from a MasterCard transaction 
device. It should be noted that in this example, the '3' and the 
“101 may be common characters to all MasterCard transac 
tion accounts. For a more detailed explanation of magnetic 
stripe format data exchange, see U.S. patent application Ser. 
No. 10/810,473 filed on Mar. 26, 2004, entitled SYSTEM 
AND METHOD FOR ENCODING INFORMATION IN 
MAGNETIC STRIPE FORMAT FOR USE INRADIO FRE 
QUENCY IDENTIFICATION TRANSACTIONS, incorpo 
rated herein by reference. 
0067 Fob 102 may be configured to respond to multiple 
interrogation frequency transmissions provided by RFID 
reader 104. That is, as described more fully below, RFID 
reader 104 may provide more than one RF interrogation sig 
nal. In this case, fob 102 may be configured to respond to the 
multiple frequencies by including in fob 102 one or more 
additional RF signal receiving/transmitting units 226. RF 
signal receiving/transmitting unit 226 may include an 
antenna 218 and transponder 220 where the antenna 218 and 
transponder 220 are compatible with at least one of the addi 
tional RF signals provided by RFID reader 104. For example, 
in one exemplary embodiment, fob 102 may include a 134 
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KHZantenna 218 configured to communicate with a 134 KHZ 
transponder 220. In this exemplary configuration, an ISO/ 
IEC 14443-2 compliant modulator/demodulator may not be 
required. Instead, the 134 KHZ transponder may be config 
ured to communicate directly with the protocol/sequence 
controller 208 for transmission and receipt of authentication 
and account number signals as described above. 
0068 Database 212 and any other database discussed 
herein may be any type of database, Such as relational, hier 
archical, graphical, object-oriented, and/or other database 
configurations. Common database products that may be used 
to implement the databases include DB2 by IBM (White 
Plains, N.Y.), various database products available from 
Oracle Corporation (Redwood Shores, Calif.), Microsoft 
Access or Microsoft SQL Server by Microsoft Corporation 
(Redmond, Wash.), or any other suitable database product. 
Moreover, the databases may be organized in any Suitable 
manner, for example, as data tables or lookup tables. Each 
record may be a single file, a series of files, a linked series of 
data fields or any other data structure. Association of certain 
data may be accomplished through any desired data associa 
tion technique Such as those known or practiced in the art. For 
example, the association may be accomplished either manu 
ally or automatically. Automatic association techniques may 
include, for example, a database search, a database merge, 
GREP, AGREP, SQL, and/or the like. The association step 
may be accomplished by a database merge function, for 
example, using a “key field' in pre-selected databases or data 
SectOrS. 

0069. More particularly, a “key field' partitions the data 
base according to the high-level class of objects defined by 
the key field. For example, certain types of data may be 
designated as a key field in a plurality of related data tables 
and the data tables may then be linked on the basis of the type 
of data in the key field. In this regard, the data corresponding 
to the key field in each of the linked data tables may be 
preferably the same or of the same type. However, data tables 
having similar, though not identical, data in the key fields may 
also be linked by using AGREP for example. In accordance 
with one aspect of the present invention, any suitable data 
storage technique may be utilized to store data without a 
standard format. Data sets may be stored using any Suitable 
technique, for example, storing individual files using an ISO/ 
IEC 7816-4 file structure; implementing a domain whereby a 
dedicated file may be selected that exposes one or more 
elementary files containing one or more data sets; using data 
sets stored in individual files using a hierarchical filing sys 
tem; data sets stored as records in a single file (for example, 
compression, SQL accessible, hashed via one or more keys, 
numeric, alphabetical by first tuple, etc.); block of binary 
(BLOB); stored as ungrouped data elements encoded using 
ISO/IEC 7816-6 data elements; stored as ungrouped data 
elements encoded using ISO/IEC Abstract Syntax Notation 
(ASN.1) as in ISO/IEC 8824 and 8825; and/or other propri 
etary techniques that may include fractal compression meth 
ods, image compression methods, etc. 
0070. In one exemplary embodiment, the ability to store a 
wide variety of information in differentformats may be facili 
tated by storing the information as a Block of Binary (BLOB). 
Thus, any binary information may be stored in a storage space 
associated with a data set. The BLOB method may store data 
sets as ungrouped data elements formatted as a block of 
binary via a fixed memory offset using either fixed storage 
allocation, circular queue techniques, or best practices with 

Jun. 11, 2015 

respect to memory management (e.g., paged memory, least 
recently used, etc.). By using BLOB methods, the ability to 
store various data sets that have different formats facilitates 
the storage of data associated with a wide variety of system 
components by multiple and unrelated owners of the data 
sets. For example, a first data set which may be stored may be 
provided by a first issuer, a second data set which may be 
stored may be provided by an unrelated second issuer, and yet 
a third data set which may be stored, may be provided by a 
third issuer unrelated to the first and second issuer. Each of 
these three exemplary data sets may contain different infor 
mation that may be stored using different data storage formats 
and/or techniques. Further, each data set may contain Subsets 
of data which also may be distinct from other subsets. 
(0071. As stated above, in various embodiments of the 
present invention, the data may be stored without regard to a 
common format. However, in one exemplary embodiment of 
the present invention, the data set (e.g., BLOB) may be anno 
tated in a standard manner when provided for manipulating 
the data onto the network. The annotation may comprise a 
short header, trailer, or other appropriate indicator related to 
each data set that may be configured to convey information 
useful in managing the various data sets. For example, the 
annotation may be called a “condition header,” “header.” 
“trailer, or 'status. herein, and may comprise an indication 
of the status of the data set or may include an identifier 
correlated to a specific issuer or owner of the data. In one 
example, the first three bytes of each data set BLOB may be 
configured or configurable to indicate the status of that par 
ticular data set (e.g., LOADED, INITIALIZED, READY. 
BLOCKED, REMOVABLE, or DELETED). Subsequent 
bytes of data may be used to indicate for example, the identity 
of the resource, user, account identifier or the like. Each of 
these condition annotations are further discussed herein. 

0072. With reference again to the exemplary block dia 
grams illustrated in FIGS. 1 and 2, fob 102 may be configured 
to respond to multiple interrogation frequency transmissions 
provided by RFID reader 104. That is, as described more fully 
below, RFID reader 104 may provide more than one RF 
interrogation signal. In this case, fob 102 may be configured 
to respond to the multiple frequencies by including infob 102 
one or more additional RF signal receiving/transmitting units 
226. RF signal receiving/transmitting unit 226 may include 
an antenna 218 and transponder 220 where antenna 218 and 
transponder 220 are compatible with at least one of the addi 
tional RF signals provided by RFID reader 104. For example, 
in one exemplary embodiment, fob 102 may include a 134 
KHZantenna 218 configured to communicate with a 134 KHZ 
transponder 220. In this exemplary configuration, an ISO/ 
IEC 14443-2 compliant modulator/demodulator may not be 
required. Instead, the 134 KHZ transponder may be config 
ured to communicate directly with the protocol/sequence 
controller 208 for transmission and receipt of authentication 
and account identifier signals as described above. 
(0073. In another embodiment, fob 102 may further 
include a universal serial bus (USB) connector 132 for inter 
facing fob 102 to user interface 134. User interface 134 may 
be further in communication with POI terminal 110 via a 
network 136. Network 136 may be the Internet, an intranet, or 
the like as is described above with respect to network 112. 
Further, user interface 134 may be similar in construction to 
any conventional input devices and/or computing systems 
aforementioned for permitting a resource to interact with 
network 136 and/or resource engine 130 through user inter 
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face 134. In one exemplary embodiment, fob 102 may be 
configured to facilitate online performance tracking. A USB 
converter 222 may be in communication with a USB connec 
tor 232 for facilitating the transfer of information between the 
modulator/demodulator 206 and USB connector 132. Alter 
natively, USB converter 222 may be in communication with 
protocol/sequence controller 208 to facilitate the transfer of 
information between protocol/sequence controller 208 and 
USB connector 132. 

0074. Where fob 102 includes USB connector 132, fob 
102 may be in communication with, for example, a USB port 
on user interface 134. The information retrieved from fob 102 
may be compatible with employee badge and/or Smart card 
technology enabling usage of interactive applications on the 
Internet. No RFID reader may be required in this embodiment 
since the connection to POI terminal 110 may be made using 
a USB port on user interface 134 and network 136. 
0075 Fob 102 may include means for enabling activation 
of the fob by the resource. In one exemplary embodiment, a 
switch 230 which may be operated by the user/resource offob 
102. Switch 230 on fob 102 may be used to selectively or 
inclusively activate fob 102 for particular uses. In this con 
text, the term “selectively” may mean that switch 230 enables 
the resource to place fob 102 in a particular operational mode. 
For example, the resource may place fob 102 in a mode for 
enabling tracking the resource's performance of a specific 
task using a selected task number. Alternatively, the fob may 
be placed in a mode as such that the fob account identifier is 
provided by USB port 132 (or serial port) only and fob tran 
sponder 114 is disabled. 
0076. In addition, the term “inclusively” may mean that 
fob 102 is placed in an operational mode permitting fob 102 
to be responsive to the RF interrogation and interrogation via 
the USB connector 132. In one particular embodiment, 
switch 230 may remain in an OFF position ensuring that one 
or more applications or accounts associated with fob 102 are 
non-reactive to any commands issued by RFID reader 104. In 
another example, fob 102 may be activated by default, but the 
resource can deactivate fob 102 when the resource comes in 
the vicinity of RFID reader 104 to prevent fob 102 from 
engaging with RFID reader 104. As used herein, the OFF 
position may be termed the “normal position of the activa 
tion switch 230, although other normal positions are contem 
plated. 
0077. In another exemplary embodiment, when switch 
230 is moved from the OFF position, fob 102 may be deemed 
activated by the resource. That is, switch 230 may activate 
internal circuitry in fob 102 for permitting the fob to be 
responsive to RF signals (e.g., commands from RFID reader 
104). In this way, switch 230 may facilitate control of the 
active and inactive states of fob 102. Such control increases 
the system security by preventing inadvertent or illegal use of 
fob 102. 

0078. In one exemplary embodiment, switch 230 may be a 
simple mechanical device in communication with circuitry 
which may electrically prevent the fob from being powered 
by a RFID reader. That is, when switch 230 is in its normal 
position, switch 230 may provide a short to fob 102 internal 
circuitry, preventing fob 102 from being responsive to inter 
rogation by RF or via the USB connector 230. In this arrange 
ment, switch 230 may be, for example, a “normally closed 
(NC) configured switch, which may be electrically connected 
to antenna 202 at the interface of antenna 202 and transponder 
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114. Switch 230 may be depressed, which may open switch 
230 fully activating antenna 202. 
0079. In yet another exemplary embodiment, fob 102 may 
include a biometric sensor and biometric membrane config 
ured to operate as switch 230 and activate fob 102 when 
provided with a biometric signal from a authorized resource 
using fob 102. Such biometric signal may be the digital read 
ing of a fingerprint, thumbprint, or the like. Typically, where 
biometric circuitry is used, the biometric circuitry may be 
powered by an internal Voltage source (e.g., battery). In this 
case, the Switch may not be a simple mechanical device, but a 
switch which is powered. In yet another exemplary embodi 
ment, switch 230 may be battery powered though no biomet 
ric circuitry is present in fob 102. 
0080. In yet another embodiment, switch 230 may be a 
logic switch. Where switch 230 is a logic switch, Switch 230 
control software may be read from the sequence controller 
208 to selectively control the activation of the various fob 102 
components. 
I0081 FIG. 3 illustrates an exemplary block diagram of 
RFID reader 104 in accordance with an exemplary embodi 
ment of the present invention. RFID reader 104 includes, for 
example, an antenna 106 coupled to a RF module 302, which 
is further coupled to a control module 304. In addition, RFID 
reader 104 may include antenna 108 positioned remotely 
from RFID reader 104 and coupled to RFID reader 104 via a 
suitable cable 120, or other wire or wireless connection. 
I0082 RF module 302 and antenna 106 may be suitably 
configured to facilitate communication with fob 102. Where 
fob 102 is formatted to receive a signal at a particular RF 
frequency, RF module 302 may be configured to provide an 
interrogation signal at that same frequency. For example, in 
one exemplary embodiment, fob 102 may be configured to 
respond to an interrogation signal of about 13.56MHz. In this 
case, RFID antenna 106 may be 13 MHz and may be config 
ured to transmit an interrogation signal of about 13.56 MHz. 
That is, fob 102 may be configured to include a first and 
second RF module (e.g., transponder) where the first module 
may operate using a 134 kHz frequency and the second RF 
module may operate using a 13.56 MHz frequency. RFID 
reader 104 may include two receivers which may operate 
using the 134 kHz frequency, the 13.56 MHz frequency or 
both. When RFID reader 104 is operating at 134 kHz fre 
quency, only operation with the 134 kHz module on fob 102 
may be possible. When reader 104 is operating at the 13.56 
MHz frequency, only operation with the 13.56 MHz module 
on fob 102 may be possible. Where RFID reader 104 supports 
both a 134 kHz frequency and a 13.56 MHz. RF module, fob 
102 may receive both signals from RFID reader 104. In this 
case, fob 102 may be configured to prioritize selection of the 
one or the other frequency and reject the remaining frequency. 
Alternatively, RFID reader 104 may receive signals at both 
frequencies from the fob upon interrogation. In this case, 
RFID reader 104 may be configured to prioritize selection of 
one or the other frequency and reject the remaining frequency. 
I0083. Further, a protocol/sequence controller 314 may 
include an optional feedback function for notifying the 
resource of the status of a particular performance tracking 
transaction. For example, the optional feedback may be in the 
form of an LED, LED screen and/or other visual display 
which is configured to light up or display a static, Scrolling, 
flashing and/or other message and/or signal to inform a 
resource using fob 102 that a performance tracking transac 
tion is initiated (e.g., fob is being interrogated), the fob is valid 
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(e.g., fob is authenticated), a performance tracking transac 
tion is being processed, (e.g., fob transponder account iden 
tifier is being read by RFID reader) and/or the transaction is 
accepted or denied (e.g., account identifiers approved or dis 
approved). Such an optional feedback may or may not be 
accompanied by an audible indicator (or may present the 
audible indicator singly) for informing fob 102 resource of 
the performance tracking transaction status. The audible 
feedback may be a simple tone, multiple tones, musical indi 
cator, and/or voice indicator configured to signify when the 
fob 102 is being interrogated, the performance tracking trans 
action status, or the like. 
0084 RFID antenna 106 may be in communication with a 
transponder 306 for transmitting an interrogation signal and 
receiving at least one of an authentication request signal 
and/oran account data from fob 102. Transponder 306 may be 
of similar description as transponder 114 of FIG. 2. In par 
ticular, transponder 306 may be configured to send and/or 
receive RF signals in a format compatible with antenna 106 in 
similar manner as was described with respect to fob transpon 
der 114. For example, where transponder 306 is 13.56 MHz 
RF rated antenna 106 may be 13.56 MHZ compatible. Simi 
larly, where transponder 306 is ISO/IEC 14443 rated, antenna 
106 may be ISO/IEC 14443 compatible. 
0085 RF module 302 may include, for example, transpon 
der 306 in communication with authentication circuitry 308 
which may be in communication with a secure database 310. 
Authentication circuitry 308 and database 310 may be of 
similar description and operation as described with respect to 
authentication circuitry 210 and secure memory database 212 
of FIG. 2. For example, database 310 may store data corre 
sponding to fob 102 which may be used to authorize the 
tracking of resource performance over system 100. Database 
310 may additionally store RFID reader 104 identifying 
information and/or provide such information to fob 102 for 
use in authenticating whether RFID reader 104 is authorized 
to be provided the fob transponder account identifier stored 
on fob database 214. 
I0086 Authentication circuitry 308 may be of similar 
description and operation as authentication circuitry 210. 
That is, authentication circuitry 308 may be configured to 
authenticate the signal provided by fob 102 in a similar man 
ner that authentication circuitry 210 may be configured to 
authenticate the signal provided by RFID reader 104. As is 
described more fully below, fob 102 and RFID reader 104 
engage in mutual authentication. In this context, "mutual 
authentication' may mean that operation of the system 100 
may not take place until fob 102 authenticates the signal from 
RFID reader 104, and RFID reader 104 authenticates the 
signal from fob 102. 
0087 FIG. 4 depicts a flowchart of an exemplary authen 
tication process in accordance with the present invention. The 
authentication process is depicted as one-sided. That is, the 
flowchart depicts the process of RFID reader 104 authenti 
cating fob 102, although similar steps may be followed in the 
instance that fob 102 authenticates RFID reader 104. 

0088 As noted, database 212 may store security keys for 
encrypting or decrypting signals received from RFID reader 
104. In an exemplary authentication process, where RFID 
reader 104 is authenticating fob 102, RFID reader 104 may 
provide an interrogation signal to fob 102 (step 402). The 
interrogation signal may include a random code generated by 
the RFID reader authentication circuit 210, which is provided 
to fob 102 and which is encrypted using an unique encryption 
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key corresponding to the unique fob 102 identification code. 
For example, protocol/sequence controller 314 may provide a 
command to activate the authentication circuitry 308. 
Authentication circuitry 308 may provide from database 310 
afob interrogation signal including a random number as apart 
of the authentication code generated for each authentication 
signal. The authentication code may be an alphanumeric code 
which is recognizable (e.g., readable) by RFID reader 104 
and fob 102. The authentication code may be provided to fob 
102 via the RFID RF interface 306 and antenna 106 (or 
alternatively antenna 108). 
I0089 Fob 102 receives the interrogation signal (step 404). 
The interrogation signal including the authorization code 
may be received at RF interface 114 via antenna 202. Once 
fob 102 is activated, the interrogation signal including the 
authorization code may be provided to the modulator/de 
modulator circuit 206 where the signal may be demodulated 
prior to providing the signal to protocol/sequence controller 
208. Protocol/sequence controller 208 may recognize the 
interrogation signal as a request for authentication of fob 102. 
and provide the authentication code to authentication circuit 
210. The fob 102 may then encrypt the authentication code 
(step 406). In particular, encryption may be done by authen 
tication circuit 210, which may receive the authentication 
code and encrypt the code prior to providing the encrypted 
authentication code to protocol/sequence controller 208. Fob 
102 may then provide the encrypted authentication code to 
RFID reader 104 (step 408). That is, the encrypted authenti 
cation code may be provided to RFID reader 104 via modu 
lator/demodulator circuit 206, RF interface 114 (e.g., tran 
sponder 114) and antenna 106. 
(0090 RFID reader 104 may then receive the encrypted 
authentication code and decryption it (step 410). That is, the 
encrypted authentication code may be received at antenna 
106 and RF interface 306 and may be provided to authenti 
cation circuit 308. Authentication circuit 308 may be pro 
vided a security authentication key (e.g., transponder system 
decryption key) from database 310. The authentication circuit 
may use the authentication key to decrypt (e.g., unlock) the 
encrypted authorization code. The authentication key may be 
provided to the authentication circuit based on the uniquefob 
102 identification code. For example, the encrypted authen 
tication code may be provided along with the unique fob 102 
identification code. The authentication circuit may receive 
the unique fob 102 identification code and retrieve from data 
base 310 a transponder system decryption key correlative to 
the unique fob 102 identification code for use in decrypting 
the encrypted authentication code. 
0091. Once the authentication code is decrypted, the 
decrypted authentication code is compared to the authentica 
tion code provided by RFID reader 104 at step 402 (step 412) 
to verify its authenticity. If the decrypted authorization code 
is not readable (e.g., recognizable) by the authentication cir 
cuit 308, fob 102 is deemed to be unauthorized (e.g., unveri 
fied) (step 418) and the operation of system 100 is terminated 
(step 420). Contrarily, if the decrypted authorization code is 
recognizable (e.g., verified) by fob 102, the decrypted autho 
rization code is deemed to be authenticated (step 414), and the 
transaction is allowed to proceed (step 416). In one particular 
embodiment, the proceeding transaction may mean that fob 
102 may authenticate RFID reader 104 prior to RFID reader 
104 authenticating fob 102, although, it should be apparent 
that RFID reader 104 may authenticate fob 102 prior to fob 
102 authenticating RFID reader 104. 
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0092. It should be noted that in an exemplary verification 
process, authorization circuit 308 may determine whether the 
unlocked authorization code is identical to the authorization 
code provided in step 402. If the codes are not identical then 
fob 102 is not authorized to access system 100. Although, the 
verification process is described with respect to identicality, 
identicality is not required. For example, authentication cir 
cuit 308 may verify the decrypted code through any protocol, 
steps, or process for determining whether the decrypted code 
corresponds to authorized fob 102. 
0093. Authentication circuitry 308 may additionally be in 
communication with protocol/sequence controller 314 of 
similar operation and description as protocol/sequence con 
troller 208 of FIG. 2. That is, protocol/sequence device con 
troller 314 may be configured to determine the order of opera 
tion of RFID reader 104 components. For example, FIG. 5 
illustrates and exemplary decision process under which pro 
tocol/sequence controller 314 may operate. Protocol/se 
quence controller 314 may command the different compo 
nents of RFID reader 104 based on whether fob 102 is present 
(step 502). For example, if fob 102 is not present, then pro 
tocol/sequence controller 314 may command RFID reader 
104 to provide an uninterrupted interrogation signal (step 
504). That is, protocol/sequence controller 314 may com 
mand authentication circuit 308 to provide an uninterrupted 
interrogation signal until the presence of fob 102 is realized. 
If fob 102 is present, the protocol/sequence controller 314 
may command RFID reader 104 to authenticate fob 102 (step 
506). 
0094. As noted above, authentication may mean that pro 
tocol/sequence controller 314 may command authentication 
circuit 308 to provide fob 102 with an authorization code. If 
a response is received from fob 102, protocol/sequence con 
troller may determine if the response is a response to RFID 
reader 104 provided authentication code, or if the response is 
a signal requiring authentication (step 508). If the signal 
requires authentication, then protocol/sequence controller 
314 may activate the authentication circuitas described above 
(step 506). On the other hand, if fob 102 signal is a response 
to the provided authentication code, then protocol/sequence 
controller 314 may command RFID reader 104 to retrieve the 
appropriate security key for enabling recognition of the signal 
(step 510). That is, protocol/sequence controller 314 may 
command authentication circuit 308 to retrieve from database 
310 a security key (e.g., transponder system decryption key), 
unlock the signal, and compare the signal to the signal pro 
vided by RFID reader 104 in the authentication process (e.g., 
step 506). If the signal is recognized, protocol/sequence con 
troller 314 may determine that fob 102 is authorized to access 
system 100. If the signal is not recognized, then fob 102 is 
considered not authorized. In which case, protocol/sequence 
controller 314 may command the RFID controller to interro 
gate for authorized fobs (step 504). 
0095 Once protocol/sequence controller 314 determines 
that fob 102 is authorized, protocol/sequence controller 314 
may seek to determine if additional signals are being sent by 
fob 102 (step 514). If no additional signal is provided by fob 
102, then protocol/sequence controller 314 may provide all 
the components of RFID reader 104 to remain idle until such 
time as a signal is provided (step 516). Contrarily, where an 
additional fob 102 signal is provided, protocol/sequence con 
troller 314 may determine if fob 102 is requesting access to 
resource engine 130 POI terminal 110 oriffob 102 is attempt 
ing to interrogate RFID reader 104 for return (e.g., mutual) 
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authorization (step 518). Where fob 102 is requesting access 
to resource engine 130 POI terminal 110, protocol/sequence 
controller 314 may command RFID reader 104 to open com 
munications with POI terminal 110 (step 524). In particular, 
protocol/sequence controller 314 may command POI termi 
nal communications interface 312 to become active, permit 
ting transfer of data between RFID reader 104 and resource 
engine 130 POI terminal 110. 
0096. On the other hand, if protocol/sequence controller 
determines that fob 102 signal is a mutual interrogation sig 
nal, then protocol/sequence controller 314 may command 
RFID reader 104 to encrypt the signal (step 520). Protocol/ 
sequence controller 314 may command encryption authenti 
cation circuit 318 to retrieve from database 320 the appropri 
ate encryption key in response to fob 102 mutual 
interrogation signal. Protocol/sequence controller 314 may 
then command RFID reader 104 to provide the encrypted 
mutual interrogation signal to fob 102. Protocol/sequence 
controller 314 may command authentication circuit 318 to 
provide an encrypted mutual interrogation signal for fob 102 
to mutually authenticate. Fob 102 may then receive the 
encrypted mutual interrogation signal and retrieve from 
authentication circuitry 212 a RFID reader decryption key. 
0097 Although an exemplary decision process of proto 
col/sequence controller 314 is described, it should be under 
stood that a similar decision process may be undertaken by 
protocol/sequence controller 208 in controlling the compo 
nents of fob 102. Indeed, as described above, protocol/se 
quence controller 314 may have similar operation and design 
as protocol/sequence controller 208. In addition, to the above, 
protocol/sequence controllers 208 and 314 may incorporate 
in the decision process appropriate commands for enabling 
USB interfaces 222 and 316, when the corresponding device 
is so connected. 
0.098 Encryption/decryption component 318 may be fur 
ther in communication with a secure account identifier data 
base320 which stores the security keys necessary for decrypt 
ing the encrypted fob account identifier. Upon appropriate 
request from protocol/sequence controller 314, encryption/ 
decryption component (e.g., circuitry 318) may retrieve the 
appropriate security key, decrypt the fob account identifier 
and forward the decrypted account identifier to protocol/ 
sequence controller 314 in any format readable by any later 
connected POI terminal 110. In one exemplary embodiment, 
the account identifier may be forwarded in a conventional 
magnetic stripe card format compatible with the ISO/IEC 
7813 standard. That is, inaccordance with the invention, there 
is no need to translate or correlate the account identifier to 
traditional magnetic stripe format as is done with the prior art. 
The invention processes the performance tracking transaction 
request directly, as if the card associated with the account has 
been presented for performance tracking. 
0099. Upon receiving the account identifier in magnetic 
stripe format, protocol/sequence controller 314 may forward 
the account identifier to POI terminal 110 via communica 
tions interface 312 and data link 122, as best shown in FIG.1. 
Performance tracking terminal 110 may receive the decrypted 
account identifier and forward the magnetic stripe formatted 
account identifier to host network 112 for processing under 
the employer's business as usual standard. In this way, the 
present invention eliminates the need of a third-party server. 
Further, where POI terminal 110 receives a response from 
host network 112 (e.g., performance tracking authorized or 
denied), protocol/sequence controller 314 may provide the 
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network response to RF module 302 for optically and/or 
audibly communicating the response to fob 102 resource. 
0100 RFID reader 104 may additionally include USB 
interface 316, in communication with the protocol/sequence 
controller 314. In one embodiment, the USB interface may be 
a RS22 serial data interface. Alternatively, RFID reader 104 
may include a serial interface Such as, for example, a RS232 
interface in communication with protocol/sequence control 
ler 314. USB connector 316 may be in communication with a 
personalization system 116 (shown in FIG. 1B) for initializ 
ing RFID reader 104 to system 100 application parameters. 
That is, prior to operation of system 100, RFID reader 104 
may be in communication with personalization system 116 
for populating database 310 with a listing of security keys 
belonging to authorized fobs 102, and for populating database 
320 with the security keys to decrypt fob 102 account iden 
tifiers placing the account identifiers in ISO/IEC 7813 format. 
In this way, RFID reader 104 may be populated with a unique 
identifier (e.g., serial number) which may be used by fob 
authentication circuitry 210 to determine if RFID reader 104 
is authorized to receive fob 102 encrypted account identifier. 
0101 FIG. 1B illustrates an exemplary personalization 
system 100B, in accordance with the present invention. In 
general, typical personalization system 100B may be any 
system for initializing RFID reader 104 and fob 102 for use in 
system 100A. With reference to FIG. 1B, the similar person 
alization process for fob 102 may be illustrated. For example, 
personalization system 116 may be in communication with 
fob 102 via RF ISO 14443 interface 114 for populating fob 
database 212 with the security keys for facilitating authenti 
cation of the unique RFID reader 104 identifier. In addition, 
personalization system 116 may populate on database 212 a 
unique fob 102 identifier for use by RFID reader 104 in 
determining whether fob 102 is authorized to access system 
100. Personalization system 116 may populate (e.g., inject) 
the encrypted fob 102 account identifier into fob database 214 
for later providing to an authenticated RFID reader 104. 
0102. In one exemplary embodiment, personalization sys 
tem 116 may include any standard computing system as 
described above. For example, personalization system 116 
may include a standard personal computer containing a hard 
ware security module operable using any conventional 
graphic user interface. Prior to populating the security key 
information account identifier and unique identifying infor 
mation into fob 102 or RFID reader 104, the hardware secu 
rity module may authenticate fob 102 and RFID reader 104 to 
verify that the components are authorized to receive the 
secure information. 

0103) In another exemplary embodiment, resource engine 
130 may be configured to facilitate implementing the func 
tions of personalization system 116. For example, resource 
engine 130 may be configured as personalization system 116. 
Thus resource engine 130 may be in communication with fob 
102 via RF ISO 14443 interface 114 for populating fob data 
base 212 with the security keys for facilitating authentication 
of the unique RFID reader 104 identifier. In addition, resource 
engine 130 may populate on database 212 a unique fob 102 
identifier for use by RFID reader 104 in determining whether 
fob 102 is authorized to access system 100. Resource engine 
130 may further populate (e.g., inject) the encrypted fob 102 
account identifier into fob database 214 for later providing to 
an authenticated RFID reader 104. 

0104 FIGS. 6A-B illustrate an exemplary flowchart of a 
personalization procedure which may be used to personalize 
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fob 102 and/or RFID reader 104. Although the following 
description discusses mainly personalization of fob 102, 
RFID reader 104 may be personalized using a similar process. 
The personalization process, which occurs between person 
alization system 116 and the device to be personalized (e.g., 
fob 102 or RFID reader 104), may begin, for example at step 
602. Mutual authentication may occur between personaliza 
tion system 116 and the device to be authenticated in much 
the same manner as was described above with regard to fob 
102 mutually authenticating with RFID reader 104. That is, 
personalization system 116 may transmit a personalization 
system 116 identifier to the device to be authenticated which 
is compared by the device authentication circuitry 210, 308 
against personalization system identifiers stored in the device 
database 212,310. Where a match does not occur (step 604), 
the personalization process may be aborted (step 612). Where 
a match occurs (step 604), personalization system 116 may 
prepare a personalization file to be provided to the device to 
be personalized (step 606). If personalization system 116 is 
operated manually, the personalization file may be entered 
into personalization system 116 using any suitable system 
interface such as, for example, a keyboard (step 606). Where 
personalization system 116 operator elects to delay the prepa 
ration of the personalization files, personalization system 116 
may abort the personalization process (step 610). In this 
context, the personalization file may include the unique fob 
102 or RFID reader 104 identifier, security key for loading 
into database 212 and 310, and/or security keys for decrypt 
ing a fob transponder account identifier which may be loaded 
in database 320. 

0105 Fob 102 may be personalized by direct connection 
to personalization system 116 via RF ISO/IEC 14443 inter 
face 114, or fob 102 may be personalized using RFID reader 
104. Personalization system 116 and RFID reader 104 may 
engage in mutual authentication and RFID reader 104 may be 
configured to transmit the fob personalization file to fob 102 
via RF. Once fob 102 is presented to RFID reader 104 (steps 
608, 614) for personalization, fob 102 and RFID reader 104 
may engage in mutual authentication (step 614). Where fob 
102 is not presented to RFID reader 104 for personalization, 
the personalization process may be terminated (step 610). 
0106 If fob 102 is detected, personalization system 116 
may create as a part of the personalization file, a unique 
identifier for providing to fob 102 (step 616). The identifier is 
unique in that one identifier may be given only to a single fob. 
That is, no other fob may have that same identifier. Fob 102 
may then be configured and loaded with that identifier (step 
618). 
0107 The encrypted fob 102 transponder account identi 
fier may be populated into fob 102 in the same manner as is 
described with respect to the unique fob 102 identifier. That 
is, personalization system 116 may pre-encrypt the account 
data (step 620) and inject the encrypted account into fob 
database 214 (step 622). The encrypted account data may be 
loaded (e.g., injected) into fob 102 using RFID reader 104 as 
discussed above. 

0108. Once the personalization file is populated into fob 
102, the populated information is irreversibly locked to pre 
vent alteration, unauthorized reading and/or unauthorized 
access (step 624). Personalization system 116 may then cre 
ate a log of the personalization file information for later 
access and analysis by the personalization system 116 
resource (step 626). 
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0109. It should be noted that in the event the personaliza 
tion process is compromised or interrupted (step 628), per 
Sonalization system 116 may send a security alert to the 
resource (step 630) and the personalization process may be 
aborted (step 612). On the other hand, where no such com 
promising or interruption exists, personalization system 116 
may be prepared to begin initialization on a second device to 
be personalized (step 632). 
0110 FIGS. 7A-B illustrate another exemplary embodi 
ment of a personalization process which may be used to 
personalize RFID reader 104. RFID reader 104 may be in 
communication with personalization system 116 via RFID 
reader USB connection 316 (step 702). Once connected, per 
Sonalization system 116 may establish communications with 
RFID reader 104 and RFID reader 104 may provide person 
alization system 116 any RFID reader 104 identification data 
presently stored on RFID reader 104 (step 704). In accor 
dance with step 708, where RFID reader 104 is being person 
alized for the first time (step 706), RFID reader 104 and 
personalization system 116 may engage in mutual authenti 
cation as described above with respect to FIGS. 6A-B. After 
the mutual authentication is complete, personalization sys 
tem 116 may verify that RFID reader 104 is properly manu 
factured or configured to operate within system 100. The 
verification may include evaluating the operation of RFID 
reader 104 by determining if the RFID reader will accept 
predetermined default settings. That is, personalization sys 
tem 116 may then provide RFID reader 104 a set of default 
settings (step 708) and determine if RFID reader 104 accepts 
those settings (step 712). If RFID reader 104 does not accept 
the default settings, personalization system 116 may abort the 
personalization process (step 714). 
0111. If the personalization system 116 determines that 
the personalization process is not the first personalization 
process undertaken by RFID reader 104 (step 706), person 
alization system 116 and RFID reader 104 may engage in a 
mutual authentication process using the existing security 
keys already stored on RFID reader 104 (step 710). If authen 
tication is unsuccessful (step 712), personalization system 
116 may abort the personalization process (step 714). 
0112. Where personalization system 116 and RFID reader 
104 Successfully mutually authenticate, personalization sys 
tem 116 may update RFID reader 104 security keys (step 
716). Updating the security keys may take place at any time as 
determined by a system 100 manager. The updating may take 
place as part of a routine maintenance or merely to install 
current security key data. The updating may be performed by 
downloading firmware into RFID reader 104 (step 718). In 
the event that personalization system 116 determines in step 
706 that RFID reader 104 is undergoing an initial personal 
ization, the firmware may be loaded into RFID reader 104 for 
the first time. In this context, “firmware' may include any file 
which enables the RFID reader 102 to operate under system 
100 guidelines. For example, such guidelines may be directed 
toward the operation of RFID reader protocol/sequence con 
troller 314. 

0113 Personalization system 116 may then determine if 
the personalization keys (e.g., security keys, decryption keys, 
RFID identifier) need to be updated or if RFID reader 104 
needs to have an, initial installation of the personalization 
keys (step 720). If so, then personalization system 116 may 
download the personalization keys as appropriate (step 722). 
0114 Personalization system 116 may then check RFID 
reader 104 to determine if fob 102 identifiers and correspond 
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ing security keys should be updated or initially loaded (step 
724). If no updating is necessary personalization system 116 
may end the personalization procedure (step 732). Contrarily, 
if personalization system 116 determines that fob 102 iden 
tifiers and corresponding keys need to be updated or installed, 
personalization system 116 may download the information 
onto RFID reader 104 (step 726). The information (e.g., fob 
security keys and identifiers) may be downloaded in an 
encrypted format and RFID reader 104 may store the infor 
mation in RFID reader database 310 as appropriate (step 
728). Personalization system 116 may then create or update a 
status log cataloging for later use and analysis by personal 
ization system 116 resource (step 730). Upon updating the 
status log, the personalization process may be terminated 
(step 732). 
0.115. It should be noted that, in some instances it may be 
necessary to repersonalize the RFID reader in similar manner 
as described above. In that instance, the personalization pro 
cess described in FIGS. 7A and 7B may be repeated. 
0116 FIG. 8 illustrates an exemplary flow diagram for the 
operation of system 100A. The operation may be understood 
with reference to FIG. 1A, which depicts the elements of 
system 100A which may be used in an exemplary transaction. 
The process is initiated when a resource desires to presentfob 
102 for performance tracking (step 802). Upon presentation 
of fob 102, the employer initiates the RF performance track 
ing transaction via RFID reader 104 (step 804). In particular, 
RFID reader 104 sends out an interrogation signal to scan for 
the presence of fob 102 (step 806). The RF signal may be 
provided via RFID reader antenna 106 or optionally via exter 
nal antenna 108. The RF interrogation signal then activates 
fob 102 (step 808). 
0117 Fob 102 and RFID reader 104 may then engage in 
mutual authentication (step 810). Where the mutual authen 
tication is unsuccessful, an error message may be provided to 
the resource via the RFID optical and/or audible indicator 
(step 814) and the performance tracking transaction may be 
aborted (step 816). Where the mutual authentication is suc 
cessful (step 814), a performance tracking request will be 
initiated. That is, RFID reader 104 may provide the resource 
with an appropriate optical and/or audible message (e.g., 
“performance tracking processing or “wait) (step 818). Fob 
protocol/sequence controller 208 may then retrieve from 
database 214 an encrypted fob account identifier and provide 
the encrypted account identifier to RFID reader 104 (step 
820). 
0118 RFID reader 104 may then decrypt the account iden 

tifier and convert the account identifier into magnetic stripe 
(ISO/IEC 7813) format (step 822) and provide the unen 
crypted account identifier to resource engine 130 (step 824). 
In particular, the account identifier may be provided to POI 
terminal 110 for transmission to host network 112 for pro 
cessing (step 828). Processing performance tracking will be 
discussed in greater detail herein. Upon processing. POI ter 
minal 110 may then send an optical and/or audible perfor 
mance tracking status message to RFID reader 104 (step 830) 
for communication to the resource (step 832). Once the 
resource receives the status message, the transaction is com 
pleted (step 834.) 
0119 Processing performance tracking may be achieved 
by several methods. For example, in accordance with another 
aspect of the present invention, and with reference to FIG.10, 
a resource 1002 may access resource engine 130 through user 
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interface 118 to facilitate performance tracking, such as man 
agement, assignment, grading and/or scoring of resources, 
tasks, and/or applications. 
0120 More particularly, in one embodiment illustrated in 
FIG. 11, resource engine 130 may comprise a variety of 
Subprograms and/or databases that facilitate managing, track 
ing, grading, and assigning resources, applications, skills, 
and tasks. Resource engine 130 may interface with various 
Subprograms or databases, wherein the Subprograms may be 
part of host network 112 and/or network 136. One skilled in 
the art will appreciate that resource engine 130 may addition 
ally interface with components directly, through a LAN net 
work or indirectly via any other system or network. 
0121 The databases comprising resource engine 130 may 
be managed by an administrative resource 1160. Administra 
tive resource may be an individual, software, and/or hardware 
configured to facilitate management, control, organization 
and/or oversight of resource engine 130. Additionally, there 
may be one or more parameters 1170 governing resource 
engine 130. Parameters 1170 may include, for example, secu 
rity features, Software requirements, hardware requirements, 
coding protocols and/or other requirements or preferences. 
0122) The databases comprising resource engine 130 may 
be interconnected Such that information from one database 
may be accessed by one, two, three or more other databases. 
By the term “access, the databases may transmit, receive, 
obtain, link, connect, associate, interface, share, route, 
acquire, ascertain, retrieve, and gain information from one 
database to another. Thus, any information updated, received 
and/or sent to one database such as, for example, resource 
database 1130, may be automatically updated throughout all 
or any portion of the other databases that are accessed by 
resource database 1130. 

0123 For example, resource database 1130 may access a 
master resource calendar 1180 for scheduling all resources. 
Master resource calendar 1180 may additionally access 
resource application calendar 1182 to access calendar and 
schedule information relating to the applications to which a 
resource may be assigned. Resource database 1130 may also 
access a resource schedule 1132 for scheduling that specific 
resource. Additionally, resource database 1130 may access a 
resource skills database 1134 comprising information relat 
ing to the various skills of a resource. Resource database 1130 
may access a resource application database 1154 comprising 
information relating to the application that the resource is 
assigned to support. Further, resource database 1130 may 
access a resource application category 1136 comprising 
information relating to specific category Subset of an appli 
cation that a resource is assigned to support. Finally, resource 
database 1130 may access a manager database 1110 compris 
ing information on managers and the portfolios for which the 
managers are responsible. 
0.124 With further reference to an exemplary embodiment 
depicted in FIG. 11, application 1150 may also interface with 
a plurality of databases. For example, a manager privilege 
class 1112 database may access application 1150 to obtain 
information regarding the queues of problem tickets assigned 
to various managers 1110. Resource applications 1154 may 
also access application 1150 in order to provide resource 
and/or resource database 1130 updates, changes and/or other 
information to application 1150. Application 1150 may fur 
ther be accessed and divided into various Sub-application 
categories 1152. Application categories 1152 may be further 
accessed by application category skills 1142 in order to deter 
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mine what skills 1140 are needed to support application cat 
egory 1152. Application categories 1152 may also be 
accessed by resource application categories 1136 in order to 
link resource databases 1130 to applications 1150. 
0.125 With further reference to an exemplary embodiment 
illustrated in FIG. 11, task databases 1120 may also interface 
with a plurality of databases. For example, task 1120 may 
access resource application category 1136. Additionally, task 
1120 may access an IMR database 1122, which may provide 
information on specific tasks associated with an IMR. Fur 
ther, task 1120 may access databases such as a task class 
1128, an estimated time of arrival (ETA) 1126, and a task day 
1124 database. Task class 1128 may provide information on 
the classification of task 1120, for example, whether task 
1120 is a build task. ETA 1126 may provide estimations on 
task 1120 completion times based on previous task comple 
tion times. Task day 1124 may provide scheduling informa 
tion for task 1120 relating to when task 1124 was assigned 
and/or when it is scheduled to be completed. 
(0.126 While FIG. 11 illustrates a plurality of databases 
interfacing in a specific manner, any of the databases com 
prising resource engine 130 may interface to one another in 
any manner, and the interfaces or connections are not limited 
to those depicted. For example, task day 1124 may addition 
ally access master resource calendar 1180 and/or any other 
database comprising resource engine 130. 
I0127. In an exemplary embodiment, the databases within 
resource engine 130, as illustrated in FIG. 11, may operate in 
real-time. In this context, “real-time' includes information 
that may be immediately, or nearly immediately, accessed at 
the time an IMR and/or task is generated. For example, upon 
detection of an application problem, an IMR is generated. 
This IMR is then automatically broken down into applica 
tions and application tasks. The tasks are further automati 
cally assigned to managers and/or resources based on skill 
and availability. As such, upon discovery of an IMR, resource 
1102 may immediately view or manage resources, applica 
tions, skills, and/or tasks associated with the IMR on resource 
engine 130 via user interface 118. Resource engine 130 may 
also immediately facilitate updates to resources, applications, 
skills, and/or tasks to a network such that resource 1102 may 
view any manual assignment or management changes 
through user interface 118. 
I0128. One skilled in the art will also appreciate that 
resource engine 130 may operate fully or partially in any less 
than real-time mode. Such as, for example, batch processing. 
In an exemplary embodiment, the system may operate par 
tially in real-time and partially in batch mode, wherein during 
batch mode, system information may be stored, and periodi 
cally updated to the network. Thus, in this embodiment, 
resource 1102 may access resource engine 130 at a later time 
through user interface 118 to manage, assign, track, score or 
grade resources, tasks, applications, and skills. 
I0129. The present invention may use the foregoing system 
components to perform the following method, wherein the 
exemplary steps discussed may be performed in any order. 
With respect to FIG. 12, resource 1102 may access resource 
engine 130 through user interface 118 (step 1201) by any 
communication method discussed herein. In one embodi 
ment, resource 1102 selects a web-based option for interfac 
ing with resource engine 130 such that the system presents the 
resource 1102 with an input screen. Resource engine 130 may 
then conduct an authorization (step 1203) by any method 
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discussed herein, such as, for example, by use RFID reader 
104 communicating with POI terminal 110. 
0130. Once authentication has occurred, resource engine 
130 then may transmit a webpage and/or a resource Screen for 
display on resource's 1102 computer (step 1205). The 
webpage and/or resource screen may facilitate access to 
resource engine 130 for performance tracking of resources 
(step 1207). With reference to an exemplary screen shot illus 
trated in FIG. 13, resource screen 1300 may be configured 
with one or more toolbars 1302 and/or task bars 1304 that 
facilitate navigation of engine 130. Toolbar 1302 may be 
configured to be visible to resource 1102 at all times when 
navigating engine 130 through user interface 118. Taskbar 
1304 may be configured to facilitate performance tracking for 
the specific tool chosen through toolbar 1302. 
0131 With continued reference to FIG. 13, resource 
screen 1300 may also be configured to facilitate resource 
1102 using toolbar 1302 in selecting a variety of tools to be 
used by the present invention. These tools may include, for 
example, managing resources, IMRS, tasks, applications and 
skills through, for example, “ADMINISTRATION 1311; 
viewing reports on resource tasks and skills, "REPORTS 
1313, automating and viewing task time, “TASK TIME 
1315; creating, assigning and updating tasks, “TASK MAN 
AGEMENT 1317; and/or creating resource rosters, sched 
ules, and training “PLANNING 1319. The details of these 
tools will be discussed below. In accordance with a further 
aspect of the present invention, one skilled in the art will 
appreciate that the web environment may be customizable 
and scalable, offering various other resource screen 1300 
options depending upon the particular needs of resource 
1102. 

0.132. In accordance with the present invention, as illus 
trated in FIGS. 10, 12 and 13, resource 1102 may interact with 
resource engine 130 through user interface 118, using a 
device configured to facilitate interaction such as ADMINIS 
TRATION 1311, available through resource screen 1300. 
When accessing administration information through 
ADMINISTRATION 1311, resource 1102 may be presented 
with a variety of options regarding the information accessible 
through taskbar 1304. These may include, for example, 
“Manage Resources.” “Manage Privilege Class.” “Manage 
Application,” and “Manage Skills. Each of these various 
categories may contain one or more additional links to further 
performance tracking. 
0133. The various resource fields may include, for 
example: First Name, Middle Name, Last Name, Phone 
Number, E-mail Address, Employer, Role, Manager, Loca 
tion, Portfolio Description, Skill, Skill Level, Application, 
Resource Percentage, Start Date, and Weekly End Date. By 
selecting “Manage Resources.” resource/manager 1002 may 
manage resources within its group by selecting the link/but 
ton indicating that specific task. By the terms “manage' and 
“management, resource/manager 1002 may add, edit, delete, 
save, assign, reassign, search, define, determine, create, and/ 
or cancel information relating to resources within its group. 
For example resource/manager 1002 selecting the Edit button 
may make changes to various fields associated with a 
SOUC. 

0134) “Manage Resources' may be configured such that 
the only time any of the Add, Edit, Delete, Save, or Cancel 
buttons will display is if the person trying to administer a 
resource has rights to do so. Thus, only a administrator, man 
ager, manager/lead, and/or any other authorized person may 

Jun. 11, 2015 

update the Manage Resource screen. Resource engine 130 
may be configured such that all buttons will be grayed out or 
un-selectable to resources 1002 without access rights. 
I0135. After an authorized resource/manager 1002 inputs 
changes, resource engine 130 may be configured to presentan 
error message if all required fields are not completed. If all 
required fields are completed, information inputted into the 
fields may be automatically updated into resource engine 130. 
0.136. In accordance with an exemplary embodiment of 
the invention, fob resource 1002 may be provided limited 
access to a fob resource data file maintained within the “Man 
age Resources' area of resource engine 130 for managing the 
fob usage and fob resource 1002 information. Resource 1002 
may have access over the phone, online, or offline. Resource 
1002 may access the fob resource data file to change, for 
example, demographic information (e.g., fob resource 
address, phone number, email address, or the like). 
0.137 ADMINISTRATION 1311 may additionally facili 
tate the management of privilege classes through the "Man 
age Privilege Class' option on taskbar 1304. Privilege classes 
may include designations, such as queue names, relating to 
IMRS/application failures tracked through resource engine 
130 and/or through a monitoring program, such as NetView 
working in conjunction with resource engine 130. For 
example, NetView may automatically identify and generate a 
problem ticket describing the root cause of a network failure. 
NetView may then transmit the problem ticket/IMR to a spe 
cific network failure privilege class within resource engine 
130. Transmission of the IMR from NetView to resource 
engine 130 may be through any communications means 
described herein. 
0.138. By selecting “Manage Applications.” resource/ 
manager 1002 may manage applications and application cat 
egories. Additionally, resource/manager 1002 may assign/ 
add resources to applications and/or application categories. 
Applications may be any software applications, processes, 
procedures, Scripts, programs, and/or protocols running on a 
system. For example, Microsoft Word, a Service Delivery 
Platform application, and a windows application. Application 
categories may be any Subsets of Applications. For example, 
an Application may have a Distributive category and a Main 
frame Category. By “assign' and/or "assignment, resource? 
manager 1002 may determine the resources to be assigned to 
applications, determine the resources to be assigned to appli 
cation categories, define how much time a resource is 
assigned to an application or application category, determine 
the starting and/or ending date for an assignment for planning 
purposes, and/or track a resource's time spent on specific 
tasks, applications and/or application categories. 
0.139. Additionally, resource/manager 1002 may use 
“ADMINISTRATION 1311 to facilitate the management of 
resource skills by selecting the “Manage Skills' task. “Man 
age Skills' may be used to facilitate managing skills and skill 
sets available and/or needed for applications and application 
categories, defining and scoring the skills and skill sets of 
resources, determining skill set levels needed for application 
categories, assigning resources to application categories 
based upon resource skills and/or skill sets scores, determin 
ing skill set scores for resources assigned to those application 
categories, and redefining resource skills and/or skills set 
SCOS. 

0140 Resource engine 130 may employ one or more algo 
rithms to facilitate the management of resource skills. That is, 
one or more algorithms may be used in defining, scoring, 
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determining, and assigning resources, skills, skills sets, and 
skill set needs. These algorithms may be automated Such that 
resource engine 130 automatically tracks resources and appli 
cation categories to continuously rescore and grade resource 
skills, skill sets and application categories. Resource engine 
130 may also be configured to allow for manual calculation, 
scoring, and grading of resource skills, skill sets and applica 
tion categories for assignment and management purposes. 
0141 Resource/manager 1002 may assign one or more 
skills to a specific category. For example, one application 
category (e.g., Service Delivery Platform services) may 
include multiple skills (a "skill set) to support it such as: 
Visual Basic, Microsoft SQL, exchange management skills, 
phone payment skills, information management skills, and 
Cobol. Resource/manager 1002 may additionally define 
"skill set scores. For example, high Visual Basic, Microsoft 
SQL, and Cobol skills may be needed, while medium 
exchange management, and information management skills 
may be required and low phone payment skills may suffice. 
The skill set scores for the specific application category may 
be as follows: 

Skills Skill Level Score 

Visual Basic H 8O 
Microsoft SQL H 8O 
exchange management M 60 
phone payment L 30 
information management M 60 
Cobol H 8O 

Total 390 

0142. The application categories skills may be further 
scored to determine the score parameters for the skill levels 
needed to Support the category. For example, high skill levels 
would encompass scores that are 80% of 390 and above. An 
example of the parameters can be viewed in the following 
table: 

80% 
60% 
30% 

312 
234 
117 s 

0143 Resource engine 130 may be used to facilitate scor 
ing skills and/or skill sets of resources. By “scoring.” 
resource/manager 1002 defines a resource's skills for a spe 
cific category. The score levels may be, for example, high, 
medium, or low, wherein a high score may be assigned, for 
example, 80 points, a medium score may be assigned 60 
points and a low score may be assigned 30 points. 
0144. For example, a resource's skills may be defined as 
follows: 

Skills Skill Level Score 

Visual Basic M 60 
Microsoft SQL H 8O 
exchange management L 30 
phone payment M 60 
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-continued 

Skills Skill Level Score 

information management L 30 
Cobol M 60 

Total 32O 

0145 The resource's skill set may be then compared to a 
category skill set to determine if the resource may be assigned 
to the category. This may be done by calculating a total 
resource category score based on the lower of the resource 
and task category scores. In the provided example, the 
resource's category skill score is 290. The resource therefore 
has medium-level category skills (where medium is any score 
from 234–311). 

Resource Category Resource Category 
Skill Score Skill Score Score 

60 8O 60 

30 60 30 
60 30 30 
30 60 30 
60 8O 60 

Total 320 390 290 
Category Level M 

014.6 Resource/manager 1002 may also use resource 
engine 130 to facilitate defining resource application portfo 
lios. For example, resource engine 130 may be configured to 
gather all the application categories for a resource's portfolio 
of applications the resource is desired to Support. Resource 
engine 130 may be configured to compute scores for the 
application categories in order to determine a rating for the 
resource, where the rating may range from a G1 (the lowest) 
to a G5 (the highest). 

G-Rating 

G1 Greater than Obut less than 75% 
G2 Greater than or equal to 75% but less than 90% 
G3 Greater than or equal to 90% but less than 110% 
G4 Greater than or equal to 110% but less than 125% 
G5 Greater than 125% 

G-Rating % of average standard hours 

0147 For example, a resource's application portfolio may 
contain three application categories. The resource may have 
ten different skills, each skill may be scored as follows: 

Skills Skill Level Score 

Skill-1 H 8O 
Skill-2 M 60 
Skill-3 M 60 
Skill-4 L 30 
Skill-5 H 8O 
Skill-6 H 8O 
Skill-7 M 60 
Skill-8 M 60 
Skill-9 L 30 
Skill-10 M 60 
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0148. The three application categories in the resource's 
portfolio may have the following required skill sets: 

Application Category 1 

Skills Skill Level Score 

Skill-1 M 60 
Skill-2 L 30 
Skill-3 H 8O 
Skill-4 M 60 
Skill-5 L 30 

Total Score 260 
80% H 208 
60% M 1S6 

30% L 78 

Application Category 2 

Skills Skill Level Score 

Skill-2 M 60 
Skill-6 L 30 
Skill-7 H 8O 

Total Score 170 
80% H 136 
60% M 102 
30% L 51 

Application Category 3 

Skills Skill Level Score 

Skill-3 L 30 
Skill-4 H 8O 
Skill-7 M 60 
Skill-8 L 30 

Total Score 2OO 
80% H 160 
60% M 120 
30% L 60 

014.9 Thus, the resource will have a portfolio score as 
follows: 

Res. Cat. Cat. Res. Cat. 
Skills Skills Score Res. Skills Skills Score Skills Skills Score 

8O 60 60 60 60 60 60 30 30 
60 30 30 8O 30 30 30 8O 30 
60 8O 60 60 8O 60 60 60 60 
30 60 30 60 30 30 
8O 30 30 

Total 210 Total 150 Total 150 
Level H Level H Level M 
Portfolio Total Score 510 

0150 Resource engine 130 determines the rating of the 
resource based on the percentage of the total application 
category scores the resource scores in: 
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Application X 

Task Total Score 

Task-1 260 
Task-2 170 
Task-3 2OO 

Total 630 
1 <472.5 
2 <567 

4 <787.5 
5 >787.5 

0151. Thus, in order to achieve a G1 rating, the resource 
would need to score of less than 472.5. However, the resource 
in this example would rate as a G2 because the resources 
total portfolio score is 510, which is greater than the 75% 
range of the total category score of 630, but less than the 90% 
range. 
0152 Each portfolio may have its own defined scoring 
based on application categories that make up the portfolio. 
The selection process may be chosen by a manager and/or 
resource engine 130 which selects specific application cat 
egories for all applications the manager and/or resource 
engine 130 Supports or by gathering all application categories 
for a specific resource. 
0153. In accordance with another aspect of the present 
invention, when hiring new hires, resource engine 130 may be 
configured to facilitate the generation of a portfolio applica 
tion required for the new hire and a generation of a listing of 
skills that comprise the portfolio. Resource engine 130 may 
further be configured to facilitate grading of each skill based 
on interview answers and generating a total score and G rating 
for the potential new hire. 
0154 Further, resource engine 130 may be used to deter 
mine current resource skill levels in order to determine hiring 
needs, training needs, equipment, software, and/or hardware 
upgrades, and/or other needed Support. Resource engine 130 
may employ one or more algorithms to facilitate a determi 
nation of current resource skill levels. That is, one or more 
algorithms may be used in generating a portfolio application 
for a potential new hire, generating a listing of skills within 
the portfolio, grading the skills based on potential new hire 
answers, and generating a total score for the potential hire. 
These algorithms may be automated Such that resource 
engine 130 automatically generates and grades potential new 
hire portfolios and interview. Resource engine 130 may also 
be configured to allow for manual generation of portfolios 
and portfolio skills and grading of potential hires. 
0155 With reference again to an exemplary embodiment 
depicted in FIG. 13, “TASK TIME' tool 1313 may be 
accessed by resource 1102 view automatically tracked time 
spent on different tasks. For example, resource 1102 may use 
fob 102 to communicate with RFID reader 104 when resource 
1102 enters/leaves a work environment. Resource engine 130 
may then calculate the total time resource 1102 was in the 
work environment by measuring the time between a first 
communication between fob 102 and RFID reader 104 and a 
second communication between fob 102 and RFID reader 
104. For example, ifa first communication occurs at 9:00 a.m. 
and a second communication occurs at 5:00 p.m., then the 
time resource 1102 was in the work environment is eight 
hours. If resource 1102 enters and leaves a work environment 
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multiple times throughout a reporting period (e.g., a day), 
resource engine may be configured to keep a running tally of 
times corresponding to each period between entering and 
leaving. 
0156. As used herein, the phrase work environment may 
include an office, a building, a shipping location, a computer 
environment, a computerized application, a computerized 
document, and/or any other work environment. 
0157 Resource engine 130 may be additionally config 
ured to calculate the time between communications between 
fob 102 and interface 134 to determine the time spent by 
resource 1102 on specific tasks. For example, with reference 
to FIG. 1A, resource's 1102 may use fob 102 to automatically 
communicate with computer 134 when resource 1102 ini 
tiates use of computer 134. Computer 134 may be configured 
to log the tasks resource 1102 performs via computer 134. 
Computer 134 may also be configured to communicate infor 
mation to resource engine 130 relating to the tasks resource 
1102 performs via computer 134. Resource engine 130 may 
use this information to facilitate tracking the performance of 
resource 1102. 

0158 Resource engine 130 may also be configured to 
provide for “TASK MANAGEMENT 1315 available 
through resource screen 1300. This tool may be used to facili 
tate management of application tasks. Tasks may include any 
project defined herein. Each task may be assigned to an appli 
cation category and an application. Additionally, each task 
may have one or more subtasks with each Subtask having a 
resource assigned to it. One manager may be assigned to each 
task. 

0159 Tasks may be further categorized by class. For 
example, tasks generated from problem tickets may be clas 
sified as IMRs. Other classes may include, for example, tasks 
relating to assembly, meetings, training, bridge calls, 
projects, analysis, design, programming and build tasks. 
0160 Resource engine 130 may also be used to facilitate 
the creation of subtasks associated with each task. For 
example, once an IMR is generated, subtask X may be the first 
task generated. Subtask X may relate to re-installing problem 
Software. Additionally, another subtask for analyzing the re 
installed software may be generated, Subtask Y. An analyst 
resource may then review the re-installation and determine 
that another analysis and/or installation task needs to be 
assigned. Resource engine 130 may be configured to auto 
matically generate Subtasks based on pre-programmed stan 
dards. For example, resource engine 130 may be pre-pro 
grammed to assign tasks relating to re-installation of software 
and analysis of a network whenever a network failure occurs. 
Resource engine 130 may also be configured for manual 
creation and/or reassignment of Subtasks associated with 
each task. 

0161 Resource engine 130 may also be configured to 
automatically reassign a task and/or subtask to another 
resource ifa resolution of the IMR has not been accomplished 
within a set task time period. For example, resource engine 
130 may first assign IMR-related tasks of re-installation and 
analysis to be completed within 10 working hours. If the IMR 
has not been completed within a certain set time, such as, for 
example 15 hours, resource engine 130 may automatically 
reassign the re-installation and/or analysis tasks. Resource 
engine 130 may access time entries from “TASK TIME' to 
determine whether tasks have been completed within a pre 
determined time. 
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0162 Resource engine 130 may also be configured to 
automatically generate a log of information relating to the 
resources and tasks already completed and/or worked on 
relating to the IMR. For example, if Word, Excel and Power 
Point have already been reinstalled successfully, resource 
engine 130 may be configured to create a log of this informa 
tion before reassigning the task. 
0163 Resource engine 130 may be configured to facilitate 
the grading of tasks as well. Tasks may also receive the same 
G-1 through G-5 ratings as resources. The ratings may be 
based on the actual hours taken to complete a task compared 
to a standard. The standard hours for a task may be defined by 
a lead programmer, a manager, and/or resource engine 130 
using a model based on Subjective standards for task comple 
tion times. The standard hours to complete a task may be 
based on the skill level of an average resource Supporting an 
application. For resources with high skills, the standard hours 
may be 90% of the average standard hours. Similarly, for low 
skill resources, the standard hours may be 110% of the aver 
age standard hours. 
0.164 Ratings may be computed assuming the actual hours 
spent on a task. Errors may be created in labor tracking and 
often measuring a specific task may be inaccurate. However, 
resource engine 130 may increase accuracy by combining the 
total effort for all tasks in a specified window of time. The 
bigger the window of time and/or the more tasks that are 
being graded, the more accurate the grading score. 
0.165 For any chosen window, there may be the possibility 
of having open tasks and closed tasks. Resource engine 130 
may be configured to grade only closed tasks. If a closed task 
falls partly within a window, it may be graded based on the 
percentage of the task within the window being graded. In 
order to determine this percentage, resource engine 130 may 
be configured to define a Factor to adjust the standard hours in 
the window. The Factor may be created as follows: 

Task Actual hours defined within window interval 
Factor = Total task Actual 

0166 Resource engine may be configured to multiply the 
Factor and the standard hours to determine the adjusted Stan 
dard hours for a task. For example: 

Window 

0.167 Task B has 10 actual task hours and the hours are 
defined within the window 

(0168 Task B has a factor of 1 (10/10=1). 
(0169 Task A has 15 actual task hours, 12 hours are defined 
within the window, and 3 hours are outside of the window. 

(0170 Task A has a factor of 0.8 (12/15=0.8) 
0171 Resource engine 130 may also be configured to 
grade the efficiency of tasks. In order to obtain a Grading 
efficiency for closed tasks, resource engine 130 may total all 
the closed tasks hours within a window and then divide that 
number by the sum of all task hours within the same window. 
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The following example shows a window of 100 hours with 90 
closed hours within the window. 

10 
Hours 

90 Task B 

100 
Hours 

0172. The result is a grading efficiency of 90%. Based on 
a grading efficiency of 90, the G-rating would be G3. 

90% 110%, 125% O% 75% 

Standard 
Hours 

0173 The following is an example of how a resource task 
may be graded by resource engine 130. The diagram below 
illustrates 10 tasks assigned to a resource. It shows how the 
tasks relate to a window defined by the resource start and end 
dates. 

4 Hrs 16 Hrs 
HTask-1 

Task-2 

b- Taki-O 

s Task-5 

e-Task-7 —G) 

Resource 
Start Date 

Jun. 11, 2015 

0.174. The following chart shows that tasks 1 through 9 are 
closed and task 10 is still open. Resource engine 130 may use 
only the closed tasks for the grading. The total task hours 
equals 174 but only the closed task hours, equaling 166, may 
be used in the grading. 
0.175. The chart also shows that task 1 has 20 actual hours 
but only 16 actual hours are inside of the window selected to 
grade. Resource Engine 130 may use a factor of 0.80 (16/20) 
to obtain the adjusted Standard hours needed to do grading. 
Tasks 2 through 9 are all within the window so their factor is 
equal to 1.00. 

Actual Task Hours 

Task Status Task Window Factor 

Task - 1 Closed 2O 16 O.8O 
Task - 2 Closed 30 30 1.OO 
Task - 3 Closed 11 11 1.OO 
Task - 4 Closed 17 17 1.OO 
Task - 5 Closed 60 60 1.OO 
Task - 6 Closed 14 14 1.OO 
Task - 7 Closed 3 3 1.OO 
Task - 8 Closed 9 9 1.OO 
Task - 9 Closed 6 6 1.OO 
Task - 10 Open 12 8 
Total closed task hours 166 
Total task hours 174 

0176 The next chart shows the application category 
assigned to the closed tasks and the standard hours associated 
with each application category. Resource engine 130 may be 
configured to multiply the standard hours against the factor to 
arrive at the adjusted standard hours. Resource engine 130 
may additionally be configured to add the adjusted Standard 
hours for all the closed tasks in order to obtain the total 
standard hours. 

H 1st O 

O-Task-8 

H. Task-10 

Resource 
End Date 
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Adjusted 
Standard Standard 

Application Task Hours Factor Hour 

Application Category 1 Task - 1 16 O.80 12.8 
Application Category 1 Task - 2 32 1.00 32.O 
Application Category 1 Task - 3 8 1.00 8.O 
Application Category 1 Task - 4 16 1.00 16.O 
Application Category 2 Task - 5 64 1.00 64.O 
Application Category 2 Task - 6 16 1.00 16.O 
Application Category 1 Task - 7 4 1.00 4.0 
Application Category 1 Task - 8 8 1.00 8.O 
Application Category 3 Task - 9 4 O.80 4.0 

Total Standard Hours 1648 

0177. After resource engine 130 has determined the total 
standard hours, resource engine 130 can assign a grade and 
grade efficiency to the application category tasks. In the 
example herein, the resource task grade would be G3 since 
166 is under 181 and the Grade efficiency equals 95.4%. 

Standard Hours = 1648 
Rating Weight Score 

G1 75% 124 
G2 90% 148 
G3 1.10% 181 
G4 125% 2O6 
G5 Anything higher 

0178. In accordance with an exemplary aspect of the 
present invention, resource engine 130 may be configured to 
facilitate assignment of tasks to resources. With reference to 
an exemplary flowchart illustrated in FIG. 14, a new IMR may 
be detected (step 1401) by resource engine 130 or by a soft 
ware program such as NetView connected to resource engine 
130. Resource engine 130 may then assign the IMR to an 
application category (step 1403). Resource engine 130 may 
use any method discussed herein for assigning to an applica 
tion category. Resource engine 130 may then assign the IMR 
to a resource (step 1405) based upon the resource's skill. If the 
resource cannot do a task, resource engine 130 may reassign 
the task to a new resource. 
0179 Resource engine 130 may also generate a new task 
(step 1407) at the same time the new IMR is detected. 
Resource engine 130 may then assign/reassign the new task 
(step 1409) to a resource by any method discussed hereinfor 
assigning tasks. If the resource cannot do a task, resource 
engine 130 may reassign the task to a new resource. 
0180 Resource engine 130 may also be configured to 
determine whether scheduling allows for a resource to com 
plete a task in a specific time level (step 1411). Resource 
engine 130 may access master calendars, master schedules, 
resource calendars, and/or resource schedules in order to 
determine optimum scheduling. If scheduling does not permit 
a resource to do a task within a time level, resource engine 130 
may reassign the task to a new resource. 
0181. Once resource engine 130 has assigned a task to a 
resource whose schedule fits the correct time period, the 
resource may begin working the task to completion (step 
1413). Resource engine 130 may also track (step 1415) the 
resource's work on the task to determine whether the resource 
has encountered problems with the task and needs additional 
help (step 1417). If resource engine 130 determines that the 
resource needs additional help, it may reassign the task to 
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another resource (step 1409). If resource engine 130 deter 
mines that the resource does not need additional help, the 
resource will continue working the task to completion (step 
1415). 
0182. With reference again to FIG. 13, “PLANNING” 
1317 may be accessed within resource engine 130 to facilitate 
the creation of employee rosters, the scheduling of meetings, 
training, tasks, personal time and projects, and the calendar 
ing of resources, tasks and projects. Resource/manager 1002 
may select create, manage, add, delete, update and/or define 
resource schedule hours per work week. Additionally, 
resource engine 130 may be used to facilitate the creation of 
a resource calendar of the schedules of all resource/manag 
er's 1002 resources. 
0183 Resource/manager 1002 may also access resource 
engine 130 to facilitate the creation of a master resource 
calendar. A master resource calendar may include capacity 
hours, personal hours, and compensation hours. Capacity 
hours are the number of hours of planned capacity for a 
resource. For example, if a resource is scheduled to work 
eight hours per day each five-day work week, the capacity for 
the resource would be 40 hours. The Capacity hours may be 
recomputed monthly, weekly, daily and/or annually. Personal 
hours may be vacation time, sick time, visa constraint time, 
jury duty time, and/or any other type of time off of work. 
Personal hours may vary from one resource to another. Com 
pensation hours may include time a resource is allowed to 
take off for overtime hours previously worked. Resource 
engine 130 may be configured to compute available hours 
based upon the Capacity hours minus Personal hours and 
Compensation hours. 
0.184 Resource/manager 1002 may also access resource 
engine 130 to facilitate the management of a resource appli 
cation calendar. A resource application calendar may store 
resource-specific information regarding the actual hours 
spent by a resource on an application, the number of hours 
planned for meetings and training, and whether a resource is 
working within its capacity. Resource engine 130 may con 
nect the master resource calendar with a resource application 
calendar to best schedule resources and determine resource 
actualized hours. 
0185. Resource engine 130 may also be configured to 
provide for “REPORTS 1319 available through resource 
screen 1300. This tool may be used to facilitate the generation 
of resource task and skill reports. The reports may be used by 
resource/manager 1002 to manage local and remote 
resources. For example, resource engine 130 may be used to 
generate reports on resource performance, resource capaci 
ties, resource training needs, resource skill sets, resource 
deficiencies, task performance, task resource needs, task skill 
set needs, and application performance. Additionally, 
resource/manager 1002 may use REPORTS 1319 to deter 
mine trends, problem areas, and efficiencies amongst 
resources, tasks, and applications. For example, resource? 
manager 1002 may access resource engine 130 to generate a 
report on various teams of resources to determine which 
teams work more effectively together and which teams under 
perform. Additionally, resource engine 130 may be used to 
facilitate a determination of hiring, training, and staffing 
needs. 
0186. In another exemplary application, illustrated in an 
exemplary embodiment depicted in FIG. 9, fob 102 may be 
configured to include a biometric security system 902, secu 
rity system 902 may be used to facilitate performance track 
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ing. In this case, a resource operating a fob may be asked to 
provide assurance that the resource is in fact the same 
resource whose details are stored on the fob. Accordingly, the 
resource may provide Such verification by placing his finger 
over the biometric sensor 904. Biometric sensor 904 may then 
digitize the fingerprint and provide the digitized fingerprint 
for verification as described above. Once verified, fob 102 
may provide a tracking transaction authorized signal to RF 
transponder 202 (or alternatively to transponder 220) for for 
warding to RFID reader 104. RFID reader 104 may then 
provide the authorized signal to POI terminal 110 in a similar 
manner as is done with convention PIN driven systems and 
POI terminal 110 may process the transaction under the 
employer's business as usual standard. 
0187. In another exemplary application, fob 102 and/or 
RFID reader 104 may be configured to facilitate biometric 
authentication of performance tracking. For example, a 
human resource using fob 102 and/or RFID reader 104 may 
pre-register biometric information that is unique to that 
human resource. For example, this biometric information 
may include one or more fingerprints, facial scans, retinal 
images, Voice print, iris scans, and/or vascular patterns. By 
pre-registering, a user may set up one or more performance 
tracking accounts/tasks (e.g., programming tasks, build tasks, 
etc) associated with his biometric information. When a 
human resource desires to use fob 102 and/or RFID reader 
104 to track his performance on a task, he may use a biometric 
security device, similar to that described herein, in associa 
tion with fob 102 and/or RFID reader 104 for authentication 
purposes. By authentication, the human resource’s present 
biometric information may be compared to the pre-registered 
biometric information to find a match. Once a match is made, 
the human resource may be authorized to choose one or more 
tasks associated with his biometric information in order to 
begin performance tracking. 
0188 In yet another exemplary application of the present 
invention, fob 102 may be configured for use with global 
positioning technologies. For example, fob 102 may include 
any combination of positioning technology Such as global 
position system (GPS), wireless assisted GPS, wireless 
assisted protocol (WAP) based location, geography markoff 
language (GML) based location, differential GPS, enhanced 
observed time difference (E-OTD), enhanced cell identifica 
tion, and uplink time difference of arrival (U-TDOA) tech 
nologies. Fob 102 may be configured to communicate its 
positional information to one or more servers on network 136 
and/or resource engine 130 to provide information based on 
the location of fob 102. For example, a resource, such as a 
package, may be configured with a GPS-enabled fob 102 such 
that the package may be constantly tracked in order to moni 
tor its delivery performance. 
0189 In accordance with another exemplary application 
of the present invention, fob 102 may be used for travel, 
shopping and/or other businesses to facilitate the tracking of 
travel, shopping and/or other activities. For example, U.S. 
patent application Ser. No. 10/439,617 filed on May 16, 2003 
entitled SYSTEMAND METHOD FOR FACILITATING A 
TRANSACTION BETWEEN A MERCHANT AND A 
CONSUMER, which is hereby incorporated by reference. 
0190. For example, in one exemplary embodiment in 
accordance with the present invention, a system and method 
for facilitating a transaction between a merchant and a con 
Sumer may be provided. The system may include a consumer 
interface and a settlement administrator wherein the con 
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Sumer interface is configured to emit a consumer identity 
signal configured to identify a consumer, and the settlement 
administrator is configured to receive both the consumer 
identity signal and an amount owing signal indicative of an 
amount owed by the consumer. The settlement administrator 
may also be configured to facilitate one or more payments 
between an account of the merchant and an account of the 
consumer upon receipt of the consumer identity signal and 
the amount owing signal. 
0191 In an exemplary embodiment, the amount owing 
signal received by the settlement administrator may be 
indicative of an inventory of purchases of the consumer, and 
the settlement administrator may be configured to determine 
an amount owing based at least in part on that inventory. 
0.192 In another exemplary embodiment, the system may 
include an incentive administrator configured to emit an offer 
signal indicative of an incentive offer. Optionally, the incen 
tive administrator may be configured to receive the consumer 
identity signal and to emit an offer signal indicative of an 
incentive offer that is based at least in part on that consumer 
identity signal. 
0193 For example, in accordance with another exemplary 
embodiment of the present invention, a shopper resource 
carrying fob 102, may enter a store and use fob 102 to track 
his progress through the store. That is, different aisles and/or 
checkpoints throughout the stores may be equipped with 
RFID readers 104 to facilitate tracking the shopper's perfor 
mance. Fob 102 may be associated with a shopping identifier, 
similar to the employer identifier described herein. The shop 
ping identifier may be used to facilitate the shopping experi 
ence. By facilitating the shopping experience, the shopping 
identifier may be used to track a shopper, to track a product, 
for checkout, for Stocking, for inventory, for analysis, for 
shopping customization and/or for any other shopping expe 
rience. 

0194 For example, in a hardware store, fob 102 may be 
used in conjunction with RFID readers 104 at the beginning 
and end of each aisle. Thus, when a shopper passes RFID 
reader 104, a performance tracking request may be initiated 
and recorded within resource engine 130. A manager and/or 
other user of resource engine 130 may then use this perfor 
mance tracking data to determine which aisles the shoppers 
(and other shoppers) spend the most time in. The manager 
may then use this information to plan for scheduling employ 
ees, stocking Supplies, ordering products, and/or any other 
related tasks. As yet another example, museums may use fobs 
102 and RFID readers 104 to track wait times, viewing times, 
heavily trafficked areas and other related matters. 
0.195. In another embodiment of the present invention, fob 
102 may be used on all products in a business. Such as, for 
example, a grocery store. The store may have various RFID 
readers 104 equipped throughout, such that managers and/or 
other users may track the different products throughout the 
store for security, stocking and/or other purposes. For 
example, RFID reader 104 may be used in conjunction with 
one or more third-party merchant systems, as described more 
fully in U.S. patent application Ser. No. 10/192.488, entitled 
SYSTEM AND METHOD FOR PAYMENT USING 
RADIO FREQUENCY IDENTIFICATION IN CONTACT 
AND CONTACTLESS TRANSACTIONS. Third-party 
merchant systems may include any issuer system and/ormer 
chant system maintained by an entity, such as, for example a 
non-financial or financial institution, American Express.(R), 
Visa R and/or MasterCard(R), etc. 
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0196. As an example of an exemplary aspect of the present 
invention in conjunction with the merchant system, fobs 102 
and RFID reader 104 may be configured to reduce or elimi 
nate the need for a clerk during checkout. Fobs 102 and RFID 
reader 104 may also facilitate transaction time for shoppers. 
For example, a shopper may push his cart past RFID reader 
104 and all the products in the cart may communicate pur 
chasing information to RFID reader 104 and one or more 
third-party merchant system via fobs 102 affixed to the prod 
ucts. A third-party merchant system may then be used to 
execute a payment transaction for the products. The shopper 
may than perform the transaction in an expedited way, as 
neither the ringing up of the products nor payment for the 
products may require a clerk's assistance. Additionally, RFID 
reader 104 may be configured to communicate product and 
purchasing information relating to the transaction to resource 
engine 130 for tracking purposes. 
0.197 While security measures exist that allow stores to 
monitor whether products have been shoplifted, these secu 
rity measures must be removed and/or deactivated at check 
out. As a further example of an exemplary aspect of the 
present invention, fobs 102 may be configured such that they 
do not require deactivation and/or removal. Instead, fobs 102 
and RFID reader 104, used in conjunction with products, may 
be configured to communicate with one or more third-party 
merchants and resource engine 130 to track the purchasing 
status of the products. For example, resource engine 130 may 
be configured to track whether fob 102 and RFID reader 104 
have been used to engage in a merchant transaction. Thus, if 
a shoplifter tries to leave a store without paying for a product, 
RFID reader 104, located at the exit of the store, may be 
configured to communicate with resource engine 130 in order 
to determine whether the product was the subject of a mer 
chant transaction. If resource engine 130 indicates that the 
product was not the subject of a merchant transaction, RFID 
reader may be configured to Sound an audible and/or silent 
alarm and/or communicate with an alarm system to alert the 
store's security personnel. 
0198 In another exemplary embodiment, the consumer 
interface may be configured to receive the offer signal and to 
retain the incentive offer for use in conjunction with the 
checkout and settlement process. In accordance with this 
embodiment, the consumer interface may be further config 
ured to emit the offer signal to be received, for example, by the 
settlement administrator. In a complementary manner, the 
settlement administrator may be configured to receive an 
offer signal indicative of an incentive offer and to facilitate 
one or more payments between an account of the merchant 
and an account of the consumer, where the one or more 
payments are based at least in part on the offer signal. 
0199. In yet an exemplary embodiment, the system may 
also include a merchandizing administrator in communica 
tion with the settlement administrator and the incentive 
administrator. In accordance with this embodiment, the 
settlement administrator may be configured to provide mer 
chandizing information to the merchandizing administrator, 
and the merchandizing administrator may be configured to 
receive Such merchandizing information and to provide 
incentive information to the incentive administrator Such that 
the incentive offer may be based at least in part on the mer 
chandizing information. It should be noted that Such mer 
chandizing information may also be transmitted to, received 
by, and used by any other parties in the Supply chain. 
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0200 FIG. 15 illustrates the external flow of information 
Surrounding an exemplary system 1600 for facilitating a 
transaction between a consumer and a merchant. In accor 
dance with this embodiment, system 1600 comprises a con 
Sumer interface 1650 and a settlement administrator 1640. In 
this exemplary embodiment, participants in the Supply chain 
1610, which may include one or more Supplier, manufacturer, 
producer, distributor, warehouse, merchant, or other provider, 
Supplies goods and/or services 1612 to be placed in a cart 
1620 controlled by a consumer 1690. In addition to control 
ling cart 1620, consumer 1690 also controls a consumer inter 
face 1650, which is configured to emit a consumer identity 
signal 1692 that is configured to identify consumer 1690. 
0201 In an exemplary embodiment, consumer interface 
1650 comprises fob 102 and/or any other type of emitter (e.g., 
modulated light emitter, encoded sound emitter, electronic 
pulse emitter) that may be configured to emit signals provid 
ing appropriate information. As described above, such infor 
mation may include a consumer identity, but such informa 
tion may also comprise information collected by consumer 
interface 1650, processed by a resource engine 1654 associ 
ated with consumer interface 1650, and/or stored in a data 
base 1656 associated with consumer interface 1650. Such 
information may include data regarding incentive offers col 
lected by consumer 1690, time and location information con 
cerning consumer 1690, traits or characteristics of consumer 
1690, and the like. For more information related to radio 
frequency identification systems, see U.S. patent application 
Ser. No. 10/192,488, filed Jul. 9, 2002 and entitled System 
And Method For Payment Using Radio Frequency Identifi 
cation. In Contact And Contactless Transactions, which is 
hereby incorporated by reference. 
0202 In an exemplary embodiment, an inventory acquirer 
is in communication with a settlement administrator 1660, 
which is configured to facilitate one or more payments among 
an account of consumer 1690 and an account of one or more 
supply chain participant 610 to settle consumer's 1690 pur 
chase of goods/services 1612 in cart 1620. Inventory acquirer 
1630 examines the contents of cart 1620 to determine an 
inventory 1632. An exemplary inventory acquirer may be 
found in U.S. Pat. No. 5,418,354, owned by Leonard Hailing, 
which generally discloses a self-service cart system which 
includes a bar code scanner, a security Scanner and a magnetic 
card reader, the contents related to inventory acquisition is 
hereby incorporated by reference. The patent includes a cart 
having an electrically latchable door, a device for optically 
acquiring a price and description of a product, a security 
device for converting a tag on the product from an unsecured 
state to a secured state (e.g., magnetic to non-magnetic) and a 
controller for allowing access to the cart after acquiring the 
information. Another exemplary system is disclosed in U.S. 
Pat. No. 5,729,697, owned by IBM, the contents related to 
inventory acquisition is hereby incorporated by reference. 
The 697 patent generally discloses a shopping cart that auto 
matically tracks objects that are selected and carried in the 
cart. The patent discloses a cart antennae which creates a 
radio frequency field within the shopping cart, an interrogator 
that interrogates radio frequency tags that are attached to an 
object in the shopping cart and a data structure in memory 
which includes an object price and a running total of the 
prices along with a memory on each radio frequency tag 
which includes paid information after the shopper pays the 
running total. 
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0203. It should be noted that inventory 1632 may comprise 
a monetary value, a set of quantities, item identities, and/or 
any other information sufficient to enable a determination of 
an amount owed by consumer 1690 to settle the purchase of 
goods/services 1612 in cart 1620. Upon checkout or at any 
other appropriate interval, inventory acquirer 1630 commu 
nicates inventory 1632 to settlement administrator 1640 to 
facilitate settlement of the transaction among participants 
1610 and consumer 1690. 
0204 As suggested above, settlement administrator 1640 

is in communication with inventory acquirer 1630 and is 
configured to receive inventory 1632 and to determine an 
amount owing based at least in part on inventory 1632. In an 
exemplary embodiment, settlement administrator 1640 
includes database 1642, which may contain pricing, taxation, 
and/or incentive data for use in determine an amount owing 
by consumer 1690 based at least in part on inventory 1632. In 
addition, settlement administrator 1640 is configured to 
receive consumer identity signal 1692 transmitted by con 
Sumer interface 1650. 
0205 Based on consumer identity signal 1692 and the 
amount owing, settlement administrator may communicate 
with a financial services provider 1660 to facilitate a transfer 
of funds 1662, or anotherform or payment, among an account 
of consumer 1690 and an account of one or more supply chain 
participant 1610. 
0206. In an exemplary embodiment, system 1600 also 
includes an incentive administrator 1680 configured to emit 
an offer signal 1682 indicative of an incentive offer. Option 
ally, incentive administrator 1680 may be configured to 
receive consumer identity signal 1692 and to select, adapt, 
configure, or otherwise modify offer signal 1682 based at 
least in part on consumer identity 1692. For example, in an 
exemplary embodiment, once consumer identity 1692 is 
known by incentive administrator, attributes or characteris 
tics of consumer 1690 may be retrieved from one or more 
databases to be used as factors in configuring offer signal 
1682. Exemplary factors to be considered in configuring offer 
signal 1682 may include consumer's 1690 age, gender, pur 
chasing history, time/duration and/or location/path occupied/ 
traversed by consumer 1690 inside and/or outside merchants 
establishment, economic information regarding consumer 
1690 and/or population in general, or the like. Incentive 
administrator 1680 may be preconfigured with incentive 
information or may be configured to receive incentive infor 
mation 1672 from a merchandizing administrator 1670. 
0207. In an exemplary embodiment, consumer 1690 may 
obtain incentives outside the merchant location. For example, 
consumer 1690 may interact with a self-service incentive 
administrator 1680 that may be located in a common area of 
a school, shopping center, bus station or other place of public 
accommodation. In addition, consumer 1690 may interact 
with incentive administrator 1680 via a terminal or other 
Suitable portal means for connecting to the Internet or another 
network. 
0208 For more information on incentive/loyalty systems, 
transaction systems, electronic commerce systems and digital 
wallet systems, see, for example, U.S. patent application Ser. 
No. 09/836,213, filed on Apr. 17, 2001 by inventors Voltmer, 
et al. and entitled System And Method For Networked Loy 
alty Program; U.S. Continuation-In-Part patent application 
Ser. No. 10/027,984 was filed on Dec. 20, 2001 by inventors 
Ariff, et al. and is entitled System And Method For Net 
worked Loyalty Program; U.S. Continuation-In-Part patent 
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application Ser. No. 10/010,947 was filed on Nov. 6, 2001 by 
inventors Haines, et al. and is entitled System And Method 
For Networked Loyalty Program; the Shop AMEXTM system 
as disclosed in Ser. No. 60/230,190 filed Sep. 5, 2000; the MR 
as CurrencyTM and Loyalty Rewards Systems disclosed in 
Ser. No. 60/197,296 filed on Apr. 14, 2000, Ser. No. 60/200, 
492 filed Apr. 28, 2000, Ser. No. 60/201,114 filed May 2, 
2000; a digital wallet system disclosed in U.S. Ser. No. 
09/652,899 filed Aug. 31, 2000; a stored value card as dis 
closed in Ser. No. 09/241,188 filed on Feb. 1, 1999; a system 
for facilitating transactions using secondary transaction num 
bers disclosed in Ser. No. 09/800.461 filed on Mar. 7, 2001, 
and also in related provisional applications Ser. No. 60/187, 
620 filed Mar. 7, 2000, Ser. No. 60/200,625 filed Apr. 28, 
2000 and Ser. No. 60/213,323 filed May 22, 2000, all of 
which are hereby incorporated by reference. 
0209. As mentioned briefly above, settlement administra 
tor 1640 may also be configured to consider incentive infor 
mation 1682 in determining an amount owing by consumer 
1690. Such incentive information 1682 may comprise a per 
centage discount, a two-for one, buy one get one free, or the 
like. Where incentive information 1682 comprises an offer 
such as buy 10 and get one free, settlement administrator 1640 
may be configured to track purchase history So as to deter 
mine whether and/or when the condition has been satisfied. 
Accordingly, settlement administrator 1640 may be config 
ured to receive incentive information 1682 transmitted by 
consumer interface 1650 or another reliable source. More 
over, by virtue of its function of receiving inventory 1632 as 
well as consumer identity signal 1692 and incentive informa 
tion 1682, settlement administrator 1640 is positioned to 
collect information that may be extremely useful in optimiz 
ing the merchandizing process from the perspective of con 
Sumer 1690 and/or one or more supply chain participant 
1610. Accordingly, settlement administrator 1640 may be 
configured to retain Such inventory 1632 as well as consumer 
identity signal 1692 and incentive information 1682 in data 
base 1642. Further, settlement administrator 1640 may be 
configured to transmit Such information 1644 to one or more 
Supply chain participant 1610 or to merchandizing adminis 
trator 1670. 

0210. It should be noted that in addition to incentive infor 
mation 1682, consumer interface 1650 may also collect and 
transmit time and location information regarding the path 
traversed by consumer 1690 within the merchant’s facility. 
Such information may be acquired by consumer trackers 
situated at specific locations throughout the merchants facil 
ity. In one embodiment, consumer trackers emit location and/ 
or time signals that are received and stored by consumer 
interface to be later downloaded by settlement administrator 
1640. In another embodiment, consumer trackers are config 
ured to receive consumer identification signal 1692 as con 
Sumer passes within a usable field of proximity from each 
consumer tracker. Each consumer tracker may then commu 
nicate Such consumer proximity information to settlement 
administrator 1640 and/or merchandizing administrator 1670 
for use in determining the path traversed by consumer 1690. 
Accordingly, such information may be received and stored by 
settlement administrator 160 for latter transmission to, 
receipt by, and use by merchandizing administrator 1670 in 
conjunction with information 1644. Accordingly, merchan 
dizing administrator may use information 1644 to determine 
how and where consumers 1690 spend time within the facil 
ity. In addition, offerings may be modified in order to improve 
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the shopping process from the perspective of consumer 1690 
and/or one or more of Supply chain participants 1610. 
0211 Merchandizing administrator 1670 may be config 
ured to communicate incentive information 1672 to incentive 
administrator 1680. In accordance with an exemplary 
embodiment, merchandizing administrator 1670 may also be 
configured to receive consumer identity 1692 from incentive 
administrator for use in configuring incentive information 
1672 to be communicated to incentive administrator 1680. In 
accordance with another exemplary embodiment, merchan 
dizing administrator 1670 may be configured to receive col 
lected merchandizing information 1644 from settlement 
administrator 1640 and to analyze such information 1644 in 
order to improve the effectiveness of the merchandizing pro 
cess. For example, merchandizing administrator 1670 may be 
configured to determine the effectiveness of offers presented 
to particular consumers 1690 based on the responses of those 
consumers 1690 as received through inventory 1632. Accord 
ingly, merchandizing administrator 1670 may be configured 
to formulate test incentive offerings to be communicated as 
incentive information 1672 to incentive administrator 1680 
for presentation to consumer 1690 as incentive information 
1682. It should also be noted that incentive information 1682 
may be specifically tailored for presentation to consumer 
1690 based on consumer identification signal 1692. In addi 
tion to being configured to be received and stored by con 
Sumer interface 1650, incentive information 1682 may also 
be configured to trigger a corresponding presentation to be 
perceived by consumer 1690. For example, the presentation 
to consumer may be configured as any combination of an 
emission of a printed advertisement, a display of a moving or 
static video image, a performance of a Sound recording, or 
even an emission of a scent. Such offers may be configured for 
acceptance through an immediate act performed by consumer 
Such as pushing a button, pulling a lever, orally responding to 
a prompt, remaining physically present in a location, pro 
ceeding to another predetermined location, or Submitting to 
biometric authentication. Such offers may also be accepted 
through later acts such as purchasing an incented item. 
0212. In an exemplary embodiment, the information 
regarding which goods were selected by the user may be 
collected in a contactless method, e.g., using unique radio 
frequency emitters, wherein the consumer 1690 merely 
pushes cart 1620 within a field of proximity of inventory 
acquirer 1630. In accordance with this embodiment, inven 
tory acquirer 1630 detects a unique radio frequency from each 
product 1612, or from a tag on each product 1612, accesses a 
database, and returns an inventory 1632. 
0213. Accordingly, the system of the instant invention 
facilitates improvements in store layout, offers presented, 
pricing, inventory management, payment reconciliation. In 
addition the collection of that information provides a variety 
of other benefits such as the ability to provide monthly or even 
annual statements to consumer 1690. 

0214. In on-line implementations of the instant invention, 
each participant is equipped with a computing system. Such 
computing units may be in the form of a personal computer, 
although other types of computing units may be used includ 
ing laptops, notebooks, hand held computers, set-top boxes, 
and the like. A merchant may have a computing unit imple 
mented in the form of a computer-server, although other 
implementations are possible. The settlement administrator, 
the merchandizing administrator, the incentive administrator, 
the financial services provider, the inventory acquirer, and the 
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Supply chain participant, each may be implemented as a com 
puter, which may be a main frame computer or which may be 
implemented in other forms. Such as mini-computers, PC 
servers, a network set of computers, and the like. 
0215. The settlement administrator, the merchandizing 
administrator, the incentive administrator, the financial Ser 
vices provider, the inventory acquirer, and the Supply chain 
participant computers may be interconnected via a network, 
referred to as a settlement network. The settlement network 
represents a combination of existing proprietary networks 
and non-proprietary networks that presently accommodate 
transactions for credit cards, debit cards, and other types of 
financial/banking cards. The settlement network may be a 
closed network, assumed to be secure from eavesdroppers, 
and in an alternative embodiment, may include any open 
network, such as the internet. Examples of the settlement 
network include the American Express.(R), VisaNet(R) and the 
Veriphone(R) network. 
0216. In an exemplary embodiment, the system is imple 
mented as computer software modules loaded onto the com 
puters of the settlement administrator, the merchandizing 
administrator, the incentive administrator, the financial Ser 
vices provider, the inventory acquirer, and the Supply chain 
participant. In an exemplary embodiment, the computers of 
the settlement administrator, the merchandizing administra 
tor, the incentive administrator, the financial services pro 
vider, the inventory acquirer, and the Supply chain participant 
do not require any additional Software (beyond what is 
required to accomplish traditional on-line transactions) to 
participate in the online settlement transactions Supported by 
the system. The additional facilitating software is imple 
mented on the settlement administrator's computer, the finan 
cial service provider's computer, and/or the merchandizing 
administrator's computer. 
0217. Although labeled as a “provider of financial ser 
vices” or a “financial services provider, such party may 
represent other types of issuing institutions, such as credit 
card companies, card sponsoring companies, or third party 
issuers under contract with financial institutions. In addition 
to issuing financial instruments, a bank or value Source may 
provide value comprising non-financial instruments such as 
loyalty points, rewards, or coupons. It is further noted that 
other participants may be involved in Some phases of the 
transaction, such as an intermediary settlement institution, 
but these participants are not shown. 
0218. The system also supports other payment forms that 
have evolved from, and are more prevalent, online. These 
other payment forms include, for example, Subscription or 
recurring payments for renewable, Sweep accounts, periodic 
services, as well as micro-payments for location-based (i.e., 
dispensing machines, parking meters, and the like) or digital 
rights management services such as those providing music 
and/or Software. Management of the micro-payments may 
include aggregation for settlement with the merchant and 
transaction viewing by the consumer. In addition, the system 
facilitates integrated Statementing and may be configured to 
draw funds from a designated Source or set of sources into the 
consolidated account on a specified schedule. Alternatively, 
the designated Source or set or sources could be scheduled to 
place funds into the consolidated account according to a 
predetermined schedule. In addition to scheduled value trans 
fers, the system may be configured to accommodate condi 
tion-based triggers, which enable the system to respond to 
unanticipated needs for value. 
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0219. In a further aspect, as shown in FIG. 16, the present 
invention provides a method for facilitating a transaction 
between a merchant and a consumer. As shown in FIG. 16, 
one or more Supply chain participant Supplies goods and/or 
services to be placed in cart controlled by consumer (step 
1701). An exemplary method includes providing a consumer 
interface configured to emit a consumer identity signal con 
figured to identify a consumer (step 1710). A method also 
includes receiving the consumer identity signal (step 1720), 
receiving an amount owing signal indicative of an amount 
owing from the consumer (step 1730), and facilitating one or 
more payments between an account of the merchant and an 
account of the consumer (step 1740). 
0220. In an exemplary embodiment, incentive signals are 
transmitted by one or more incentive administrator for receipt 
and storage by consumer interface (step 1750). Upon check 
out, then, consumer interface may transmit the incentive offer 
information as well as the consumer identity information to 
be received by settlement administrator (step 1760). 
0221. In another exemplary embodiment, an inventory 
acquirer receives signals from goods contained in consumer's 
cart and produces inventory to be received and used by settle 
ment administrator in settling the purchase of the goods (step 
1770). In another embodiment, an incentive administrator 
transmits incentive offers to be received by consumer inter 
face and optionally receives consumer identity information 
and modified incentive offerings based on the consumer's 
identity (step 1780). In yet another embodiment, a merchan 
dizing administrator receives merchandizing information 
collected and transmitted by settlement administrator for use 
in modifying incentive offerings provided to incentive admin 
istrator for transmission to selected consumers (step 1790). 
Accordingly, the method of the instant invention facilitates 
improvements in store layout, offers presented, pricing, 
inventory management, payment reconciliation. 
0222. The preceding detailed description of exemplary 
embodiments of the invention makes reference to the accom 
panying drawings, which show the exemplary embodiment 
by way of illustration. While these exemplary embodiments 
are described in sufficient detail to enable those skilled in the 
art to practice the invention, it should be understood that other 
embodiments may be realized and that logical and mechani 
cal changes may be made without departing from the spirit 
and scope of the invention. For example, the steps recited in 
any of the method or process claims may be executed in any 
order and are not limited to the order presented. Further, the 
present invention may be practiced using one or more servers, 
as necessary. Thus, the preceding detailed description is pre 
sented for purposes of illustration only and not of limitation, 
and the scope of the invention is defined by the preceding 
description, and with respect to the attached claims. 
0223 Benefits, other advantages, and solutions to prob 
lems have been described above with regard to specific 
embodiments. However, the benefits, advantages, solutions to 
problems, and any element(s) that may cause any benefit, 
advantage, or Solution to occur or become more pronounced 
are not to be construed as critical, required, or essential fea 
tures or elements of any or all the claims. As used herein, the 
terms “comprises.” “comprising or any other variations 
thereof, are intended to cover a non-exclusive inclusion, Such 
that a process, method, article, or apparatus that comprises a 
list of elements does not include only those elements but may 
include other elements not expressly listed or inherent to such 
process, method, article, or apparatus. Further, no element 
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described herein is required for the practice of the invention 
unless expressly described as “essential or “critical.” 

1-25. (canceled) 
26. A method comprising: 
receiving, by a computer system, a signal from a financial 

transaction device that includes a wireless interface, 
wherein the signal is indicative of a location of the finan 
cial transaction device; 

based on the signal, the computer system selecting, from a 
plurality of incentives, a particular incentive that corre 
sponds to the location; and 

transmitting, by the computer system, the particular incen 
tive to the financial transaction device. 

27. The method of claim 26, further comprising: 
prior to receiving the signal, the computer system receiving 

another signal from the financial transaction device, 
wherein the another signal is indicative of another loca 
tion of the financial transaction device; and 

wherein the computer system selecting the particular 
incentive comprises the computer system modifying an 
initially selected incentive based on the another location 
to generate the particular incentive. 

28. The method of claim 26, further comprising: 
based on information indicating that the location has 

changed from a first location to a second location, the 
computer system determining a path between the first 
location and the second location; and 

the computer system transmitting to the financial transac 
tion device a different incentive that corresponds to at 
least one item on the path. 

29. The method of claim 26, further comprising: 
determining, by the computer system, a first time duration 

indicative of an amount of time that the financial trans 
action device spent at the location; and 

based on information indicating that the first time duration 
exceeds a second time duration, wherein the second time 
duration is indicative of an amount of time that the 
financial transaction device spent at a different location, 
the computer system selecting the particular incentive, 
wherein the particular incentive corresponds to an item 
associated with the location. 

30. The method of claim 26, further comprising: 
based on the signal, the computer identifying a user corre 

sponding to the financial transaction device; and 
the computer system selecting the particular incentive to 

include personalized information for the user. 
31. The method of claim 26, further comprising: 
comparing, by the computer system, an identifier received 

from the financial transaction device to a plurality of 
identifiers stored on the computer system; and 

based on a result of the comparing, wherein the result 
indicates that the identifier matches one of the plurality 
of identifiers, the computer system authenticating the 
financial transaction device. 

32. A financial transaction device, comprising: 
an RFID Subsystem that, during operation, communicates 

with a point-of-sale (“POS) system; and 
a processor that, during operation: 

transmits, to the POS system via the RFID subsystem, 
information indicative of a location of the financial 
transaction device; and 

receives from the POS system via the RFID subsystem, 
an incentive that corresponds to the location. 
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33. The financial transaction device of claim 32, further 
comprising a display that, during operation, displays the 
incentive. 

34. The financial transaction device of claim 32, wherein, 
during operation, the processor further: 

transmits to the POS system a first item of information 
indicative of a first location; and 

Subsequent to transmitting the first item of information, 
transmits to the POS system a second item of informa 
tion that, in combination with the first item of informa 
tion, is indicative of a path of the financial transaction 
device from the first location. 

35. The financial transaction device of claim 32, wherein 
the financial transaction device, during operation, processes 
user purchases. 

36. The financial transaction device of claim 32, wherein, 
during operation, the processor further: 

upon receiving the incentive, causes the incentive to be 
presented in at least a form of a printed advertisement, 
a display of a moving or static video image, an audio, or 
an emission of a scent, or a combination thereof. 

37. The financial transaction device of claim 32, wherein 
during operation, the processor further: 

based on user information indicating that the incentive has 
been accepted, instructs the POS system to apply the 
incentive to a purchase. 

38. The financial transaction device of claim 32, further 
comprising an internal power source that, during operation, 
supplies power to the RFID subsystem. 

39. An article of manufacture including a non-transitory 
computer readable medium having instructions stored 
thereon that are executable by a processor to cause a computer 
system to perform operations comprising: 

detecting a plurality of signals from a financial transaction 
device of a user, wherein at least one of the plurality of 
signals is indicative of a location of the financial trans 
action device; 

based on the plurality of signals, determining a path asso 
ciated with the user; 

Selecting, from a plurality of incentives, a particular incen 
tive that corresponds to the path; and 

transmitting the particular incentive to the financial trans 
action device. 

40. The article of manufacture of claim 39, wherein the 
operations further comprise: 

based on a first one of the plurality of signals, determining 
a first location of the user; 
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Subsequent to the determining, detecting, based on a sec 
ond one of the plurality of signals, that the user has 
moved to a second location; and 

based on the path, wherein the path includes the first loca 
tion and a second location, selecting the particularincen 
tive, wherein the particular incentive corresponds to an 
item on the path. 

41. The article of manufacture of claim 39, wherein the 
operations further comprise: 

based on a first one of the plurality of signals, selecting a 
first incentive that corresponds to a first location of the 
user, 

Subsequent to selecting the first incentive, detecting that 
the user has moved to a second location; and 

based on the second location, modifying the first incentive 
to generate the particular incentive. 

42. The article of manufacture of claim 39, wherein the 
operations further comprise: 

receiving information indicating that the particular incen 
tive has been accepted by the user; and 

applying the incentive to a purchase made by the user using 
the financial transaction device. 

43. The article of manufacture of claim 39, wherein the 
operations further comprise: 

analyzing user information to determine effectiveness of 
the particular incentive, wherein the user information is 
indicative of whether the user has accepted the particular 
incentive; and 

based on the analyzing, modifying a future incentive for the 
USC. 

44. The article of manufacture of claim 39, wherein the 
operations further comprise: 

determining that the user has moved from a first location on 
the path to a second location on the path; and 

based on information indicating that the user spent more 
time at the first location than the second location, select 
ing the particular incentive that corresponds to the first 
location. 

45. The article of manufacture of claim 39, wherein the 
operations further comprise: 

based on information indicating that the user has remained 
at a particular location on the path for a time interval, 
Selecting the particular incentive that corresponds to the 
particular location. 
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