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TRANSFERABLE RESTRICTED SECURITY TOKENS

BACKGROUND

[0001] Web-based services include interactions between a service provider, its users,
and third parties that may provide complementary services such as integrated content from
for providing specific services. Such integrated content may take the form of embedded
frames, forms, or scripts. For example, a business records service may execute a variety of
processes for its users based on the users’ business contacts (e.g. historic data gathering,
statistical analysis, scheduling of events, and the like). On the other hand, user and/or service
provider designated third parties may execute sub-processes that complement the provided
service such as providing a map for a business contact based on the address on record.

[0002] Customer Relationship Management (CRM) solutions are an example of a web-
based business service that provide tools and capabilities needed to create and maintain a
clear picture of customers, from first contact through purchase and post-sales, typically in a
hosted computer application environment. For complex organizations, a CRM system may
provide features and capabilities to help improve the way sales and marketing organizations
target new customers, manage marketing campaigns, and drive sales activities. CRM
systems may include many components, hardware and software, utilized individually or in a
shared manner by users internal or external to the organization as well as third party
providers.

[0003] To execute the sub-process, the third party typically needs to have access to the
user’s records at the service provider. In the above example, the third party would need to
access the business contact’s address in order to generate a map and integrate it into the
service provider’s webpage(s). Giving access to user data for reading, modifying, creating,
and deleting the data may present security challenges especially when the third party

providers are not a trusted entity.

SUMMARY

[0004] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This summary is not
intended to identify key features or essential features of the claimed subject matter, nor is it

intended as an aid in determining the scope of the claimed subject matter.
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[0005] Embodiments are directed to providing enhanced security of user records at a
web-based service provider by controlling access of third party providers to user data with
transferable restricted security tokens. A transferable restricted security token is generated in
form of a ticket with security restrictions in addition to those assigned to the user and a ticket
expiration.

[0006] These and other features and advantages will be apparent from a reading of the
following detailed description and a review of the associated drawings. It is to be understood
that both the foregoing general description and the following detailed description are

explanatory only and are not restrictive of aspects as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a diagram illustrating typical data access interactions between a user, a
service provider, and a third party provider of a web-based service;

[0008] FIG. 2 illustrates example interactions between the user, the service provider,
and the third party provider of a web-based service according to embodiments;

[0009] FIG. 3 is a conceptual diagram illustrating the use of user and restriction roles in
determining security restrictions to be assigned to a third party provider of a web-based
service;

[0010] FIG. 4 is a screenshot of a software program for assigning access restrictions to
users of a web-based service;

[0011] FIG. 5 is a screenshot of a software program for assigning access restrictions to
third party providers of a web-based service;

[0012] FIG. 6 illustrates three example restricted security tickets according to
embodiments;

[0013] FIG. 7 is a diagram of an example networked environment, where embodiments
may be implemented;

[0014] FIG. 8 is a block diagram of an example computing operating environment,
where embodiments may be implemented; and

[0015] FIG. 9 illustrates a logic flow diagram for a process of using restricted security

tickets for allowing access to user data by third party providers in a web-based service.
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DETAILED DESCRIPTION

[0016] As briefly described above, user data security in a web-based service may be
enhanced by using restricted security tickets for allowing access to the data by third party
providers. In the following detailed description, references are made to the accompanying
drawings that form a part hereof, and in which are shown by way of illustrations specific
embodiments or examples. These aspects may be combined, other aspects may be utilized,
and structural changes may be made without departing from the spirit or scope of the present
disclosure. The following detailed description is therefore not to be taken in a limiting sense,
and the scope of the present invention is defined by the appended claims and their
equivalents.

[0017] While the embodiments will be described in the general context of program
modules that execute in conjunction with an application program that runs on an operating
system on a personal computer, those skilled in the art will recognize that aspects may also be
implemented in combination with other program modules.

[0018] Generally, program modules include routines, programs, components, data
structures, and other types of structures that perform particular tasks or implement particular
abstract data types. Moreover, those skilled in the art will appreciate that embodiments may
be practiced with other computer system configurations, including hand-held devices,
multiprocessor systems, microprocessor-based or programmable consumer electronics,
minicomputers, mainframe computers, and the like. Embodiments may also be practiced in
distributed computing environments where tasks are performed by remote processing devices
that are linked through a communications network. In a distributed computing environment,
program modules may be located in both local and remote memory storage devices.

[0019] Embodiments may be implemented as a computer process (method), a
computing system, or as an article of manufacture, such as a computer program product or
computer readable media. The computer program product may be a computer storage media
readable by a computer system and encoding a computer program of instructions for
executing a computer process. The computer program product may also be a propagated
signal on a carrier readable by a computing system and encoding a computer program of
instructions for executing a computer process.

[0020] Referring to FIG. 1, a diagram of typical data access interactions between a user,

a service provider, and a third party provider of a web-based service is illustrated.
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[0021] As mentioned before, third party providers may execute sub-processes within a
web-service complementing processes of the service for its users. One example, described
previously, is a third party providing a map of a contact for a web-based service that
processes contacts for users. Another example is a third party service for computing credit
scores within a CRM system. The CRM contact form may be customized to execute a script
which calls into the third party, passing a contact identifier. The third party may then call
back into the CRM service to retrieve various contact and order information, so as to compute
a credit score for the selected contact. The third party may return a credit rating score which
may be displayed in a field of the contact form. The third party may also directly update the
contact record with other useful statistics.

[0022] Thus, third party providers may need to have access to user data within the web-
based system for collect, modify, delete, or create operations. The challenges in
accommodating such third party operations include how to control which third parties are to
be allowed for these operations, at which level of permission, for what duration, and so on.

[0023] In a conventional web-based service environment, as shown in diagram 100 of
FIG. 1, each user 102 may have an assigned security role within the web-based service 104
and access the service as allowed by that role. User 102 may, at some point, authorize third
party service 106 to perform operations by providing its security ticket to the third party
service 106, for example. In that case, third party service 106 would have full access to all
the data associated with user 102 as allowed by that user’s security role and perform its
operations. The disadvantage of such a set-up is that users may not want the third party to
have the full access capabilities to all of their data that the user himself/herself has.

[0024] To complicate the matter further, an organization may have a number of internal
users with varying security roles. If one of them is to authorize the third party, that user’s
security role may not be adequate to perform the needed operations or on the contrary it may
be broader than desired. For example, a receptionist at a company may have limited access
such as “read” only to business contact information. If that receptionist tries to activate a
third party service for computing credit scores, the third party may not be able to update the
data at the web-service because of the limited security role of the receptionist.

[0025] On the other hand, a high level manager with broad access privileges may wish
to activate a map service for a business contact, which would typically require limited access
privileges for the third party. However, because the manager has broad access privileges, the
third party would get the same privileges through the manager’s security ticket whether

needed or not.
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[0026] Another approach to control third party access to user data may be assigning
third party service providers limited security roles at the web-service, but that may severely
restrict the flexibility of the web-based service to allow users to use a third party service of
their choice making customization of user services a very challenging task.

[0027] FIG. 2 illustrates example interactions between the user, the service provider,
and the third party provider of a web-based service according to embodiments.

[0028] As discussed above, the challenge for web-based service providers is how to
control which third parties are allowed to call back into service, with which level of
permission, and for which exact duration. For example, if a service administrator is viewing
a contact form in a CRM service, transferring a connecting user’s entire security context to
the semi-trusted third-party could mean the third party can now access records beyond what it
really needs to perform the intended service. An administrator may be authorized to delete
any type of record, create any type of record, or make schema changes (ex: create new
entities, attributes, etc.). Transferring the connecting user’s entire security context to a semi-
trusted third-party expected to only provide a narrow set of specific services may result in
serious risks.

[0029] According to an embodiment, a ticket may be generated for a third party
provider. The ticket may specify additional security restrictions and a ticket expiration.
Additional security restrictions may be defined using the web-based service role
infrastructure. Specific domain names of the third party providers may then be associated
with restriction roles. For example, a restriction role may be defined for third-party domain
“http://accuratecreditinfo.com” to grant: [activity read permission with a scope of local] +
[lead create and read permission, with a scope of current business unit]. However, in case the
connecting user does not have permissions to create leads, security may be evaluated by
intersecting permissions for the connecting user (and its roles) with permissions defined by
the restriction role to ensure there is no elevation. The restriction role may also specify a
scope of a current business unit.

[0030] In diagram 200, web-based service is represented by server 204, which executes
user specific process(es) 210 for user 202. A ticket verification process (208) may be
employed to authenticate the user and determine its access privileges. The authentication
information may be included in the ticket. In a service according to embodiments, third party
service 206 may execute sub-process 212 to complement the user specific process 210. To

access the user data and orders at the web-based service, third party service 206 may provide
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restricted security ticket 218 to the web-based service 204. Third party service 206 may also
interact with other systems 214.

[0031] Restricted security ticket 218 may also be authenticated by the web-based
service. The authentication may be performed through a number of ways. One such method
is Hash Message Authentication Code (HMAC). A "MAC tag" is generated based on a secret
key included in the message (ticket in this case), such that it is difficult for an attacker to
generate a valid pair (message, tag).

[0032] Instead of HMAC:sS, digital signatures may also be used according to other
embodiments. With digital signatures, components can verify claims, but may not have the
ability to generate valid tickets (only a verification key may be available to them). With
HMACSs, components can verify claims, but then also have the ability to create valid tickets
since they have access to the required symmetric key. Using digital signatures may be useful
to allow further delegation. For example, third parties may transfer web-based service tickets
to other third parties, which can verify access to the web-based service before taking certain
actions. Other authentication methods may also be employed using the principles described
herein.

[0033] Thus, an example ticket be in following form: {Userld + Expiration +
RestrictionRolelds + HMAC(Userld + Expiration + RestrictionRolelds)}. The ticket may
also include a key indicator (to know which key to use, if rotating keys are used that each
expire after some time) and an organization Id (to prevent cross-organization attacks where
the same Userld may be reused).

[0034] According to another embodiment, web-based service administrators may be
enabled to specify that tickets should be restricted to particular actions such as read only
actions. This may be accomplished, for example, by adding a bit to the HMAC of the ticket,
then blocking write actions in the platform.

[0035] According to a further embodiment, a restricted user/domain may be created in
the system instead of including the list of restricted roles in the ticket. A restricted
user/domain may have roles associated to them and these roles may be used as the restricted
roles. The intersection of user roles and the restricted roles may be determined as described
above. In this scenario, the ticket may be in the form: {Userld + Expiration +
RestrictedUserld + HMAC(Userld + Expiration + RestrictedUserld)}.

[0036] In the version where the restricted ticket contains the role list, the roles
associated to the domain may have changed, but the security restrictions are based on the set

of roles in the ticket, although the privileges in the role may be changed independently. In
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the restricted user/domain approach, the server maintains control of the restricted roles.
Thus, the roles in the version with just a restricted domain/user can be
added/changed/removed independently of tickets that have already been granted.

[0037] While a privilege intersection may be performed when the ticket comes back
from the web service (e.g. CRM service) according to one embodiment with the advantages
of dynamically re-evaluating potentially changed user privileges and not processing a ticket
that is never used by a third party (saving system resources), the same intersection may also
be performed when the ticket is first issued using the principles described herein.

[0038] FIG. 3 is a conceptual diagram illustrating the use of user and restriction roles in
determining security restrictions to be assigned to a third party provider of a web-based
service.

[0039] In a role-based access privilege system, privilege depths may be defined at
various levels based on the user’s relationship to the records. For example, a “basic” depth
may defined for records owned by the user; a “local” depth may be defined for records of the
business unit the user belongs to; a “deep” depth may be defined for records of the user’s
business unit or any child business units; and a “global” depth may be defined for records in
any business unit of the umbrella organization.

[0040] Based on these example privilege depths, a user may be assigned a single role
defined as: “Read Activity” with depth of basic; “Write Lead” with depth of deep; and
“Create Contact” with depth of deep. A third party provider may be assigned a single role
defined as: “Write Lead” with depth of local and “Create Contact” with depth of global.

[0041] In a service according to embodiments, the intersection 320 of these roles (e.g.
user roles 322 with restriction role 324 and restriction role 326) would result in a “Write
Lead” role with a depth of local and a “Create Contact” role with depth of deep (the smaller
of the depths is chosen in each case).

[0042] The restriction roles, privilege depths, and the intersection scenarios above are
provided for illustration purposes only and do not constitute a limitation on embodiments.
Embodiments may be implemented using any defined privilege depth, organizational
structure, and restriction roles. Furthermore, additional rules may be defined for determining
the intersection of the user roles and restriction roles beyond the smaller of the two
restrictions. Moreover, a CRM service is used herein as an example web-based service.
Embodiments may be implemented with any application security restrictions using the

principles described herein.
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[0043] FIG. 4 is a screenshot (400) of a software program for assigning access
restrictions to users of a web-based service.

[0044] As discussed above, security roles may be assigned to each user of an
organization with varying access permission levels. For example, the access management
module of the web-service program may allow an administrator to define a security role for
cach user as shown in the screenshot. The example role is being created for receptionist
(432). Different types of records such as account, contact, email template, etc. are listed in a
column (434). Access operations (438) such as create, read, write, delete, and so on, are
listed in corresponding columns enabling the administrator to set the permission level for
cach operation on each type of record in a matrix (430).

[0045] The user interface may be set up such that records are grouped for organizational
sub-divisions as shown by the tabs (436). The security roles may be assigned by the user and
transmitted to the web-based service, modified by the user on a template of default roles
generated by the web-based service, or assigned by the user in a configuration mode of the
web-based service’s management program.

[0046] FIG. 5 is a screenshot of a software program for assigning access restrictions to
third party providers of a web-based service. Third party providers may perform a variety of
tasks complementing the web-based service. The example process illustrated in screenshot
500 is contact analysis.

[0047] The configuration user interface in screenshot 500 is similar to that of FIG. 4
with the record types (544) listed as the first column in a matrix and the access types listed as
the first row (548). Restrictions of access for each record type and access type are shown as
clements of the user interface matrix 540. A user interface according to embodiments
includes, importantly, controls for enabling partner access restrictions, a partner being
defined by a URL associated with the third party provider.

[0048] Furthermore, restrictions may also be determined based on an organizations
hierarchical structure. For example, restriction roles may be defined based on whether the
third party service is being performed for an individual user, a business unit, a business sub-
unit, or the entire organization.

[0049] FIG. 6 illustrates three example restricted security tickets according to
embodiments. Restricted security tickets according to embodiments may include elements in
addition to those illustrated in the figure. Expiration and restrictions are also not limited to

the shown examples.
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[0050] As mentioned previously, role restrictions for third parties may be associated
with specific domain names in a web-based service. The first example ticket 652 is
associated with the domain name http://accuratecreditinfo.com (a fictional domain name).
The ticket has an expiration of 60 seconds and a restriction of contact analysis role only.
Thus, the third party assigned with ticket 652 has 60 seconds to perform its process once the
ticket is accepted and it can only access the user data at the web-based service for performing
contact analysis.

[0051] The second ticket 654 is associated with the domain name
http://productimages.com, which may be a third party provider service for processing product
images of a particular business. The ticket has an expiration period of 10 seconds and the
restriction is limited product access role. This role may be defined in an access management
portion of the web-based service. In addition to the expiration and the restriction, ticket 654
may optionally include a repetition parameter. The repetition parameter may enable third
party providers to use their security ticket repeatedly based on a value of the repetition
parameter. In the example of FIG. 6, the repetition parameter is set to “No” meaning the
ticket is a single use ticket.

[0052] Example ticket 656 is associated with domain name http://analyzeleads.com,
which may provide analysis of business leads for a CRM service. The expiration of the ticket
is set to 60 minutes with the restriction being “read all leads”. Thus, the third party with this
ticket may read all business lead data in the CRM service, but not perform any additional
access operations. The optional repetition parameter is set to 10 times in this case meaning
the third party provider may use the same ticket up to ten times to access the user data.

[0053] According to some embodiments, the time stamp expiration may be
implemented in other ways such as instead of a period of expiration defining a range of valid
time period (date and time). Furthermore, more complex expressions may be included in the
ticket to express relatively more flexible restrictions. For example, an expression like
&(time.hour < 8)(user.startswith(“a*”)(user.role.includes(CEQ)) may be used to provide time
expiration, a user id (or name) category, as well as user role.

[0054] According to one embodiment, third parties may be provided with the ability to
further restrict the ticket before handing it off to another third party. Thus, if one third party
needs to use some services from another third party, they may choose to create a further
restricted token (or the service may do so) such that the ticket includes multiple restricted

user IDs, or restricted role IDs originating from more than one domain.
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[0055] The example systems, services, tickets, and operations described in figures 2, 4,
5, and 6 are exemplary for illustration purposes. A system providing transferable restricted
security tickets in a web-based service environment may be implemented using additional or
fewer components and elements using the principles described herein.

[0056] FIG. 7 is an example networked environment, where embodiments may be
implemented. A web-based service that provides restricted security tokens for third party
providers may be implemented in a distributed manner over a number of physical and virtual
clients and servers. The service may also be implemented in un-clustered systems or
clustered systems employing a number of nodes communicating over one or more networks
(e.g. network(s) 770).

[0057] Such a system may comprise any topology of servers, clients, Internet service
providers, and communication media. Also, the system may have a static or dynamic
topology. The term "client" may refer to a client application or a client device. While a
networked system implementing transferable restricted security tickets may involve many
more components, relevant ones are discussed in conjunction with this figure.

[0058] Users may access a web-based service using individual client devices 761-763.
The web-based service may be managed by one or more servers such as web server 772.
Data for a variety of purposes associated with the web-based service may be stored in data
stores 776, which may be accessed directly or managed by database server 774. A third party
service complementing the services provided by web-server 772 (and associated servers) may
access the web-based service using a transferable restricted security ticket as described
previously and execute sub-processes that are integrated into the web-based service.

[0059] Network(s) 770 may include a secure network such as an enterprise network, an
unsecure network such as a wireless open network, or the Internet. Network(s) 770 provide
communication between the nodes described herein. By way of example, and not limitation,
network(s) 770 may include wired media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RF, infrared and other wireless media.

[0060] Many other configurations of computing devices, applications, data sources, data
distribution systems may be employed to implement transferable restricted security tickets in
a web-based service environment. Furthermore, the networked environments discussed in
FIG. 7 are for illustration purposes only. Embodiments are not limited to the example
applications, modules, or processes.

[0061] FIG. 8 and the associated discussion are intended to provide a brief, general

description of a suitable computing environment in which embodiments may be
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implemented. With reference to FIG. 8, a block diagram of an example computing operating
environment is illustrated, such as computing device 800. In a basic configuration, the
computing device 800 may be a server providing services associated with web-based service
that allows third party providers access data through restricted security tickets and typically
include at least one processing unit 802 and system memory 804. Computing device 800
may also include a plurality of processing units that cooperate in executing programs.
Depending on the exact configuration and type of computing device, the system memory 804
may be volatile (such as RAM), non-volatile (such as ROM, flash memory, etc.) or some
combination of the two. System memory 804 typically includes an operating system 805
suitable for controlling the operation of a networked personal computer, such as the
WINDOWS® operating systems from MICROSOFT CORPORATION of Redmond,
Washington. The system memory 804 may also include one or more software applications
such as program modules 808, web services 822, and security module 824.

[0062] Web services 822 may be a separate application or an integral module of a
hosted web-based service application that provides data and processing services to client
applications associated with computing device 800. Security module 824 may provide
services associated with ensuring secure access to data by user and/or third party providers
implementing restricted security tickets, as described previously. This basic configuration is
illustrated in FIG. 8 by those components within dashed line 806.

[0063] The computing device 800 may have additional features or functionality. For
example, the computing device 800 may also include additional data storage devices
(removable and/or non-removable) such as, for example, magnetic disks, optical disks, or
tape. Such additional storage is illustrated in FIG. 8 by removable storage 809 and non-
removable storage 810. Computer storage media may include volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage
of information, such as computer readable instructions, data structures, program modules, or
other data. System memory 804, removable storage 809 and non-removable storage 810 are
all examples of computer storage media. Computer storage media includes, but is not limited
to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other medium which can be used to
store the desired information and which can be accessed by computing device 800. Any such

computer storage media may be part of device 800. Computing device 800 may also have
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input device(s) 812 such as keyboard, mouse, pen, voice input device, touch input device, etc.
Output device(s) 814 such as a display, speakers, printer, etc. may also be included. These
devices are well known in the art and need not be discussed at length here.

[0064] The computing device 800 may also contain communication connections 816
that allow the device to communicate with other computing devices 818, such as over a
wireless network in a distributed computing environment, for example, an intranet or the
Internet. Other computing devices 818 may include server(s) that execute applications
associated with the web-based service. Communication connection 816 is one example of
communication media. Communication media may typically be embodied by computer
readable instructions, data structures, program modules, or other data in a modulated data
signal, such as a carrier wave or other transport mechanism, and includes any information
delivery media. The term “modulated data signal” means a signal that has one or more of its
characteristics set or changed in such a manner as to encode information in the signal. By
way of example, and not limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media such as acoustic, RF, infrared
and other wireless media. The term computer readable media as used herein includes both
storage media and communication media.

[0065] The claimed subject matter also includes methods. These methods can be
implemented in any number of ways, including the structures described in this document.
One such way is by machine operations, of devices of the type described in this document.

[0066] Another optional way is for one or more of the individual operations of the
methods to be performed in conjunction with one or more human operators performing some.
These human operators need not be collocated with each other, but each can be only with a
machine that performs a portion of the program.

[0067] FIG. 9 illustrates a logic flow diagram for a process (900) of using restricted
security tickets for allowing access to user data by third party providers in a web-based
service. Process 900 may be implemented as part of a CRM service.

[0068] Process 900 begins with operation 902, where a request for access is received
from a third party provider. As described previously, third party providers may execute sub-
processes complementing the services provided by the web-based service. Processing
advances from operation 902 to operation 904.

[0069] At operation 904, a security ticket and claim are extracted from the request. The

claim defines a scope of requested access. The ticket includes an expiration and a restriction.
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The ticket may also include an optional repetition parameter that defines how many times the
same ticket may be used. Processing moves from operation 904 to optional operation 906.

[0070] At optional operation 906, the ticket is authenticated. The ticket may be
authenticated through a variety of mechanisms such as a trusted third party authentication,
public/private key encryption, Hash Message Authentication Code (HMAC) encryption, and
the like. After operation 906, processing moves to operation 908.

[0071] At operation 908, a time stamp of the ticket is verified. If the time stamp is
invalid, the process may be halted and access denied to the third party requestor. Processing
moves from operation 908 to operation 910.

[0072] At operation 910, user roles are loaded by the security module. Processing
advances from operation 910 to operation 912, where the restriction roles are also loaded by
the security module.

[0073] At operation 914 following operation 912, the user roles and the restriction roles
are intersected for determining the restrictions applicable to the requesting third party
provider. Processing proceeds from operation 914 to operation 916.

[0074] At operation 916, access is granted to the requesting third party provider based
on the restrictions determined from the intersection of the restriction roles and the user roles
(and the expiration defined in the ticket). After operation 916, processing moves to a calling
process for further actions.

[0075] The operations included in process 900 are for illustration purposes. Using
transferable restricted security tickets for allowing access to third parties in a web-service
may be implemented by similar processes with fewer or additional steps, as well as in
different order of operations using the principles described herein.

[0076] The above specification, examples and data provide a complete description of
the manufacture and use of the composition of the embodiments. Although the subject matter
has been described in language specific to structural features and/or methodological acts, it is
to be understood that the subject matter defined in the appended claims is not necessarily
limited to the specific features or acts described above. Rather, the specific features and acts
described above are disclosed as example forms of implementing the claims and

embodiments.
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CLAIMS
WHAT IS CLAIMED IS:

1. A method to be executed at least in part in a computing device (800) for
securely handling third party requests for access to user data in a web-based service
environment (104), the method comprising:

receiving (902) a request for access from a third party provider (106), wherein the
request is associated with a sub-process complementing a process of the web-based service;

extracting (904) a ticket (218) and a claim from the request, wherein the ticket (218)
includes an expiration parameter and a restriction role (324, 326);

verifying (908) that the ticket (218) has not expired;

loading (910) at least one user role (322) associated with the ticket (218);

determining (912, 914) an access restriction for the request based on intersecting the
restriction role (324, 326) and the at least one user role (322); and

enabling (916) the third party to access the user data based on the determined access

restriction.

2. The method of claim 1, wherein the ticket (218) is associated with a domain

name of the third party provider (106).

3. The method of claim 1, further comprising;:

authenticating (906) the ticket (218) prior to determining the access restriction.

4. The method of claim 3, wherein the ticket (218) is authenticated employing a

digital signature.

5. The method of claim 4, wherein the claim is verified using the digital
signature.
6. The method of claim 3, wherein the ticket (218) is authenticated employing

Hash Message Authentication Code (HMAC).

7. The method of claim 6, wherein the ticket (218) further includes at least one of

a key indicator and an organization identifier.
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8. The method of claim 6, further comprising:
restricting the ticket (218) to a particular action by adding a bit to the HMAC portion
of the ticket (218).

9. The method of claim 1, wherein the ticket (218) further includes a repetition

parameter that defines how many times the ticket (218) may be used to access the user data.

10. The method of claim 1, wherein intersecting (914) the restriction role (324,
326) and the at least one user role (322) includes selecting a stricter one of the restrictions

defined in the roles.

11. The method of claim 1, further comprising:
applying a predefined rule in addition to selecting the stricter one of the restrictions

defined in the roles.

12. A system for securely handling third party requests for access to user data in a
web-based CRM service environment, comprising:

at least one CRM web server (772) configured to:

receive (902) a request for access from a third party provider (106), wherein
the request is associated with a sub-process complementing a process of the web-
based CRM service;

extract (904) a ticket (218) from the request, wherein the ticket (218) is
associated with a domain name of the third party provider (106) and includes an
expiration parameter and a restriction parameter;

verify (908) that the ticket (218) has not expired;

determine (910, 912, 914) an access restriction for the request based on the
restriction parameter, wherein the access restriction is distinct from an access
restriction of a user (102) for whom the sub-process is being executed; and

enable (916) the third party to access the user data based on the determined

access restriction.

13. The system of claim 12, wherein the at least one CRM web server (772) is
further configured to:
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create a restricted user/domain with associated restriction roles (324, 326) based on
the restriction parameter; and
determine the access restriction based on intersecting (914) the associated restriction

roles (324, 326) with a user role (322).

14. The system of claim 12, wherein the at least one CRM web server (772) is
further configured to:

retrieve a list of restriction roles (324, 326) from the ticket (218);

load a user role (322) associated with the sub-process; and

determine the access restriction based on intersecting (914) the restriction roles (324,

326) with the loaded user role (322).

15. The system of claim 14, wherein each restriction role (324, 326) and the user
role (322) are include a privilege depth defining an access permission level for the user data,
and the access restriction is determined by selecting the stricter of the privilege depths of the

intersected roles.

16.  The system of claim 12, wherein the CRM web server (772) is further
configured to provide a Graphical User Interface (GUI) for configuring the privilege depths
of the restriction roles (324, 326) and the user role (322).

17. The system of claim 12, wherein at least one restriction assigned to a user role
(322) associated with the sub-process is defined based on a hierarchical structure of a client

organization of the web-based CRM service.

18. A computer-readable storage medium with instructions stored thereon for
securely handling third party requests for access to user data in a web-based service

environment (104), the instructions comprising:

receiving (902) a request for access from a third party provider (106), wherein the
request is associated with a sub-process complementing a process of the web-based service;

extracting (904) a ticket (218) and a claim from the request, wherein the ticket (218)
is associated with a domain name of the third party provider (106) and includes an expiration

parameter, a restriction role (324, 326), and a repetition parameter;
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authenticating (906) the ticket (218) prior to determining the access restriction;

verifying (908) that the ticket (218) has not expired;

loading (910) at least one user role (322) associated with the ticket (218);

determining (914) an access restriction for the request based on intersecting the
restriction role (324, 326) and the at least one user role (322);

enabling (916) the third party to access the user data based on the determined access

restriction.

19. The computer-readable storage medium of claim 18, wherein determining
(914) the restriction role (324, 326) and the at least one user role (322) includes selecting a

stricter one of the restrictions defined in the roles and applying a predefined rule.

20.  The computer-readable storage medium of claim 18, wherein the access
includes at least one from a set of: creating a new record, deleting an existing record,
modifying an existing record, updating an existing record, retrieving operational parameters
associated with executing the sub-process, and modifying a schema associated with the user

data.
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