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SYSTEMIS AND METHODS FOR SECURITY 
CHECKPOINT CONDITION INFORMATION 

AND SHARING 

CROSS-REFERENCE TO RELATED 5 
APPLICATIONS 

This application claims the benefit, under 35 U.S.C. S 120, 
of nonprovisional U.S. application Ser. No. 12/411,991, filed 
Mar. 26, 2009, entitled “Methods and Systems for Efficient 
Security Screening,” which in turn claims the benefit, under 
35 U.S.C. S 119, of provisional U.S. Application Ser. No. 
61/040.425, filed Mar. 28, 2008. This application also claims 
the benefit, under 35 U.S.C. S 119, of provisional U.S. 
Application Ser. No. 61/630,547, filed Dec. 13, 2011, 
entitled “Systems and Methods for an Improved Check 
point.” The entire contents and substance of U.S. application 
Ser. Nos. 12/411,991, 61/040,425, and 61/630,547 are 
hereby incorporated by reference. 2O 

10 

15 

TECHNICAL FIELD 

The technical field relates to mobile application systems 
and methods. More particularly, the technical field relates to 25 
systems and methods to provide real and estimated condi 
tions of security checkpoints (e.g., airport security check 
points). 

BACKGROUND 30 

In recent years, security at points of entry such as sports 
venues, public and private facilities, and international ports 
has rapidly become an important national security priority. 
There is a need for security personnel to process and Screen 35 
individuals at numerous locations worldwide. For example, 
in the United States alone, there are greater than 400 
airports, each one of which has one or more security 
checkpoint areas that are manned by security guards. The 
ability to secure points of entry is particularly important for 40 
commerce, government, and entertainment endeavors which 
attract large numbers of people to a single location. 
As security increases at points of entry, the process of 

passing through the points of entry slows. A common 
problem at secure entry points is the backup of people 45 
waiting to pass. For example, venue operators at large sports 
venues are challenged with making Sure that people entering 
a venue are authorized (ticketed) to gain access to the venue, 
but with increasing concern over threats to the attendees, 
venue operators are also having to be concerned that poten- 50 
tial entrants are not bringing weapons, explosives, or harm 
ful chemical/biological agents. Currently, general observa 
tion or searches are conducted of venue attendees. 
Subsequently, attendees may also present a ticket or season 
pass to gain entry into a sports venue. Any additional 55 
security measures than what is already being provided 
would likely further slow down the process of providing 
venue attendees with access to the venue. 
Many people also pass through points of entry on a 

regular basis. As a result, it is difficult for point of entry 60 
personnel to recognize hundreds or thousands of people that 
are authorized to pass through a point of entry and manage 
security. Such is the case at the international border crossing 
between El Paso, Tex. and Ciudad Juarez, Mexico where 
tens of thousands of people cross daily from home to work 65 
and back. In other examples, sports venues, season pass 
holders, and venue employees gain regular access to sports 

2 
venues. Secure facilities, such as government buildings and 
manufacturing plants, also have many employees accessing 
a facility on a regular basis. 

Providing security services for potential entrants who 
have limited information may lead to many inefficiencies. 
For example, in a facility with multiple security checkpoints, 
travelers may Swarm to one security checkpoint but under 
utilize another. Environmental issues, such as the cleanliness 
of a security checkpoint, may demoralize travelers and may 
tarnish the image of the administrators of the security 
checkpoint. Administrative issues, such as whether security 
checkpoint staff is understaffed, or is acting inefficiently, 
rudely, or inappropriately, may also complicate travel and 
damage the reputation of the administrators. These and other 
issues may undermine the experiences of travelers and the 
efficiency of checkpoint administration. 

SUMMARY 

In various embodiments, security checkpoint condition 
estimation systems and methods accurately and efficiently 
measure security checkpoint conditions based on observa 
tions of people passing through a given security checkpoint. 
In some embodiments, a system comprises a user location 
engine, a checkpoint identification engine, a checkpoint 
identification engine, a presence notification engine, a 
checkpoint information engine, a condition crowdsourcing 
engine, and an interuser connection engine. The user loca 
tion engine may determine an initial location when a user 
enters a given distance of a security checkpoint. The check 
point identification engine may provide a checkpoint iden 
tifier of the security checkpoint when the user is at the initial 
location. The presence notification engine may receive a 
selection of the checkpoint identifier. The checkpoint infor 
mation engine may receive user-generated information 
about the security checkpoint. The condition crowdsourcing 
engine may integrate the user-generated information into 
crowdsourced condition data associated with the security 
checkpoint. The interuser connection engine may be con 
figured to provide the crowdsourced condition data to 
another user. 
The user-generated information may help provide an 

accurate estimate of security checkpoint conditions. The 
user-generated information of the system may comprise an 
estimate of a wait time for the user to pass through the 
security checkpoint. The user-generated information may 
also comprise a user-generated description of security 
checkpoint wait times. For instance, the user-generated 
information may include a numerical estimate of wait times, 
a timed passage through the security checkpoint (using, e.g., 
a timer or information from a geography-based transmitter 
like a GPS transmitter), information about the length of the 
line in a queuing area, and the type and nature of travelers 
in the line leading up to a security checkpoint. 
The user-generated information may also comprise an 

account of the environmental conditions such as, but not 
limited to: whether trash is on the ground at the security 
checkpoint, general condition of furnishings at the security 
checkpoint, whether there is Sufficient garbage or recycling 
receptacles, whether lanes separating streams of people in 
the queuing area are adequate, are maintained, or rather are 
in states of decay and dilapidation, whether the queuing area 
is safe from hazardous conditions such as leaks, structural 
issues with the building, or other hazardous conditions, and 
whether the lines and/or other parts of the security screening 
environment are safe for children, the elderly, the handi 
capped, or others with special needs. The user-generated 
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information may also comprise an account of how security 
personnel are administering a secure Screening environment, 
and may provide information Such as: whether security 
personnel are efficient, inefficient, timely, not timely, under 
staffed, overstaffed, behaving appropriately, or are engaging 
in acts such as speaking rudely, or harassing travelers. 

In Some embodiments, the user location engine may 
determine the initial location of a user based a geography 
based transmitter on a mobile device associated with the 
user and/or an indication that the user is located at an end of 
a queue beginning at or near the security checkpoint. The 
geography-based transmitter may comprise a global posi 
tioning system (GPS) transmitter. In various embodiments, 
the user location engine determines the initial location based 
on a measurable or Substantial decrease in a velocity and/or 
movement of the user. 
The checkpoint identification engine may provide the 

checkpoint identifier based on a comparison of the initial 
location of the user to a list of checkpoint locations on an 
airport map. The checkpoint identification engine may, in 
some embodiments, provide the checkpoint identifier from a 
list of checkpoint locations from a security agency or a 
government agency. 
The system may include a user information rating engine 

providing a quality rating of the user-generated information. 
The condition crowdsourcing engine may adapt the crowd 
Sourced condition data based on the quality rating of the 
user-generated information. The security checkpoint may 
comprise a secure screening environment incorporated into 
an airport. In some embodiments, the user-generated infor 
mation comprises a timed passage through the security 
checkpoint. 
An exemplary method comprises determining an initial 

location when a user enters a given distance of a security 
checkpoint, providing a checkpoint identifier of the security 
checkpoint when the user is at the initial location, receiving 
a selection of the checkpoint identifier, receiving user 
generated information about the security checkpoint, inte 
grating the user-generated information into crowdsourced 
condition data associated with the security checkpoint, and 
providing the crowdsourced condition data to another user. 

In various embodiments, the user-generated information 
may help provide an accurate estimate or "snapshot' of 
security checkpoint conditions. The user-generated informa 
tion of the method may comprise an estimate of a wait time 
for the user to pass through the security checkpoint. The 
user-generated information may comprise a user-generated 
description of one or more of a physical condition of the 
security checkpoint, a quality of security service of the 
security checkpoint, a security concern, and information 
about another passenger passing through the security check 
point. The user-generated information may comprise a selec 
tion of a description of one or more of a physical condition 
of the security checkpoint, a quality of security service of the 
security checkpoint, a security concern, and information 
about another passenger passing through the security check 
point. 
The system may further comprise a security checkpoint 

gameplay engine configured to provide the user points for 
interaction and/or providing information. For example, the 
security checkpoint gameplay engine may provide the user 
points for checking in and/or providing profile information. 
Information provided by a plurality of users (e.g., checking 
in information and profile information) may be provided to 
any number of airports and/or security personnel. In various 
embodiments, airports and security personnel may be 
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4 
offered an opportunity to take advantage of an “off the shelf 
loyalty program that includes rich customer information in 
real time. 

In some embodiments, the user location engine may 
determine the initial location based on one or more of a 
geography-based transmitter on a mobile device associated 
with the user and an indication that the user is located at an 
end of a queue beginning at or near the security checkpoint. 
The geography-based transmitter may comprise a global 
positioning system (GPS) transmitter. Determining the ini 
tial location of the user may comprise determining a Sub 
stantial decrease in velocity of the user. Providing the 
checkpoint identifier of the security checkpoint may com 
prise comparing the initial location to a list of checkpoint 
locations on an airport map. In some embodiments, provid 
ing the checkpoint identifier of the security checkpoint may 
comprise providing the checkpoint identifier from a list of 
checkpoint locations from a security agency or a govern 
ment agency. The method may include providing a quality 
rating of the user-generated information. The method may 
include adapting the crowdsourced condition databased on 
the quality rating of the user-generated information. 
An exemplary non-transitory computer-readable medium 

may comprise an executable program or instructions. The 
executable program or instructions may be executable by a 
processor to perform a method. The method may comprise 
determining an initial location when a user enters a given 
distance of a security checkpoint, providing a checkpoint 
identifier of the security checkpoint when the user is at the 
initial location, receiving a selection of the checkpoint 
identifier, receiving user-generated information about the 
security checkpoint, integrating the user-generated informa 
tion into crowdsourced condition data associated with the 
security checkpoint, and providing the crowdsourced con 
dition data to another user. 

In some embodiments, observation data is gathered from 
a variety of decentralized sources that, in the aggregate, may 
provide an increasingly accurate description of security 
checkpoint conditions. The observation data is then crowd 
Sourced into accurate condition data and provided to other 
users. Resulting systems and methods provide people Such 
as travelers with a readily available way to learn the con 
ditions of a security checkpoint, both in real-time or histori 
cally, before entering a checkpoint or choosing a carrier or 
terminal, in the case of air travel. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts an exemplary secure facility according to 
Some embodiments. 

FIG. 2 depicts an exemplary secure Screening environ 
ment according to Some embodiments. 

FIG. 3 depicts an exemplary security checkpoint infor 
mation system according to some embodiments. 

FIG. 4A depicts an exemplary security checkpoint server 
engine according to Some embodiments. 

FIG. 4B depicts an exemplary security checkpoint game 
play engine according to Some embodiments. 

FIG. 5 depicts an exemplary security checkpoint client 
engine according to Some embodiments. 

FIG. 6 depicts an exemplary method for providing crowd 
Sourced security checkpoint condition data according to 
Some embodiments. 
FIG.7 depicts an exemplary method for providing crowd 

Sourced security checkpoint condition data according to 
Some embodiments. 
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FIG. 8 depicts an exemplary method for providing crowd 
Sourced security checkpoint condition data according to 
Some embodiments. 

FIG.9 depicts an exemplary method for providing crowd 
Sourced security checkpoint condition data according to 
Some embodiments. 

FIG. 10 depicts an exemplary method for obtaining 
crowdsourced security checkpoint condition data according 
to Some embodiments. 

FIG. 11 depicts an exemplary digital device according to 
Some embodiments. 

DETAILED DESCRIPTION OF EMBODIMENTS 

A facility, such as a building, an airport, an event venue, 
or other facility, where a large group of people gather may 
represent different things to different people. To a potential 
terrorist, the facility may represent an opportunity for attack. 
To a potential Smuggler, the facility may represent an 
entryway to a widespread distribution network to transport 
contraband. To a person with a more mundane routine, Such 
as a business or pleasure traveler, the facility merely repre 
sents one of a long series of hassles occurring during a 
journey to a destination, whether the destination is as close 
as a concert occurring inside a building or as distant as 
another country connected by airline. 

In various embodiments described herein, a traveler (or 
other person who is to appear at a security checkpoint) may 
utilize a mobile application to receive information regarding 
current or expected security checkpoint conditions, length of 
lines, speed of lines, and other information associated with 
a security checkpoint. The received information may be 
based on the experiences of people who are currently at the 
security checkpoint, people who have been at the security 
checkpoint, and/or others who have been at the security 
checkpoint at a time or date that is similar to current or 
expected conditions when the traveler may traverse the same 
security checkpoint. Utilizing this information, the traveler 
may prepare and/or select the most efficient available Secu 
rity checkpoint. The application may be used, for example, 
for at any airport. For example, the traveler may utilize the 
mobile application to receive information regarding current 
or expected security checkpoint conditions at multiple 
checkpoints at different airports. 

In some embodiments, the traveler may use the current or 
expected information about the security checkpoint to select 
a security checkpoint that best meets the needs of the 
traveler. Travel needs are desired attributes of a traveler's 
passage to a destination or a portion of Such a passage. 
Travel needs may include, but are not limited to: a specific 
time a traveler needs to be at a departure gate or be on the 
secure side of a secure facility; a maximum, optimal, or 
desired duration of a line a traveler is willing to wait in: 
whether a traveler has requirements related to traveling with 
an infant, an elderly person, a handicapped person, or a 
person with special needs; whether a traveler requires safety 
features to ensure the line is safe for people such as infants, 
the elderly, handicapped people, or people with special 
needs; whether a traveler wishes to pass through specific 
equipment (e.g., a millimeter Scanner); whether a traveler 
wishes to pass through a security checkpoint where screen 
ing personnel have a particularly high reputation for pro 
fessionalism; and/or other desired attributes. 

In some embodiments, the traveler may use the current or 
expected information about the security checkpoint. For 
example, the traveler may arrive early or late depending on 
the current or expected conditions of a security checkpoint. 
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6 
Further, the traveler may choose a preferred checkpoint that 
meets the traveler's desires (e.g., a security checkpoint with 
short, fast lines). The traveler may also choose to avoid 
security checkpoints that are known to be rude, unprofes 
sional, dirty, noisy, and/or congested. 
The current or expected information may also include 

information regarding travel requirements, fluids, restricted 
items, and the like. The information may include informa 
tion regarding the number and/or type of Screening devices 
(e.g., body scanners or metal detectors) as well as health 
information related to the device (e.g., the information may 
indicate that pregnant women or women who may be 
pregnant should be directed through the metal detectors as 
opposed to the body scanners). 

In some embodiments, in order for a user to have access 
to the current or expected information, the user may be 
required to enroll. As described herein, the user has the 
prerogative to provide varying levels of detail as part of an 
enrollment and/or Subsequent modification processes. Any 
information not initially included may later be added to, 
updated, or deleted from a profile. 
The user may provide some identification information for 

the profile, (e.g., at least to the level of the minimum 
mandatory information). Minimum-mandatory information 
is the minimum level of information that may qualify a user 
as a member. The amount of information that constitutes “a 
minimum level of information' may be adjusted over time 
(e.g., by the administrators of the central server). In some 
embodiments, member may elect to submit to additional 
security scrutiny and testing in order to obtain a higher 
gradation level. Qualifying for a higher gradation level may 
qualify a user for enhanced services and/or allow the user 
special permissions to be screened through security at a 
faster pace (e.g., access to a less restrictive line at an airport). 
Qualifying for a higher gradation level may result in the user 
enjoying a more seamless travel experience. Enrollment also 
includes providing the system with personal data used to 
facilitate travel management. 
The profile includes, for example, such information as 

name, address, telephone number, email, credit card and/or 
debit card information, desired class of air travel (e.g., 
coach, business, or first class), airline carrier preference, 
seating preferences, travel time preferences, meal prefer 
ences, self park or Valet parking, hotel preferences, rental car 
preferences, hologram animation of the applicant's face, full 
face profile. In some embodiments, the profile includes a 
five second 360 degree facial video which over time may be 
extended to show prominent distinguishable features, retinal 
Scan, fingerprints, facial scan, distinguishing marks, DNA, 
and/or the like, all of which may be encrypted. A record of 
the user's profile may be stored in a central memory of the 
system as discussed below. In some embodiments, the user 
may receive a PIN number or other secure password for 
access to the system. 
Some embodiments manage personal information for 

multiple purposes to expedite and facilitate the travel expe 
rience. For example, personal information Such as travel 
preferences, credit card, and/or debit card account informa 
tion may be stored to facilitate expedited reservation ser 
vices that may otherwise require the member to provide 
large amounts of data for each transaction. Other personal 
information may be stored and usable by security personnel 
to expedite security clearances. Some of the personal data 
that may be stored may include but is not limited to: name, 
addresses, phone numbers and emails, travel preferences, 
class of service preference, desired class of air travel (e.g., 
coach, business, or first class), desired fare information (e.g., 
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lowest fare with restrictions or least restrictive fares), typical 
departure airport preference, travel criteria information (e.g., 
scheduled airline preference, nonstop only, equipment type 
preferences, or airport gradation/level preferences), priori 
ties for travel recommendations and automatic booking, 
gradation/level of participating travel companies, method of 
travel (e.g., air, Sea, car, or bus), number of stops, company 
preferences (e.g., American Airlines or Amtrak, etc.), travel 
time preferences, meal preferences, car preferences, and/or 
hotel preferences. Also, the system may store frequent flyer 
data organized by airline and/or frequent traveler data for 
other travel providers (e.g., car or hotel), frequency of travel 
(also beneficial for sharing with airport parking facilities), a 
preferred method of travel to or from the airport (e.g., self 
drive via private car or travel via bus, train, or taxi). This 
information may be used to forecast needs for auxiliary 
services such as parking facilities). 

In various embodiments, the system may also store self 
park or Valet parking, rental car preferences, other means of 
travel (e.g., train, short hop via car, and/or limo), a user's 
special needs and emergency needs, or emergency contact 
information (e.g., Doctor, Lawyer, Wife, Husband, or 
Father). Further, the system may store special needs Such as 
wheelchair, seasickness, underwater pressure, diet, etc. In 
Some embodiments, the system may capture any ADA 
Supported needs honored by the airlines. 
A user's updateable contact information may include 

contact information that may vary based on traveler's cur 
rent travels. For example, the name, phone, and email of the 
person who the traveler is meeting may be input and updated 
as needed. The updateable contact information may play a 
key role in ensuring that the appropriate people impacted by 
modifications to the traveler's travel plans may be notified 
via the reliable messaging process that is provided by the 
system. Various embodiments may store biometric informa 
tion, hologram animation of face, retinal scan, fingerprints, 
facial scan, distinguishing marks, and/or DNA. 
The data that a member provides may be private and may 

not be shared in its pure state with anyone without express 
permission by the user. In some embodiments, there may be 
an aggregation/demographic layer which may disclose ano 
nymized information for the purposes of gathering overall 
statistics of the utilization. For example, a member's pass 
port number may not be shared but the fact that this member 
is a U.S. male citizen between the ages of 40 and 50 may be 
useful to gain a better idea of the behavior patterns of the 
membership and also to provide a means for future targeted 
promotions of potential members. Travel preferences may 
also be beneficial in terms of gathering an understanding of 
areas that could be of greater value to the member. General 
information from one or more users may provide Support of 
“light' Customer Relationship Management (“CRM). Vari 
ous embodiments may preserve a respect for privacy while 
enabling information gathering for statistical purposes. The 
data to be collected about each member may be controlled 
based on a member-owned basis. The member application 
may request many data elements. The data elements may be 
mandatory or optional. To attain a certain level of certifica 
tion or gradation, each member may be encouraged to 
complete as much information as possible. 

In some embodiments, a byproduct of the system may be 
the collection of data related to passenger travel habits. This 
data may be useful to member airports, airlines, as well as 
other travel providers for planning purposes. Further, the 
data may be useful to airlines, travel providers, and/or travel 
agencies to gain greater understanding of ways to improve 
the passenger experience. For example, the data may be 
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8 
available in an XML type interface record to enable trans 
ferring and merging to existing CRM or data warehouse 
applications. In some embodiments, each data element that 
may be collected may be scrutinized in terms of privacy so 
that there is assurance that personal data may not be directly 
available for use but may indirectly be used. For example, 
the interface record may be defined to not transfer passport 
number data but could transfer age data to provide demo 
graphic information. 
A central computer or server system may provide access 

to web pages and other data stored in the memory of the 
system. A computer system or server system comprises any 
number of digital devices (e.g., any device with a processor 
and memory). 

In some embodiments, secure information may be pro 
tected for the privacy of the members. In one example, such 
information may be available only by way of reference to 
matching data but not to directly access the secured infor 
mation itself. To verify the identity of a member, the system 
may be accessed to confirm that the presented information 
matches the identification information in the central data 
base and that the member remains in good standing. The 
central server, however, may not release identification infor 
mation during this process. The physical identification exer 
cise at the gate may make a three-way match. In some 
embodiments, if the security worker is not at the gate, a 
security worker may view the process remotely through 
multiple cameras mounted on the cart as the passenger goes 
through the security check and as the carry-on is scanned. 
This security check may be fast because the member may 
have trip pin information, radio transmitted information, bar 
code, and/or ticket number. 

Additional identification information may make the 
matching of a member bag to the member an easier, faster 
process. This feature may contribute to a faster boarding 
process for the member and may require less lead-time at the 
airport. The match may be quickly made between the 
member, the seat on the aircraft, and the bag in the hold. 

For added security, all of the communication between the 
system central server, kiosks, Smart cards, and the web-site 
may be encrypted Such as by means of a two-way SSL 
(Secured Socket Layer). Using two-way SSL, for example, 
may allow the central server and the various clients to 
authenticate each other to make Sure the clients are in fact 
communicating with the authentic system central server and 
the central server is in fact communicating with the specified 
client. In addition, all or some data sent back and forth 
between client and server may be encrypted so that devices 
not meant to view the data cannot understand or alter the 
data. Furthermore, the system may store member passwords 
in an encrypted form. In some embodiments, the system may 
check a password for a match by encrypting the password 
with the same key that encrypted the stored password. The 
system may compare the two encrypted passwords for a 
match. The user's device contains audio/visual capabilities 
may communicate with other members and other devices 
communicating with compatible protocols via audio and 
video. 
The system may be of a flexible design that permits 

operation at a number of levels of personal information. 
These levels may apply both to individual members and to 
travel facilities that integrate with the system. Examples of 
such travel facilities include, but are not limited to, airports, 
airlines, ports, terminals, security agencies, hotels, car rental 
agencies, charter companies, railroads, stations, taxi ser 
vices, limousine services, bus lines, depots, ferries, and 
other travel provider facilities. Members may provide more 
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or less information and in turn may meet the requirements of 
higher or lower compliance levels. The actual set of grada 
tions may vary and is system configurable. As discussed 
herein, the member may be able to display the gradation or 
security level that the member has obtained. The members 
may receive benefits based on their level of compliance. 

In some embodiments, a traveler may be encouraged to 
input information within a mobile application regarding 
their experiences with a security checkpoint. For example, 
the traveler may be motivated to input the length of line, 
types of other travelers, speed of the line, professionalism 
and/or efficiency of the TSA agents, conditions of equip 
ment, compliments, and/or complains when encouraged. In 
Some embodiments, a traveler is encouraged by receiving a 
participation value. Such a gameplay participation value, for 
the quality and quantity of information provided. All pro 
vided information may be aggregated with other travelers to 
provide accurate and potentially real-time information to 
other travelers to make the experience more Smooth and 
pleasant. As participation values increase, the traveler may 
qualify for increasing rewards and premium offers. 

In some embodiments, the traveler may be identified as an 
experienced traveler whose ratings, compliments, or com 
plaints should be highly respected. That experience may be 
localized (e.g., at a particular checkpoint at a particular 
concourse in a particular airport). For example, a traveler 
may have passed through a particular security checkpoint at 
Los Angeles International Airport (LAX) in the travelers 
journeys to various destinations on the eastern Seaboard of 
the United States. Such a traveler may have experienced the 
conditions of the particular security checkpoint at LAX 
many times, even though the traveler had only traveled to 
the checkpoints on the eastern seaboard less frequently. As 
such, the traveler may have substantial experience with the 
nuances of the particular security checkpoint at the traveler's 
home airport. Information that the traveler provides about 
the particular security checkpoint may be backed by years of 
experience on conditions that occur, for instance, on Mon 
day mornings. A traveler's ratings, compliments, or com 
plaints about the particular security checkpoint may there 
fore be highly accurate and have an indicia of reliability that 
approaches an expert account of the particular security 
checkpoints conditions. This may be so even though the 
traveler may not have much experience with the other 
security checkpoints (e.g., a security checkpoint on the 
eastern seaboard that the traveler may have visited only a 
few times). 

In some embodiments, the traveler's information about 
the particular security checkpoints conditions may be par 
ticularly respected while the traveler's accounts of the other 
security checkpoints need not be particularly respected. 
Similarly, a traveler may be identified to be an experienced 
traveler at a particular concourse in a particular airport, oran 
experienced traveler in a particular airport itself. In some 
embodiments, a traveler may be identified to be an experi 
enced traveler with respect to a particular set of security 
checkpoints (inside the same airport or across a set of 
airports), a particular set of concourses, or a particular set of 
airports. For instance, a traveler may be identified as an 
experienced traveler between LAX and John F. Kennedy 
(JFK) airport in New York City. Accordingly, in various 
embodiments, the respect given a traveler's account of 
security checkpoints may be localized. In some embodi 
ments, a traveler who is very experienced at traveling 
through a single security checkpoint may be deemed as 
being very respected regarding the travelers expectations, 
desires, or rating of other security checkpoints. 
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10 
In some embodiments, a traveler may be identified as a 

traveler whose experience with security checkpoints is gen 
eralized. For instance, a traveler may be identified as a 
person who has taken a number of flights (e.g., hundreds or 
thousands), or has traveled vast distances (e.g., taken numer 
ous transcontinental or pan-Pacific flights) in recent times. 
Such a traveler may have experienced the conditions at 
numerous domestic and international Security checkpoints 
across the United States and may have intimate knowledge 
with security checkpoint conditions generally. Such a trav 
eler's ratings, compliments, or complaints about a given 
security checkpoint may reflect his or her experience with 
security checkpoint procedures in a more general sense. 
Thus, in various embodiments, the respect given a traveler's 
account of security checkpoints may be generalized. 

In light of competing interests and values, government 
agencies and private security firms have implemented Secu 
rity checkpoints with often complex screening procedures. 
FIG. 1 depicts an exemplary secure facility 100 according to 
some embodiments. The secure facility 100 includes or 
abuts an airport terminal. The secure facility 100 may 
include an unrestricted area 102, a restricted area 104, and 
security checkpoints, 106a-106f. The unrestricted area 102 
is a portion of the secure facility 100 open to the general 
public. Though security personnel may monitor the unre 
stricted area 102, the general public may more or less move 
freely without significant security-related restrictions or 
regulations in the unrestricted area 102. The unrestricted 
area 102 may include stores, information booths, restau 
rants, computer terminals, and other conveniences, all of 
which the general public may access. The unrestricted area 
102 may also provide links to public transportation (such as 
a light rail shown in FIG. 1), parking structures, taxis, 
drop-off Zones, and pick-up Zones. 
The restricted area 104 is a portion of the secure facility 

100 that the general public cannot access on an unrestricted 
basis. Typically, the restricted area 104 is limited to those 
having a reason to be within a secure area. For instance, the 
restricted area 104 may be limited to security personnel, 
employees of the secure facility 100, travelers preparing to 
board a departing flight, and travelers who recently disem 
barked from an arriving flight. Travelers who access the 
restricted area 104 may more or less move freely. The 
restricted area 104 may include stores, information booths, 
restaurants, computer terminals, and other conveniences. 
The restricted area 104 includes departure gates and arrival 
gates linking travelers to departing and arriving flights. 
The security checkpoints 106a-106f separate the unre 

stricted area 102 from the restricted area 104 by keeping the 
general public outside of the restricted area 104. Any or all 
of the security checkpoints 106a-106f may employ body 
scanners that scan people passing into the restricted area 
104. The security checkpoints 106a-106fmay also include 
object Scanners to Scan personal items, and pat-down sta 
tions to administer manual pat-downs. The Security check 
points 106a-106fmay further include secondary screening 
areas that facilitate electronic, chemical or other means of 
screening people passing through. In some embodiments, 
one or more of the security checkpoints 106af may not 
include pat-down stations, rather, the pat-down stations may 
be replaced by electronic (e.g., active or passive scans), 
chemical (e.g., detection of Suspect chemicals through con 
tact or local atmosphere), or other means of secondary 
Screening. 
One or more of the security checkpoints 106a-106fmay 

impede the free flow of people in the secure facility 100 and 
typically have lines of people leading up to them. The lines 
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of each of the security checkpoints 106a-106f may be 
distinct or may be shared with another security checkpoint. 
Any of the security checkpoints 106a-106f may have a 
secure screening environment associated with it. 
Though FIG. 1 depicts the secure facility 100 as an 

airport, those skilled in the art will appreciate that a secure 
facility at any location may have many similarities to secure 
facility 100. For instance, in various embodiments, a secure 
facility may be located at other travel facilities, other build 
ings that require security Screening, event venues such as 
concert venues, sports venues, or other places where groups 
of people gather. Also, although FIG. 1 depicts a single 
unrestricted area 102 and single restricted area 104 to which 
the security checkpoints 106a-106f lead, those skilled in the 
art will appreciate that, in some embodiments, the security 
checkpoints 106a-106f need not lead to shared restricted 
and/or unrestricted areas. Thus, in various embodiments, the 
security checkpoints 106a-106f may lead to multiple 
restricted areas and/or multiple unrestricted areas. 

In another example, the secure facility 100 may comprise 
a sports facility Such as a sports coliseum or arena. Such a 
sports facility may include a playing field and a spectator 
area. The playing field may occupy a central location of the 
sports facility. The playing field may contain a playing 
arrangement for a specific game. For instance, the playing 
field may contain a football field with two end Zones and 
markers indicating various yard ranges (e.g., 1, 5 and 10 
yard lines). In another example, the playing field may 
contain a baseball diamond. A spectator area may contain 
seats, booths, vendors, and sections. In this example, the 
spectator area of the secure facility 100 may be divided into 
regions. Each of the regions may correspond to an angular 
range around an epicenter of the playing field and/or a 
distance from the epicenter of the playing field. For instance, 
a region may include all seats located within 50 feet of the 
playing field and falling within Zero to five degrees of the 
home plate of a baseball field. 

The sports facility may contain an unrestricted area con 
nected to parking and/or public transportation, and may 
contain a restricted area where fans having tickets to the 
spectator area may be allowed. The restricted area in Such a 
sports facility may therefore cover the spectator area. Spec 
tators may have tickets to specific seats or a specific region 
of a sports facility, and the sports facility may employ ushers 
to help spectators find their seats once the spectators are 
inside the restricted area. Once a spectator has access (e.g., 
a ticket) to the restricted area of the sports facility, the 
spectator may or may not be able to move freely as long as 
the spectator is not occupying a seat/region of another 
spectator. In this arrangement, the centralized nature of the 
playing field and the desire to allow free movement in the 
restricted area may prompt the presence of Security check 
points at multiple areas around the restricted area. For 
instance, a sports facility may have a set of security check 
points arranged at equidistant angles (e.g., every 15 degrees) 
around the playing field. Each security checkpoint may have 
its own queue. Thus, in Some embodiments, multiple secu 
rity checkpoints may lead to one or more common restricted 
areas of a sports facility. Each of these security checkpoints 
may have a secure screening environment. 

FIG. 2 depicts an exemplary secure Screening environ 
ment 200 according to some embodiments. The secure 
screening environment 200 may comprise a queuing area 
202, an identification checkpoint 204, object trays 206a and 
206b, object conveyors 208a and 208b, object scanners 210a 
and 210b, a body Scanner 212, a secondary Screening area 
214, a recomposure area 216, a traveler 218, a mobile device 
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220, and one or more recomposure stations 222. The queu 
ing area 202 may comprise an area holding a line of travelers 
wishing to pass to the restricted area on the other side of the 
secure screening environment 200. The line of travelers may 
wrap around, and fabric or other dividers may separate 
subsets of the line of travelers. 
The identification checkpoint 204 may comprise a station 

where security personnel verify the identity of those wishing 
to pass through the secure screening environment 200. The 
identification checkpoint 204 may comprise a desk or other 
article, as known by those of ordinary skill in the art, 
manned by one or more security individuals who implement 
identification check procedures. In the airport context, the 
security individuals typically verify that each traveler pass 
ing through the secure screening environment 200 has valid 
government-issued identification as well as a boarding pass 
to board a flight that is soon to depart. Security individuals 
may also verify the identity of secure facility employees or 
other security personnel seeking to enter the restricted area 
on the other side of the secure screening environment 200. 
The object trays 206a and 206b may be stackable, and 

may hold personal items, such as jewelry, electronics, laptop 
computers, mobile phones, and other items, so that security 
personnel may scan the personal items. Personal items may 
also include shoes, boots having metal parts, and jackets. 
Mobile or other tray carts may house the object trays 206a 
and 206b and facilitate efficient distribution of the object 
trays 206a and 206b. In some embodiments, the object trays 
206a and 206b may be located on one or more carts at 
proximal and distal ends of the object conveyors 208a and 
208b. The carts holding the object trays 206a and 206b may 
move between the proximal and distal ends of the object 
conveyors 208a and 208b over transportation assemblies 
Such as wheels, skids, or the like. 

In various embodiments, the object conveyors 208a and 
208b receive luggage, personal items, and the object trays 
206a and 206b. The object conveyors 208a and 208b may 
include one or more conveyor Systems to pass items on them 
to the object scanners 210a and 210b for scanning. The 
object conveyors 208a and 208b may have manual overrides 
allowing security personnel to manually speed up, slow 
down, or stop the object conveyors 208a and 208b when an 
object needs to be rescanned, closely inspected, or the 
scanning flow needs to be adjusted. 
The object scanners 210a and 210b allow security per 

Sonnel to inspect the luggage and personal items passing 
through. Using technologies such as X-ray scanning tech 
nology, for example, security personnel using the object 
scanners 210a and 210b may evaluate whether a specific 
person has placed a dangerous item or contraband on the 
object conveyors 208a and 208b, inside an article of lug 
gage, or inside the object trays 206a and 206b. The object 
conveyors 208a and 208b may control the rate objects flow 
through the object scanners 210a and 210b. 

In some embodiments, the body Scanner 212 may perform 
a body scan of a person passing through the secure Screening 
environment 200. Using the body scanner 212, security 
personnel may closely inspect whether someone has con 
cealed a dangerous item or contraband on their person. The 
body scanner 212 may employ millimeter scanning technol 
ogy or other scanning technology. Security personnel may 
use the body scanner 212 to exclude people from the 
restricted area. In various examples, if the body scanner 212 
indicates a traveler may have an item resembling a danger 
ous item or contraband, security personnel may direct the 
person to the secondary Screening area 214 for a manual pat 
down for a discussion or for further investigation. A person 
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seeking to avoid the body scanner 212 may request to be 
patted down in the secondary screening area 214. 

In the secondary Screening area 214, security personnel 
may manually pat down people passing through the Secure 
screening environment 200. The secondary screening area 
214 may be strategically located outside the sight of trav 
elers to preserve the privacy of people being patted down. 
The secondary Screening area 214 may also be located 
within the sight of other travelers to provide a degree of 
transparency and accountability to security personnel. 

The optional recomposure station 216 includes an area 
where a person passing through the secure screening envi 
ronment 200 may gather or organize his or her personal 
objects and enter the restricted area. The recomposure 
station 216 typically includes benches other fixed or mov 
able articles of furniture so that the person may perform such 
tasks as placing personal objects back into luggage, putting 
shoes and jackets on, and getting organized. The recompo 
sure station 216 may be located within the view of security 
personnel to facilitate monitoring of Suspicious activity after 
passage through the body Scanner 212 and the secondary 
screening area 214. 

In some embodiments, the recomposure station 216 may 
include barstools so that passengers may sit down and 
recompose their belongings at a more convenient height. 
Tables of appropriate height may accompany the barstools in 
the recomposure station 216. In various embodiments, the 
height of the tables helps travelers recompose their belong 
ings over a flat table Surface, which may speed the security 
screening process. For example, the recomposure station 
216 may have tables that are one meter (39 inches) high. The 
recomposure station 216 may also have hooks under the 
tables which may help travelers temporarily hang items, 
Such as luggage with straps or purses, for recomposure. The 
recomposure station 216 may be located near advertise 
ments, such as digital displays or billboards, that provide 
advertisements, directions, flight information, security infor 
mation or otherwise may monetize the passenger stream. In 
various embodiments, the recomposure station 216 may be 
located to facilitate a social environment where travelers 
may recompose their belongings in the presence of other 
travelers. 

In some embodiments, the recomposure station 216 may 
carry, transmit, present, or display advertisements. For 
example, the recomposure station 216 may include displays 
and/or speakers configured to provide information, adver 
tisements, safety information, flight information, or any kind 
of electronic media. The displays and/or speakers may be 
coupled to a server over a network (e.g., the Internet, LAN, 
WAN, or other network). In various embodiments, the 
recomposure station 216 allows interaction via near field 
communication (NFC) technologies thereby allowing a user 
to access information and/or make purchases via a Smart 
phone or other NFC enabled device. The recomposure 
station 216 may also provide electronic tagging. 

Typically, a traveler 218 may stand in line for the iden 
tification checkpoint 204. As a person potentially requesting 
or desiring access to the restricted area on the other side of 
the secure screening environment 200, the traveler 218 may 
be positioned to provide honest, accurate, and real-time 
user-generated information about the secure Screening envi 
ronment 200. The information may be user-generated in that 
the information may be generated, directly or indirectly, by 
the traveler 218 via a digital device such as, for example, a 
Smart phone. The traveler may provide an account of Secu 
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rity checkpoint wait times, environmental conditions, 
administrative conditions, and/or security Screening devices, 
among other information. 

In some embodiments, the traveler 218 may provide an 
account of security checkpoint wait times. For instance, the 
traveler 218 may provide an estimate of a wait time leading 
up to the identification checkpoint 204. The estimate may 
comprise a numerical estimate. The traveler 218 may further 
initiate a timer that measures the time the traveler 218 takes 
to get to the identification checkpoint 204. The traveler 218 
may also provide non-numerical information (e.g., a quali 
tative measure) regarding security checkpoint wait times. 
For example, the traveler 218 may provide information 
related to how long the line is in the queuing area 202, 
whether the line contains infants or elderly people, pushy or 
aggressive travelers (such as business travelers moving 
along the line quickly or aggressively), groups of travelers, 
or other conditions. 

In some embodiments, an account of the security check 
point wait time may be obtained from a timer coupled to a 
geography-based transmitter (e.g., a GPS transmitter) asso 
ciated with the traveler 218. In such an example, a timer may 
initiate a timing sequence when a geography-based trans 
mitter associated with the traveler 218 indicates that the 
traveler 218 reached the beginning of a line leading up to the 
identification checkpoint 204. As discussed, the geography 
based transmitter may determine the traveler 218's position 
and/or orientation in line using a position, a Velocity, a 
decrease in Velocity, or other parameters of the physical 
presence of the traveler 218. The timer may end the timing 
sequence once the geography-based transmitter indicates 
that the traveler 218 is at the identification checkpoint 204. 
Accordingly, the traveler 218 may provide (e.g., either by 
estimate, experienced time, or using a timer) the extent of 
time the traveler 218 took to pass through the line leading 
through the secure screening environment 200 and the 
Subsequent passage through the body Scanner 212. 

In various embodiments, the traveler 218 may also pro 
vide an account of environmental conditions. Such an 
account of environmental conditions may include, but is not 
limited to, whether trash is on the ground, general condition 
of furnishings, whether security personnel have placed 
enough garbage or recycling receptacles, whether the lanes 
separating streams of people in the queuing area 202 are 
adequate, are maintained, or rather are in States of decay and 
dilapidation, and whether the queuing area 202 is safe from 
hazardous conditions such as leaks, structural issues with the 
building, or other hazardous conditions. The account of 
environmental conditions may include whether the lines 
and/or other parts of the security screening environment 200 
are safe for children, the elderly, the handicapped, or others 
with special needs. 

In some embodiments, the traveler 218 may also provide 
an account of how security personnel are administering the 
secure screening environment 200. As discussed herein, 
“administration of a security checkpoint may refer to 
procedures governing the operation of the security check 
point by security personnel, the compliance of security 
personnel with Such procedures, and the conduct of security 
personnel. For example, the traveler 218 may provide 
whether security personnel are efficient, inefficient, timely, 
not timely, understaffed, overstaffed, behaving appropri 
ately, or are engaging in acts such as speaking rudely, or 
harassing travelers. 
One set of security personnel of interest may be security 

personnel at the identification checkpoint 204. In some 
embodiments, the traveler 218 may provide the speed of a 
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specific set of security personnel at the identification check 
point 204. The traveler 218 may also indicate whether the 
identification checkpoint 204 appears understaffed, over 
staffed, or is operating efficiently. The traveler 218 may also 
indicate whether security personnel at the identification 
checkpoint 204 are speaking rudely or appear to be harass 
ing or unfairly profiling specific travelers. 

In various embodiments, the traveler 218 may provide an 
account of specific security Screening devices in the secure 
screening environment 200. As a result, the traveler 218 may 
view whether the secure screening environment 200 is 
employing a millimeter Scanner or other specific scanning 
technology that health-conscious people or other groups of 
people would prefer to avoid. 

In some embodiments, the traveler 218 may view whether 
the pat down procedures in the secondary Screening area 214 
are inappropriate or excessively aggressive to everyone or to 
specific groups of people. Accordingly, the traveler 218 may 
be, in effect, a “secret shopper that may provide an honest 
account of the conditions of the secure Screening environ 
ment 200. 

In various embodiments, the traveler 218 may input the 
user-generated information of the secure screening environ 
ment 200 into the mobile device 220. The mobile application 
on the mobile device 220 may also provide the traveler 218 
with crowdsourced condition data associated with the Secu 
rity checkpoint (i.e., a portion of the secure screening 
environment 200). In some embodiments, the mobile appli 
cation on the mobile device 220 may include interactive and 
Social gameplay elements. For example, the mobile appli 
cation may provide a travel-directed value to encourage and 
incentivize the traveler 218 to play with the mobile appli 
cation and provide the observations of the traveler 218. The 
mobile application may also assist with the recruitment of 
travelers for private or federal government programs such as 
global entry programs, nexus programs, pre-check pro 
grams, and/or other recruiting/marketing programs. These 
processes are further described herein. 

Although element 218 is designated as a “traveler, those 
skilled in the art will appreciate that the element 218 may 
designate people passing through the secure screening envi 
ronment 200 in a more general sense. In some embodiments, 
the element 218 may designate employees passing through 
the secure screening environment 200 or even security 
personnel who may pass through the secure Screening envi 
ronment 200 at the beginning of a work shift. In various 
embodiments, the element 218 may designate an attendee at 
a concert or an event. As such, in various embodiments, the 
element 218, through referred to as the “traveler 218.” need 
not refer to a person traveling. For example, as further 
discussed above, the element 218 may be a spectator at a 
sports facility. 

FIG. 3 depicts an exemplary security checkpoint infor 
mation system 300 according to some embodiments. The 
security checkpoint information system 300 may facilitate a 
mobile application that provides users with security check 
point condition databased on crowdsourced data. In various 
embodiments, the mobile application may incorporate inter 
active gameplay, travel object tracking, interuser security 
checkpoint condition sharing, and other features. The Secu 
rity checkpoint information system 300 may comprise a 
mobile device 220, a network 302, and a security checkpoint 
server engine 304. 
The mobile device 220 may be a digital device. A digital 

device is any device with memory and a processor. In 
various examples, the mobile device 220 may be a cellular 
phone, a Smartphone, a computing tablet, a laptop, or other 
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digital or electronic device. The mobile device 220 may 
incorporate some or all of the elements of a digital device, 
an example of which is shown in FIG. 11. The mobile device 
220 may incorporate an operating system and may support 
a connection to the network 302 (which in various embodi 
ments may be a wireless data network). 

In some embodiments, the mobile device 220 includes a 
security checkpoint client engine 306. The security check 
point client engine 306 serves as a computing client that 
facilitates the display and execution of the mobile security 
checkpoint application. In various embodiments, the Secu 
rity checkpoint client engine 306 may receive user-gener 
ated information about a security checkpoint proximate to 
the traveler and/or the mobile device 220. The security 
checkpoint client engine 306 may also display travel-di 
rected values to the traveler of the mobile device 220. 

In various embodiments, the security checkpoint client 
engine 306 determines whether the mobile device 220 is 
within a given distance of a security checkpoint. For 
example, the security checkpoint client engine 316 may use 
a geography-based transceiver, such as a Global Positioning 
System (GPS) transceiver, to determine whether the mobile 
device 220 is sufficiently proximate to a security checkpoint. 
In another example, the mobile device 220 may identify one 
or more network devices (e.g., wireless routers) or servers 
that identify a security checkpoint. In yet another example, 
the security checkpoint client engine 306 may receive the 
location of the mobile device 220 from user input, such as 
a textual field that allows a user to provide a user location, 
or a menu that allows a user to select a given location from 
a set of locations. Various embodiments may include using 
information from a geography-based transmitter to verify 
the information received as a product of user input and/or 
identification of the one or more network devices. Thus, 
various embodiments may employ fraud or error checking 
mechanisms that verify a user who says he or she is near a 
security checkpoint is actually near that security checkpoint. 

In various embodiments, the position and/or identify may 
be verified by visual conformation by security personnel, 
comparing to other databases, camera feeds, access points, 
information from ticketing agents, airline computers, or the 
like. This process may assist agents at a security checkpoint 
to confirm or verify the identity and/or position of one or 
more travelers thereby easing the burden of security. This 
process may also improve the efficiency and/or effectiveness 
of security agents, the security process, and other aspects of 
the security of the secure facility. Further, the process of 
confirming or verifying the identity and/or position of a user 
may assist agents at a security checkpoint to identify poten 
tially passengers that require additional scrutiny. Those 
skilled in the art will readily appreciate that the security 
checkpoint client engine 306 may use other geography 
based devices and/or modules to approximate the location of 
the mobile device 220 with reference to a security check 
point. 
The security checkpoint client engine 306 may receive a 

checkpoint identifier of the proximate security checkpoint. 
In various embodiments, the security checkpoint client 
engine 306 allows the traveler using the mobile application 
to select a security checkpoint from a list of checkpoint 
identifiers. For instance, the security checkpoint client 
engine 306 may present the traveler with a list of nearby 
security checkpoints and allow the user to select the security 
checkpoint from the list. In some embodiments, the security 
checkpoint client engine 306 may automatically select or 
sort a list based on the nearest security checkpoint to the 
traveler. 



US 9,516,460 B2 
17 

In some embodiments, the mobile application may be 
downloaded and installed to the security checkpoint client 
engine 306. For instance, downloading may involve trans 
ferring an installation file to the mobile device 220 using the 
network 302. Installation may involve executing the instal 
lation file, locally storing files on the mobile device 220, and 
locally executing processes on the mobile device 220. 

In various embodiments, the mobile application may be a 
streaming mobile application that is executed on the security 
checkpoint server engine 304. In Such a case, the security 
checkpoint client engine 306 may provide a user interface 
(such as a web browser or a container application) for the 
traveler to interact with the mobile application. FIGS. 5 and 
10 further explore examples of the security checkpoint client 
engine 306. Those skilled in the art will appreciate that any 
portion of the functionality of the mobile application may be 
resident on the mobile device 220, on a server such as the 
security checkpoint server engine 304, and/or in the cloud. 
The network 302 facilitates communication between the 

mobile device 220 and security checkpoint server engine 
304. The network 302 may include a computer network. The 
network 302 may be implemented as a personal area net 
work (PAN), a local area network (LAN), a home network, 
a storage area network (SAN), a metropolitan area network 
(MAN), an enterprise network such as an enterprise private 
network, a virtual network Such as a virtual private network 
(VPN), and/or other network. Portions of the network 302 
may be secure and other portions of the network 302 may be 
unsecured. 

The network 302 may also use some combination of 
wireless technologies. Wireless networks may typically 
include an internetworking unit (IWU) that interconnects 
wireless devices on the relevant one of the wireless networks 
with another network, such as a wired LAN. The IWU is 
sometimes referred to as a wireless access point (WAP). In 
the IEEE 802.33 standard, a WAP is also defined as a station. 
Thus, a station may be a non-WAP station or a WAP station. 
In a cellular network, the WAP is often referred to as a base 
station. Wireless networks may be implemented using any 
applicable technology, which may differ by network type or 
in other ways. The wireless networks may be of any appro 
priate size (e.g., metropolitan area network (MAN) or per 
sonal area network (PAN)). Broadband wireless MANs may 
or may not be compliant with IEEE 802.36, which is 
incorporated by reference. Wireless PANs may or may not 
be compliant with IEEE 802.35. The wireless networks 2404 
may be identifiable by network type (e.g., 2C, 3G, Wi-Fi), 
service provider, WAP/base station identifier (e.g., Wi-Fi 
SSID, base station and sector ID), geographic location, or 
other identification criteria. The wireless networks may or 
may not be coupled together via an intermediate network. 
The intermediate network may include practically any type 
of communications network, Such as, by way of example but 
not limitation, the Internet, a public switched telephone 
network (PSTN), or an infrastructure network (e.g., private 
LAN). The term “Internet” as used herein refers to a network 
of networks which uses some protocols, such as the TCP/IP 
protocol, and possibly other protocols such as the hypertext 
transfer protocol (HTTP) for hypertext markup language 
(HTML) documents that make up the World Wide Web (the 
web). Those skilled in the art will appreciate that the 
network 302 may include other elements. 

In some embodiments, the security checkpoint server 304 
includes a computing server that facilitates operation of the 
mobile security checkpoint application. As such, the security 
checkpoint server 304 may include engines, datastores, and 
other modules to perform computational tasks and provide 
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services on behalf of the mobile security checkpoint appli 
cation. In some embodiments, the security checkpoint server 
engine 304 may receive user-generated security checkpoint 
condition data from any number of travelers and/or provide 
the user with crowdsourced security checkpoint condition 
data. For instance, the security checkpoint server engine 304 
may provide the user a list of checkpoint identifiers associ 
ated with security checkpoints, receive a selected checkpoint 
identifier, and receive user-generated information about the 
security checkpoint. In various embodiments, the security 
checkpoint server engine 304 may integrate the user-gener 
ated information into crowdsourced condition data associ 
ated with the security checkpoint. The security checkpoint 
server engine 304 may also provide the crowdsourced 
condition data to a user other than the person associated with 
the mobile device 220. The discussion accompanying FIGS. 
4A and 4B further explores aspects of the operation of the 
mobile security checkpoint application. 

Consistent with maintaining aspects of interactive and 
Social gameplay, the security checkpoint client engine 306 
may display gameplay attributes. Such as scores, points, and 
the user's gameplay participation level. Maintaining inter 
active gameplay may be used to encourage a user to utilize 
the application, provide information regarding one or more 
checkpoints, receive information from one or more check 
points, or provide any other information regarding the venue 
(e.g., airport), service providers (e.g., restaurants, ticket 
agents, airlines, TSA agents, airline crew, flight attendants), 
or services (e.g., food, restrooms, lounges, bars, office 
equipment rental, wireless data services, or elite services). 

In one example, gameplay may include the way in which 
travelers interact with thematic, narrative, or other elements 
of a game serviced by the security checkpoint server engine 
304. Gameplay typically falls within patterns defined 
through game rules, challenges, plot, and the way that 
travelers connect with these patterns. In various embodi 
ments, the security checkpoint server engine 304 may pro 
vide gameplay participation values for actions such as 
selecting a security checkpoint, initiating gameplay, provid 
ing security checkpoint condition information, and/or other 
actions. In various embodiments, the security checkpoint 
server engine 304 may link the gameplay to the quality of a 
traveler's provided information. 
As the user provides or consumes information, the user 

may achieve points, awards, or obtain various levels. Pro 
gression through the game may allow the user to receive 
special offers (e.g., discounts), directions to places with 
specials for those who qualify, or meet with other similarly 
situated travelers (e.g., elite business travelers with similar 
interests). 

In various embodiments, the security checkpoint server 
engine 304 may provide one or more travel-directed values 
to the user. A travel-directed value is has worth in the real 
world or in gameplay, and is related to a user's experience 
passing through the security checkpoint or his or her Sub 
sequent travel. In various embodiments, the travel-directed 
value may include any of a crowdsourced wait time, a 
crowdsourced security checkpoint condition, a gameplay 
participation status, a gameplay participation item, a spon 
sor-related value, a partnership-related value, and a spon 
sored event. The discussion accompanying FIGS. 4A and 4B 
further explores aspects of interactive gameplay. 

In various embodiments, the security checkpoint server 
engine 304 may track travel objects. The discussion accom 
panying FIGS. 4A and 4B also further explores aspects of 
travel object tracking according to some embodiments. 
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In some embodiments, the security checkpoint server 
engine 304 may provide, based on an attribute of the 
user-generated information, a travel-related attribute of 
another traveler. A travel-related attribute is a property 
related to the travel needs or desires of another traveler. For 
instance, a travel-related attribute may include an indication 
that another traveler desires to travel through the security 
checkpoint at an unusually fast pace or that the other traveler 
has special needs (like family travel or elderly travel). The 
travel-related attribute is further described herein. 

Though various embodiments describe the security 
checkpoint server engine 304 as performing one or more of 
receiving user-generated security checkpoint condition data, 
providing crowdsourced security checkpoint condition data, 
maintaining interactive gameplay, tracking travel objects, 
and/or providing travel-related attributes of other travelers, 
those of ordinary skill in the art will appreciate that varia 
tions are possible. For example, the security checkpoint 
client engine 306 may perform one or more of the afore 
mentioned functions. 

In various embodiments, the mobile application provides 
one or more travelers with a universal customer loyalty 
program. For example, a traveler may gain points (e.g., 
gameplay points further described herein) for check-ins at 
airports, providing information regarding security points, 
and/or interacting with the mobile application. The mobile 
application may provide a loyalty program to a traveler for 
providing information and/or interacting with the mobile 
application at any number of airports and/or facilities 
thereby not requiring multiple applications for multiple 
airports and/or multiple other facilities. 

FIG. 4A depicts an exemplary security checkpoint server 
engine 304 according to Some embodiments. The security 
checkpoint server engine 304 may comprise a communica 
tion engine 402, a user location engine 404, a checkpoint 
identification engine 406, a datastore 408, a presence noti 
fication engine 410, a checkpoint information engine 412, a 
condition crowdsourcing engine 414, an interuser connec 
tion engine 416, a travel object tracking engine 418, and a 
security checkpoint gameplay engine 420. 

In some embodiments, the user location engine 404 may 
connect to the communication engine 402, and the check 
point identification engine 406 may connect to the user 
location engine 404 and the datastore 408. The presence 
notification engine 410 may connect to the communication 
engine 402, the checkpoint identification engine 406, and the 
datastore 408. The checkpoint information engine 412 may 
connect to the communication engine 402, the presence 
notification engine 410, and the security checkpoint game 
play engine 420. The condition crowdsourcing engine 414 
may connect to the datastore 408, the checkpoint informa 
tion engine 412, and the security checkpoint gameplay 
engine 420. The interuser connection engine 416 may con 
nect to the communication interface 402, and the condition 
crowdsourcing engine 414. The travel object tracking engine 
418 may connect to the communication engine 402, the 
datastore 408, the interuser connection engine 416, and the 
security checkpoint gameplay engine 420. 
One or more of the communication engine 402, the user 

location engine 404, the checkpoint identification engine 
406, the presence notification engine 410, the checkpoint 
information engine 412, the condition crowdsourcing engine 
414, the interuser connection engine 416, the travel object 
tracking engine 418, and the security checkpoint gameplay 
engine 420 may be connected to or integrated into one or 
more digital devices. 
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In some embodiments, the communication engine 402 

may comprise hardware and/or software to facilitate com 
munication between a network and the security checkpoint 
server engine 304. For instance, the communication engine 
402 may interface between a network and one or more of the 
user location engine 404, the presence notification engine 
410, the checkpoint information engine 412, the interuser 
connection engine 416, the travel object tracking engine 
418, and the Security checkpoint gameplay engine 420. The 
communication engine 402 in operation, may encode data 
from the user location engine 404, the presence notification 
engine 410, the checkpoint information engine 412, the 
interuser connection engine 416, the travel object tracking 
engine 418, and the security checkpoint gameplay engine 
420 into a format suitable for transmission over a network. 
The format of communication may include a destination 
identifier, such as the Internet Protocol (IP) address or the 
media access control (MAC) address, of the mobile device 
receiving the data packet. The communication engine 402 
may employ other device identifiers without departing from 
the scope of the inventive concepts disclosed herein. 
The communication engine 402 may also decode data 

received over the network into a format suitable for the 
security checkpoint server engine 304 to process. The com 
munication engine 402 may receive data packets over the 
network. The data packets may include a source identifier 
such as an IP address or a MAC address of a mobile device. 
The data packets may include location-based information. In 
Some embodiments, the location-based information may 
take the form of the GPS location taken from a geography 
based transmitter (such as a GPS transmitter) of a mobile 
device. The location-based information may also take the 
form of a point on a map of a specific airport, terminal, or 
secure screening environment. The location-based informa 
tion may also include a distance (Such as a radial distance) 
from a secure screening environment. 

In various embodiments, the user location engine 404 
may comprise hardware and/or software to provide user 
locations to the checkpoint identification engine 406 based 
on information received from the communication engine 
402. The user location engine 404, in operation, may deter 
mine an initial location when a user enters a given distance 
of a security checkpoint. In some embodiments, the user 
location engine 404 receives information from the commu 
nication engine 402. The user location engine 404 may then 
extract the location-based information from the information 
received from the communication engine 402. For instance, 
if the information includes the GPS address or location of a 
specific mobile device, the user location engine 404 may 
extract the GPS address/location taken from the geography 
based transmitter (e.g., the GPS transmitter) of the mobile 
device. Moreover, if the information from a mobile device 
indicates that the mobile device is at a point on a map of a 
specific airport, terminal, or secure screening environment, 
the user location engine 404 may extract that location-based 
information from the information that the communication 
engine 402 received. 
Once the user location engine 404 determines a location 

of the mobile device, the user location engine 404 may 
compare the location of the mobile device to a set of 
predetermined locations (e.g., locational points) relative to 
one or more security checkpoints to determine whether the 
mobile device is within a given distance of the security 
checkpoint. The given distance may be a fixed (e.g., 100 
feet) or varying distance associated with security check 
points in an area or just a given airport. 
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In some embodiments, the given distance may be adapted 
to vary based on an estimate of the length of the line in the 
queuing area of a secure Screening environment. For 
example, the given distance may comprise a larger value to 
signify a larger line in the queuing area associated with the 5 
times a specific security checkpoint is estimated to be busy. 
The given distance may also comprise a smaller value to 
signify a smaller line in the queuing area associated with the 
times a specific security checkpoint is estimated to be 
quieter. The user location engine 404 may therefore deter- 10 
mine the initial location of the mobile device based on an 
indication that a user associated with the mobile device is 
located at the end of a queue beginning at or near a security 
checkpoint. 

In some embodiments, the user location engine 404 may 15 
obtain a location of a user based on a Substantial decrease in 
velocity of the user. For instance, the mobile device may be 
programmed to continually identify and/or broadcast the 
location of a user. From Such information, the user location 
engine 404 may calculate a velocity of the user. Once the 20 
Velocity indicates a Substantial decrease, signifying that a 
user has crossed an airport's unrestricted area and has 
entered a queue at a secure screening environment, the user 
location engine 404 may record the initial location of the 
user. In some embodiments, determining a decrease in user 25 
Velocity may help determine the beginning of a queue where 
this information is not otherwise available. 

In various embodiments, the checkpoint identification 
engine 406 may comprise hardware and/or software to 
identify a checkpoint based on locational information from 30 
the user location engine 404 and data from the datastore 408. 
The checkpoint identification engine 406, in operation, may 
provide a checkpoint identifier of the security checkpoint 
when the user is at the initial location or within a predeter 
mined range of the security checkpoint. The checkpoint 35 
identification engine 406 may receive a location of the user 
from the user location engine 404. The checkpoint identifi 
cation engine 406 may then compare the obtained user 
location to a list of potentially proximate security checkpoint 
locations. In some embodiments, the checkpoint identifica- 40 
tion engine 406 may query the datastore 408 for a list of 
potentially proximate security checkpoints along with the 
locations of the proximate Security checkpoints. If the initial 
location of the user is sufficiently close to a specific security 
checkpoint, the checkpoint identification engine 406 may 45 
provide the user with a checkpoint identifier of the security 
checkpoint. 

In some embodiments, the checkpoint identifier may 
include a character String corresponding to a name or a 
location of the security checkpoint. The checkpoint identi- 50 
fier may also comprise the terminal name associated with the 
security checkpoint. In various embodiments, the check 
point identifier is consistent with the way a secure facility or 
security personnel may identify a given security checkpoint. 
For instance, the checkpoint identification engine 406 could 55 
use the Transportation Security Administration (TSA) secu 
rity checkpoint name as the checkpoint identifier. 

In various embodiments, the datastore 408 may include 
hardware and/or Software to store information relating to a 
list of security checkpoints (e.g., the locations of security 60 
checkpoints, information relating to the area proximate to 
the security checkpoints, or information about the conditions 
of the security checkpoints) in a given region or nationally. 
The datastore 408 may also store travel objects associated 
with users passing through the security checkpoints, and 65 
gameplay data. The datastore 408, in operation, may store 
information relating to a list of security checkpoints in a 
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given region or nationally, Such as the locations of security 
checkpoints in a given region, information relating to the 
area proximate to the security checkpoints in the given 
region, information about the conditions of the security 
checkpoints in the given region, travel objects associated 
with users passing through the security checkpoints, and 
gameplay data. 

In some embodiments, the datastore 408 may store 
crowdsourced condition data associated with one or more 
security checkpoints. Crowdsourced data is data gathered 
from a plurality of observations about a given event, loca 
tion, or occurrence. When aggregated over time, a relatively 
large number of people are likely to pass through the secure 
screening environment. Many of the observers may be 
laypeople, with no connection to airport security or airport 
employment. Though individuals in the group may provide 
inaccurate accounts of security checkpoint conditions, the 
larger group, may have little motivation to inaccurately state 
the conditions of the secure Screening environment. As the 
size of the group increases, the group's statistical outliers are 
likely to have lesser effect on the group's conclusions, and 
the group's observations are likely to converge toward a true 
account of the conditions of the secure Screening environ 
ment. 

In various embodiments, crowdsourced condition data is 
data relating to the conditions of the secure Screening 
environment, where the data is obtained from a plurality of 
observations. The crowdsourced condition data may 
include, for example, crowdsourced data relating to wait 
times, the speed of a line passing through a secure screening 
environment, the nature of the travelers in the line, the 
environmental conditions of the secure screening environ 
ment, how security personnel are administering the Secure 
screening environment, specific security Screening devices 
in the secure Screening environment, and other information. 

In various embodiments, the datastore 408 may index 
items of crowdsourced condition data by specific security 
checkpoint and by conditions. For example, the datastore 
408 may maintain a category of crowdsourced wait times at 
a specific checkpoint of LAX. The crowdsourced condition 
data may also have a temporal component, such as the actual 
crowdsourced wait times at a specific security checkpoint at 
any particular day, or day and time, or range of days and 
times. Such as 7 a.m. on a Monday morning, or typical wait 
times at the specific security checkpoint at that time and date 
(e.g., based on previously received crowdsourced data). The 
data store 408 may index the crowdsourced data condition 
data in other ways as well. 

In some embodiments, the presence notification engine 
410 may comprise hardware and/or software to transmit a 
checkpoint identifier to a user based on checkpoint infor 
mation from the checkpoint identification engine 406 and/or 
the datastore 408. In some embodiments, the presence 
notification engine 410 may provide a graphical menu of 
choices to a client device associated with the user. Each item 
on the graphical menu may be a security checkpoint that the 
user is likely proximate to. The graphical menu may only 
comprise a single security checkpoint, and the graphical 
menu may therefore consist of a radio button asking the user 
to select that single security checkpoint. The presence noti 
fication engine 410 may populate the graphical menu based 
on an airport map, data stored in the datastore 408, or from 
data obtained from a geography-based transmitter (e.g., a 
GPS transmitter) associated with the user's client device. 

In addition to transmitting the checkpoint identifier, the 
presence notification engine 410 may also transmit a request 
for the user to enroll in services used to facilitate travel 
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management for the user. In various embodiments, the 
presence notification engine 410 may request that the user 
provide some identification information to create a profile, at 
least to the level of minimum-mandatory information. A 
minimum-mandatory level of information is an amount of 
information Sufficient to distinguish the user from another 
user. The minimum-mandatory information may include one 
or more of a username, a first and last name, a unique email 
address, digits of an identification number (e.g., a driver's 
license number or a social security number), and other 
identification information. A minimum-mandatory level of 
information may also include an access parameter like a 
password that allows a user to exclude others from accessing 
his or her personal information. The minimum-mandatory 
information may be the minimum level of information that 
may qualify a member for services. The amount of infor 
mation that constitutes a minimum-mandatory may be 
adjusted over time by administrators, such as the entities 
administering the presence notification engine 410. 

In addition to requesting the minimum-mandatory level of 
information, the presence notification engine 410 may also 
request the user to provide additional personal information 
in order to Submit to additional security Scrutiny and testing 
in order to obtain a higher gradation level resulting in a more 
seamless travel experience. Additional personal information 
may include but not be limited to: name, address, telephone 
number, email, credit card and/or debit card information, 
desired class of air travel (e.g., coach, business, or first 
class), airline carrier preference, seating preferences, travel 
time preferences, meal preferences, self park or Valet park 
ing, hotel preferences, rental car preferences, hologram 
animation of the applicant’s face, full face profile, five 
second 360 degree facial video which over time may be 
extended to show prominent distinguishable features, retinal 
Scan, fingerprints, facial scan, distinguishing marks, DNA, 
and so forth, all of which may be encrypted. Though the 
minimum-mandatory level may be sufficient to create a 
profile and enroll in the basic level of services, providing the 
additional personal information may help the user enroll in 
additional services related to the system and improve the 
user's travel experience. In various embodiments, the pres 
ence notification engine 410 may store the user's profile 
(which may include information Such as the minimum 
mandatory information and/or the additional personal infor 
mation) in the datastore 408 or other storage location. It is 
noted that the system may request the additional identifica 
tion information at a later stage and that only the minimum 
mandatory information may be required for enrollment in 
services. 

Additional personal information may also include infor 
mation about travel-related attributes of the user. As dis 
cussed, a travel-related attribute is a property related to the 
travel needs or desires of another traveler. For example, the 
presence notification engine 410 may request the user to 
provide information Such as travel preferences and credit 
card and/or debit card account information to facilitate 
expedited reservation services that would otherwise require 
the user to provide large amounts of data for each transac 
tion. The presence notification engine 410 may also request 
from the user information usable by security personnel to 
expedite security clearances. Thus, in various embodiments, 
the presence notification engine 410 may request informa 
tion Such as: name, addresses, phone numbers and emails, 
travel preferences, class of service preference, desired class 
of air travel (e.g., coach, business, or first class), desired fare 
information (e.g., lowest fare with restrictions or least 
restrictive fares), typical departure airport preference, travel 
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criteria information (e.g., Scheduled airline preference, non 
stop only, equipment type, or airport gradation/level), pri 
orities for travel recommendations and automatic booking, 
gradation/level of participating travel companies, method of 
travel (e.g., air, Sea, car, or bus), number of stops, company 
preferences (e.g., American Airlines or Amtrak), travel time 
preferences, meal preferences, car preferences, and/or hotel 
preferences. The presence notification engine 410 may also 
request frequent flyer data organized by Airline, frequent 
traveler data for other travel providers (e.g., car or hotel), 
frequency of travel (also beneficial for sharing with airport 
parking facilities), a preferred method of travel to or from 
the airport (self drive via private car or travel via bus, train, 
taxi; this information is useful to help forecast needs for 
auxiliary services such as parking facilities). In some 
embodiments, the presence notification engine 410 may 
request self park or Valet parking, request rental car prefer 
ences, request preferences for other means of travel (e.g., 
train, short hop via car, or limo), request a user's special 
needs and emergency needs, and/or request emergency 
contact information (e.g., Doctor, Lawyer, Wife, Husband, 
or Father). 
The presence notification engine 410 may also request 

special needs such as wheelchair, Seasickness, underwater 
pressure, diet, etc. The system may capture any ADA 
supported needs honored by the airlines. In various embodi 
ments, a user's updateable contact information may include 
contact information that may vary based on traveler's cur 
rent travels. For example, the name and phone and email of 
the person who the traveler is meeting may be input and 
updated as needed. The updateable contact information may 
play a key role in ensuring that the appropriate people 
impacted by modifications to the traveler's travel plans may 
be notified via the reliable messaging process that is pro 
vided by the system, Biometric information, Hologram 
animation of face, Retinal scan, Fingerprints, Facial scan, 
Distinguishing marks, and/or DNA. It is noted that the 
system may request the information about the user's travel 
related attributes at a later stage and that only the minimum 
mandatory information may be required for enrollment in 
services. 
As discussed herein, the obtained user information may 

be related to travel habits of users. This data may be useful 
to the member airports and airlines as well as other travel 
providers for planning purposes or to the airlines, travel 
providers and travel agencies to gain greater understanding 
of ways to improve the passenger experience. In one 
example, the data may be available in an XML type interface 
record to enable transferring and merging to existing CRM 
or data warehouse applications. Each data element that may 
be collected may be scrutinized in terms of privacy so that 
there is assurance that personal data may not be directly 
available for use but may indirectly be used. For example, 
the interface record could be defined to not transfer passport 
number data but could transfer age data to provide demo 
graphic information. 

In some embodiments, the presence notification engine 
410 may provide the user with PIN number or access code 
to access the user's profile. The PIN number or access code 
may be based on the password that the user provided in 
creating the profile. 

In various embodiments, the presence notification engine 
410, in operation, may receive a selection of the checkpoint 
identifier. For example, the mobile device may prompt the 
user to select the checkpoint identifier on the graphical menu 
presented to the user. The selection typically indicates that 
the user has identified and/or confirmed that he or she is 
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within the given distance of the security checkpoint or the 
secure screening environment. 

In various embodiments, the selection may be part of a 
visual “check-in process. The communication engine 402 
may transmit the selection of the checkpoint identifier to the 
presence notification engine 410. The presence notification 
engine 410 may transmit the selection of the checkpoint 
identifier to the checkpoint information engine 412. Those 
skilled in the art may appreciate that other sequences are 
possible for the presence notification engine 410 to receive 
a selection of the checkpoint identifier. 

In various embodiments, the checkpoint information 
engine 412 may contain hardware and/or software to request 
checkpoint condition information from travelers. The check 
point information engine 412 may also receive user-gener 
ated information about a security checkpoint and transmit 
the user-generated information to the condition crowdsourc 
ing engine 414. For example, the checkpoint information 
engine 412, in operation, may request the communication 
engine 402 to ask a traveler associated with the mobile 
device for user-generated information about the security 
checkpoint. In some embodiments, the request uses the 
checkpoint identifier as a query parameter. The specificity of 
the request may vary. For instance, the checkpoint informa 
tion engine 412 may request general information about the 
security checkpoint or may request information regarding 
specific conditions, equipment, or the screening process. 
The checkpoint information engine 412 may focus the 

request on specific conditions relevant to a given traveler, 
group of travelers, a business seeking to monetize a specific 
secure screening environment, security agency seeking to 
regulate a specific secure screening environment, or other 
person or entity. For example, the checkpoint information 
engine 412 may request that the person associated with the 
mobile device provide an estimated wait time of the time he 
or she anticipates may wait in the queue leading up to the 
security checkpoint or to get through to a given recomposure 
area. The checkpoint information engine 412 may also focus 
the request on other conditions of the secure screening 
environment, such as: the speed of the line (e.g., the speed 
at which a traveler may enter the line and proceed to and 
through the security checkpoint), the nature of the travelers 
in the line, the environmental conditions of the secure 
screening environment, how security personnel are admin 
istering the secure Screening environment, specific security 
screening devices in the secure Screening environment, and 
other information. 

In some embodiments, the user-generated information 
may also comprise a timed passage through the security 
checkpoint. For instance, the user-generated information 
may comprise information from a timer that measures the 
time taken to pass through the secure screening environ 
ment. The timer may begin when the user is near the security 
checkpoint and may end when the user has passed through 
the secure Screening environment. For example, the timer 
may begin and end based on GPS signals of the mobile 
device, location information received from one or more 
network elements (e.g., wireless access points), or input 
from the user to indicate a start of a line to an end of the 
Screening process. 

In various embodiments, the timed passage may be 
inferred from the velocity of the user. For instance, the 
checkpoint information engine 412 may obtain a user's 
velocity from the user location engine 404. The checkpoint 
information engine 412 may also obtain the distance 
required to pass through the Secure screening environment. 
To obtain the distance required to pass through the secure 
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screening environment, the checkpoint information engine 
412 may query the datastore 408 for data relating to the 
specific security checkpoint or the airport terminal contain 
ing the security checkpoint. The checkpoint information 
engine 412 may also query a map of the airport terminal 
stored in the datastore 408 or an Internet-accessible location 
(such as a publicly available map). 
The checkpoint information engine 412 may also verify 

the time a user takes to pass through the secure screening 
environment by comparing multiple measures. For instance, 
in various embodiments, the checkpoint information engine 
412 may use a timer to obtain a first measure (e.g., the value 
of the timer) of the time a user takes to pass through a secure 
screening environment. The checkpoint information engine 
412 may also query modules like the user location engine 
404 and the datastore 408 to obtain a second measure (e.g., 
the user's velocity divided by the distance required to pass 
through the secure Screening environment) of the time the 
user takes to pass through the secure screening environment. 
In this example, the checkpoint information engine 412 may 
compare the first and second measures of time. The check 
point information engine 412 may also correct, reject, or 
discount one or more of the measures if the first and second 
measures of time do not match one another. Those of 
ordinary skill in the art will appreciate that other measures 
of time are possible without departing from the scope and 
the substance of the inventive concepts described herein. 

In some embodiments, the communication engine 402, in 
response to the request from the checkpoint information 
engine 412, may generate a request for user-generated 
information about the security checkpoint. The communi 
cation engine 412 may send the request over the network to 
the mobile device. 
The checkpoint information engine 412, in operation, may 

receive user-generated information about the security check 
point. In some embodiments, the user-generated information 
may include a general description and/or specific informa 
tion regarding the secure screening environment. For 
instance, the user-generated information may comprise a 
user's unstructured opinion about the security checkpoint. In 
various embodiments, the user-generated information is 
more focused or is based on specific conditions relevant to 
a given traveler, group of travelers, a business seeking to 
monetize a specific secure screening environment, security 
agency seeking to regulate a specific secure Screening envi 
ronment, or other person or entity. For example, the user 
generated information may comprise an estimated wait time. 
The user-generated information may also include a user 
generated description of other conditions of the secure 
screening environment, such as: the speed of the line, the 
nature of the travelers in the line, the environmental condi 
tions of the secure screening environment, how security 
personnel are administering the secure screening environ 
ment, specific security Screening devices in the Secure 
screening environment, and other information. The check 
point information engine 412 may then transmit the user 
generated information to the condition crowdsourcing 
engine 414. 

In some embodiments, the condition crowdsourcing 
engine 414 may contain hardware and/or software to inte 
grate the user-generated information into crowdsourced con 
dition data associated with the security checkpoint. As 
discussed, crowdsourced data is data gathered from a plu 
rality of observations associated with a given event, loca 
tion, or occurrence. Crowdsourced condition data may be 
data relating to the conditions of the secure Screening 
environment, where the data is obtained from a plurality of 
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observations. Therefore, the condition crowdsourcing 
engine 414, in operation, may integrate the user-generated 
information into crowdsourced condition data associated 
with the security checkpoint. In some embodiments, the 
condition crowdsourcing engine 414 may parse the user 
generated information to determine whether the user-gener 
ated information is linked to an existing condition category 
(e.g., a wait time). 

In various embodiments, the user-generated information 
may not be linked to an existing condition category. If the 
condition crowdsourcing engine 414 determines that the 
user-generated information does not fit into an existing 
condition category, the condition crowdsourcing engine 414 
may ignore or delete the user-generated information as 
irrelevant. The condition crowdsourcing engine 414 may 
also create a new category of crowdsourced condition data, 
if desired. For instance, the condition crowdsourcing engine 
414 may create a new category of crowdsourced condition 
data in the datastore 408. The new category may include the 
user-generated information as a starting item. As a result, the 
condition crowdsourcing engine 414 may use the user 
generated information to seed the crowdsourced condition 
data. If desired, the condition crowdsourcing engine 414 
may also seed the crowdsourced condition data in other 
ways, Such as using a predictive model from security per 
Sonnel or businesses. 

In some embodiments, the user-generated information 
may be linked to an existing condition category. If the 
condition crowdsourcing engine 414 determines that the 
user-generated information matches with an existing cat 
egory, the condition crowdsourcing engine 414 may com 
pare the values of the user-generated information with the 
corresponding values of the crowdsourced condition data. 

For example, the user-generated information may indicate 
an actual wait time of 44 minutes at a given security 
checkpoint at LAX at 7 a.m. on a Monday. In this example, 
the datastore 408 could contain crowdsourced condition data 
indicating a wait time of 45 minutes for that given security 
checkpoint at 7 a.m. on a Monday morning. The crowd 
Sourced condition data could be based, for instance, on the 
input of fifty-nine people. In this example, the condition 
crowdsourcing engine 414 could take the difference of the 
wait times (one minute) and divide the difference by the total 
number of information inputs (sixty) to deduct one second 
from the estimate. Thus, in this example, the condition 
crowdsourcing engine 414 may integrate the user-generated 
information into the crowdsourced condition data by deduc 
ing a second from the crowdsourced condition data. Alter 
natively, the condition crowdsourcing engine 414 may also 
overwrite the crowdsourced condition data to reflect an 
actual wait time of 44 minutes. 

Those skilled in the art will appreciate that the condition 
crowdsourcing engine 414 may use other statistical, stochas 
tic, or other methods without departing from the scope of 
integrating the user-generated information into the crowd 
Sourced condition data. For example, the condition crowd 
Sourcing engine 414 may use input from other modules 
within the security checkpoint server engine 302 to integrate 
the user-generated information into the crowdsourced con 
dition data. In some embodiments, the data from some users 
may be considered more valuable than others. For example, 
a heavy user of the system may be seen as generally more 
accurate while another user's data, if at variance with the 
recently received collected data for the same checkpoint, 
may be weighted or disregarded as necessary. The condition 
crowdsourcing engine 414 may also use predictive models 
to integrate the user-generated information into the crowd 
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Sourced condition data. As a result of the rapid integration of 
the user-generated information into the crowdsourced con 
dition data, the crowdsourced condition data converges 
toward true condition data and provides information 
unavailable through predictive models, such as predictive 
staffing models. 

In some embodiments, the interuser connection engine 
416 may contain hardware and/or software to provide data, 
Such as crowdsourced condition data to other users. In this 
respect, the interuser connection engine 416 may obtain 
crowdsourced condition data from the condition crowd 
Sourcing engine 414 and transmit the crowdsourced condi 
tion data to the communication engine 402. More specifi 
cally, the interuser connection engine 416, in operation, may 
provide the crowdsourced condition data to another user. In 
various embodiments, the interuser connection engine 416 
may attach a user identifier to associate the crowdsourced 
condition data with the user providing the user-generated 
information. The interuser connection engine 416 may also 
allow the provider of the user-generated information to 
remain anonymous by not attaching the identity of the 
provider to the crowdsourced condition data. 
The interuser connection engine 416 may provide the 

crowdsourced condition data to the communication engine 
402, which may distribute the crowdsourced data (poten 
tially reflecting the updates from the user-generated infor 
mation) to another user. The communication engine 402 may 
format the crowdsourced data so that the crowdsourced data 
may be centrally stored (e.g., on a central server or database) 
and accessed by other users and/or devices. The other users 
may access the centrally stored information when they log 
onto a mobile application, from a browser, or otherwise. 
The communication engine 402 may also format the 

crowdsourced data to be directly pushed to the mobile 
devices of others. For instance, the communication engine 
402 may format the crowdsourced data so that the crowd 
Sourced data forms a part of an automatic update to other 
digital devices connected to the system. In one example, 
crowdsourced data associated with commonly used airports 
and/or security checkpoints may be pushed to a mobile 
device. In another example, crowdsourced data associated 
with airports and/or security checkpoints proximate to a 
location of the mobile device may be uploaded. Those 
skilled in the art will appreciate that any amount of crowd 
Sourced data may be uploaded to any mobile device at any 
time. 

In some embodiments, the travel object tracking engine 
418 may contain hardware and/or software to track travel 
objects associated with a user. For instance, the travel object 
tracking engine 418, in operation, may receive an identifier 
of a travel object associated with the user. A travel object 
may be an item of luggage, one or more personal items, one 
or more laptops, an item of jewelry, one or more electronic 
goods, or other items that a user seeks to pass through the 
secure screening environment either on his or her person or 
through an object scanner. In various embodiments, the 
communication engine 402 provides the identifier of the 
travel object to the travel object tracking engine 418. The 
travel object identifier may have a geography-based com 
ponent taken from a geography-based transmitter located on 
or near the travel object. In some embodiments, the trans 
mitter may be tethered to the mobile device of the associated 
user. The travel object identifier may come from a variety of 
Sources. For instance, the travel object identifier may come 
from a radio frequency identification (RFID) device asso 
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ciated with the travel object. The travel object identifier may 
also come from a Bluetooth device associated with the travel 
object. 

In various embodiments, the travel object tracking engine 
418, in operation, may maintain an object location of the 
travel object. For instance, the travel object tracking engine 
418 may store the object location of the travel object in the 
datastore 408. In some embodiments, the travel object 
tracking engine 418 may compare the object location with 
the location of the user. For example, the travel object 
tracking engine 418 may obtain the geographical coordi 
nates of the travel object and may compare the travel 
object's geographical coordinates with the geographical 
coordinates of the user (as obtained from the user location 
engine). The travel object tracking engine 418 may issue an 
alert if the travel objects geographical coordinates differ 
from the user's geographical coordinates by a given dis 
tance. Accordingly, the travel object tracking engine 418 
may securely and dependably ensure that a travel object 
does not stray too far from a traveler (or that a traveler does 
not lose his or her belongings) during travel. In some 
embodiments, the travel object tracking engine 418 may also 
provide the user with the objects location as the user travels. 
The travel object tracking engine 418 may therefore ame 
liorate anxiety and confusion associated with travel. 

In some embodiments, the security checkpoint gameplay 
engine 420 may contain hardware and/or software to main 
tain a system of location-based interactive gameplay. For 
example, the security checkpoint gameplay engine 420 may 
maintain an interactive, social, and/or location-based game 
centered around the lifestyle of air travel. In eras past, air 
travel was luxurious. Airlines and other common carriers 
induced air travel and maintained passenger loyalties with 
perks such as sponsored cocktail hours. Travelers saw each 
other as members of an exclusive club and looked forward 
to getting away to explore places and seize business oppor 
tunities. 

In various embodiments, the air travel gameplay of the 
security checkpoint gameplay engine 420 may mimic the 
look and feel of eras past and give travelers a reason to 
engage with each other, to travel, and/or engage with the 
mobile application. In some embodiments, the security 
checkpoint gameplay engine 420 may maintain gameplay 
that is interactive. The gameplay may accept input from a 
user and may create a system of points, credits, and other 
items that the user may integrate into his or her experiences. 
For instance, the gameplay may accept a user's selection of 
a security checkpoint (referred to as “checking in' in game 
play). A user in gameplay may check-in to announce to the 
gameplay system (and other users as discussed below) that 
he or she has arrived at the security checkpoint. Gameplay 
may also award points based on a user's checking into a 
security checkpoint multiple times over a predetermined 
range of dates—indicating multiple visits to the security 
checkpoint—or to checking in to a remote or exotic security 
checkpoint. Gameplay may award points based on traveling 
on a milestone date such as Christmas, Thanksgiving, New 
Year's Eve, or a person’s birthday or a couple's wedding 
anniversary. Gameplay may rank users and given them 
virtual “badges' for frequent travel. 

In various embodiments, the security checkpoint game 
play engine 420 may maintain gameplay that is location 
based. For example, the security checkpoint gameplay 
engine 420 may maintain gameplay based on the location of 
the user, as obtained from the checkpoint information engine 
412. In some embodiments, the location-based aspects of 
gameplay may simply include a wait time guessing game 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

30 
that compares a user's guess of a security checkpoint wait 
time with the actual wait time it took him or her to pass 
through the security checkpoint. In other embodiments, the 
wait time guessing game could compare a user's guess of a 
security checkpoint wait time with a crowdsourced wait time 
taken from the condition crowdsourcing engine 414. In 
various embodiments, the security checkpoint gameplay 
engine 420 may also support a guessing game based on a 
user's guesses of other security checkpoint conditions, such 
as environmental conditions, administrative conditions, or 
other conditions. 

In some embodiments, the security checkpoint gameplay 
engine 420 may maintain gameplay with a social compo 
nent. For instance, the security checkpoint gameplay engine 
420 may maintain gameplay that allows the user to interact 
with other users and members of a gameplay community. 
The gameplay may compare the statistics of users and rank 
users based on attributes Such as check-ins and points. The 
gameplay may also involve connecting air travelers to form 
a virtual air travel community, where members may net 
work, meet up for activities, and coordinate going to or from 
common destinations. The gameplay may facilitate connect 
ing different users based on common interests or common 
patterns of behavior, Such as the security checkpoints they 
are most likely to check into. In various embodiments, the 
gameplay may facilitate competition between members to 
see who, for instance, may pass a secure screening area first 
and arrive at a cocktail lounge or coffee shop in the airport. 

In various embodiments, security checkpoint gameplay 
engine 420 may maintain gameplay that is monetized. For 
instance, the gameplay may involve sponsored items. A 
sponsored item is an item in gameplay that is connected to 
a sponsor Such as a government agency or a business. The 
sponsored item may include, for instance, an advertisement 
from a business partner or a government entity. The spon 
sored item may also include an airport concession for food, 
drinks, or services (e.g., a one-day gym membership or a 
massage) at an airport. The sponsored item may further 
include government sponsored safety information or pri 
vately sponsored safety information that provides a warning 
or safety information within the gameplay. In various 
embodiments, the sponsored item may include a travel perk 
that makes it easier to travel. In some embodiments, the 
sponsored item may include an expedited front of the line 
pass or an expedited security benefit. As used herein, a 
security benefit is an advantage or a profit that is related to 
airport security and is earned as a result of participation in 
the gameplay and/or other interaction with the application. 
Examples of security benefits may include specialized and/ 
or accommodated Screening, access to shorter and more 
efficient lines, and/or operational considerations that more 
easily facilitate passage through the secure facility. The 
gameplay may recreate the perks and luxuries of air travel of 
days past. The discussion accompanying FIG. 4B further 
discusses aspects of the security checkpoint gameplay 
engine 420. 

FIG. 4B depicts an exemplary security checkpoint game 
play engine 420 according to Some embodiments. The 
security checkpoint gameplay engine 420 may include a user 
information rating engine 422, an information partnership 
management engine 424, a gameplay management engine 
428, a gameplay participation engine 426, an item sponsor 
ship management engine 430, and a traveler value engine 
432. 
The user information rating engine 422 may connect to a 

checkpoint information engine and a datastore. The infor 
mation partnership management engine 424 may connect to 
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a checkpoint information engine, a datastore, and the game 
play participation engine 426. The gameplay management 
engine 428 may connect to the checkpoint information 
engine, the datastore, and the gameplay participation engine 
426. The gameplay participation engine 426 may connect to 
the user information rating engine 422, the gameplay man 
agement engine 428, the information partnership manage 
ment engine 424, and the traveler value engine 432. The 
item sponsorship engine 430 may connect to the datastore 
and the traveler value engine 432. The traveler value engine 
432 may connect to a communication engine and the game 
play participation engine 426. 

Each of the user information rating engine 422, the 
information partnership management engine 424, the game 
play management engine 428, the gameplay participation 
engine 426, the item sponsorship management engine 430, 
and the traveler value engine 432 may comprise hardware 
and/or software coupled with a processor and a memory. 

In some embodiments user information rating engine 422 
may comprise hardware and/or software to provide a quality 
rating of user-generated information. For example, the user 
information rating engine 422 may obtain user-generated 
information of a security checkpoint condition from a mod 
ule Such as a checkpoint information engine. The user 
information rating engine 422 may use statistical, stochastic, 
and other filters to rate the quality of the user-generated 
information. In various embodiments, the user information 
rating engine 422 may employ an accuracy filter that rates 
the likely accuracy of the user-generated information com 
pared to crowdsourced information about the same topic or 
information about the same topic Stored in the datastore. 

In some embodiments, the user information rating engine 
422 may use a reliability filter to rate the reliability of the 
Source of the user-generated information based on the back 
ground of the user providing the information. For example, 
the user information rating engine 422 may account for the 
assumption that a business traveler who primarily travels on 
Monday mornings may be considered a highly reliable 
Source of security checkpoint condition information. In 
another example, the user information rating engine 422 
may discount or reduce the weight of a sporadic traveler's 
information when that information significantly different 
from many other travelers at the same checkpoint. In yet 
another example, the information rating engine 422 may 
reduce the weight of a traveler who consistently rates all 
checkpoints as low as possible regardless of actual condi 
tions. 

The user information rating engine 422 may implement 
statistically based filters to determine whether user-gener 
ated information constitutes an outlier within a category and 
should therefore be discounted or disregarded. In various 
embodiments, the user information rating engine 422 may 
implement an insightfulness filter for security checkpoint 
conditions that are particularly insightful for a given topic. 
For instance, the user information rating engine 422 may 
flag security tips as particularly important. In some embodi 
ments, the user information rating engine 422 may provide 
the user-generated information with a numerical rating to 
indicate the quality of the user-generated information. 

In various embodiments, the user information rating 
engine 422, in operation, may provide rated user information 
to the gameplay participation engine 426. Thus, the user 
information engine 422 may transmit rated information to 
the gameplay participation engine 426. 

In some embodiments, the information partnership engine 
424 may contain hardware and/or Software to associate an 
information partner with the user-generated information. For 
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instance, the information partnership management engine 
424 may obtain user-generated information from a check 
point information engine and may transmit partnered infor 
mation to the gameplay participation engine 426. Further, 
the information partnership management engine 424, in 
operation, may associate an information partner with the 
user-generated information. 

In some embodiments, the information partnership man 
agement engine 424 may associate the information partner 
with travel-related attributes of the user. An information 
partner is a government agency or business that integrates 
the user-generated information (or the user's travel-related 
attributes) into an information stream. The information 
partner may be one or more of a national or a location-based 
advertiser that generates revenue based on the user-gener 
ated information about the checkpoint or the locational 
information of the user, a security firm that maintains 
security procedures based on the user-generated information 
about the checkpoint or the locational information of the 
user, or a governmental agency that may use the user 
generated information about the checkpoint or the locational 
information of the user for security or informational proce 
dures. 

In various embodiments, the information partnership 
management engine 424 may include an aggregation/demo 
graphic layer that rolls up information provided for the 
purpose of gathering overall statistics of the utilization of the 
system, and other purposes. The aggregation/demographic 
layer may prevent sharing of a specific members passport 
information, for instance, but may share the fact that the 
specific member is a U.S. male citizen between the ages of 
40 and 50. The aggregation/demographic layer may be 
useful to gain a better idea of the behavior patterns of the 
membership and also to provide a means for future targeted 
promotions of potential members. The travel preferences 
may also be beneficial in terms of gathering an understand 
ing of areas that could be of greater value to the member. 
This provides the basis of the data that may be required in 
Support of a “light CRM. The aggregation/demographic 
layer of the information partnership management engine 424 
may preserve a respect for privacy while enabling informa 
tion gathering for statistical purposes. The data to be col 
lected about each member may be controlled on a member 
owned basis. The member application requests many data 
elements. The data elements are either mandatory or 
optional. To attain a certain level of certification or grada 
tion, each member is encouraged to complete as much 
information as possible. 

In some embodiments, the information partnership man 
agement engine 424 may adapt the user-generated informa 
tion or the travel-related attributes of the user to be com 
patible with a passenger stream monitor. A passenger stream 
monitor is a monitor that evaluates a number of people 
passing through a specific security checkpoint. A passenger 
stream monitor may also monitor other attributes of a 
security checkpoint queue. Such as a rate of people passing 
through, a rate of security incidents, a complaint rate, and a 
condition of the security checkpoint. In various embodi 
ments, the information partnership management engine 424 
adapts the user-generated information or the travel-related 
attributes of the user to comport with a numerical score or 
an array that is compatible with a passenger stream monitor. 

In some embodiments, the user-generated information 
may include the rate the user passes through a checkpoint, 
a rate that the user estimates that other people are passing 
through the checkpoint, a user's identification of security 
incidents, a user's complains, and a user's assessments of 
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the conditions of the security checkpoint. The user may 
input the user-generated information utilizing the mobile 
application (e.g., to identify a rate of travelers passing 
through the line, any security incidents witnessed or com 
plaints that may be viewed by others). In various embodi 
ments, the passenger stream monitor may receive informa 
tion outside the user-generated information including, but 
not limited to, official complaints or information provided by 
TSA such as the quality of the checkpoint, quality of TSA 
agent training, or reported security incidents. 

In various embodiments, the information partnership 
management engine 424 may adapt the user-generated infor 
mation or the travel-related attributes of the user to be linked 
to another user with interests compatible with the user 
generated information or the travel-related attributes of the 
user. The information partnership management engine 424 
may mine the datastore for other users with interests com 
patible with the user-generated information or the travel 
related attributes of the user. Comparing the information, the 
information partnership management engine 424 may link 
the user (e.g., provide introductions, allow users to share 
information, indicate when similar users are proximate to 
each other at a travel facility) with the other users. 
The gameplay participation engine 426 may comprise 

hardware and/or software to maintain gameplay participa 
tion values in the system of interactive, social, and location 
based gameplay. In some embodiments, the gameplay par 
ticipation engine 426, in operation, may transmit, receive, 
and/or maintain gameplay participation information. A 
gameplay participation value is a measure of gameplay 
points given for a user's extent of participation in the 
gameplay. 

In some embodiments, the gameplay participation engine 
426 may, in operation, provide a first gameplay participation 
value based on the selection of the checkpoint identifier. The 
gameplay participation engine 426 may receive the selection 
of the checkpoint identifier directly from a checkpoint 
information engine. 

In various embodiments, the user's selection of a security 
checkpoint may comprise “checking in' to the security 
checkpoint. A user in gameplay may check-in to announce 
to the gameplay system (and other users as discussed below) 
that he or she has arrived at the security checkpoint. The first 
participation value may include points or credits in game 
play. The gameplay participation engine 416 may base the 
first participation value on a user's checking into a security 
checkpoint multiple times—indicating multiple visits to the 
security checkpoint—or to checking in to a remote or exotic 
security checkpoint. The gameplay participation engine 416 
may base the first participation value on traveling on a 
milestone date such as Christmas, Thanksgiving, New 
Year's Eve, or a person’s birthday or a couple's wedding 
anniversary. 
The gameplay participation engine 426, in operation, may 

provide a second gameplay value based on an attribute of the 
user-generated information. The second gameplay partici 
pation value need not be related to the first gameplay 
participation value. The gameplay participation engine 426 
may receive the user-generated information directly from a 
checkpoint information engine. 

In some embodiments, the gameplay participation engine 
426 may parse the user-generated information for relevant 
attributes. For example, the gameplay participation engine 
426 may evaluate whether the user generated information 
contains an estimated wait time, and if so, may base the 
second gameplay participation value on the fact that the user 
provided Such an estimate. The gameplay participation 
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engine 426 may similarly base the second gameplay par 
ticipation value on whether the user generated information 
contains other indicators of the conditions of the secure 
screening environment, such as environmental conditions 
and/or administrative issues relating to the secure Screening 
environment. 
The gameplay participation engine 426 may vary the 

amount of the second gameplay participation value on the 
nature of the data contained in the user generated informa 
tion. For instance, the gameplay participation engine 426 
may award one set of points or credits for an estimated time 
to pass through the secure Screening environment may, and 
another set of points or credits for information about envi 
ronmental conditions of the secure Screening environment. 
The gameplay participation engine 426 may also vary the 
amount of the second gameplay participation value based on 
the level of detail of the user-generated information. Accord 
ingly, the gameplay participation engine 426 may induce 
users to provide critical information about the secure screen 
ing environment. 

In some embodiments, the gameplay participation engine 
426, in operation, may provide a third gameplay participa 
tion value based on the quality rating of the user generated 
information. The quality rating of the user generated infor 
mation may come from the rated information provided 
through the user information rating engine 422. In one 
example, the quality of the information may be rated for 
quality, consistency, similarity to other travelers, quantity 
and third-party rating. In some embodiments, users may 
view an aggregate crowdsourced score representing condi 
tions, wait times, and the like for a given checkpoint. The 
users may also see one or more individual user's ratings. The 
individual user's rating may be randomly selected, based on 
participation values, or perceived accuracy. Each user, in 
Some embodiments, may rate other user's ratings for use 
fulness. The act of rating another user may increase the 
rater's gameplay participation value. Similarly, the user that 
receives positive ratings from others may also receive a 
positive gameplay participation value. 
The third gameplay participation value need not be related 

to the first gameplay participation value or the second 
gameplay participation value. In various embodiments, the 
third gameplay participation value comprises a deduction 
from the second gameplay participation value to indicate 
that the quality of the user-generated information should not 
be afforded one hundred percent confidence. Those skilled in 
the art will appreciate that there may be any number of 
gameplay participation values. 

In some embodiments, the gameplay participation engine 
426, in operation may calculate a gameplay participation 
level of the user based on some combination of the first 
gameplay participation value, the second gameplay partici 
pation value, and the third gameplay participation level. In 
various embodiments, the gameplay participation level sim 
ply comprises a set of points or credits based on an aggregate 
of the first gameplay participation level, the second game 
play participation level, and the third gameplay participation 
level. However, the gameplay participation engine 426 may 
also calculate the gameplay participation level in other 
ways. 
The gameplay management engine 428 may include hard 

ware and/or software to manage interactive, Social, and 
location-based gameplay. The gameplay management 
engine 428, in operation, may manage aspects of gameplay 
by interfacing between the gameplay participation engine 
426 and a datastore. For instance, the gameplay management 
engine 428 may maintain interactive, social, and location 



US 9,516,460 B2 
35 

based gaming elements. In various embodiments, the game 
play management engine 428 may utilize gaming graphics 
engines. The gameplay management engine 428 may also 
manage gameplay participation levels, points, credits, and 
other items existing in the gameplay, Such as where, when, 
and whether a user has checked in as well as the user's check 
in history. The gameplay management engine 428 may 
further Support location-based attributes of gameplay and 
Social components (such as friendship circles and connec 
tions) of gameplay. In some embodiments, the gameplay 
management engine 428 may support monetary aspects of 
gameplay, including connections between partners and the 
user, as well as the user's financial information. The game 
play management engine 428 may therefore manage the 
ecosystem of a user's gameplay experiences. 
The item sponsorship management engine 430 may 

include hardware and/or software to connect a sponsored 
item to user-generated information. For instance, the item 
sponsorship management engine 430, in operation may 
provide a sponsored item to the traveler value engine 432. A 
sponsored item is an item in gameplay that is connected to 
a sponsor Such as a government agency or a business. The 
sponsored item may include, for instance, an advertisement 
from a business partner or a government entity. The spon 
sored item may also include an airport concession for food, 
drinks, or services (e.g., a one-day gym membership or a 
massage) at an airport. The sponsored item may further 
include government sponsored safety information or pri 
vately sponsored safety information that provides a warning 
or safety information within the gameplay. In various 
embodiments, the sponsored item may include a travel perk 
that makes it easier to travel. 

The traveler-value engine 432 may include hardware 
and/or software to provide a user a travel-directed value 
associated with the gameplay participation level of the user. 
In some embodiments, the traveler value engine 432, in 
operation, may provide a travel-directed value associated 
with the gameplay participation level of the user. A travel 
directed value is something that has a worth in the real world 
or in gameplay, and is related to a user's experience passing 
through the security checkpoint or his or her Subsequent 
travel. In various embodiments, the travel-directed value 
may include any of a crowdsourced wait time, a crowd 
Sourced security checkpoint condition, a gameplay partici 
pation status, a gameplay participation item, a sponsor 
related value, a partnership-related value, and a sponsored 
event. The traveler value engine 432 could base some or all 
of the travel-directed value on the sponsored item from the 
item sponsorship management engine 430. In various 
embodiments, the traveler value engine 432 may connect to 
a communication engine, the gameplay participation engine 
426, and the item sponsorship management engine 430. 

In various embodiments, the traveler-value engine 432 
may also provide rewards or travel related information to the 
user. Rewards may include hotel offers, car rental offer, taxi 
information, limousine services, restaurant information, or 
the like. If a user is identified as a periodic traveler, specific 
offers of goods and/or service may be made to the user 
through the mobile application, email, text, browser adver 
tisements, mailings, or the like. If a user is identified as a 
frequent business or first class traveler, different offers for 
premium goods and services may be offered to the user. For 
example, offers for four or five star hotels, premium ser 
vices, airport lounges, club memberships and the like may 
be offered to premium travelers. The higher quality offerings 
may act as an encouragement for users to travel more often 
and/or use the mobile application. In some embodiments, a 
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user may obtain higher and more valuable offers and infor 
mation for interacting with the application and/or obtaining 
a high gameplay participation value. 
The traveler-value engine 432 may also provide travel 

related information to the user. In some embodiments, the 
user may utilize the application to receive specific informa 
tion regarding an airport (e.g., view maps, identify restau 
rants, or find family-oriented restrooms) or a destination. For 
example, the traveler-value engine 432 may include a list of 
quality hotels, potentially rated by other travelers using the 
mobile application, as well as prices, vacancies, quality, and 
safety. The traveler-value engine 432 may provide informa 
tion regarding a general destination, Such as frequently 
asked questions, safe areas, unsafe areas, customs, currency, 
language, accepted power converters, or the like. Further, 
the traveler-value engine 432 may provide a list of com 
monly forgotten items so that the user does not forget 
important necessities and, if such things are forgotten, the 
traveler-value engine 432 may provide the user with loca 
tions proximate to the user to obtain replacements clothes, 
toiletries, chargers, or the like. 
The discussion has focused on the structures and opera 

tion of the security checkpoint server engine 304, as shown 
in FIGS. 3, 4A, and 4.B. The discussion proceeds to embodi 
ments of a related client (introduced as the mobile security 
checkpoint client engine 306 in FIG. 3), shown in FIG. 5. 

FIG. 5 depicts an exemplary security checkpoint client 
engine 306 according to some embodiments. The security 
checkpoint client engine 306 may comprise a communica 
tion engine 502, a geography-based transmitter 504, a user 
location client engine 506, a checkpoint selection engine 
508, a user interface engine 510, a user interface display 
512, a gameplay client engine 514, a crowdsourced client 
engine 516, a datastore 518, and a timer 520. 
The communication engine 502 may connect to the user 

location client engine 506, which in turn may connect to the 
geography-based transmitter 504. The communication 
engine 502 also may connect to the checkpoint selection 
engine 508, which may connect to the user interface engine 
510, which in turn may connect to the user interface display 
512. The communication engine 502 further may connect to 
the gameplay display engine 514, which may connect to the 
user interface engine 510. Moreover, the communication 
engine 502 may connect to the crowdsourced client engine 
516, which may connect to the user interface engine 510. 
The datastore 518 may connect to the geography-based 
transmitter 504, the user location client engine 506, the 
checkpoint selection engine 508, gameplay client engine 
514, and the crowdsourced client engine 516. In this 
example, the timer 520 may connect to the user interface 
engine 510. 

In some embodiments, communication engine 502 may 
comprise hardware and/or Software to facilitate communi 
cation between a network and the components inside the 
security checkpoint client engine 306. Thus, in some 
embodiments, the communication engine 502 may interface 
between a network and one or more of the user location 
client engine 506, the checkpoint selection engine 508, the 
gameplay client engine 514, and the crowdsourced client 
engine 516. 

In various embodiments, the communication engine 502, 
in operation, may interface between a network and each of 
the user location client engine 506, the checkpoint selection 
engine 508, and the gameplay display engine 514. For 
instance, the communication engine 502 may encode data 
from the engines in the security checkpoint client engine 306 
into a format suitable for a security checkpoint server engine 
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to process. The communication engine 502 may send data 
packets over the network. The data packets may include a 
source identifier such as an Internet Protocol (IP) address or 
a media access control (MAC) address of a mobile device 
containing the security checkpoint client engine 306. The 
data packets may include location-based information. In 
various embodiments, the location-based information may 
take the form of a GPS location taken from the geography 
based transmitter 504. The location-based information may 
also take the form of a point on a map of a specific airport, 
terminal, or secure screening environment. The location 
based information may also include a distance (such as a 
radial distance) from a secure Screening environment. 
The communication engine 502 may also decode data 

from a security checkpoint server engine. The received data 
may have a destination identifier, such as the IP address or 
the MAC address of the mobile device containing the 
security checkpoint client engine 306. Those skilled in the 
art will appreciate that the communication engine 502 may 
employ other device identifiers as well. 

In some embodiments, the geography-based transmitter 
504 may include hardware and/or software to obtain a user 
location based on a connection to a navigational system, 
Such as a satellite navigational system. The geography-based 
transmitter 504, in operation, may include a module that 
provides the user's location. In some embodiments, the 
geography-based transmitter 504 may include a GPS device 
that provides locational information based on a satellite 
navigation system. The geography-based transmitter 504 
may provide the user's location in the form of a point on a 
map, a point inside a terminal, or in the form of a distance 
(such as a radial distance) from a secure screening environ 
ment. In various embodiments, the geography-based trans 
mitter 504 may store one or more user locations in the 
datastore 518. For instance, the geography-based transmitter 
504 may store in the datastore 518 an historical list of user 
locations. 

In some embodiments, the user location client engine 506 
may include hardware and/or software to monitor the geog 
raphy-based transmitter 504 and provide an indicator when 
a user enters a given distance of a security checkpoint. In 
various embodiments, the user location client engine 506, in 
operation, may provide an initial location when a user enters 
a given distance of a security checkpoint. In some embodi 
ments, the user location client engine 506 may monitor the 
geography-based transmitter 504 for an indication that the 
user has entered the given distance of the security check 
point. In various embodiments, the user location client 
engine 506 may continuously or periodically monitor a state 
of the geography-based transmitter 504. The user location 
client engine 506 may also provide the geography-based 
transmitter 504 with periodic requests for the user location. 
In some embodiments, the geography-based transmitter 504 
periodically pushes the user's location out to the user 
location client engine 506. In various embodiments, the user 
location client engine 506 queries the datastore 518 for the 
most recently stored user location. The queries may be 
periodic or at predefined intervals. In some embodiments, 
the user location client engine 506 pushes the location of the 
geography-based transmitter 504 to the communication 
engine 502 periodically or at predefined intervals. The initial 
location data may comprise a location on a map or a point 
in a security terminal or a radial distance away from a point 
in a secure Screening area. 

In various embodiments, the user location client engine 
506 may send the initial location to the communication 
engine 502. The communication engine 502 may encode the 
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users initial location into data packets for processing by a 
security checkpoint server engine. The communication 
engine 502 may also send the initial location to the security 
checkpoint server engine. In various embodiments, the Secu 
rity checkpoint server engine compares the initial location to 
determine whether the user is within a given distance of the 
security checkpoint. The communication engine 502 may 
receive from the security checkpoint server engine an affir 
mation that the user is within the given distance of the 
security checkpoint. The affirmation may take the form of 
tokens, one or more bits, or a number corresponding to the 
distance that the user is away from the security checkpoint. 
The checkpoint selection engine 508 may then receive the 
affirmation that the user is within the given distance of the 
security checkpoint from the communication engine 502. In 
various embodiments, the affirmation simply comprises a 
security checkpoint identifier of a security checkpoint. In 
Some embodiments, the checkpoint identifier comprises a 
character string corresponding to a name or a location of the 
security checkpoint. The checkpoint identifier could also 
provide the terminal associated with the security checkpoint. 
In various embodiments, the checkpoint identifier is consis 
tent with the way a secure facility or security personnel 
identify the airport. For instance, the checkpoint identifica 
tion engine 406 could use the TSA security checkpoint name 
as the checkpoint identifier. 

In some embodiments, the checkpoint selection engine 
508 may include hardware and/or software to allow a user to 
select a security checkpoint and “check in' to the security 
checkpoint. Thus, the checkpoint selection engine 508, in 
operation, may receive the checkpoint identifier of the 
security checkpoint when the user is at the initial location. 
A request to select the security checkpoint may accompany 
the checkpoint identifier. The request to select the security 
checkpoint may comprise a request for the user to accept that 
he or she is within the given distance of the security 
checkpoint or within the given distance of a point in a secure 
screening environment. In various embodiments, the check 
point selection engine 508 may transmit the selection 
request to the user interface engine 510. 
The user interface engine 510, in operation, formats the 

selection request into a GUI format for display on the user 
interface display 512. The selection request may be part of 
a visual “check-in” process associated with interactive 
gameplay elements of the mobile application. The user 
interface engine 510 may include hardware and/or software 
to provide data to the user interface display 512 for a user to 
view. The user interface engine 510 may also include 
hardware and/or software to process user input into the user 
interface display engine 512 and to process information 
from the timer 520. 

In some embodiments, the user interface engine 510 may 
provide user-generated information comprising a timed pas 
sage through the security checkpoint. For instance, when the 
checkpoint selection engine 508 has received the selection 
of the checkpoint identifier, the checkpoint selection engine 
508 may activate the timer 520. Once the user has passed 
through the security checkpoint, the user interface engine 
520 may terminate the time 520. The timed passage may 
therefore form a part of the user-generated information. 

In some embodiments, the user interface engine 510 may 
be configured to provide to the user interface display 512 a 
travel-directed value associated with the gameplay partici 
pation level. As discussed herein, travel-directed value is 
Something that has a worth in the real world or in gameplay, 
and is related to a user's experience passing through the 
security checkpoint or his or her subsequent travel. For 
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example, the travel-directed value may include a crowd 
Sourced wait time, a crowdsourced security checkpoint 
condition, a gameplay participation status, a gameplay par 
ticipation item, a sponsor-related value, a partnership-related 
value, and/or a sponsored event. 
The user interface display 512 may contain hardware 

and/or Software to display information to a user. In some 
embodiments, the user interface engine 512, in operation, 
may display the selection request to the user. In these 
embodiments, user interface engine 512, and the user inter 
face engine 510 in turn, may accept a selection of the 
checkpoint identifier from the user. Thus, the user interface 
display 512 may provide the selection of the checkpoint 
identifier to the user interface engine 510. 

In various embodiments, the user interface display 512 
may allow the user to provide user-generated information 
about the security checkpoint. For instance, the user inter 
face engine 510 may be configured to accept user-generated 
information in one or more formats. For instance, the user 
interface engine 510 may accept user-generated information 
comprising general information about the security check 
point (e.g., a text string about the general information of the 
security checkpoint). The user-generated information may 
also comprise specific conditions relevant to a given trav 
eler, group of travelers, a business seeking to monetize a 
specific secure Screening environment, security agency 
seeking to regulate a specific secure screening environment, 
or other person or entity. For example, the user-generated 
information may comprise an anticipated wait time, or on 
other conditions of the secure screening environment, Such 
as: the speed of the line, the nature of the travelers in the line, 
the environmental conditions of the secure screening envi 
ronment, how security personnel are administering the 
secure Screening environment, specific security Screening 
devices in the secure Screening environment and other 
information. 

In some embodiments, the gameplay client engine 514 
may include hardware and/or software to present aspects of 
interactive, Social, and location-based gameplay to the user 
interface engine 510 for display. The gameplay display 
engine 514, in operation, may provide a gameplay partici 
pation level of the user based on the selection of the 
checkpoint identifier and an attribute of the user-generated 
information. A gameplay participation value is a measure of 
gameplay points given for a user's extent of participation in 
the gameplay. In various embodiments, the gameplay par 
ticipation level simply comprises a set of points or credits 
based on an aggregate of a first gameplay participation level 
provided for checking in, a second gameplay participation 
level provided for giving user-generated information about 
the security checkpoint, and a third gameplay participation 
level based on a quality of the user-generated information 
about the security checkpoint. The gameplay participation 
value may also be calculated in other ways. 

In various embodiments, the crowdsourced client engine 
516 may include hardware and/or software to present crowd 
sourced condition data to the user interface engine 510 for 
display. For example, the crowdsourced condition data may 
include a crowdsourced wait time, environmental condition, 
or administrative condition related to the security check 
point. The crowdsourcing content engine 516 may provide 
the crowdsourced condition data to the user interface engine 
510, which in turn, may configure the user interface display 
512 to display the crowdsourced condition data. 

In some embodiments, the datastore 518 may include 
hardware and/or software to locally store information relat 
ing to a list of security checkpoints (e.g., the locations of 
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40 
security checkpoints, information relating to the area proxi 
mate to the security checkpoints, information about the 
conditions of the security checkpoints) in a given region or 
nationally. The datastore 518 may also locally store travel 
objects associated with users passing through the security 
checkpoints, and gameplay data. The datastore 518, in 
operation, may locally store information relating to a list of 
security checkpoints in a given region or nationally, such as 
the locations of security checkpoints in a given region, 
information relating to the area proximate to the security 
checkpoints in the given region, information about the 
conditions of the security checkpoints in the given region, 
travel objects associated with users passing through the 
security checkpoints, and gameplay data. 

In some embodiments, the datastore 518 may locally store 
crowdsourced condition data associated with one or more 
security checkpoints. Crowdsourced data is data gathered 
from a plurality of observations about a given event, loca 
tion, or occurrence. When aggregated over time, a relatively 
large number of people are likely to pass through the secure 
screening environment. Many of them are laypeople, with 
no connection to airport security or airport employment. 
Though individuals in the group may provide inaccurate 
accounts of security checkpoint conditions, the larger group, 
due to its lay-nature, has little motivation to inaccurately 
state the conditions of the secure screening environment. As 
the size of the group increases, the group's statistical outliers 
are likely to have lesser effect on the group's conclusions, 
and the group's observations are likely to converge toward 
a true account of the conditions of the Secure Screening 
environment. 

In various embodiments, crowdsourced condition data is 
data relating to the conditions of the secure Screening 
environment, where the data is obtained from a plurality of 
observations. The crowdsourced condition data may 
include, for instance, crowdsourced data relating to wait 
times, the speed of a line passing through a secure screening 
environment, the nature of the travelers in the line, the 
environmental conditions of the secure screening environ 
ment, how security personnel are administering the Secure 
screening environment, specific security Screening devices 
in the secure Screening environment and other information. 
The condition crowdsourcing engine 414 therefore incorpo 
rates the astute observations of a crowd of lay observers 
passing through a given secure screening environment. 

In various embodiments, the datastore 518 may index 
items of crowdsourced condition data by specific security 
checkpoint and by conditions. For example, the datastore 
518 may maintain a category of crowdsourced wait times at 
a specific terminal of LAX. The crowdsourced condition 
data may also have a temporal component. Such as the 
crowdsourced wait times at a specific security checkpoint at 
7 a.m. on a Monday morning. The datastore 518 may index 
the crowdsourced data condition data in other ways as well. 

In some embodiments, the timer 520 may include hard 
ware and/or software to measure an interval of time. For 
instance, the timer 520 may contain a clock or link to a 
system clock of a digital device. 

FIG. 6 depicts an exemplary method 600 for providing 
crowdsourced security checkpoint condition data according 
to some embodiments. The structures in the security check 
point server engine 400 (in FIG. 4A) depict examples of 
structures that may support the steps of the method 600 as 
follows. In some embodiments, the method 600 may com 
prise step 602, determining an initial location when a user 
enters a given distance of a security checkpoint. In the 
security checkpoint server engine 400, the user location 
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engine 404 may determine an initial location when a user 
enters a given distance of a security checkpoint. 

In various embodiments, one or more security checkpoint 
server engines 400 may determine the location of numerous 
users at and around one or more security checkpoints. 5 
General congestion information may be shared with security 
checkpoint agents as well as other users. Security check 
point agents may, for example, use the information to 
request for additional agents at the congested security check 
point. In some embodiments, the information may be shared 10 
with security checkpoint agents as well as other users to 
identify available security checkpoints that are underuti 
lized. For example, security checkpoint agents may encour 
age travelers to go to a separate underutilized security 
checkpoint. 15 

In step 604 a checkpoint identifier of the security check 
point is provided when the user is at the initial location. In 
the security checkpoint server engine 400, the checkpoint 
identification engine 406 may provide a checkpoint identi 
fier of the security checkpoint when the user is at the initial 20 
location. 

In some embodiments, when any number of users are 
identified, security personnel at a security checkpoint may 
utilize the information to allocate resources. For example, 
user identification and/or other information may be anony- 25 
mized before providing information to security personnel. 
Security personnel may identify a high number of families, 
students, and/or business travelers at any given time. Infor 
mation regarding the type of users that pass through the 
checkpoint may be used to predict future travel patterns, add 30 
or subtract personnel, add additional metal detection devices 
(e.g., if there are a high number of pregnant women who 
pass through the checkpoint), or the like. In another 
example, security personnel at security checkpoints may 
learn from the information collected by the security check- 35 
point server engine 304 that a large number of travelers at a 
particular checkpoint may be infrequent travelers and may 
require additional instruction regarding acceptable travel 
carry-ons, passing through the security checkpoint effi 
ciently, and/or acceptance of behavior in the security check- 40 
point, at an airline gate, or on a plane. 

In step 606, a selection of the checkpoint identifier is 
received. In the security checkpoint server engine 400, the 
presence notification engine 410 may receive a selection of 
the checkpoint identifier. The checkpoint identifier may be 45 
received from the user, the mobile application, or any other 
Source confirming the user's presence. 

In step 608, user-generated information about the security 
checkpoint is received. In the security checkpoint server 
engine 400, the checkpoint information engine 412 may 50 
receive user-generated information about the security check 
point. The user information may include, for example, 
length of lines, speed of lines, number of children present, 
quality of the checkpoint, professionalism of the TSA 
agents, type of Screening being performed or the like. 55 

In various embodiments, the user's location, rate of speed 
through the security checkpoint, and general security check 
point congestion may be automatically determined. For 
example, the security checkpoint server engine 304 may 
determine the position of a user automatically as well as 60 
determine the rate at which the user passes through the 
checkpoint. The security checkpoint server engine 304 may 
extrapolate the length of line, security checkpoint conges 
tion, and the like based on any number of travelers. 

In step 610, the user-generated information may be inte- 65 
grated into crowdsourced condition data associated with the 
security checkpoint. In the security checkpoint server engine 
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400, the condition crowdsourcing engine 414 may integrate 
the user-generated information into crowdsourced condition 
data associated with the security checkpoint. Any statistical 
or mathematical model or method may collect, normalize, 
weigh, accumulate and/or normalize the information to 
obtain a model or likely expected condition of the check 
point. 

In one example, past conditions at a security checkpoint 
at times of important events, holidays, and the like may be 
used to extrapolate likely conditions in the future. This 
information may be used by travelers to prepare for travel 
ling and encourage the travelers to allow for extra time or 
plan on passing through an underutilized security check 
point. Personnel at security checkpoints may utilize the 
likely conditions to plan on extra personnel, prepare extra 
signs instructing the travelers on safety and procedures, 
open additional lines, and/or encourage utilization of other 
security checkpoints. 

In various embodiments, the system may be configured to 
provide messages to travelers based on expected future 
conditions. For example, the system may provide email 
and/or text messages to warn of airport security checkpoint 
congestion. Security checkpoint personnel may also direct 
messages to a user based on information from the system 
(e.g., encouraging the users to be prepared to take offshoes, 
prepare personal electronics for Scanning, identify the size 
and/or weight requirements of taking liquids onboard, dis 
play special instructions regarding infants and/or pregnant 
women, families, and the like). 

In step 612, the crowdsourced condition data is provided 
to another user. In the security checkpoint server engine 400, 
the interuser connection engine 416 may provide the crowd 
Sourced condition data to another user through, for example, 
the other user's mobile application. In some embodiments, 
this information may be pushed to the user as they approach 
the checkpoint (e.g., the other user receives a text or email 
regarding the checkpoint). Alternately, this information, may 
be available upon request (e.g., through interacting with the 
mobile application) by the other user. 

FIG. 7 depicts an exemplary method 700 for providing 
crowdsourced security checkpoint condition data according 
to some embodiments. The structures in the security check 
point server engine 400 (in FIGS. 4A and 4B) depict 
examples of structures that may support the steps of the 
method 700 as follows. In step 702, a selection of the 
checkpoint identifier is received. In the security checkpoint 
server engine 400, the presence notification engine 410 may 
receive a selection of the checkpoint identifier. 

In step 704, the user-generated information about the 
security checkpoint is received. In the security checkpoint 
server engine 400, the checkpoint information engine 412 
may receive user-generated information about the security 
checkpoint. 

In step 706, the user-generated information is integrated 
into crowdsourced condition data associated with the Secu 
rity checkpoint. In the security checkpoint server engine 
400, the condition crowdsourcing engine 414 may integrate 
the user-generated information into crowdsourced condition 
data associated with the security checkpoint. 

In step 708, the crowdsourced condition data is provided 
to another user. In the security checkpoint server engine 400, 
the interuser connection engine 416 may provide the crowd 
Sourced condition data to another user. 

In step 710, a first gameplay participation value based on 
the selection of the checkpoint identifier is provided. In the 
security checkpoint server engine 400, the gameplay man 
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agement engine 426 may provide a first gameplay partici 
pation value based on the selection of the checkpoint iden 
tifier. 

In step 712, a second gameplay participation value based 
on an attribute of the user-generated information is provided. 5 
In the security checkpoint server engine 400, the gameplay 
management engine 426 may provide a second gameplay 
participation value based on an attribute of the user-gener 
ated information. 

In step 714, a gameplay participation value of the user 10 
based on the first gameplay participation value and the 
second gameplay participation value is calculated. 

In step 716, a quality rating of the user-generated infor 
mation is provided. In the security checkpoint server engine 
400, the user information rating engine 422 may provide a 15 
quality rating of the user-generated information. 

In step 718, a third-gameplay participation value based on 
the quality rating is provided. In the security checkpoint 
server engine 400, the gameplay management engine 426 
may provide a third-gameplay participation value based on 20 
the quality rating. 

In step 720, a travel-directed value associated with the 
gameplay participation level of the user is provided. In the 
security checkpoint server engine 400, the traveler value 
engine 432 may provide a travel-directed value associated 25 
with the gameplay participation level of the user. 

The process of receiving information about the security 
checkpoint as well as the user may better identify travelers 
and traveler habits. As a result, users may qualify for special 
offers and options based on their status. Third-party venders 30 
may receive information regarding important, respected, 
frequent travelers. Further, the type and concentration of 
travelers at different security checkpoints may assist a 
third-party to prepare direct messaging (e.g., advertising) to 
proximate potential customers as well as target customers. 35 

FIG. 8 depicts an exemplary method 800 for providing 
crowdsourced security checkpoint condition data according 
to Some embodiments. The structures in the security check 
point server engine 400 (in FIG. 4A) depict examples of 
structures that may support the steps of the method 800 as 40 
follows. In various embodiments, in step 802, a selection of 
the checkpoint identifier is received. In the security check 
point server engine 400, the presence notification engine 410 
may receive a selection of the checkpoint identifier. 

In step 804, receiving user-generated information about 45 
the security checkpoint. In the security checkpoint server 
engine 400, the checkpoint information engine 412 may 
receive user-generated information about the security check 
point. 

In step 806, the user-generated information is integrated 50 
into crowdsourced condition data associated with the Secu 
rity checkpoint. In the security checkpoint server engine 
400, the condition crowdsourcing engine 414 may integrate 
the user-generated information into crowdsourced condition 
data associated with the security checkpoint. 55 

In step 808, the crowdsourced condition data is provided 
to another user. In the security checkpoint server engine 400, 
the interuser connection engine 416 may provide the crowd 
Sourced condition data to another user. 

In step 810, an identifier of a travel object associated with 60 
the user is received. In the security checkpoint server engine 
400, the travel object tracking engine 418 may receive an 
identifier of a travel object associated with the user. 

In step 812, an object location of the travel object is 
maintained. In the security checkpoint server engine 400, the 65 
travel object tracking engine 418 may maintain an object 
location of the travel object. 

44 
FIG. 9 depicts an exemplary method 900 for providing 

crowdsourced security checkpoint condition data according 
to some embodiments. The structures in the security check 
point server engine 400 (in FIG. 4A) depict examples of 
structures that may support the steps of the method 900 as 
follows. In step 902, a selection of the checkpoint identifier 
is received. In the security checkpoint server engine 400, the 
presence notification engine 410 may receive a selection of 
the checkpoint identifier. 

In step 904, user-generated information about the security 
checkpoint is received. In the security checkpoint server 
engine 400, the checkpoint information engine 412 may 
receive user-generated information about the security check 
point. 

In step 906, the user-generated information is integrated 
into crowdsourced condition data associated with the Secu 
rity checkpoint. In the security checkpoint server engine 
400, the condition crowdsourcing engine 414 may integrate 
the user-generated information into crowdsourced condition 
data associated with the security checkpoint. 

In step 908, the crowdsourced condition data is provided 
to another user. In the security checkpoint server engine 400, 
the interuser connection engine 416 may provide the crowd 
Sourced condition data to another user. 

In step 910, a travel-related attribute is provided, based on 
an attribute of the user-generated information, of the other 
user. In the security checkpoint server engine 400, the 
interuser engine 416 may provide, based on an attribute of 
the user-generated information, a travel-related attribute of 
the other user. 

FIG. 10 depicts an exemplary method 1000 for obtaining 
crowdsourced security checkpoint condition data according 
to some embodiments. The structures in the security check 
point client engine 306 (in FIG. 5) depict examples of 
structures that may support the steps of the method 1000 as 
follows. In step 1002, an initial location when a user enters 
a given distance of a security checkpoint is provided. In the 
security checkpoint client engine 306, the user location 
client engine 506 may provide an initial location when a user 
enters a given distance of a security checkpoint. 

In step 1004, a checkpoint identifier of the security 
checkpoint when the user is at the initial location is received. 
In the security checkpoint client engine 306, the security 
checkpoint selection engine 508 may receive a checkpoint 
identifier of the security checkpoint when the user is at the 
initial location. 

In step 1006, a selection of the checkpoint identifier is 
accepted. In the security checkpoint selection client engine 
500, the user interface engine 510 may accept a selection of 
the checkpoint identifier. 

In step 1008, user-generated information about the secu 
rity checkpoint is accepted. In the security checkpoint selec 
tion client engine 500, the user interface engine 510 may 
accept user-generated information about the security check 
point. The method 1000 may comprise step 1010, a game 
play participation level of the user based on the selection of 
the checkpoint identifier and an attribute of the user-gener 
ated information is provided. In the security checkpoint 
client engine 306, the gameplay client engine 514 may 
provide a gameplay participation level of the user based on 
the selection of the checkpoint identifier and an attribute of 
the user-generated information. 

In step 1012 a travel-directed value associated with the 
gameplay participation level is provided. In the security 
checkpoint client engine 306, the user interface engine 510 



US 9,516,460 B2 
45 

may provide to the user interface display 512 providing a 
travel-directed value associated with the gameplay partici 
pation level. 

In step 1014, the user with crowdsourced condition data 
of the security checkpoint is provided. In the security 
checkpoint client engine 306, the crowdsourced client 
engine 516 may provide the user with crowdsourced con 
dition data of the security checkpoint. 

FIG. 11 depicts an exemplary digital device 1100 accord 
ing to some embodiments. The digital device 1100 com 
prises a processor 1102, a memory system 1104, a storage 
system 1106, a communication network interface 1108, an 
I/O interface 1110, and a display interface 1112 communi 
catively coupled to a bus 1114. The processor 1102 may be 
configured to execute executable instructions (e.g., pro 
grams). In some embodiments, the processor 1102 com 
prises circuitry or any processor capable of processing the 
executable instructions. 
The memory system 1104 is any memory configured to 

store data. Some examples of the memory system 1104 are 
storage devices, such as RAM or ROM. The memory system 
1104 may comprise the RAM cache. In various embodi 
ments, data is stored within the memory system 1104. The 
data within the memory system 1104 may be cleared or 
ultimately transferred to the storage system 1106. 

The storage system 1106 is any storage configured to 
retrieve and store data. Some examples of the storage system 
1106 are flash drives, hard drives, optical drives, and/or 
magnetic tape. In some embodiments, the digital device 
1100 includes a memory system 1104 in the form of RAM 
and a storage system 1106 in the form of flash data. Both the 
memory system 1104 and the storage system 1106 comprise 
computer readable media which may store instructions or 
programs that are executable by a computer processor 
including the processor 1102. 
The communication network interface (com. network 

interface) 1108 may be coupled to a data network (e.g., data 
network 1104 or 1114) via the link 1116. The communication 
network interface 1108 may support communication over an 
Ethernet connection, a serial connection, a parallel connec 
tion, or an ATA connection, for example. The communica 
tion network interface 1108 may also support wireless 
communication (e.g., 802.11a/b/g/n, WiMAX). It will be 
apparent to those skilled in the art that the communication 
network interface 1108 may support many wired and wire 
less standards. 
The optional input/output (I/O) interface 1110 may be any 

device that receives input from the user and output data. The 
optional display interface 1112 may be any device that may 
be configured to output graphics and data to a display. In one 
example, the display interface 1112 may be a graphics 
adapter. 

It will be appreciated by those skilled in the art that the 
hardware elements of the digital device 1100 are not limited 
to those depicted in FIG. 11. A digital device 1100 may 
comprise more or less hardware elements than those 
depicted. Further, hardware elements may share functional 
ity and still be within various embodiments described 
herein. In one example, encoding and/or decoding may be 
performed by the processor 1102 and/or a co-processor 
located on a GPU. 
The above-described functions and components may be 

comprised of instructions that are stored on a storage 
medium Such as a computer readable medium. The instruc 
tions may be retrieved and executed by a processor. Some 
examples of instructions are software, program code, and 
firmware. Some examples of storage medium are memory 
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devices, tape, disks, integrated circuits, and servers. The 
instructions are operational when executed by the processor 
to direct the processor to operate in accord with some 
embodiments. Those skilled in the art are familiar with 
instructions, processor(s), and storage medium. 
We claim: 
1. A system, comprising: 
a user location engine configured to identify an initial 

location of a first digital device associated with a first 
user, the initial location corresponding to an entry point 
of a queue leading to a scanner in a security checkpoint 
in a secure screening environment of a secure facility; 

a checkpoint identification engine configured to provide, 
in response to the user location engine identifying the 
initial location of the first digital device, a checkpoint 
identifier to a first mobile application providing a first 
user interface in a first web browser or a first container 
application executing on the first digital device, the 
checkpoint identifier identifying the security check 
point, and the checkpoint identifier being from a list of 
checkpoint identifiers associated with the secure facil 
ity, the checkpoint identifier being provided from a 
comparison of the initial location of the first user to a 
list of checkpoint locations on a digital airport map: 

a presence notification engine configured to receive a 
selection of the checkpoint identifier, the selection 
being based on user-input by the first user into the first 
mobile application, and the selection indicating the first 
user confirmed that the first user is at the initial loca 
tion; 

a checkpoint information engine configured to receive 
user-generated information regarding the security 
checkpoint, the user-generated information being gen 
erated by first user input by the first user into the first 
mobile application, the user-generated information pro 
viding a description of an attribute of the secure screen 
ing environment; 

a condition crowdsourcing engine configured to integrate 
the user-generated information into crowdsourced con 
dition data associated with the security checkpoint, the 
crowdsourced condition data providing a crowdsourced 
measure of a wait time for passengers to pass through 
the queue to the scanner in the security checkpoint, and 
the crowdsourced condition data being based on second 
user input by a second user who previously passed 
through the queue to the Scanner in the security check 
point, the second user input being received by a second 
mobile application providing a second user interface in 
a second web browser or a second container application 
executing on a second digital device associated with the 
second user, 

an interuser connection engine configured to provide the 
crowdsourced condition data to a third mobile appli 
cation executing on a third digital device associated 
with a third user, thereby providing to the third mobile 
application a crowdsourced wait time corresponding to 
a wait time for passing through the queue to the Scanner 
in the security checkpoint; 

a user information rating engine configured to provide to 
the third mobile application a quality rating of the 
user-generated information; and 

a security checkpoint gameplay engine configured to: 
assign a check-in state in the first mobile application 

corresponding to the first user selecting the check 
point identifier; 

assign the first user points in response to assigning the 
check-in state, and 
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provide profile information enabling offering some of 
the profile information to an airport or a security 
agency. 

2. The system of claim 1, wherein the user input com 
prises an estimate of a wait time for the user to pass through 
the security checkpoint. 

3. The system of claim 1, wherein the user input com 
prises a timed passage through the security checkpoint. 

4. The system of claim 1, wherein the description of the 
attribute of the secure Screening environment comprises a 
user-generated description of one or more of a physical 
condition of the security checkpoint, a quality of security 
service of the security checkpoint, a security concern, a 
specific security device, and information about another 
passenger passing through the security checkpoint. 

5. The system of claim 1, wherein the description of the 
attribute of the secure Screening environment comprises a 
selection of a description of one or more of a physical 
condition of the security checkpoint, a quality of security 
service of the security checkpoint, a security concern, and 
information about another passenger passing through the 
security checkpoint. 

6. The system of claim 5, further comprising a geography 
based transmitter coupled to the user location engine, the 
geography-based transmitter being configured to receive 
global positioning system (GPS) coordinates corresponding 
to a position of the system, and to provide the GPS coor 
dinates of the system to the user location engine. 

7. The system of claim 1, wherein the user location engine 
identifies the initial location using a geography-based trans 
mitter on the first mobile device. 

8. The system of claim 1, wherein the user location engine 
determines the initial location based on a substantial 
decrease in a velocity of the first user. 

9. The system of claim 1, wherein the list of checkpoint 
identifiers is gathered from a security agency or a govern 
ment agency. 

10. The system of claim 1, wherein the condition crowd 
Sourcing engine adapts the crowdsourced condition data 
based on the quality rating of the user-generated informa 
tion. 

11. The system of claim 1, further comprising an infor 
mation partnership management engine that, in operation, 
associates the user-generated information with an informa 
tion partner, the information partner providing information 
that links the third user to one or more of the first user and 
the second user. 

12. The system of claim 1, wherein the secure facility 
comprises an airport. 

13. The system of claim 1, wherein the user-generated 
information further comprises a timed passage through the 
security checkpoint. 

14. A method, comprising: 
identifying an initial location of a first digital device 

associated with a first user, the initial location corre 
sponding to an entry point of a queue leading to a 
Scanner in a security checkpoint in a secure screening 
environment of a secure facility; 

providing, in response to identifying the initial location of 
the first digital device, a checkpoint identifier to a first 
mobile application providing a first user interface in a 
first web browser or a first container application execut 
ing on the first digital device, the checkpoint identifier 
identifying the security checkpoint, and the checkpoint 
identifier being from a list of checkpoint identifiers 
associated with the secure facility, the checkpoint iden 
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tifier being provided from a comparison of the initial 
location of the first user to a list of checkpoint locations 
on a digital airport map: 

receiving a selection of the checkpoint identifier, the 
Selection being based on user-input by the first user into 
the first mobile application, and the selection indicating 
the first user confirmed the first user is at the initial 
location; 

receiving user-generated information about the security 
checkpoint, the user-generated information being gen 
erated by user input by the first user into the first mobile 
application, the user-generated information providing a 
description of an attribute of the secure Screening 
environment; 

integrating the user-generated information into crowd 
Sourced condition data associated with the security 
checkpoint, the crowdsourced condition data providing 
a crowdsourced measure of a wait time for passengers 
to pass through the queue to the Scanner in the security 
checkpoint, and the crowdsourced condition data being 
based on second user input by a second user who 
passed through the queue to the scanner in the security 
checkpoint, the second user input being received by a 
second mobile application providing a second user 
interface in a second web browser or a second container 
application executing on a second digital device asso 
ciated with the second user; 

providing the crowdsourced condition data to a third 
mobile application executing on a third digital device 
associated with a third user, thereby providing to the 
third mobile application a crowdsourced wait time 
corresponding to a wait time for passing through the 
queue to the scanner in the security checkpoint; 

providing to the third mobile application a quality rating 
of the user-generated information; 

assigning a check-in state in the first mobile application 
corresponding to the first user selecting the checkpoint 
identifier; 

assigning the first user points in response to assigning the 
check-in state; and 

providing profile information enabling offering some of 
the profile information to an airport or a security 
agency. 

15. The method of claim 14, wherein the user input 
comprises an estimate of a wait time for the user to pass 
through the security checkpoint. 

16. The method of claim 14, wherein the user input 
comprises a timed passage through the security checkpoint. 

17. The method of claim 14, wherein the description of 
the attribute of the secure Screening environment comprises 
a user-generated description of one or more of a physical 
condition of the security checkpoint, a quality of security 
service of the security checkpoint, a security concern, a 
specific security device, and information about another 
passenger passing through the security checkpoint. 

18. The method of claim 14, wherein the description of 
the attribute of the secure Screening environment comprises 
a selection of a description of one or more of a physical 
condition of the security checkpoint, a quality of security 
service of the security checkpoint, a security concern, and 
information about another passenger passing through the 
security checkpoint. 

19. The method of claim 14, wherein determining the 
initial location of the user comprises determining a Substan 
tial decrease in velocity of the first user. 
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20. The method of claim 14, wherein providing the list of 
checkpoints comprises gathering the list of checkpoints from 
a security agency or a government agency. 

21. The method of claim 14, further comprising adapting 
the crowdsourced condition databased on the quality rating 
of the user-generated information. 

22. The method of claim 14, further comprising associ 
ating the user-generated information with an information 
partner, the information partner providing information that 
links the third user to one or more of the first user and the 
second user. 

23. A non-transitory computer-readable medium having 
embodied thereon a program, the program being executable 
by a processor for performing a method, the method com 
prising: 

identifying an initial location of a first digital device 
associated with a first user, the initial location corre 
sponding to an entry point of a queue leading to a 
Scanner in a security checkpoint in a secure screening 
environment of a secure facility; 

providing, in response to identifying the initial location of 
the first digital device, a checkpoint identifier to a first 
mobile application providing a first user interface in a 
first web browser or a first container application execut 
ing on the first digital device, the checkpoint identifier 
identifying the security checkpoint, and the checkpoint 
identifier being from a list of checkpoint identifiers 
associated with the secure facility, the checkpoint iden 
tifier being provided from a comparison of the initial 
location of the first user to a list of checkpoint locations 
on a digital airport map: 

receiving a selection of the checkpoint identifier, the 
selection being based on input by the first user into the 
first mobile application, and the selection indicating the 
first user confirmed the first user is at the initial 
location; 

receiving user-generated information about the security 
checkpoint, the user-generated information being gen 
erated by user input by the first user into the first mobile 
application, the user-generated information providing a 
description of an attribute of the secure screening 
environment; 

integrating the user-generated information into crowd 
Sourced condition data associated with the security 
checkpoint, the crowdsourced condition data providing 
a crowdsourced measure of a wait time for passengers 
to pass through the queue to the scanner in the security 
checkpoint, and the crowdsourced condition data being 
based on second user input by a second user who 
passed through the queue to the scanner in the security 
checkpoint, the second user input being received by a 
second mobile application providing a second user 
interface in a second web browser or a second container 
application executing on a second digital device asso 
ciated with the second user; 
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providing the crowdsourced condition data to a third 

mobile application executing on a third digital device 
associated with a third user, thereby providing to the 
third mobile application a crowdsourced wait time 
corresponding to a wait time for passing through the 
queue to the scanner in the security checkpoint; 

providing to the third mobile application a quality rating 
of the user-generated information; 

assigning a check-in state in the first mobile application 
corresponding to the first user selecting the checkpoint 
identifier; 

assigning the first user points in response to assigning the 
check-in state; and 

providing profile information enabling offering some of 
the profile information to an airport or a security 
agency. 

24. The system of claim 1, wherein the first digital device 
comprises one or more of a smartphone associated with the 
first user, and a wearable digital device associated with the 
first user. 

25. The method of claim 14, wherein the first digital 
device comprises one or more of a smartphone associated 
with the first user, and a wearable digital device associated 
with the first user. 

26. The system of claim 1, wherein the security check 
point is one of a plurality of security checkpoints in the 
secure facility. 

27. The system of claim 26, wherein each of the plurality 
of security checkpoints separate a first area of an airport 
from a second area of the airport by a scanner operated by 
one or more security screening personnel. 

28. The system of claim 26, wherein the checkpoint 
identifier is one of a plurality of checkpoint identifiers, each 
of the plurality of checkpoint identifiers identifying one of 
the plurality of security checkpoints. 

29. The system of claim 28, wherein the selection of the 
checkpoint identifier comprises a selection of one of the 
plurality of checkpoint identifiers, the one of the plurality of 
checkpoint identifiers identifying the security checkpoint. 

30. The method of claim 14, wherein the security check 
point is one of a plurality of security checkpoints in the 
secure facility. 

31. The method of claim 30, wherein each of the plurality 
of security checkpoints separate a first area of an airport 
from a second area of the airport by scanner operated by one 
or more security screening personnel. 

32. The method of claim 30, wherein the checkpoint 
identifier is one of a plurality of checkpoint identifiers, each 
of the plurality of checkpoint identifiers identifying one of 
the plurality of security checkpoints. 

33. The method of claim 32, wherein the selection of the 
checkpoint identifier comprises a selection of one of the 
plurality of checkpoint identifiers, the one of the plurality of 
checkpoint identifiers identifying the security checkpoint. 


