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service message. The holder inserts his SIM into a mobile handset, and (after authentication with the system) is permitted to interact
with the system to conduct rights transfer transactions. Since the transactions are in the form of simple text messages, the mobile
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Mobile Account Management

The invention relates to the management of secure transactions in a wireless
communications network. In particular, the invention relates to the secure

transfer of messages representing the exchange of title to monetary assets.

A large proportion of the world’s population is not served by conventional
banking facilities. There are limited facilities for transferring money between
‘enterprises’ (e.g. business to business) or between individuals (one location to
another). Consequently, cash must often physically change hands. This lack of
banking facilities affects small-scale business men and women in emerging

markets particularly strongly.

How such small-scale business people access funding, referred to as
s Cr Gt » s . : . :
microcredit” or “microfinance”, is seen as being central to stimulating economic

activity in emerging markets.

The availability of financial services (such as microcredit/microfinance) is
constrained by the infrastructure in place to deliver it, making existing systems

slow, costly and where cash is involved, often insecure.
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In many emerging economies, the cellular network provides the platform on
which financial services can be delivered, far exceeding the reach of landlines,
bank branches and automated teller machines (ATMs) which are largely
restricted to urban areas. For this reason, a number of systems have been
implemented using the conventional short message functionality (SMS) of
cellular networks in an attempt to address customer need — giving access to

financial services using the mobile networks and phones as delivery channels.

In one known system, Fundamo Elevator deployed in Zambia as CelPay,
targeting high end customers and based on SIM protocol. Registered customers
are provided with a CelPay SIM card. The SIM card is programmed to generate
a new menu once inserted into a suitable mobile telephone handset. Celpay
accounts are credited either via a transfer from a conventional bank account, or
by directly depositing cash or cheque into a Celpay partner bank. When the
CelPay user wishes to make a payment, he uses the CelPay menu on his handset
to input the amount to be paid to the merchant or supplier. He is prompted to
authenticate the transaction by inputting a secure Personal Identification Number
(PIN). Both payer and payee receive confirmation of the transaction (in the form
of an SMS message). Since each transaction has a unique reference number,
with full details available online (on the World Wide Web, the “Web”), the
merchant or supplier (provided he has access to the Web) has a complete online

audit record of who paid what, and when. The merchant or supplier must also
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have set up a special Celpay-enabled account into which any transfers will be
made. Funds can then be swept to the main bank account for the merchant on the

merchant's instruction.

Another system, Globe G-Cash in the Philippines, uses SMS notification in
relation to conventional “straight money transfer” person to person via outlet
agents. A G-Cash account is provided for each registered user. SMS messages
requesting payment in G-Cash to recipient accounts are sent to a short code

number (a central service) for processing (e.g. to pay a bill or to buy call credit).

Smart Money, also implemented in the Philippines, uses ‘smart credits’ as
electronic payments. The Smart Money application makes use of an electronic-
wallet card that is linked to a mobile phone account. The card can be used like a
debit card. Alternatively, using mobile phones, customers with bank accounts
can, via SMS, load money onto the card, transfer money between cards, track

transactions, pay bills etc.

Another well-known mechanism for money transfer in the absence of banking
facilities is the facility to “wire” cash in the form of international remittances,

provided by companies such as Western Union.
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Existing systems have met with some success. They do however rely on
customers having access to a conventional infrastructure such as a bank account,
the Web and/or a suitable outlet. This excludes many small businesspeople, for

whom access to such basic infrastructure is a considerable burden.

In order to overcome the preceding difficulties, there is provided an account
management system for maintaining a plurality of virtual accounts in a cellular
communications system, the cellular communications system carrying messages
between mobile terminals and each mobile terminal including a data card with a
unique identifier, the account management system including:

a messaging means which is adapted to receive incoming transaction
messages from mobile terminals using the communications system, the incoming
messages including the unique identifier of the originating mobile terminal, and
transmitting outgoing transaction messages to mobile terminals in response;

a transaction processing means which is coupled to the messaging means
and adapted to interpret incoming transaction messages and to output
corresponding transaction instructions;

a message security means, coupled to the transaction processor, which
authenticates the incoming transaction messages by comparing the included
unique identifier to the entries in a list of valid virtual accounts; and

a transaction data store interface, coupled to the transaction processor,

through which the transaction processor communicates with a data store, the
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interface being adapted to convey instructions to amend data held in one or more
valid virtual accounts stored in the data store and to convey transaction complete
messages from the data store to the transaction processing means when the
amendmeﬁt is complete;

wherein the transaction processing means is also adapted to interpret
transaction complete messages and to output corresponding interpreted
transaction complete messages to the messaging means;

wherein each interpreted transaction complete message includes security
information generated from unique identifiers of amended virtual accounts, the
messaging means directing outgoing messages generated from the interpreted
transaction complete messages to corresponding mobile terminals; and

wherein each received outgoing message is in a format which requires the
input of a unique key from the data card inserted in the mobile terminal, thereby
ensuring that the outgoing message can only be read in the presence of a data
card with a unique key that matches the security information in the outgoing

message.

The account management system is thus a mobile phone-enabled account
management platform. This system has the functionality to allow users to move
money at both at a business-to-business level and at a person-to-person level, via
mobile terminals (in particular, through the use of widely-available GSM mobile

phones). The system makes use of specially developed software running on a
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mobile phone’s SIM card to conduct the conversation with the end user and uses
short message service (SMS) to communicate between the SIM card and a central
server. This has the advantage of being able to run on low specification mobile

phones that do not necessarily support GPRS.

In accordance with a further aspect of the invention, there is provided a method
for maintaining a plurality of virtual accounts in a cellular communications
system, the cellular communications system carrying messages between mobile
terminals and each mobile terminal including a data card with a unique identifier,
the method comprising:

receiving incoming transaction messages from mobile terminals using the
communications system, the incoming messages including the unique identifier
of the originating mobile terminal;

interpreting incoming transaction messages;

authenticating the incoming transaction messages by comparing the
included unique identifier to the entries in a list of valid virtual accounts;

where the incoming transaction messages is authentic, outputting
corresponding transaction instructions to amend data held in one or more valid
virtual accounts stored in a data store;

receiving transaction complete messages from the data store when the

amendment is complete; and
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transmitting outgoing transaction messages to the originating mobile
terminals, each interpreted transaction complete message including security
information generated from unique identifiers of amended virtual accounts;

wherein each received outgoing message is in a format which requires the
input of a unique key from the data card inserted in the mobile terminal, thereby
ensuring that the outgoing message can only be read in the presence of a data
card with a unique key that matches the security information in the outgoing

message.

By creating a series of virtual accounts within a standard deposit account
operated on behalf of individual customers and organisations such as,
microfinance institutions (MFI), the platform enables individual users, service
providers and agents to move ‘allocated funds’ between these virtual accounts by

instructing the account manager to do so, for example via SMS.

Once an individual has been given a virtual account, money can be allocated to
this (for example by a microfinance service provider). Value can be moved
between accounts within the virtual account system when instructions are
received by SMS, say. For example, an individual can request value to be moved
between his virtual account and the corresponding virtual account of a merchant

from which he is buying goods or services.
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The value represented by the virtual account can be encashed at any suitable
registered agent, such as an airtime reseller or any location that has suitable ‘cash
flow’ (shops, petrol stations, etc). These agents are much more widespread and
convenient to access than bank outlets. The process is quick and transaction
costs should be lowered substantially. In particular, this arrangement also
obviates the need for the physical movement (and (re)counting) of ‘cash’ and so

offers security benefits for the user.

Using mobile technology to make financial transactions faster, cheaper, and more
secure, facilitates the delivery of financial services in emerging markets where
other financial transaction mechanisms are unattractive. The invention also
facilitates the wider transfer of money between migrant workers and their

families.

Preferably, the platform is provided with a security layer. The security layer may
be implemented at each stage of a transaction. This layer is built into the

Account Manager to protect against fraudulent use.

The security of the exchange of information between individual users, service
providers and agents (i.e. a handset with an appropriate SIM installed), on the
one hand, and the account manager, on the other, may be enhanced by requiring

encryption of the message (e.g. SMS message) using a key that is shared between
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both parties. To effect this shared key encryption, the SIM used in the handset
may be provided with a SIM Toolkit (STK) application for encrypting and

decrypting such messages.

Alternatively, or additionally, security may be provided using other ID and
security checks independent of the SIM or handset. Examples of such alternate
checks include: Personal Identification Numbers (PINs); username/password
combinations; biometric parameters (such as iris scans, fingerprinting, voice
pattern recognition etc.). These checks may use existing functionalities on the
handset (i.e. key pad and microphone) to obtain data for processing at a secure
server: thus, interactive voice response (IVR) or Voice Recognition may be used
to obtain secure information from the user. One advantage of this is that a
handset and a single SIM can be shared by a whole community of users, similar
to a point of sales device: user accounts can be distinguished by requiring the

input of further ID and security information.

Preferably, there is also provided a reporting means for providing a reporting
functionality that allows movement of value between the virtual accounts to be
tracked. The reporting means may further track encashment. The reporting
means thereby provides an audit trail as may be required by regulatory

authorities.
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For a better understanding of the present invention an embodiment will now be

described by way of example, with reference to the accompanying drawings, in

which:

Figure 1 shows schematically a network in which the invention may be used;

Figure 2 is a diagrammatic drawing of a microfinance system incorporating a

virtual account management system in accordance with the present invention;

Figure 3 shows the information flow in the system of Figure 2; and

Figure 4 illustrates the some of the microfinance transactions facilitated by

present invention; and

Figure 5 illustrates the operation of a message forwarder utility for overcoming

firewall restrictions.

Figure | shows schematically a network in which the invention may be used.
The figure shows a cellular network. However, it should be appreciated that the
invention is applicable to any type of network, although it is particularly

applicable to a network where at least some of the devices communicate using
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mobile telecommunications/wireless data transmission. Mobile terminal 1 is
registered with GSM/GPRS or UMTS (3G) mobile telecommunications network
3. The mobile terminal 1 may be a handheld mobile telephone, a personal digital
assistant (PDA) or a laptop computer equipped with a datacard. The mobile
terminal 1 communicates wirelessly with mobile telecommunications network 3
via the radio access network (RAN) of the mobile telecommunications network
3, comprising, in the case of a UMTS network, base station (Node B) 5, and
radio network controller (RNC) 7. Communications between the mobile terminal
1 and the mobile telecommunications network 3 are routed from the radio access
network via GPRS support nodes (SGSN) 9, which may be connected by a fixed

(cable) link to the mobile telecommunications network 3.

In the conventional manner, a multiplicity of other mobile terminals is registered
with the mobile telecommunications network 3. These mobile terminals include
mobile terminals 11 and 13. The terminals 11 and 13 communicate with the
mobile telecommunications network 3 in a similar manner to the terminal 1, that

is via an appropriate Node B 5, RNC 7 and SGSN 9.

The mobile telecommunications network 3 includes a gateway GPRS support
node (GGSN) 17 which enables IP-based communications with other networks,

such as the Internet 19 via an appropriate link 21. A multiplicity of terminals are
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connected to the Internet (by fixed or wireless links), and a PC terminal 23 and a

PDA terminal 25 are shown by way of example.

Each of the mobile terminals 1, 11 and 13 is provided with a respective
subscriber identity module (SIM) 15. During the manufacturing process of each
SIM, authentication information is stored thereon under the control of the mobile
telecommunications network 3. The mobile telecommunications network 3 itself
stores details of each of the SIMs issued under its control. In operation of the
mobile telecommunications network 3, a terminal 1, 11, 13 is authenticated (for
example, when the user activates the terminal in the network with a view to
making or receiving calls) by the network sending a challenge to the terminal ,
1,11,13 incorporating a SIM 15, in response to which the SIM 15 calculates a
reply (dependent on the predetermined information held on the SIM - typically
an authentication algorithm and a unique key Ki) and transmits it back to the
mobile telecommunications network 3. The mobile telecommunications network
3 includes an authentication processor 17 which generates the challenge and

which receives the reply from the terminal 1, 11, 13.

Using information pre-stored concerning the content of the relevant SIM 15, the
authentication processor calculates the expected value of the reply from the

mobile terminal 1, 11, 13. If the reply received matches the expected calculated
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reply, the SIM 15 and the associated mobile terminal are considered to be

authenticated.

It should be understood that such an authentication process can be performed for
any terminal provided with a SIM 15 under control of the mobile
telecommunications network 3. In the embodiment the terminal communicates
wirelessly with the mobile telecommunications network 3 via the network’s radio
access network, although this is not essential. For example, the terminal may
communicate with the network via the fixed telephone network (PSTN), via a
UMA “access point” and/or via the Internet. The PC 23 and the PDA 25 may

also be provided with a SIM 15 under the control of the network.

The SIM 15 used by the terminal 1,11,13,23,25 may be a SIM of the type defined
in the GSM or UMTS standards specifications, or may be a simulation of a SIM -
that is, software or hardware that performs a function corresponding to that of the
SIM. The SIM may be in accordance with the arrangement described in WO-A-

2004 036513.

It should be noted that the authentication process being described does not
necessarily authenticate the human identity of the user. For example, mobile
telecommunication networks have pre-pay subscribers who are issued with SIMs

in return for pre-payment, enabling them to use network services. However, the
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identity of such pre-pay subscribers may not be known by the network.
Nevertheless, such a user cannot make use of the network until the network has
authenticated the user's SIM - that is, has confirmed that such user is a particular

user who has a particular pre-paid account with a network.

The network shown in Figure 1 comprises both the mobile telecommunications
network 3 and the Internet 19 (which itself comprises a multiplicity of other

networks).

The procedure for transmission of "short messages" is different. The term "short
messages" or "SMS messages" as used in relation to the embodiments means
short messages as defined in the GSM or 3G standard specifications. Such
messages are commonly in the form of text messages of limited maximum
length, but they can have other forms, such as in the form of binary data, or may
contain configuration data for changing the functional parameters of a mobile.
The invention is not limited to the transmission of messages of this "short

message"” type.

Short messages may be sent to or from mobiles such as the mobiles 1.1 1,13 and
the others belonging to the network 3. However, in addition, short messages may
be sent to or from "short message entities” (SMEs) such as shown at 20,20A,20B.

These SMEs may be in the form of terminals of various sorts such as fixed
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terminals for sending short messages of various types to mobiles and for
receiving short messages from mobiles. For example, the SMEs may be in the
form of terminals associated with banking computers or computers of other types
generating information (commercial information, for example) for transmission
to mobiles and for receiving short messages in response from mobiles, but may

be of many other types, such as application servers of various types.

The network 3 has a short message service centre (SMSC) 26 associated with it.
The SMEs 20,20A,20B are connected to the SMSC 26 by fixed networks 30 of
suitable type. When a mobile wishes to send a short message, it will do this via
the SMSC 26 of its network 3. Thus, for example, if the mobile 1 wishes to send
a short message to mobile 11, the short message is automatically addressed by
the mobile 11 to SMSC 26, which then delivers the short message to mobile 11
(after registering the necessary details to enable a charge to be made to mobile 1).
Each short message therefore carries the address of the local SMSC (this address
is automatically generated by the sender), together with the address of the
intended destination of the short message. When the local SMSC receives the
short message, it then reads the address (the MSISDN or Mobile Station ISDN
number or telephone number of the intended destination) and despatches the

short message accordingly.
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The SMS messages may be secured and authenticated in accordance with the
arrangement described in co-pending patent application publication No. GB-A-

2415574 which is fully incorporated herein by reference.

In a basic embodiment, the invention allows the straightforward transfer of value
between customers, where each customer has a respective virtual account
provided on the platform. In accordance with the invention, account transactions
are conducted wholly over a telecommunications network (for instance a GSM
network). An exchange of SMS transaction messages causes the transfer of
funds between one customer account and another customer account, each account
being managed by the account management system, thereby allowing money to
be sent home or up country without the security risks normally involved with
such activities. Furthermore, the customers only require a SIM card to be able to
operate such virtual accounts, the SIM card being inserted in a suitable terminal
(generally a mobile phone handset) in order to connect to the telecommunication

network.

Figure 2 illustrates the interactions between “actors” in a microfinance system.
A virtual account management system in accordance with the present invention
may be installed in the Data Centre such that customers and operators can access
the facilities either through mobile telephone handsets or over a network link

(either leased line or internet).
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Each customer’s virtual account has an associated SIM inbox within which
recent transactions are preferably stored, thereby representing the current balance

of the virtual account.

Provision is made for the administration of the switched network environment,
for customer support and for the maintenance of the data stored in the data
centre. Where necessary, a virtual private network (VPN) is established using a
VPN concentrator (for example the Cisco 3000). The VPN concentrator allows
the creation of a VPN tunnel for the development and administration of the data
stored on the data centre remotely. In particular, the provision of a VPN
facilitates access by individual organisational partners/customers (eg.
microfinance institutions (MFls), Airtime Dealerships acting as Agents) to their

core accounts using an internet connection.

As an alternative to the direction of transaction SMS messages to a SMSC
coupled to the wired network, SMS transaction messages may also be directed to
an SMSC bureau which routes SMS messages as packets through the internet (as,

for example, e-mail under the SNMP, Simple Network Mail protocol).

In addition or as an alternative to the provision of a mobile handset SMS-based

interface, the virtual account management system may optionally be accessed via
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one or more channels within a range of complimentary channels including the

Web, GPRS, Unstructured Supplementary Service Data (USSD), and Voice.

In addition to transfer of value between virtual accounts, SMS transaction
messages are used to withdraw and deposit cash in a process facilitated by the
provision of an Agent account. Approved agents of the account management
system, such as telephone credit resellers (or shop owners), are provided with
further menu facilities to allow them to verify the withdrawal and/or deposition

of physical cash with the agent.

Alternatively, or additionally, the client may buy goods directly without the use
of physical cash by transferring funds to a Merchant account. Again the
merchant account is a virtual account management system account provided to
merchants to allow the sale of goods and services in return for fund transfer from

a client account to the merchant.

A typical transaction may be illustrated by referring to the elements of Figure 3.
A mobile phone user initiates the transaction by navigating through menus
displayed on the screen of his mobile phone 302 to a funds transaction
application on the SIM card (installed in the phone 302). Similarly, other users
also carry out transactions on the system using their mobile phones 304,306. The

user then chooses the appropriate transaction from a funds transaction application
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menu and enters the requested information such as destination account, amount,
PIN, etc. The information is packaged into an encrypted message and then sent
via SMS to a Transaction Processor 340. To get to the Transaction Processor
340, the encrypted message must first pass through the network operator’s short
message service centre — SMSC, 310 and an SMS service module 330. The
connection from the mobile phones to the SMSC is made over the mobile

network.

The thick lines in Fig 3 represent Message Queues (MQ). MQs can work across
computers and allows the two entities at either end to work independently. One
entity submits a message, without waiting for a reply, and the other receives and
processes it at a later time. For example, the SMS service module 330 can
continue to receive SMS messages and relay them to a queue while the

Transaction Processor 340 is temporarily turned off for maintenance.

The Transaction Processor 340 is triggered by events such as the arrival of an
incoming message or delivery notification, notification of SMSC acceptance of
an outgoing message, timer expiration or external request. It determines the

correct response to the event and carries it out.

As Figure 3 illustrates, the Transaction Processor 340 can connect

simultaneously to more than one SMSC 310,320. This allows for differences in
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the functionality of different SMSCs. The architecture also allows for multiple
SMS Services 330, potentially spread across a plurality of host computers 300,
with each SMS Service 330 connected to one or more SMSCs. It also allows for

multiple Transaction Processors 340 for scalability.

The Transaction Processor 340 is responsible for accepting incoming requests of
different types and handling them through to completion. Each incoming request
initiates a new transaction. Before completing, the new transaction may involve
one or more steps over a period of time (in some cases, as long as 45 minutes).
Consider, for example, a customer initiating a Send Money transaction. When
the Transaction Processor 340 receives the request message the Processor verifies
the message, queries the main database 350 and, if successful, sends a reply to
the customer’s mobile phone 302 confirming that the transaction has taken place.
Some seconds or minutes later the Transaction Processor 340 receives
confirmation of delivery of the reply, confirms the transaction to the transaction

database 350 and sends a notification to the recipient.

Often multiple events are grouped together into a single transaction. For
example, when a funds transaction-capable SIM is first activated, an SMS
message is sent from the SIM to the Transaction Processor 340. The Transaction
Processor 340 decrypts and decodes the incoming message to discover that it is

an activation request and that it includes the correct PIN for that phone number.
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It passes the request on to the Accounting Database 360 and if it approves the
activation, passes back an initial menu in several SMS messages, via the SMSC
310 and SMS service module 330. This is delivered as a binary SMS to the SIM
Application itself. When successful delivery acknowledgements have arrived for
all the SMS messages, the Transaction Processor 340 sends a further, text SMS
message to the phone 302 containing the, now activated, SIM telling the user that
activation was successful. All these events — the initial message, the notification
from the SMSC 310 of the acceptance of the initial menu messages and each of
the delivery notifications are grouped together by the Transaction Processor 340

as a single application-level transaction.

In a preferred implementation, the Transaction Processor 340 makes extensive
use of the Microsoft [RTM] Enterprise Library, the transactions being MS-DTC
level transactions and the incoming events being communicated by means of
MSMQ messages. In this case, the Transaction Processor 340 is arranged to
ensure that everything from reading a message from a queue, the resulting
database processing and any sent messages are all covered by a single,
respective, MS-DTC transaction. Therefore, should any error occur during
processing, all the work is undone by a single rollback and can be re-started: as a

result this implementation is able to cope with database deadlocks.
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The Transaction Processor 340 is preferably adapted to nest transactions: using
an outer transaction to obtain the next event and an inner transaction to process it.
If the inner transaction fails the outer one is preferably allowed to proceed on the
grounds that having it fail merely causes the event to be read again and the same
error to occur. Only if the inner transaction results in a retryable error does the

outer one fail. There is a mechanism for limiting the number of such retries.

The Message Security component 380 is responsible for encrypting and
decrypting messages sent between the SIM application (not shown, resident on
the user’s mobile phone 302) and the Transaction Processor 340. As part of the
decoding PINs (and passwords) is verified and new PINs are encrypted in such a
way that unencrypted PINs and keys are not exposed outside the Message
Security component 380. Each SIM uses a different key for encrypting and
decrypting messages. Verification that the appropriate key was used is taken as

proof that a message originated on a particular mobile phone 302.

Messages are preferably delivered to the user’s mobile phone SIM application as
(binary) message programs. This provides a totally secured two-way
communication channel, robust against such security threats as “spoofing” of the
Account Manager Servers. However, in some cases, SIM card applications are
prevented from receiving such SMS messages while menus are being displayed

on the screen of the mobile phone 302. In such cases, the system can be
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configured such that messages sent from the server are sent to SIMs as plain text

messages.

In one embodiment, the Message Security component 380 is a COM+ component
running as a standalone COM+ server application. In addition to decrypting and
decoding messages received from the SIM application and encrypting messages
to be sent to the SIM application, the component 380 provides methods for
obtaining date and generation information associated with an encrypted PIN;
obtaining date and purpose information associated with an encrypted item;
encrypting master keys; generating a SIM specific key according to a predefined
master key algorithm; encrypting passwords; and verifying passwords against

encrypted passwords.

The component 380 uses COM+ role security to limit particular interface
methods to particular users. For example, only the service operator can decrypt
and encrypt messages for the funds transaction SIM application but the web

account user 370 can create PINs.

The particular encryption scheme adopted is selected in accordance with the
capabilities of the SIMs used. It is however preferred that all SIMs share a single
public key (provided the SIMs support public key encryption). Where this is not

possible a SIM specific key may instead be generated from a single shared
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symmetric key and ID information unique to the SIM. In the latter case, the

reliability of the security depends upon the secrecy of the shared symmetric key.

As an example of the inherent flexibility of the Acc