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The invention provides a method for controlling access
to data stored in a digital format on a device. The
method comprises securely storing the data on the
device by encrypting the data using a device key. The
stored data is only accessible by using the device key
to decrypt the encrypted data thereby controlling
access to the data. The device key is based at least in
part on a device "fingerprint" for the device on which the
data is stored. The fingerprint may be based on e.g.
haraware identifiers or serial numbers storage capacity
etc. The data may further be double-encrypted with a
user key. If any of the components in the device are
changed, the fingerprint may be re-calculated. This
may be carried out if the humber of replaced
components falls below a threshold value, with a user
password being required for re-calculation to be done
otherwise.
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Access Control

Field of the Invention

The present invention relates methods and systems for controlling access to data stored in a
digital format.

Background

There 1s an increasing demand to be able to better protect data stored In a digital format, for
example in the memory of devices such as personal computers (desktops, laptops,
handhelds), PDAs (personal digital assistants), mobile (e g cellular and satellite) telephone
and other portable communication devices, and other dedicated or general-purpose
computers (e g servers), so that access to that data can be restricted only to authorised
users. The data to be secured might include sensitive customer information or other business

information, personal data or financial information for instance.

Generally data 1s secured by encrypting it with a key The data can only be accessed using
the same key or a related key. The secunty of the data I1s therefore rehiant on the security of
the key(s)

Symmetric key cryptography uses a single key to encrypt and decrypt the data (or a decryption
key that can be easily calculated from the encryption key). An example of single key protocol
is the ‘Data Encryption Standard’ (DES)

More common, particularly where the person who will be decrypting the data is not the same
as the person encrypting the data, is asymmetric or “public” key cryptography. This
asymmetric approach uses a related pair of keys, a “public key” for encryption and a “private
key” for decryption. The relationship between the two keys is a complex one. The public key
can be freely distributed and used to encrypt data that can only be subsequently decrypted by
a user who holds the private key The most commonly used public key protocol is the ‘RSA
public key cryptosystem’.

Symmetric key cryptographic methods are appropriate for securing data on a device,
especially where the data s only ever intended to be stored and accessed by a single user or
a group of users who can securely share a single “private” key. Asymmetric techniques can

also be used, however, and may be more universally applicable.

Both symmetric and asymmetric encryption are inherently unreliable in an environment where
keylogging applications and other forms of spyware are more prevalent and can be used to
llicitly obtain copies of the cryptographic keys
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Summary of Invention

The present invention provides a key-based symmetric encryption method for controlling
access to data in which the encryption and decryption keys are based at least in part on an
identifier, referred to in the following as a “device fingerprint”, for the device on which the data

is stored

In this way, not only is the data stored in an encrypted format but it also has an in-built
association with the device on which it is stored This attribute of the data can be used to
ensure that the data can only be accessed on the device it was originally stored on, preventing
the ‘theft’ of such data

The term “data” used herein 1s intended to include any information, object, application,
commands or other data that can be stored in a digital format and may include a collection of

multiple types of data

In a first aspect, the invention provides a method for controlling access to data stored ina
digital format on a device, the method comprising:

securely storing the data on the device by encrypting the data using a device key,

the stored data only being accessible by using the device key to decrypt the
encrypted data thereby controlling access to the data,

the device key being based at least in part on a device fingerprint for the device on

which the data is stored

In a second aspect, the invention provides a method of securely storing data in a digital format
on a device, the method comprising encrypting the data using a device key based at least in
part on a device fingerprint for the device on which the data is stored.

In a third aspect, the invention provides a method of accessing data stored in a digital format
on a device, the data having been stored on the device in an encrypted format using a device
key, the method comprising decrypting the data using the device key, the device key being
based at least in part on a device fingerprint for the device on which the data is stored

Preferably, the device key (based on the device fingerprint) is constructed each time it is used
for decryption of data It may also be constructed each time 1t 1s used for encryption.

The device fingerprint for the device on which the data is stored at the time of encryption or
decryption 1s acquired and used to construct the key. By constructing the key ‘on the fly' in
this way, it avoids the possibility that someone obtains a copy of a key based on the fingerprint
of the original device and uses it to decrypt a copy of the data on another device. In other
words, it ties the data to the device.
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As already noted above, the device fingerprint is an identifier, preferably a unique identifier, for
the device on which the data is stored. The fingerprint is preferably based on one or more
physical properties of the device, most preferably a combination of more than one

The physical properties may be any one or more properties of one or more component parts
of the device, for example properties of a processor (e g. CPU), such as the senal no. or ID of
the processor, a storage unit (e g. a hard disk), such as serial no., volume no , or a geometric
property such as capacity or sector format; a video card, such as serial no., volatile or non-
volatile memory components (e g RAM chips or flash memory chips), such as serial no. or

capacity hardware mnterfaces (e.g network adapters), such as serial no. or transfer rate; etc.

Preferably the fingerprint 1s derived from at least three or more physical properties of the
device, more preferably 4 or 5 or more. It may be based on as many as 10 or more
properties. It 1s also preferred that the fingerprint i1s derived from the properties of two or more
separate components of the device, preferably three or more separate components of the
device

The fingerprint may be calculated as a function of values associated with the chosen physical
properties of the device (e g. if one of the chosen properties is hard disk capacity and the
capacity is 81,956,655,104 bytes, then the value used in the function could be 81956655104)
The finger print may for example be calculated as a hash function of values of the chosen
physical parameters. In some preferred embodiments of the invention is a hash function
based MAC (Message Authentication Code) of the combination of the chosen physical
properties.

The approach described above effectively locks the stored, encrypted data to a specific
device It does not, however, serve to secure the data in the event that the device itself is
stolen Nor does It prevent access by one legitimate user of a device to data stored on the
device by another legitimate user of the device.

Preferably, therefore, the data is encrypted with a key that is specific to the user (a “user key”)

This may be achieved by encrypting the data with a key that is derived from a combination of
the device fingerprint and one or more user password values provided by (e g selected or
input by) the user, for example a PIN

More preferably, the data is double encrypted with a user key and the device key (based on
the device fingerprint as discussed above). The user key may be (or be derived from, e g. a

hash function of) one or more user password values provided by (e.g. selected or input by) the
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user, for example a PIN It is preferred that the data is first encrypted with the user key and
then with the device key, but the reverse is possible. The user key can be a symmetric key or
an asymmetric key.

In this way, not only is the data secured on a specific device but it is also only accessible to a
user possessing the correct user key (e g password(s)).

In a fourth aspect, the invention provides a device for storing data securely, the device
comprising.

a memory;,

a secure data store in the memory,

means for adding data to the secure data store, including means for encrypting the
data with a device key,

means for retrieving data from the secure data store, including means for decrypting
the data with the device key;

the device key being based at least in part on a device fingerprint of the device.

The device fingerprint may be derived in the manner discussed above. The means for adding
and retrieving data may also enable double encryption of the data with the device key and a

user key in the manner discussed above.

The means for adding and retrieving data to and from the secure data store is preferably
embodied in firmware or software resident on the device, the device having a processor
operable under the control of the firmware or software to add and retrieve the data

The device preferably also includes means for constructing the device key at the time data is
retrieved and/or stored, including means for deriving the device fingerprint. Such means are

preferably embodied in firmware or software resident on the device

The device preferably also includes one or more components for inputting a password
Possible input components include keyboards, pointer devices, touch screens, scanners to
obtain biometric data (e g. finger prints) from a user, microphones, etc.

The device may be a personal computer (e g. desktop, laptop, handheld), PDA (personal
digital assistant), mobile (e.g. cellular or satellite) telephone or other portable communication
device, or some other dedicated or general-purpose computer (e.g. a server) Typically the
device will have uses in addition to the secure storage of data but in some embodiments of

the invention it may be dedicated to this use
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The memory I1s preferably non-volatile memory. Possible examples include read-only memory
(ROM), flash memory and storage devices such as hard disks and optical disks. The memory
may be shared with other, non-encrypted data or may be reserved exclusively for the secure
data store. The secure data store may be distributed across multiple physical memory
components.

If a component of a device on which the fingerprint is based is changed (e g. upgraded or
replaced because it has become faulty) then the fingerprint itself may change. Provision is
therefore preferably made for updating the secure data store on a device so that a decryption
key based on the updated device fingerprint can be used to access the encrypted data within
the store This updating process may be automatic where only one or a small number of
components (below a predetermined threshold) have changed, to allow for updating of the
fingerprint without manual intervention when e g. a device component is upgraded as will

happen from time to time.

To guard against abuse of this facility, however, particularly where multiple components are
changed at the same time (or the number of components changed exceeds a threshoid) a
user may be required in such circumstances to provide one or more passwords (preferably
necessarily different from any password used to derive the encryption keys) to effect any such
change and/or to provide access to the encrypted data.

The facility may also be configured to only recognise changes in a imited number of device
components at any one time on the assumption that if more components change it is more

likely to be an indication that the data has been moved to a new device rather than being on
the same device with updated components.

Data resident on the device when the fingerprint is updated can be re-encrypted with the new
device key (based on the new fingerprint).

In a fifth aspect the invention provides a computer program product comprising program code
that when run on a computer device causes the device to operate in accordance with one or
more of the methods of the first to third aspects above or as a device n accordance with the

fourth aspect above

Brief Description of Drawings

An embodiment of the invention will now be described, by way of example only, with reference
to the accompanying drawings, in which

Fig 1 schematically shows a device in accordance with an embodiment of the present

invention;
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Fig 2 illustrates a process for storing data to a secure data store on the device of fig 1,

Fig 3illustrates a process for retrnieving data from the secure data store;,

Fig 4 illustrates a process for initially setting up and/or modifying an encryption key for the

secure data store

Description of Embodiment

Embodiments of the present invention are useful for a variety of apphications where it is
desired to store data securely, especially where it is desired to lock the data to a specific
device Some examples include the provision of virtual (1 e. software based) smart card
functionality (as we describe, for example, in our application filed on the same date as this one
with the title “Smart Card Systems”) and other token-based authentication or digital signature

applications for securely storing the tokens on a device

In the illustrated embodiment, data is stored on a device in an encrypted form in such a way
that 1t is tied to the specific device as well as only being accessible to an authorised user
(possessing a PIN). This is achieved by encrypting and decrypting the data using two keys,
one that is based on a fingerprint of the device, constructed on the fly, and a second based on
a PIN input by the user. The data is double encrypted when it 1s stored, using both keys,
which must then both be used to decrypt the data

The encryption system itself may be any of a variety of available symmetrical, or more

preferably asymmetrical encryption systems, e.g RSA encryption.

Fig. 1 schematically shows the main components of a device 2 that can be used to implement
an embodiment of the present invention. The device 2 may be a personal computer (e.g
desktop, laptop, handheld), PDA (personal digital assistant), mobile (e.g. cellular or satellite)
telephone or other portable communication device, or some other dedicated or general-

purpose computer (e g a server)

The device comprises, amongst other things, a processor 4, a display 6, an input component
8 and a non-volatile memory 10. The memory includes a secure data store 12 for encrypted
data 14.

The processes necessary to add data to the secure store 12 and retrieve data from the store
12 are carried out by the processor 4 under the control of a software application (implemented
either in firmware or software) resident on the device 2.
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In use, as illustrated in fig. 2, data 14 is double encrypted using a user key (e g. a PIN or a key
derived from a PIN entered by the user) and a device key (derived from the device fingerprint
of device 2) and then written to the secure data store 12 in the memory 10

To extract encrypted data 14 from the store 12, in response to a request from a user (or some
other source), as seen In fig. 3, the processor 4 must use the device key and user key to
decrypt the data 14.

The keys are only ever stored in a temporal form to be used in a single encryption/decryption
process The user key (e g. PIN) must be obtained from the user and the device key must be
constructed before each decryption process To construct the device key, the processor 4
first derives the device fingerprint by interrogating one or more components or registers in the
device 2 to obtain a series of physical attributes of these components, e g. processor serial
no , hard disk volume no. and capacity and video card serial no., these in combination defining
the device fingerprint. The user Is then requested, for example by a message displayed on
the display 6 of the device2, to enter their PIN. Once the PIN has been entered, using input
component 8 (e g. a key pad), the processor constructs the keys based on the entered PIN
and the device fingerprint respectively. The requested data 14 is then read from the data
store 12 and the keys used to decrypt it.

When accessing data, If either the PIN entered by the user or the device fingerprint are
incorrect (e g because the data has been copied to another device) then one or both of the
keys constructed by the processor will not match the respective key(s) originally used to store
the data 14 and the decryption will fail

To allow for the fact that some components in a device might change over time (and the
device fingerprint and hence the device key may be based on a changed component) a
tolerance mechanism may be built into the encryption application in order that data stored on
the device can still be accessed in such circumstances. Preferably when the device
fingerprint changes the stored data is automatically re-encrypted with the new device key
based on the revised fingerprint, without the need for user intervention

If, however, the device fingerprint has changed to a greater degree that would be expected
with the replacement of only one or two components, it may be an indication that the data has
been stolen and an attempt is being made to access the data on a completely different device
In such cases, automatic recovery of the data (as explained in the paragraph above) is not
appropriate. On the other hand, there may be legitimate reasons for the change, and manual
recovery of the data is preferably therefore possible.
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More specifically, as illustrated in Fig. 4 shows the process that can be used to access data
and re-encrypt it with a new device fingerprint on a device whose fingerprint has changed
beyond an acceptable threshold. First, the user is requested to enter a Master PIN (this is
different from the PIN used for the user key), which they can do in the manner described
above for entering the user key PIN. If this Master PIN is correct, the processor proceeds to
read the new device fingerprint, and then uses the new fingerprint to create a new device key
and re-encrypt the stored data so that it can subsequently be accessed again in the manner
described above.

The skilled person will appreciate that the specific embodiment described above is given by
way of example only. Many and various modifications are possible within the scope of the

invention
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Claims

1. A method for controlling access to data stored in a digital format on a device, the
method comprising:

securely storing the data on the device by encrypting the data using a device key;

the stored data only being accessible by using the device key to decrypt the
encrypted data thereby controlling access to the data;

the device key being based at least in part on a device fingerprint for the device on

which the data is stored.

2. A method of securely storing data in a digital format on a device, the method
comprising encrypting the data using a device key based at least in part on a device fingerprint
for the device on which the data is stored.

3. A method of accessing data stored in a digital format on a device, the data having
been stored on the device In an encrypted format using a device key, the method comprising
decrypting the data using the device key, the device key being based at least in part on a
device fingerprint for the device on which the data Is stored.

4, A method according to any one of the preceding claims, wherein the device key is
constructed each time it is used for decryption of data and/or each time it is used for

encryption.

5. A method according to any one of the preceding claims, wherein the device fingerprint

is based on a combination of physical properties of the device.

6. A method according to claim 5, wherein the physical properties are any one or more
properties of one or more component parts of the device.

7. A method according to claim 6, wherein the physical properties are selected from the
properties of: a processor; a storage unit; a video card; volatile or non-volatile memory

components and hardware interfaces.

8. A method according to any one of claims 5 to 7, wherein the fingerprint is derived

from at least three or more physical properties of the device

9. A method according to any one of claims 5 to 8, wherein the fingerprint is derived
from the properties of two or more separate components of the device.
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10. A method according to any one of the preceding claims, wherein the data is encrypted

with a key that is specific to the user.

11. A method according to claim 10, wherein the data is encrypted with a key that is
derived from a combination of the device fingerprint and one or more user password values

provided by the user.

12. A method according to claim 10, wherein the data is double encrypted with a user key

and the device key

13. A method according to claim 12, wherein the data is first encrypted with the user key

and then with the device key.

14. A method according to any one of the preceding claims, wherein when a component
of a device on which the fingerprint is based is changed the secure data store on a device I1s
updated so that a decryption key based on the updated device fingerprint can be used to
access the encrypted data within the store.

15. A method according to claim 14, wherein the data store is updated automatically if
only a number of components below a predetermined threshold have changed.

16. A method according to claim 15, wherein if the number of components that change
exceeds a threshold a user is required to provide one or more passwords to effect any such
change and/or to provide access to the encrypted data.

17. A device for storing data securely, the device comprising:

a memory;

a secure data store in the memory;

means for adding data to the secure data store, including means for encrypting the
data with a device key;

means for retrieving data from the secure data store, including means for decrypting

the data with the device key;
the device key being based at least in part on a device fingerprint of the device.

18. A device according to claim 17, wherein the means for adding data to and/or the
means for retrieving data from the secure data store is embodied in firmware or software
resident on the device, the device having a processor operable under the control of the

firmware or software to add and retrieve the data.
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19. A device according to claim 17 or claim 18, comprising means for constructing the
device key at the time data is retrieved and/or stored, including means for deriving the device

fingerprint.

20. A device according to any one of claims 17 to 19, comprising one or more

components for inputting a password.

21. A device according to any one of claims 17 to 20, wherein the device Is a personal
computer (e.g. desktop, laptop, handheld), PDA (personal digital assistant), mobile (e.g.
cellular or satellite) telephone or other portable communication device, or some other

dedicated or general-purpose computer (e.g. a server).

22. A device according to any one of claims 17 to 21, wherein the memory is non-volatile
memory.
23. A computer program comprising program code that when run on a computer device

causes the device to operate in accordance with any one of claims 1 to16 or as a device in

accordance with any one of claims 17 to 22.
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