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(57) Abstract: Examples relate to verifying a network con-
figuration. In one example, a computing device may: re-
ceive, from a verifier, a request for attestation of a current
network configuration of the computing device; identity
network configuration rules, each network configuration
rule specifying an action to be taken by the computing
device in response to receiving a particular type of network
traffic; generate, for each network configuration rule, a rule
abstraction that represents the network configuration rule;
provide data representing each rule abstraction to the trusted
component; receive, from the trusted component, response
data comprising i) data representing each rule abstraction,
and ii) a digital signature; and provide the response data to
the verifier as attestation proof of the current network con-
figuration of the computing device.
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VERIFYING A NETWORK CONFIGURATION

CROSS-REFERENCE TO RELATED APPLICATIONS
This application is related to application number _, filed on December 28, 2014, and
tited “Verifying Network Elements,” the entirety of which is incorporated herein by
reference.
BACKGROUND

[0001] Software defined networking allows for flexibilty in the network
configurations used to manage network communications between network elements
that are included in a software defined network (SDN). An SDN controller that
manages the network elements in an SDN is capable of dynamically reconfiguring the
network configuration of individual network elements. While non-SDN networks
implicitly trust network administrators to correctly manage network hardware, SDN
network administrators generally manage the SDN controllers, leaving the
management of the individual network elements to the SDN controllers.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1A is a block diagram of an example computing device for verifying a
network configuration.

[0004] FIG. 1B is a block diagram of another example computing device for
verifying a network configuration.

[0005] FIG. 2 is an example data flow for verifying a network configuration.

[0006] FIG. 3 is a flowchart of an example method for verifying a network

configuration.
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DETAILED DESCRIPTION
[0007] In a software defined network, one or more SDN controllers are configured
to manage the network elements, e.g., routers, switches, and servers, which control
the flow of network traffic throughout the SDN. While an administrator may configure
SDN controllers, the configuration of the network elements is generally performed by
the SDN controller. Without the implied trust conveyed to devices directly managed
by an administrator, other methods are used to verify network configurations of

network elements.

[0008] By way of example, an SDN may be used to manage cloud computing
infrastructure. SDN controllers tell the various network elements included in the SDN
where they should route traffic and, in some implementations, dynamically change
configurations. SDN controllers may change configurations, for example, as part of a
load balancing routine, responsive to one or more network elements crashing, or
responsive to clients requesting specific configurations of the network elements used.
If, for example, a client would like to keep its SDN network traffic on dedicated
network elements that are not in use by any other clients, an SDN controller may
reconfigure a subset of network elements to specifically handle the client’s work and

to reject any traffic received, directly or indirectly, from or for another client.

[0009] While the SDN controller may store the current state of some or all the
SDN, including individual network element configurations, a client may request
verification of certain network element characteristics directly from the network
elements, so as not to rely on the SDN controller.

[0010] A network element included in the SDN is capable of attesting to its current
network configuration to a verifier requesting attestation of the network element. The
verifier requesting attestation may be internal or external to the SDN, e.g., the client
or an SDN verifier. To perform verification, a network element may abstract its
current network configuration and use a trusted component included in the network
element to deliver verification to the requesting verifier. The trusted component,
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described in further detail below, may facilitate provision of the secure and verifiable
attestation proof requested by the verifier to confirm the network configuration of a

network element.

[0011] By way of example, a network element included in an SDN may receive,
from a verifier, a request for attestation of the current network configuration of the
network element. The network element can identify the local stored networking
configuration rules currently in use, e.g., the port forwarding rules used by the

network element to handle network traffic of various types and from various sources.

[0012] The network element may create an abstraction of each network
configuration rule. Each abstraction may be, for example, a regular expression that
represents the corresponding network configuration rule. Data representing the rule
abstractions is provided to a trusted component included in the network element.

[0013] The trusted component provides response data that includes data
representing each rule abstraction and a digital signature attesting the identity of the
network element. The response data may be provided to the verifier as attestation
proof of the network configuration of the network element. In this manner, network
elements are able to attest to their network configurations and, in some
implementations, software measurements indicating the state of software on the

network elements.

[0014] In the SDN cloud computing example, a client may be able to verify that
the network configuration of each network element ensures, among other things,
network traffic isolation within the SDN cloud. Other example attestations include
verifying, via software measurements and/or network configuration rules, a particular
type of encryption used to transmit data; verifying that network traffic is limited to
network elements operating in a single country, or that network traffic is excluded
from one or more countries; verifying that particular versions of software are running

on the network elements that handle a particular client’s network traffic; or verifying
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that another client’s network traffic, such as that of a client competitor, is isolated from
the network elements that handle the client’'s network traffic. Many other network
element properties, including network configurations, may be attested to by network

elements.

[0015] Referring now to the drawings, FIGs. 1A and 1B are block diagrams of an
example computing devices 100, 150 for verifying a network configuration.
Computing devices 100 and 150 may be, for example, a network element, such as a
server computer, a network switch, a network router, or any other electronic device
suitable for use in an SDN. In the embodiments of FIGs. 1A and 1B, computing
devices 100 and 150 include hardware processors, 110 and 155, and machine-
readable storage mediums, 120 and 160.

[0016] Hardware processors 110 and 155 may be one or more central processing
units (CPUs), semiconductor-based microprocessors, and/or other hardware devices
suitable for retrieval and execution of instructions stored in respective machine-
readable storage mediums, 120 and 160. Hardware processors 110 and 155 may
fetch, decode, and execute instructions, such as 122-132, and/or 162-170, to control
the process for network configuration verification. As an alternative or in addition to
retrieving and executing instructions, hardware processors 110 and 155 may include
one or more electronic circuits that include electronic components for performing the

functionality of one or more of instructions.

[0017] A machine-readable storage medium, such as 120 or 160, may be any
electronic, magnetic, optical, or other physical storage device that contains or stores
executable instructions. Thus, machine-readable storage medium 120 may be, for
example, Random Access Memory (RAM), an Electrically Erasable Programmable
Read-Only Memory (EEPROM), a storage device, an optical disc, and the like. In
some implementations, storage medium 120 may be a non-transitory storage
medium, where the term “non-transitory” does not encompass transitory propagating
signals. As described in detail below, machine-readable storage mediums 120 and
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160 may be encoded with a series of executable instructions: 122-132 and 162-170,
respectively, for verifying a network configuration of the respective computing
devices, 100 and 150.

[0018] Computing devices operating as network elements in an SDN, such as
computing devices 100 and 150, may be responsible for receiving, processing, and
forwarding network traffic. The manner in which network elements handle network
traffic is specified in a network configuration stored on a storage device of the network
element. The network configuration is generally provided to each network element by
an SDN controller that is capable of dynamically configuring network elements as
needed. For example, in a cloud computing environment, an SDN controller can
direct network traffic received from multiple client devices to various back-end server
computers for processing. The SDN controller may direct network traffic by adding
and/or updating network configurations of switches, routers, and servers within the
SDN, ensuring, for example, that each network element handles the traffic in an
approved manner, e.g., ensuring each client device has at least one dedicated back-
end server, or ensuring that client device communications are handled by back-end
servers in a certain geographic location.

[0019] The separation of the control plane, e.g., within the SDN controller, from
the data plane, e.g., where the network elements operate, breaks the trust model
used in a traditional network. For example, network administrators of traditional
networks were implicitly trusted to correctly manage the network hardware; however,
with an SDN, a network administrator generally has visibility over the SDN controller
only, relying on the SDN controller to correctly manage the individual network
elements. As described in further detail below, a trusted component included in each
network element may be used to dynamically and remotely facilitate verification of
network configurations.

[0020] As shown in FIG. 1A, the computing device 100 receives an attestation
request 134 from a verifier 140 (122). The request is for attestation of a current
network configuration of the computing device 100. The verifier 140 may be any
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device in communication with the computing device 100, such as a client computing
device, a front-end or back-end server computer, the SDN controller, a third-party

verification device, or a trust delegation component, to name a few.

[0021] The computing device 100 identifies network configuration rules (124).
Each network configuration rule specifies an action to be taken by the computing
device 100 in response to receiving a particular type of network traffic. For example,
one network configuration rule may specify that network traffic coming from a source
with a particular internet protocol (IP) address or media access control (MAC)
address be forwarded to a particular network element; another network rule may
specify that Secure Shell (SSH) network traffic should be discarded. The active
network configuration rules make up the current network configuration of the

computing device 100.

[0022] In some implementations, each of the identified network configuration rules
(or a subset thereof) may have been included in a current network configuration file
that was provided by an SDN controller in communication with the computing device
100. For example, one or more SDN controllers may be in communication with the
computing device 100, and each SDN controller may provide one or more network
configurations to the computing device 100. The computing device 100 may store
multiple network configurations from multiple SDN controllers in a local storage
device or medium (e.g. medium 120), and dynamically change configurations at the
direction of an SDN controller.

[0023] For each network configuration rule, the computing device 100 generates a
rule abstraction (126). Network configuration rules may be abstracted, for example,
to facilitate communication of the rules in a particular manner, simplifying
interpretation of rules. In some implementations, each rule abstraction includes a
regular expression that represents, for each rule, the particular type of network traffic
and the action to be taken by the computing device 100 in response to receiving that
type of network traffic. By way of example, an OpenFlow network configuration rule,
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‘Rule({TP_DST:80}, [forward(2)]),” may be represented by the regular expression:
{*****80},{2***}.

[0024] While the computing device 100 may, in some implementations, provide
the verifier 140 with the data representing the rule abstractions 244, this may be
insufficient to properly attest the network configuration of the computing device 100
because the rule abstractions lack any attestation as to their source. Accordingly,
further actions, as described below, may be taken to attest to the network
configuration of the computing device 100 in a manner that verifies the identity of the
computing device 100 to the verifier 140.

[0025] The computing device 100 provides data 136 representing each rule
abstraction to a trusted component 145 included in or communicably coupled to the
computing device 100 (128). The trusted component 145 is a hardware device that is
capable of attesting to the identity of the computing device 100. In some
implementations, the trusted component 145 is a Trusted Platform Module (TPM),
e.g., as specified by the Trusted Computing Group. A TPM is a dedicated hardware
processor designed to secure hardware and attest to software using cryptographic
techniques. A TPM may, for example, monitor the behavior of a computing device
during boot, and store values related to the software, including firmware, in Platform
Configuration Registers (PCRs). The PCR values specify the condition of software
running on the computing device monitored by the TPM. The TPM may
cryptographically bind one or more of the PCR values using a unique key, allowing
another party to verify both the identity and software of the computing device. While
a TPM is one example of a trusted component 145, other devices that provide
verification of the identity of the computing device 100 may be used as the trusted
component. As used herein, software and firmware both include machine readable

instructions.

[0026] Responsive to providing data 136 to the trusted component 145, the
computing device 100 receives response data 142 from the trusted component 145
(130). The response data 142 includes data representing each rule abstraction in the
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data 136 and a digital signature. In some implementations, e.g., responsive to
attestation of the software of the computing device 100 being requested, the
response data also includes software measurements, e.g., PCR values. Digitally
signed response data 142 may cryptographically bind the data representing the
network configuration, and in some implementations PCR values, to the identity of the

computing device 100.

[0027] The computing device 100 provides the response data 142 to the verifier
as attestation proof of the current network configuration of the computing device
100(132). Responsive to the verifier 140 receiving the digitally signed response data
142, the verifier 140 may verify the source using a trusted third party (TTP), trusted
certification authority (CA), or direct anonymous attestation (DAA) issuer. After
verifying the response data 142, the verifier 140 may compare the network
configuration specified in the response data 142 to the expected network
configuration, e.g., as provided by an SDN controller, to verify that the current
network configuration of the computing device 100 is as expected. In
implementations where PCR values are also included in the response data 142, the
verifier 140 may also compare the PCR values to expected PCR values, e.g., as
provided by an SDN controller, to verify that the software of the computing device 100
is as expected.

[0028] As noted above, FIG. 1B is a block diagram of another example computing
device 150 for verifying a network configuration. As with the computing device 100 of
FIG. 1A, the computing device 150 receives, from a verifier 140, a request 172 for
attestation of a current network configuration of the computing device 150 (162) and
identifies network configuration rules that specify an action to be taken by the
computing device in response to receiving a particular type of network traffic (164).
The machine-readable storage medium 160 also stores instructions to generate, for
each network configuration rule, a rule abstraction that defines the network
configuration rule (166).
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[0029] The computing device 150 generates digitally signed response data that
includes data representing each rule abstraction and a digital signature (168). In
some implementations, the generation of digitally signed response data may be
performed by a trusted component, in a manner similar to that of FIG. 1A. In some
implementations, the computing device 150 may obtain a key uniquely identifying the
computing device 150 and use that key to digitally sign data representing each rule
abstraction. For example, if the data representing each rule abstraction included a
string of numbers, the computing device 150 may hash the string of numbers using a
hash function, encrypt the hash using the unique key, and attach the encrypted hash
— the digital signature — to the data representing the rule abstractions, creating

digitally signed response data.

[0030] The computing device 150 provides the digitally signed response data 174
to the verifier 140 as attestation proof of the current network configuration of the
computing device 150 (170). In implementations where the response data 174 is
digitally signed in the manner described above, the verifier 140 may verify the source
of the response data 174, as well as its integrity, by decrypting the digital signature
using a public key that corresponds to the unique key, hashing the data to which the
digital signature was attached, and comparing the second hash to the hash included
in the digital signature. Matching hashes assures the identity of the computing device
150 is genuine — e.g., because the hash may only be obtained using the public key
that corresponds to the computing device’s unique key — and that the response data
174 has not been altered — e.g., because any alteration of the response data would

change the hash, which would cause the hashes to not match properly.

[0031] Alternative and/or additional methods may be used to transmit data
between the computing device 150 and the verifier 140. Other hash functions,
encryption functions, and/or certification methods may be used to provide data in a
manner that preserves trust for the verifier 140. In some implementations, a nonce
may be used. A nonce is data that can be used to indicate freshness and/or prevent
replay attacks. For example, a nonce, in the form of a random or pseudo-random
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number, may be provided to the computing device 150 by the verifier 140. The nonce
may be encrypted when generating the digital signature and included in the response
data 174. The nonce facilitates the prevention of replay attacks, for example,
because each request or response should have its own unique nonce, and a request
or response that includes a duplicate nonce may indicate that the request or
response is a duplicate and should be ignored. The nonce facilitates freshness, for
example, when the verifier 140 obtains a timestamp for the nonce, which indicates to
the verifier 140 the timeliness of a response that includes the nonce from the
computing device 150.

[0032] In some implementations, the request 172 for attestation may include a
request for attestation of software measurements for the computing device 150. For
example, the request 172 may specify a particular version number of a particular
software application. The computing device 150 may store, e.g., in medium 160,
software measurements that include the version of the particular software application
that is running on the computing device 150. The software measurements may be
included in the response data 174, e.g., using the same digital signature process
described above.

[0033] In some implementations, software measurements stored by the
computing device 150 are measured during boot-up of the computing device 150,
e.g., by a trusted component, such as a TPM, and the software measurements may
be PCR values stored in a secure portion of the computing device 150. The trusted
component may, in some implementations, also store the unique key of the
computing device 150 in secure data storage separately from medium 160, and may
perform the digital signing of the response data, e.g., in a manner designed to ensure
isolation of the software measuring and digital signature processes from the
execution of other processes performed by the computing device 150.

[0034] FIG. 2 is an example data flow 200 for verifying a network configuration.
The data flow 200 depicts network element(s) 220 operating in an SDN and in
communication with a verifier 210 and an SDN controller 270. Each network element
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may be, for example, a computing device, such as a computing device described
above with respect to FIGs. 1A or 1B. The SDN controller and network elements are
included in an SDN managed by the SDN controller 270. In some implementations,
the verifier 210 is also included in the SDN managed by the SDN controller 270. The
verifier 210 may be requesting attestation on behalf of a third party (not shown) or

requesting attestation on behalf of itself.

[0035] The verifier 210 provides the network element 220 with a request 212 for
attestation of a network configuration of the network element 220. In some
implementations, the request includes a request for attestation of software
measurements, such as a list of software applications for which the verifier 210 is
requesting corresponding version numbers. The request 212 may, in some
implementations, include a nonce to facilitate prevention of replay attacks and
preservation of freshness, as described above.

[0036] Responsive to the network element 220 receiving the request 212, a
network element processor 230 accesses network configuration rules 242 stored in
network element storage 240. Network elements 220 operating in an SDN may be
dynamically configured by one or more SDN controllers, such as the SDN controller
270. Dynamic configuration happens, for example, responsive to an SDN controller
instructing a network element 220 to change network configuration rules 242.
Configuration changes may happen for any number of reasons. For example, the
SDN controller 270 may reroute network traffic to avoid network elements that are
experiencing problems, to redistribute network load, or to isolate particular types of
network traffic. Each network element 220 may store multiple network configurations
242 in the network element storage 240, dynamically changing configurations at the
direction of the SDN controller.

[0037] Each network configuration 242 includes a set of network configuration
rules. Each network configuration rule specifies an action to be taken by the network
element 220 in response to receiving a particular type of network traffic. In the
example network configuration 242, the network element 220 is configured to forward
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to port 2 all network traffic with a transmission control protocol (TCP) destination port
of 80. Other rules include taking no action on network traffic with a TCP destination
port of 22, processing normally all traffic received from a device with a source MAC
address of xx.xx.xx.xx, and sending traffic destined for IP address 1.2.3.4 to the SDN
controller 270. The foregoing examples do not encompass all types of traffic or
actions capable of being performed, other types of traffic and actions may also be
specified by network configuration rules.

[0038] The network element processor 230 generates rules abstractions 244 that
include an abstraction for each network configuration rule. For example, the rule
abstractions 244 are regular expressions that represent, for each network
configuration rule, the particular type of network traffic and the action to be taken by
the network element 220 in response to receiving that particular type of network
traffic. The particular regular expressions depicted in the example 200 is a pair of
regular expression n-tuples, where the first n-tuple is used to represent the type of
network traffic, and the second n-tuple is used to represent the action. The first n-
tuple is a 6-tuple (*,*,*,*,*,*) that represents the following input types: (source MAC
address, destination MAC address, source IP address, destination IP address, TCP
source port, TCP destination port), while the second n-tuple is a 4-tuple (*,*,*,*) that
represents the following actions: (forward to output port, process normally, send to
SDN controller, discard). Accordingly, the first rule abstraction in the example
abstractions 244 is {(*,*,*,*,80), (2,%,*,*)}, representing the first network configuration
rule: TCP traffic with the destination port 80 is forwarded to output port 2. Network
configuration rules 242 are abstracted in a manner designed to simplify manipulation
and matching the rules.

[0039] The network element processor 230 provides a trusted component 250
included in or communicably coupled to the network element 220 with data
representing each rule abstraction 246. For example, the data 246 provided to the
trusted component 250 may be a set or string of the regular expressions 244 or a

further abstraction, e.g., removing punctuation or other values. In implementations
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where the request 212 includes a nonce, the network element processor 230 also
provides the nonce to the trusted component 250. In implementations where the
request 212 includes a request for verification of software measurements, data
specifying the software measurements request may also be sent to the trusted
component 250.

[0040] The trusted component 250 is depicted separately in the network element
220 and may, in some implementations, include its own hardware processor and
trusted component storage 260. For example, a TPM is a trusted component that
has a hardware processor which is separate from the network element processor 230
and storage that is separate from other network element storage 240. In some
implementations, the separation is logical, e.g., separate core(s) of the same
hardware processor and/or separate partition of the same storage device. The
separation of storage and processors of the trusted component 250 is designed to
reduce the likelihood of tampering, and isolate the operations of the trusted
component from interference by operations of the remainder of the network element
220.

[0041] Responsive to receiving the data 246, the trusted component 250
generates response data 254. The response data 254 includes data representing
each rule abstraction represented in data 246 and, in implementations where
software measurements are requested, the software measurements. For example,
the response data 254 may include the regular expressions that represent the rule
abstractions 244 and PCR values 252 for software specified in the request 212. The
response data 254 may also include data representing the nonce in implementations
where the request 212 provides a nonce.

[0042] In some implementations, the trusted component 250 digitally signs the
response data 254 prior to providing it to the network element processor 230. As
described above, the process of digitally signing the response data 254 may vary.
For example, the trusted component 250 may be associated with a private key that is
part of a public-private key pair. Data representing the network configuration rules,
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software measurements, and the nonce may be hashed, and the resulting hash value
may be used to generate the digital signature by encrypting the hash value using the
private key. The digital signature may be attached to the data representing the
network configuration rules, software measurements, and nonce, and the combined
data may be the response data 254. Other methods of generating and attaching a

digital signature may be used.

[0043] The network element processor 230 receives the response data 254 from
the trusted component 250 and provides the response data 254 to the verifier 210.
Upon receipt of the response data 254, the verifier 210 may verify the response data
in a number of ways, depending on the manner in which the response data 254 was
generated. Using the example digital signature method described above, the verifier
210 may obtain the public key that corresponds to the private key of the trusted
component and use the public key to decrypt the digital signature, obtaining the hash
value. The verifier 210 may then run the un-hashed portion of the response data 254
representing the network configuration rules, software measurements, and nonce
though the same hash function, resulting in a second hash value. Assuming the
same hash function was used, and assuming that the un-hashed portion of the
response data 254 was not altered, the second hash value should match the original
hash value. In this manner, the verifier 210 can verify both the network configuration
and software measurements, and compare them to any expected network

configuration value or software measurement values.

[0044] FIG. 3 is a flowchart of an example method 300 for verifying a network
configuration. The method 300 may be performed by a computing device, such as a
computing device described in FIGs. 1A and/or 1B. Other computing devices may
also be used to execute method 300. Method 300 may be implemented in the form of
executable instructions stored on a machine-readable storage medium, such as the

storage mediums 120 and 160, and/or in the form of electronic circuitry.

[0045] A request is received, at a network element and from a verifier, for
attestation of i) software measurements for the network element, and ii) a current
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network configuration of the network element (302). In some implementations, the
network element is one of multiple network elements, e.g., routers, switches, and
servers, included in an SDN that is under the control of one or more SDN controllers.
The verifier may, in some implementations, also be included in the SDN.

[0046] Network configuration rules included in a storage device of the network
element are accessed, each network configuration rule specifying an action to be
taken by the network element in response to receiving a particular type of network
traffic (304). For example, an SDN controller may instruct multiple network elements
included in an SDN to use particular network configurations. The network
configurations may vary depending on the network element and depending on the
applications running on the SDN that control where and how network traffic is
handled in the SDN.

[0047] For each network configuration rule, a rule abstraction is generated that
defines the network configuration rule (306). In some implementations, each rule
abstraction is in the form of a regular expression. For example, a pair of regular
expression n-tuples may be used to specify a particular action for one or more input

types.

[0048] A trusted component included in the network element is provided i) a
request for the software measurements, and ii) data representing each rule
abstraction (308). In some implementations, as described above, a nonce may also
be provided to the trusted component. The trusted component may be, for example,
a TPM that includes hardware isolated from the hardware of the network element and
that monitors the network element during boot-up to measure PCR values to be
stored in TPM storage.

[0049] Response data is received from the trusted component, the response data
specifying i) the software measurements for the network element, and ii) data
representing each rule abstraction (310). In some implementations, the software
measurements are PCR values that were measured and stored by a TPM. In some
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implementations, the response data is digitally signed using a key that uniquely

identifies the network element.

[0050] The response data is provided to the verifier as attestation proof of i) the
software measurements for the network element, and ii) the current network
configuration of the network element (312). For example, a digital signature may
verify the integrity of the response data, the data specifying the current network
configuration may be compared to expected network configuration data, and the
software measurements, e.g., PCR values, may also be compared to expected PCR
values. In this manner, a verifier may verify that both the software running on a
network element, and the network configuration of the network element, are operating

in a particular manner.

[0051] The foregoing disclosure describes a number of example implementations
for verifying a network configuration. As detailed above, examples provide a
mechanism for verifying that network elements, such as switches, routers, and

servers operating in an SDN, are operating in a particular manner.
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CLAIMS
We claim:
1. A computing device for verifying a network configuration, the computing

device comprising:
a hardware processor;
a trusted component; and
a data storage device storing instructions that, when executed cause the
processor to:
receive, from a verifier, a request for attestation of a current network
configuration of the computing device;
identify network configuration rules, each network configuration rule
specifying an action to be taken by the computing device in response to receiving a
particular type of network traffic;
generate, for each network configuration rule, a rule abstraction that
represents the network configuration rule;
provide data representing each rule abstraction to the trusted
component;
receive, from the trusted component, response data comprising i)
data representing each rule abstraction, and ii) a digital signature; and
provide the response data to the verifier as attestation proof of the

current network configuration of the computing device.

2. The computing device of claim 1, wherein the request for attestation of the
current network configuration includes a request for attestation of software
measurements for the computing device, and wherein the response data received

from the trusted component further comprises the software measurements.

3. The computing device of claim 2, wherein:
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the trusted component is a Trusted Platform Module; and
the software measurements are platform configuration register (PCR)

values.

4. The computing device of claim 1, wherein each rule abstraction comprises a
regular expression representing, for each network configuration rule, i) the
particular type of network traffic, and ii) the action to be taken by the network
element in response to receiving the particular type of network traffic.

5. The computing device of claim 1, wherein each of the identified network
configuration rules are included in a current network configuration file that was
provided by a software defined network controller in communication with the

computing device.

6. A non-transitory machine-readable storage medium encoded with
instructions executable by a hardware processor of a computing device for
verifying a network configuration, the machine-readable storage medium
comprising instructions to:

receive, from a verifier, a request for attestation of a current network
configuration of the computing device;

identify network configuration rules, each network configuration rule
specifying an action to be taken by the computing device in response to receiving a
particular type of network traffic;

generate, for each network configuration rule, a rule abstraction that defines
the network configuration rule;

generate digitally signed response data comprising i) data representing each
rule abstraction, and ii) a digital signature; and

provide the digitally signed response data to the verifier as attestation proof
of the current network configuration of the computing device.
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7. The machine-readable storage medium of claim 6, wherein the request for
attestation of the current network configuration includes a request for attestation of
software measurements for the computing device, and wherein the response data

further comprises the software measurements.

8. The machine-readable storage medium of claim 7, further comprising:

obtaining platform configuration register (PCR) values, and wherein the
software measurements included in the digitally signed response data are the
obtained PCR values.

9. The machine-readable storage medium of claim 6, wherein each rule
abstraction comprises a regular expression representing, for each network
configuration rule, i) the particular type of network traffic, and ii) the action to be
taken by the computing device in response to receiving the particular type of
network traffic.

10. The machine-readable storage medium of claim 6, wherein each of the
identified network configuration rules are included in a current network
configuration file that was provided by a software defined network controller in

communication with the computing device.

11. A method for verifying a network configuration, implemented by a hardware
processor, the method comprising:

receiving, at a network element and from a verifier, a request for attestation
of i) software measurements for the network element, and ii) a current network
configuration of the network element;

accessing network configuration rules included in a storage device of the
network element, each network configuration rule specifying an action to be taken

by the network element in response to receiving a particular type of network traffic;
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generating, for each network configuration rule, a rule abstraction that
defines the network configuration rule;

providing a trusted component included in the network element i) a request
for the software measurements, and ii) data representing each rule abstraction;

receiving, from the trusted component, response data specifying i) the
software measurements, and ii) each abstraction for each network configuration
rule;

providing the response data to the verifier as attestation proof of i) the
software measurements for the network element, and ii) the current network

configuration of the network element.

12. The method of claim 11, wherein:
the particular type of network traffic received by the network element
specifies one or more of:
a source media access control (MAC) address;
a destination MAC address;
a source internet protocol (IP) address;
a destination IP address;
a transmission control protocol (TCP) source port; or
a TCP destination port; and
the action to be taken by the network element includes one of:
forward to a particular output port;
process normally;
send to network controller; or

discard.

13. The method of claim 11, wherein each rule abstraction comprises a regular
expression representing, for each network configuration rule, i) the particular type
of network traffic, and ii) the action to be taken by the network element in response

to receiving the particular type of network traffic.
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14.  The method of claim 11, wherein:
the request for attestation includes a nonce; and
the response data received from the trusted component is digitally signed

and includes data representing the nonce.

15.  The method of claim 11, wherein:

the network element is one of a plurality of network elements included in a
software defined network;

the storage device of the network element includes a plurality of networking
configurations, each of the plurality of networking configurations having a set of
network configuration rules;

the software measurements are platform configuration register (PCR)
values; and

the trusted component is a Trusted Platform Module (TPM).
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