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SYSTEM AND METHOD OF ERASING

NON-VOLATILE RECORDING MEDIA

BY
PETER JENSEN

BACKGROUND OF THE DISCLOSURE

1. FIELD OF THE DISCLOSURE

[0001] The disclosure relates to secure and efficient erasure of data. In particular,

the disclosure relates to erasure of data that is stored on a recording medium.

2. GENERAL BACKGROUND

[0002] Many electronic systems rely on non-volatile recording media to store data.
The non-volatile recording medium can be a hard drive, solid state flash drive,
PCMCIA card, PC card, magnetic tape, or optical storage medium. Other types of
non-volatile recording media can also be used. A complete and secure erasure
methodology is utilized in high security systems such as those used in the military to
ensure that data once stored in non-volatile recording media can never be recovered.
Further, lower level security systems can utilize complete erasure to protect personal

or confidential data.

[0003] One current method for erasing data is deleting the pointer that points to
the target data to be erased. Although the data is inaccessible through the deleted
pointer, the data remains recorded in memory and is potentially accessible through
other means. The erased data can potentially be revived if, for example, the non-
volatile recording medium is entirely parsed out memory location by memory location. |
Accordingly, solely erasing the pointer does not securely erase the data from the

non-volatile recording medium.

[0004] Overwriting the erasure area in its entirety is helpful in providing a complete
erasure. To overwrite the erasure area entirely, the memory locations in the erasure
area are recorded with a predetermined data pattern. Thus, the data originally

recorded in the erasure area is overwritten. A data pattern can include a variety of
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digits and/or alphanumeric characters. For instance, the data pattern can include a

series of ones, zeroes, or a random combination of ones and zeroes.

[0005] Generally, if an erasure procedure uses only one data pattern, the erasure
procedure may leave traces of the value previously stored in a particular memory
location. Although these traces are not easily read, the traces can be read by using

extraordinary measures.

SUMMARY

[0006] In one aspect, there is a method of securely erasing data from a non-
volatile recording medium. An erasure area identifier is transmitted from a processor
in a computing device to a non-volatile recording medium controller. The erasure
area identifier corresponds to a plurality of memory locations in an erasure area in
the non-volatile recording medium. The non-volatile recording medium controller is
operably connected with the non-volatile recording medium. A data pattern is also
transmitted from the processor in the computing device to the non-volatile recording
medium controller. The data pattern is transmitied in a single transfer. Finally, an
erasure command is transmitted from the processor in the computing device to the
non-volatile recording medium controller. The non-volatile recording medium
controller constructs a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier. Each of the
instructions writes at least one of the memory locations in the erasure area identified

by the erasure area identifier with the data pattern.

[0007] In another aspect, the erasure area identifier is randomly generated. In
another aspect, the erasure area identifier is inputted by the user. In another aspect,
the erasure area identifier includes a start memory location in the erasure area and a
memory location count. In another aspect, the erasure area identifier defines the
erasure area according to a cylinder-head-sector addressing/ scheme. In yet another
aspect, the erasure area identifier defines the erasure area according to a logical

block addressing scheme.

[0008] In one aspect, the erasure area identifier or the data pattern are pre-stored
in a storage device, the storage device coupled with the processor in the computing

device. In another aspect, the data pattern is randomly generated or inputted by the
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user. In another aspect, the processor in the computing device a signal indicative of
a status of the data in the erasure area of the non-volatile recording medium.

[0009] In another aspect, the non-volatile recording medium is a hard disk. In
another aspect, the non-volatile recording medium is a solid-state PROM memory. In
another aspect, the non-volatile recording medium is a solid-state flash memory. In

another aspect, the non-volatile recording medium is a magnetic tape.

[0010] In one aspect there is a method of securely erasing data from a non-volatile
recording medium. An erasure command is transmitied from a processor in a
computing device to a non-volatile recording medium controller. The non-volatile
recording medium controller is operably connected with the non-volatile recording
medium. A plurality of instructions are constructed to overwrite a plurality of memory
locations corresponding to an erasure area identified by a pre-stored erasure area
identifier. Each of the instructions writes at least one of the memory locations in the
erasure area identified by the pre-stored erasure area identifier with a pre-stored data
pattern. The erasure area or the data pattern are pre-stored in the non-volatile

recording medium.

[0011] In one aspect, there is a method of securely erasing data from a non-
volatile recording medium. A erasure area identifier is transmitted from a processor
in a computing device to a non-volatile recording medium controller, wherein the
erasure area identifier corresponds to a plurality of memory locations in the erasure
area in the non-volatile recording medium, and wherein the non-volatile recording
medium controller is operably connected with the non-volatile recording medium. A
data pattern is transmitted from the processor in the computing device to the non-
volatile recording medium controller, wherein the data pattern is being transmitted a
number of times which is less than the number of memory locations in the plurality of
memory locations in the erasure area. Also, an erasure command is transmitted
from the processor in the computing device to the non-volatile recording medium
controller, the non-volatile recording medium controller constructing a plurality of
instructions to overwrite the plurality of memory locations in the erasure area
identified by the erasure area identifier, each of the instructions writing at least one of
the memory locations in the erasure area identified by the erasure area identifier with

the data pattern.
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[0012] In one aspect, there is a non-volatile recording medium erasure system.
There is a processor in a computing device that transmits an erasure area identifier,
a data pattern and an erasure command. The erasure area identifier corresponds to
a plurality of memory locations in the erasure area in the non-volatile recording
medium. There is a non-volatile recording medium controller that receives
transmissions from the processor in the computing device. The non-volatile
recording medium controller is operably connected with the non-volatile recording
medium, and constructs a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier. Each of the
instructions writing at least one of the memory locations in the erasure area identified
by the erasure area identifier with the data pattern.

[0013] In another aspect, the data pattern can being transmitted a single time or a
number of times which is less than the number of memory locations in the plurality of
memory locations in the erasure area. In another aspect, if the erasure area
identifier is zero, all memory locations in the non-volatile recording medium are
written with the data pattern. |

[0014] In one aspect, there is a method of securely erasing data from a non-
volatile recording medium. A data pattern and an erasure area identifier are
transmitted from a processor in a computing device to a non-volatile recording
medium controller in a single transfer. The erasure area identifier corresponds to a
plurality of memory locations in the erasure area in the non-volatile recording
medium. The non-volatile recording medium controller is operably connected with
the non-volatile recording medium. An erasure command is transmitted from the
processor in the computing device to the non-volatile recording medium controller.
The non-volatile recording medium controller constructing a plurality of instructions to
overwrite the plurality of memory locations in the erasure area identified by the
erasure area identifier. Each of the instructions writing at least one of the ' memory
locations in the erasure area identified by the erasure area identifier with the data
pattern.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] By way of example, reference will now be made to the accompanying
drawings.
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[0016] Figure 1A illustrates a computing system for securely erasing data stored in

a non-volatile recording medium.

[0017] Figure 1B illustrates a computing system wherein the non-volatile recording

medium is a hard disk drive.

[0018] Figure 2A illustrates a tabular diagram of the content of an erasure

message sent to a hard drive with cylinder-head-sector addressing.

[0019] Figure 2B illustrates a tabular diagram of the content of an erasure
message sent to a hard drive with logical biock addressing.

[0020] Figure 3 illustrates a flow diagram of a non-volatile recording medium

erasure.

DETAILED DESCRIPTION

[0021] The method and system described below provide faster erasure of data
stored on non-volatile recording media than previously seen. Normally, erasure of
data on a non-volatile recording medium involves the use of a data pattern. The data
pattern is usually sent to the non-volatile recording medium every time a memory
location is overwritten. As a consequence, a large number of transfers of the data
pattern is usually required because a secure erase generally involves overwriting
thousands, if not millions, of memory locations on the non-volatile recording medium.
The transfer of each data pattern to the non-volatile recording medium requires a
significant amount of time. The method and system described below reduces the
amount of time needed to perform a secure erasure by reducing the number of

transfers of the data pattern to the non-volatile recording medium.

[0022] It will be apparent to one skilled in the art that this erasure method can be
applied to multiple types of non-volatile recording media including optical, magnetic

and solid state recording media. These and other features will be discussed below.

[0023] Figure 1A illustrates a computing system 100 for securely erasing data
stored in a non-volatile recording medium 130. In one embodiment, the non-volatile
recording medium 130 includes a controller 120 and a storage module 125. The
controller 120 can be a computer processor that stores data in the storage module
125 by directing the reading and writing of data on the storage module 125. The

- controller 120 communicates with external devices such as a computing device 140.
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The computing device 140 communicates with the controller 120 to manage the data
that is written and erased from the storage module 125. The computing device 140
includes a CPU 110 and a random access memory (“RAM”) 180. The CPU 110
manages the RAM memory 180. The computing device 140 may receive user input
through an input/output device 150. The input/output device 150 can be a keyboard,
a mouse, a touchpad, a joystick, a touch-screen, a voice recognition system, etc.
The computing device 140 can be a personal computer, a laptop, a cellular phone, a
personal data assistant, a media player, a media recorder, a server, a digital video
recorder, an embedded control system in a media recorder, an embedded control
system in a digital video recorder, an embedded control system in any other electrical

device, etc.

[0024] In one embodiment, a user enters an erasure command to erase specific
data from the storage module 125. The computing device 140 receives the erasure
command entered by the user through the input/output device 150. The input/output
device 150 then provides the erasure command entered by the user to the CPU 110.
In another embodiment, the erasure command is triggered or generated by the CPU
110.

[0025] The CPU 110 communicates with the controller 120 by transmitting and
receiving various commands in relation to the data to be stored in the storage module
125. One such message that is sent from the CPU 110 to the controller 120 is an

erasure message.

[0026] The erasure message can include an erasure command, a data pattern,
and an erasure area identifier. In one embodiment, the CPU 110 generates the data
pattern. In another embodiment, the data pattern is randomly generated from a
random number generator. In one embodiment, the CPU 110 has a random number

generator. In yet another embodiment, the user inputs the data pattern.

[0027] The erasure area identifier specifies a collection of memory locations in the
storage module 125 where the data to be erased resides. The erasure area identifier
is either inputted by the user or generated by the CPU 110. In one embodiment, a
user may input the name of a file to be deleted. Based on the name inputted by the
user, the CPU 110 can search the corresponding address of the file in the non-

volatile recording medium. The CPU 110 can then generate the erasure area
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identifier based on the size of the file and the starting address in the non-volatile

recording medium.

[0028] In yet another embodiment, an application running on the computer device
140 may require a file to be deleted, and the CPU 110 generates the erasure area
identifier based on the address of the file in the non-volatile recording medium. In yet
another embodiment, the user specifies the erasure area identifier through the

input/output device 150.

[0029] The erasure area identifier may define the erasure area in various
manners. In one embodiment, the erasure area identifier can be a list of memory
locations. In another embodiment, the erasure area identifier can be a starting
memory location and an ending memory location. In another embodiment, the
erasure area identifier can be a starting memory location and a memory location
count. In another embodiment, the erasure area identifier can be a flag which
indicates that all the writeable locations on the storage module 125 are to be written
with the data pattern.

[0030] In one embodiment, the erasure message is transmitted a single time from
the CPU 110 to the controller 120. After the controller 120 receives the message, the
controller 120 writes the data pattern to the memory locations in the storage module

125 that correspond to the erasure area identifier.

[0031] For example, in a situation where a secure erasure requires complete
erasure of a non-volatile recording medium with a capacity of sixty (60) gigabytes,
the data pattern would normally have to be transferred to the non-volatile recording
medium sixty billion times. If the data pattern is only transferred once, the transfer
time becomes negligible. The total erasure time is then reduced to the amount of
time it takes to write the data in the non-volatile recording medium. In this particular
example, the total erasure time is reduced by fifteen minutes. Furthermore, in this
example, fifteen minutes would be saved for each additional data pattern used.
Thus, if a secure erase requires three data patterns to be used as part of the erasure,
0x55, 0xAA, OxFF, the total time saved would be forty-five minutes.

[0032] In yet another embodiment, the CPU 110 sends multiple erasure messages
to the controller 120. In one embodiment, all erasure messages contain the same
data pattern but different erasure area identifiers. Thus, the number of erasure
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messages is less than the number of total memory locations to be overwritten. For
example, the controller 120 receives a first erasure message with a first erasure area
identifier and a first data pattern. The controller 120 starts writing the first data
pattern on the memory locations of the storage module 120 specified by the first
erasure area identifier. Subsequently, the controller 120 receives a second message
with a second erasure area and the first data pattern. The number of messages sent
to the controller is less than the sum of the number of memory locations in the
erasure area of the storage module 125 specified by the erasure area identifier.
Therefore, the total transfer time is reduced because not every memory location

requires a transfer.

[0033] In an alternative embodiment, multiple erasure messages can contain the
same erasure area identifier but different data patterns. For instance, a first erasure
message can overwrite a rage of memory locations with a first data pattern while a
second erasure message can erase the same set of memory locations with a second
data pattern to ensure a secure erasure with multiple data patterns. In another
embodiment, the first erasure message can overwrite a first range of memory
locations, with the first data pattern, and the second erasure message can overwrite

a second range of memory locations with the second data pattern.

[0034] When multiple erasure messages are sent to the controller 120, the
controller 120 can write to multiple locations at a time. In one embodiment, the
controller 120 starts writing the second erasure area before the first erasure
command is completed. As a result of the controller 120 simultaneously writing to
multiple memory locations of the storage module 125, the time needed to overwrite
the data stored in the memory locations is further reduced.

[0035] In one embodiment, the erasure message does not contain a data pattern.
The data pattern can be pre-stored in the storage module 125. Thus, after receiving
the erasure message, the controller 120 acquires the data pattern by retrieving the
data pattern from the storage module 125. In another embodiment, the storage
module stores a collection of data patterns to be retrieved by the controller 120. In

another embodiment, the data pattern is hardwired on the controller 120.

[0036] In one embodiment, the erasure message does not contain the erasure

area identifier because the erasure area identifier is pre-stored in the storage module
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125. The controller 120 acquires the erasure area identifier by retrieving the erasure
area from the storage module 125. In another embodiment, the erasure area
identifier is hardwired on the controller 120.

[0037] Figure 1B illustrates a computing system 101 wherein the non-volatile
recording medium is a hard disk drive 130. The computing system 101 includes the
computing device 110 which communicates with the hard disk drive 130 by sending
and receiving commands related to data storage. The hard disk drive 130 includes a
hard disk controller 120 that operates the write and read commands on the hard disk
170.

[0038] In one embodiment, after the erasure message is constructed in the CPU
110, the erasure message is then transmitted to the hard disk controller 120 in the
hard disk drive 130. The hard disk controller 120 parses the erasure message and
identifies the parameters contained in the erasure message such as the erasure

command, the data pattern, and the erasure area identifier.

[0039] Figure 2A illustrates a tabular diagram 200 of the content of an erasure
message sent to a non-volatile recording medium which has cylinder-head-sector
(“CHS”) addressing. In one embodiment, the erasure message illustrated by the
tabular diagram 200 is used to write data to the erasure area of the hard disk 170. In
another embodiment, the erasure message 200 is used to write data to the erasure
area of a non-volatile recording medium with a logical memory structure similar to
that of the hard disk 170.

[0040] The erasure message contains an erasure command, an erasure area
identifier, and a data pattern. In one embodiment, the erasure message utilizes
seven registers. In another embodiment, the command register 207 contains a “Fill”
command. The name of the “Fill’ command suggests that the erasure area is to be
“filled” with the data pattern contained in the feature register 201. It will be apparent
to one skilled in the art, that the name of the command may have many other

variations such as Erase, SecureErase, Delete, SecureDelete, etc.

[0041] As illustrated in Figure 2A, the erasure area identifier can be stored in
registers 202 through 206. In one embodiment, registers 202 through 206 contain a
starting address and a sector count. The starting address can be defined by a
combination of a cylinder number, a head number and a sector number. The head
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number is stored in register 206 containing the drive information in bits 1-4, and
containing the head information in bit 0. The cylinder information is contained in a
cylinder high register 205 for a cylinder high parameter; a cylinder low register 204
for a cylinder low parameter. The cylinder number uses one or both registers
depending on the length of the cylinder. A sector number register 203 indicates the
first sector for writing. In one embodiment, the sector count register 202 indicates the
number of sectors to be written with the same data pattern. In another embodiment,
if the sector count is zero then the entire non-volatile recording medium is written with
the data pattern. In another embodiment, if the sector count is the total number of
sectors in the non-volatile recording medium, then the entire non-volatile recording
medium is written with the data pattern. The data pattern is contained in the feature

register 201.

[0042] Figure 2B illustrates a tabular diagram 201 of the content of an erasure
message sent to a non-volatile recording medium that has logical block addressing
(“LBA”). In one embodiment, the erasure message illustrated by the tabular diagram
200 is used to write data to the erasure area of the hard disk 170 (Figure 1B). In
another embodiment, the erasure message 201 is used to write data to the erasure
area of a non-volatile recording medium with a logical memory structure similar to
that of a hard disk 170 (Figure 1B).

[0043] The erasure area identifier can be stored in registers 202 to 206. In one
embodiment, the starting address is defined by a sector number stored in one of the
registers of the erasure message. In another embodiment, the starting address is
stored in multiple registers of the erasure message. In particular, bit 0 in the
driver/head register 206, cylinder high register 205, cylinder low register 204, and
sector number register 203, are registers used to store the LBA address at which the
erasure area starts. The LBA address may be large enough to use some or all of

these registers.

[0044] Figure 3 illustrates a process 300 of erasing data from non-volatile
recording medium. In a process block 305, the data pattern is set. The data pattern
can be set by user input, computer random generation, computer calculation, etc.
Further, at a process block 310, the erasure area identifier is set. Next, at a process
block 315, the set erasure area identifier, the set data pattern, and an erasure

command are transmitted to the non-volatile recording medium. In one embodiment,

10
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the data pattern, the erasure command and the erasure area identifier are
transmitted to a hard disk drive controller. In another embodiment, the data pattern,
the erasure command and the erasure area identifier are transmitted to a flash
memory controller. In another embodiment, all three components can be transmitted
together in a single erasure message. In yet another embodiment, a subcombination

of the three components can be transmitted in a single erasure message.

[0045] After the data pattern, the erasure command and the erasure area identifier
have been received, a construction instruction is performed at process block 318.
The construction instruction creates a write instruction that includes the memory
address to be overwritten, the data pattern used, and a write command.
Subsequently, at a process block 320, the write instruction is interpreted and the data

pattern is written to the memory location indicated by the write instruction.

[0046] After the first write, at a decision block 325, logic is utilized to decide
whether to continue writing or not. To accomplish this, the erasure area identifier is
examined to determine whether there are remaining locations in the erasure area to
write the data pattern. If there are remaining locations in the erasure area, another
write instruction is constructed by process block 318 and executed by process block
320. After the write instruction is executed at process block 320, the erasure area
identifier is examined again at decision block 325 to determine whether there are any
more locations to write the data pattern. If so, another write instruction is constructed

and execute on the next memory location, and so on.

[0047] Determining that all of the memory locations in the erasure area have been
exhausted can be achieved in different ways. In one embodiment, a counter may be
used and initialized with a value equivalent to the memory location count value. The
counter can then be decreased every time a memory location is written with the data
pattern. [f the counter value is zero, then there are no more memory locations to be
written over. In another embodiment, the counter can be initialized with a value of
zero, and increased by a value of one every time a memory location is written with
the data pattern. If the counter value is equivalent to the number of memory
locations in the erasure area then there are no more memory locations to be written

over.

11
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[0048] Once all memory locations have been written over, a status signal can be
sent at process block 330 from the non-volatile recording medium indicating that the
secure erase has been successful. In one embodiment, the CPU receives the status

signal.

[0049] If another erasure is desired, the method 300 starts over from the
beginning. A data pattern is set at process block 305, an erasure area identifier is
set at process block 310, and then the data pattern, the erasure area identifier and
the erasure command are transmitted at process block 315 to the non-volatile
recording medium. Subsequently, all the write instructions are constructed at
process block 318 and the memory locations in the erasure area are written over at
process block 320. If a third erasure is desired, the method 300 starts over again,

and so on.

[0050] In one embodiment, a user may decide to complete another erasure on the
non-volatile recording medium. The user can choose the number and the sequence
of erasure messages. For example, a user may choose to send four subsequent
erasure messages to the hard disk controller 120 as part of a secure erase
procedure. Common data patterns that are written consecutively to a hard disk or
another non-volatile recording medium are the hexadecimal values 0x55, OxAA,
0xFF, and 0x00. By consecutively writing different binary data patterns to the same
memory location, any traces of the original file data values are obliterated. In another
embodiment, a computing device may logically calculate that another erasure is
necessary and start method 300 again. The computing device can have the
hexadecimal values stored in memory and use them randomly when issuing a new

erasure in the non-volatile recording medium.

[0051] While the above description contains many specifics, these should not be
construed as limitations on the scope of the disclosure, but rather as an
exemplification of preferred embodiments thereof. The disclosure includes any
combination or subcombination of the elements from the different species and/or
embodiments disclosed herein. One skilled in the art will recognize that these
features, and thus the scope of this disclosure, should be interpreted in light of the

following claims and any equivalents thereto.

12
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| CLAIM:

Claim 1. A method of securely erasing data from a non-volatile recording
medium, comprising:

transmitting an erasure area identifier from a processor in a computing device
to a non-volatile recording medium controller, wherein the erasure area identifier
corresponds to a plurality of memory locations in an erasure area in the non-volatile
recording medium, and wherein the non-volatile recording medium controller is
operably connected with the non-volatile recording medium;

transmitting a data pattern from the processor in the computing device to the
non-volatile recording medium controller in a single transfer; and

transmitting an erasure command from the processor in the computing device
to the non-volatile recording medium controller, the non-volatile recording medium
controller constructing a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier, each of the
instructions writing at least one of the memory locations in the erasure area identified

by the erasure area identifier with the data pattern.

Claim 2. The method of claim 1, wherein the erasure area identifier is randomly
generated.
Claim 3. The method of claim 1, wherein the erasure area identifier is inputted
by the user.
Claim 4. The method of claim 1, wherein the erasure area identifier includes a

start memory location in the erasure area and a memory location count.

Claim 5. The method of claim 1, wherein the erasure area identifier defines the
erasure area according to a cylinder-head-sector addressing scheme.

Claim 6. The method of claim 1, wherein the erasure area identifier defines the

erasure area according to a logical block addressing scheme.

Claim 7. The method of claim 1, wherein the erasure area identifier is pre-stored
in a storage device, the storage device coupled with the processor in the computing

device.

13
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Claim 8. The method of claim 1, wherein the data pattern is randomly
generated.
Claim 9. The method of claim 1, wherein the data pattern is inputted by the user.

Claim10. The method of claim 1, wherein the data pattern is pre-stored in a
storage device, the storage device coupled with the processor in the computing

device.

Claim 11. The method of claim 1, wherein the non-volatile recording medium is a
hard disk.

Claim12. The method of claim 1, wherein the non-volatile recording medium is a

solid state PROM memory.

Claim 13. The method of claim 1, wherein the non-volatile recording medium is a

solid state flash memory.

Claim 14. The method of claim 1, wherein the non-volatile recording medium is a

magnetic tape.

Claim 15. The method of claim 1, wherein the non-volatile recording medium and

the non-volatile recording medium controller are enclosed by a housing.

Claim 16. The method of claim 1, further comprising the step of transmitting to
the processor in the computing device a signal indicative of a status of the data in

the erasure area of the non-volatile recording medium.

Claim17. A method of securely erasing data from a non-volatile recording
medium, comprising:
transmitting an erasure command from a processor in a computing device to a
non-volatile recording medium controller, wherein the non-volatile recording medium
controller is operably connected with the non-volatile recording medium; and,
constructing a plurality of instructions to overwrite a plurality of memory
locations corresponding to an erasure area identified by a pre-stored erasure area

identifier, each of the instructions writing at least one of the memory locations in the
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erasure area identified by the pre-stored erasure area identifier with a pre-stored

data pattern.

Claim 18. The method of claim 17, wherein the erasure area is pre-stored in the

non-volatile recording medium.

Claim 19. The method of claim 17, wherein the data pattern is pre-stored in the

non-volatile recording medium.

Claim 20. A method of securely erasing data from a non-volatile recording
medium, comprising:

transmitting an erasure area identifier from a processor in a computing device
to a non-volatile recording medium controller, wherein the erasure area identifier
corresponds to a plurality of memory locations in the erasure area in the non-volatile
recording medium, and wherein the non-volatile recording medium controller is
operably connected with the non-volatile recording medium;

transmitting a data pattern from the processor in the computing device to the
non-volatile recording medium controller, wherein the data pattern is being
transmitted a number of times which is less than the number of memory locations in
the plurality of memory locations in the erasure area; and

transmitting an erasure command from the processor in the computing device
to the non-volatile recording medium controller, the non-volatile recording medium
controller constructing a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier, each of the
instructions writing at least one of the memory locations in the erasure area identified

by the erasure area identifier with the data pattern.

Claim 21. A non-volatile recording medium erasure system, comprising:

a processor in a computing device, wherein the processor in the computing
device transmits an erasure area identifier, a data pattern and an erasure command,
wherein the erasure area identifier corresponds to a plurality of memory locations in
the erasure area in the non-volatile recording medium; and

a non-volatile recording medium controller, wherein the non-volatile recording
medium controller receives transmissions from the processor in the computing

device; wherein the non-volatile recording medium controller is operably connected
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with the non-volatile recording medium; wherein the non-volatile recording medium
controller constructs a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier, each of the
instructions writing at least one of the memory locations in the erasure area identified

by the erasure area identifier with the data pattern.

Claim 22. The system of claim 21, wherein the data pattern is being transmitted a

single time.

Claim 23. The system of claim 21, wherein the data pattern is being transmitted a
number of times which is less than the number of memory locations in the plurality of

memory locations in the erasure area.

Claim 24. The system of claim 21, wherein if the erasure area identifier is zero, all
memory locations in the non-volatile recording medium are written with the data

pattern.

Claim25. A method of securely erasing data from a non-volatile recording
medium, comprising:

transmitting a data pattern and an erasure area identifier from a processor in
a computing device to a non-volatile recording medium controller in a single transfer,
wherein the erasure area identifier corresponds to a plurality of memory locations in
the erasure area in the non-volatile recording medium, and wherein the non-volatile
recording medium controller is operably connected with the non-volatile recording
medium; and

transmitting an erasure command from the processor in the computing device
to the non-volatile recording medium controller, the non-volatile recording medium
controller constructing a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier, each of the
instructions writing at least one of the memory locations in the erasure area identified
by the erasure area identifier with the data pattern.

16



WO 2006/062511

100 \'

/140

— 110

CPU

PCT/US2004/040940

— 120
Controller /

>
A

— 180
ran |

. I/O

150

1/5

Y

— 125
Storage /
Module

FIG. 1A



WO 2006/062511 PCT/US2004/040940

101 \'

/140 /130

—~ 120
110 Hard Disk /
Controller

CPU

— 170

-~
] A

180

/— I/0

150
FIG. 1B

2/5



WO 2006/062511 PCT/US2004/040940

300

Set data pattern

h 4

Set erasure area

Transmit to non-volatile | —315
recording medium

A 4

Construct instruction - Yes

y

Write data patternto ~ |,—320
memory location

325

More locations in
erasure area?

No

¢ / 330

Transmit status info to CPU

FIG. 3

3/5



WO 2006/062511 PCT/US2004/040940

200 -\'

210
-

Register Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit 1 Bit 0
| Command (7) Fill Memory Command

207 | Drive/Head (6) | X X X Drive Head Number
206 ya Cyl High (5) Cylinder High

205 yan Cyl Low (4) Cylinder Low

204 ] Sec Num (3) Sector Number

203 —""SecCat (2) Sector Count

22? yalh Feature (1) Fill Word

FIG. 2A

4/5



WO 2006/062511

207
206
205
204

203
202
201

PCT/US2004/040940

210
/

—
]
]
—
o~
o~
]

Register Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit 2 | Bit 1 Bit0
Command (7) Fill Memory Command
Drive/Head (6) | X X X Drive LBA
Cyl High (5) LBA
Cyl Low (4) LBA
Sec Num (3) LBA
Sec Cnt (2) Sector Count
Feature (1) Fill Word

FIG. 2B

5/5




International application No.

INTERNATIONAL SEARCH REPORT
PCT/US04/40940

A. CLASSIFICATION OF SUBJECT MATTER
IPC(7) GO6F 12/00; G11B 5/024; G11C 16/16
US CL 711/103,112,154; 713/200; 360/57; 365/185.33
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 711/103,112,154; 713/200; 360/57,66; 365/185.29,185.33,218

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
JPO, EPO

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Please See Continuation Sheet

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category * Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
gory pprop p

X US 2004/0268073 A1 (Morisawa) 7 April 2004 (07.04.2004), abstract, figures 2-6; 1,3,7-11,15-25
paragraphs 25-30,34,44,45,50, and 51.
X US 2003/0196036 A1l (Gibble et al.) 11 April 2002 (11.04.2002), figures 1,2, and 4(c);

paragraphs 5,6,9,31,37,44.

1,4,8,10,14,20-23,25

X US 6,507,911 B1 (Landford) 22 July 1998 (22.07.1998), abstract, figures la, 1b, and 5; 1,3,7-11,15,16,20-
column 5, lines 51-56; column 3, lines 12-60; column 4, lines 10-45; column 5, line 60 - 23,25
column 6, line 11.

X US 6,658,438 B1 (Moore et al.) 14 August 2000 (14.08.2000), abstract, figures 1, 2, 3A- 1,16,21,22,25

~—- 3C, and 6; column 2, lines 3-16; column 3, lines6-67. | emeeeeeeee

Y 12,13

Y US 6,034,882 (Johnson et al.) 16 November 1998 (16.11.1998), column 1, lines 31-43. 12,13

A US 2003/0103288 Al (Suzuki) 5 September 2002 (05.09.2002)

A US 6,731,447 (Bunker et al.) 4 June 2001 (04.06.2001)

}X{ Further documents are listed in the continuation of Box C.

[]

See patent family annex.

* Special categories of cited documents:

“A"  document defining the general state of the art which is not considered to be
of particular relevance

“E" earlier application or patent published on or after the international filing date

“L”  document which may throw doubts on priority claim(s) or which is cited to
establish the publication date of another citation or other special reason (as
specified)

“O"  document referring 1o an oral disclosure, use, exhibition or other means

“P”  document published prior to the international filing date but later than the
priority date claimed

“T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

“X document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

“yn document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&" document member of the same patent family

Date of the actual completion of the international search

01 May 2005 (01.05.2005)

Date of mailing of the international s\?rciﬁbogt
2 6 MA

Name and mailing address of the ISA/US
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

Facsimile No. (703) 305-3230

Authorized officer
Matt M Kim
Telephone No. (571) 272-2100

Form PCT/1SA/210 (second sheet) (January 2004)




International application No.

INTERNATIONAL SEARCH REPORT PCT/US04/40940

C. (Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category * Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 6,748,482 (Fackenthal) 27 September 2000 (27.09.2000)
A US 2003/0110411 Al (Harari et al.) 21 January 2003 (21.01.2003)
A US 6,212,600 B1 (Friedman et al.) 21 January 1998 (21.01.1998)
A US 2001/0025343 Al (Chrisop et al.) 28 February 2001 (28.01.2001)
A US 2003/0088745 Al (Okada) 31 October 2002 (31.10.02)
A US 2004/0221102 Al (Watanbe) 2 May 2003 (02.05.2003)
A Gutmann, Peter. Secure Deletion of Data from Magnetic and Solid-State Memory

Proceedings of the Sixth USENIX Security Symposium, pages 77-90.

Form PCT/1SA/210 (continuation of second sheet) (January 2004)




International application No.

INTERNATIONAL SEARCH REPORT PCT/US04/40940

Continuation of B. FIELDS SEARCHED Item 3:

IEEE, ACM, IBM Technical Disclosure Bulletin

search terms: secure & (erase { erasing | erasure | deletion | delete | deleting | over-write | overwrite | over-writing | overwritting |
over-written | overwritten) & (pattern | sequence) & (nonvolatile | non-volatile | flash | "hard drive" | EEPROM | EPROM | PROM
| tape | tapedrive)

Form PCT/ISA/210 (extra sheet) (January 2004)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

