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DISTRIBUTED ENERGY GENERATION AND CONSUMPTION MONITORING AND
REPORTING DEVICE WITH MODULAR COMMUNICATION UPGRADABILITY AND
PROTECTION DOMAINS IN HARDWARE

TECHNICAL FIELD

[0001]  This application claims the priority benefit under 35 U.S.C. §119(e) of U.S.
Provisional Application No. 62/281,771 filed on January 22, 2016, Provisional Application
No. 62/335,128 filed on May 12, 2016 and Provisional Application No. 62/436,075 filed
December 19, 2016, the disclosures of each of which are incorporated herein by reference
in its entirety.

[0002] The present disclosure generally relates to energy monitoring and reporting
devices. More particularly, and not by way of limitation, particular embodiments of the
present disclosure are directed to an electrical unit for monitoring and reporting of energy
generation and consumption, and having a modular hardware structure in which more
complex and unsafe portions of the device are restricted for access by a qualified
electrician only, whereas safe areas are made accessible to a homeowner or low expertise
technician to help diagnose issues and/or upgrade the functionality of the device without

requiring the presence of a high expertise technician/electrician.

BACKGROUND

[0003] A photovoltaic (PV) system converts the sun's radiation into usable electricity. PV
systems range from small, rooftop-mounted or building-integrated systems with capacities
from a few to several tens of kilowatts, to large, utility-scale power stations of hundreds of
megawatts. Some PV systems may be connected to an electrical grid to enable
transmission and distribution of their generated-electricity to other participants in the utility
market. On the other hand, some PV systems, such as, for example, residential or small-
scale PV systems, may be off-grid or stand-alone systems. A PV system may comprise a
solar/PV array to convert solar radiation into Direct Current (DC) electricity, a charge
controller to receive the generated DC electrical current and transfer it for storage, a
storage (battery) unit to store a portion of the generated electricity, and an inverter to

convert the stored electric current from DC to AC (Alternating Current) to drive an AC load.
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[0004] A PV solar system or any other renewable energy system may employ one or
more monitoring equipments to monitor and report the generation and consumption of
renewable energy. The monitoring equipment may communicate with a remote
management equipment (for example, a database server) for remote storage and analysis
of data collected by the monitoring equipment. The remote management equipment may
communicate with the monitoring equipment via a network—like a cellular network, the
internet, a combination of wireline and wireless networks, and the like. Such data storage
and analysis may be used to generate billing, assess system operations, generate system
performance analytics, perform remote troubleshooting and alert a qualified technician to

visit the site for additional troubleshooting and maintenance, and so on.

SUMMARY

[0004] One of the challenges in installing monitoring equipment with communication
capability is that the equipment must serve the long time span (for example, 20 years) of
PV solar, energy storage and/or other distributed energy management equipment despite
ongoing changes in both communication protocols as well as the distributed energy
technology itself. In a span of 20 years, cellular, radio, satellite, and home networking
communication technologies may change drastically and make old communication
technologies either obsolete and completely non-functional, or barely working but a drag on
newer technologies and protocols. In addition, during this time period, there may be rapid
developments in home energy management, energy storage and improved solar PV.

[0005] For example, the original 802.11 Wi-Fi (Wireless Fidelity) communication
standard was introduced in 1997, and the 802.11b standard was introduced in 1999.
Products from those years, if forced to serve the market until 2017 or 2019, would barely
work with newer Wi-Fi standards, and if they work, would significantly reduce air throughput
of Wi-Fi in the home where PV solar instruments are installed. Similarly, cellular operators
are repurposing the 2G (Second Generation) spectrum to use on 4G (Fourth Generation).
Allowing 2G devices to continue to operate on a 4G network would incur major spectral
efficiency costs, as well as hold back progress towards newer, faster, and better

communication methods.
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[0006] One possible option of mitigating the above problem is to provision for the
monitoring device to be replaced within the lifespan of the renewable energy system—such
as, for example, a PV solar system. However, performing this replacement can be both
expensive and complex because a monitoring equipment can involve high voltage electrical
connections, as well as communication interface connections to various system units such
as, for example, inverters, batteries, charge controllers, weather stations, and the like. This
would mean that a qualified electrician or a high expertise technician has to be involved in
such a replacement. This can result in very high costs, usually more than twice the cost of
the original monitoring hardware.

[0007]  With most monitoring equipments, another associated problem is the difficulty in
enlisting the help of the homeowner or a low expertise technician in remotely diagnosing
the unit. Because the monitoring equipment has high voltage wiring, there are material risks
in having the homeowner or a low expertise technician try to perform service or diagnostic
activities on their own.

[0008]  Another issue with installing a monitoring and reporting equipment in a home is
the tradeoff between using home networking (such as a home Wi-Fi network) versus a
cellular/external network as the backhaul to communicate with the remote management
equipment. While a cellular network integration provides a reliable backhaul independent of
the home network, it increases the hardware cost and adds a recurring expenditure. The
home network, while cheap, can be unreliable, and the short installation timeframe does
not provide enough information on the long term reliability of the home network to decide
whether the home network is good enough for the backhaul. The high cost of a future truck
roll to the home with a high expertise technician however means that the install company
has to decide one way or the other at the time of installation of the monitoring equipment.
[0009] Existing technology includes physically splitting the monitoring device into two
separate pieces—one piece performs as the monitoring element, and the other piece
performs as the communicating element. For example, in such a configuration, a
monitoring device could have a separate communicating element—like a 900 MHz RF
(Radio Frequency) radio or a Homeplug interface to a gateway—which could be located
within the house and accessible to the homeowner for replacement. However, such an

implementation (a) includes high cost and (b) adds one more wireless communication
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mode to the product, which can result in more problems that need to be troubleshot. For
example, instead of just one wireless communication mode—that is, communication
between the monitoring device and the remote management equipment, the split-device
implementation mentioned here creates two separate wireless communication modes—one
between the monitoring element and the physically separately located communicating
element, and the other between the communicating element and the remote management
equipment. Additional communication modes indeed create additional problems that need
to be diagnosed and rectified.

[0010] It is therefore desirable to provide a monitoring device that does not create
additional communication modes between its constituent parts and that has a portion
accessible to a non-electrician user (such as a homeowner or a low expertise technician) to
perform certain upgrades and troubleshooting of the device without requiring the presence
of a qualified electrician.

[0011] As a solution, particular embodiments of the present disclosure provide an
electrical unit for monitoring and reporting of energy generation and consumption. The
electrical unit has a modular hardware structure in which more complex and unsafe
portions of the device are restricted for access by a qualified electrician only, whereas safe
areas are made accessible to a homeowner or low expertise technician to help diagnose
issues and/or upgrade the functionality of the device without requiring the presence of a
high expertise technician/electrician.

[0012] More specifically, the electrical unit as per teachings of the present disclosure
may have two features—modular upgradeability, and separate access levels (or protection
domains). As part of modular upgradeability, the unit may include the ability to add new
communication interfaces in a modular manner. Thus, instead of replacing the entire
monitoring unit, new communication interfaces can simply be added or replaced, preferably
by a non-electrician user. Software in support for the new communication interface may be
(a) applied over the air if the unit is still communicating using the old interface, (b) applied
using a local interface prior to adding the new hardware, (c) contained as part of the new
hardware and absorbed by the main device when the new hardware is added. Alternatively,
the new/upgraded interface may be designed to be plug-and-play ready so that no new

software is required to support the new interface being added. Protection domains are
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created by designing the electrical unit to include an outer, easier level of physical access,
open to the homeowner or a low expertise technician. This area would support the modular
upgrade interfaces for communication as well as diagnostic interfaces for debugging
issues. An inner, more tightly restricted area of access may be used to shield the high
voltage wiring as well as wired industrial communication interfaces—such as the
standardized RS485 ports based on the TIA/EIA (Telecommunications Industry
Association/Electronic Industries Alliance) 485 standard—to the inverters, batteries, charge
controllers, weather stations, and the like, from the homeowner.

[0013] In one embodiment, the present disclosure is directed to an electrical unit that
comprises an operative module and an interface module. The operative module has circuit
components accessible to a qualified electrician only, and the interface module is physically
attached to the operative module and electrically connected thereto to form a unitary
structure for the electrical unit. The interface module includes at least one of the following:
(i) a communication interface to enable the operative module to remotely communicate with
a control unit external to the electrical unit, and (ii) a diagnostic interface to indicate
operational status of the electrical unit and to enable remote diagnosis of the electrical unit.
In the electrical unit, the interface module is accessible to a non-electrician user to perform
upgrade of the interface module and troubleshooting for the electrical unit without requiring
presence of a qualified electrician.

[0014] In one embodiment, the operative module and the interface module are covered
in a nested configuration in which an inner cover shields the operative module to prevent
the non-electrician user from accessing the operative module and a removable outer cover
is placed over the inner cover to allow the non-electrician user to access the interface
module.

[0015] In another embodiment, the operative module and the interface module are
covered in a non-overlapping configuration in which a first cover shields the operative
module to prevent the non-electrician user from accessing the operative module and a
removable second cover is placed adjacent to the first cover and over the interface module
to allow the non-electrician user to access the interface module.

[0016] In one embodiment, the operative module is a utility monitoring meter and the

interface module is attached as a protrusion to the monitoring meter, wherein the protrusion
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has at least one removable side to allow the non-electrician user to access the interface
module. The protrusion may be cylindrical or rectangular in shape.

[0017] In the interface module, the communication interface may be at least one of the
following: a cellular telecommunications interface, a Wireless Fidelity (Wi-Fi) interface, a
Radio Frequency (RF) interface, and an Ethernet interface.

[0018] In the interface module, the diagnostic interface may be at least one of the
following: a Universal Serial Bus (USB) interface, an Ethernet interface, a mini-Peripheral
Component Interconnect express (mini-PCle) interface, a Personal Computer Memory
Card International Association (PCMCIA) interface, a Universal Smart Network Access Port
(USNAP) interface, and a DB9 port.

[0019] Some examples of the electrical unit as per teachings of the present disclosure
include a renewable energy monitoring unit, an electrical switch, a circuit load panel, an
energy storage meter, and an electrical energy monitoring unit.

[0020] In one embodiment, the present disclosure is directed to a method that
comprises: (a) providing an electrical unit that comprises an operative module and an
interface module as outlined above; and (b) remotely instructing the non-electrician user to
perform upgrade of the interface module and troubleshooting for the electrical unit using the
interface module.

[0021] In another embodiment, the present disclosure is directed to an electrical unit
that comprises: (i) an operative module having circuit components accessible to a qualified
electrician only; and (ii) an interface module physically attachable to the operative module
and electrically connectible thereto, wherein, upon attachment, the operative module and
the interface module form a unitary structure for the electrical unit. The interface module
includes at least one of the following: (a) a communication interface to enable the operative
module to remotely communicate with a control unit external to the electrical unit, and (b) a
diagnostic interface to indicate operational status of the electrical unit and to enable remote
diagnosis of the electrical unit. The interface module is accessible to a non-electrician user
to perform upgrade of the interface module and troubleshooting for the electrical unit
without requiring presence of a qualified electrician.

[0022] Thus, the separation of unsafe and safe portions of an energy monitoring unit

and controlled accessibility to these portions as per teachings of the present disclosure
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results in reduced costs for upgrading and troubleshooting of the unit because a
homeowner or a low-skilled technician can perform such routine upgrading or
troubleshooting without the need to wait for a visit by a qualified (and more expensive)
electrician to the site. The communication interface in the monitoring unit may be upgraded
at low cost by the homeowner or a non-electrician to make the unit hardware compatible
with cellular network sunset or home network protocol obsolescence. Similarly, by providing
the homeowner with access to debug interfaces and diagnostic indicators, troubleshooting
costs for the monitoring unit are reduced and outcomes are improved. Remote
troubleshooting may be more effective, leading to fewer truck rolls (with costly electrician

visits to the sites), lower costs, faster resolution, and higher customer satisfaction.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] In the following section, the present disclosure will be described with reference to
exemplary embodiments illustrated in the figures, in which:

[0024] FIG. 1 is a simplified block diagram of an exemplary electrical unit as per
teachings of one embodiment of the present disclosure;

[0025] FIG. 2 shows an exemplary electrical unit implementing the divided access
aspect discussed with reference to the electrical unit in the embodiment of FIG. 1 using a
nested configuration;

[0026] FIG. 3 shows an exemplary electrical unit implementing the divided access
aspect discussed with reference to the electrical unit in the embodiment of FIG. 1 using
side-by-side access zones;

[0027] FIG. 4 depicts another exemplary electrical unit implementing the divided access
aspect discussed with reference to the electrical unit in the embodiment of FIG. 1 using a
protruding attachment;

[0028] FIG. 5 shows an exemplary electrical unit implementing the divided access
aspect discussed with reference to the electrical unit in the embodiment of FIG. 1 using a
wired connection through an intermediate connector; and

[0029] FIG. 6 is an exemplary flowchart illustrating how the divided access methodology
may be used to perform upgrade and troubleshooting of an electrical unit according to one

embodiment of the present disclosure.
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DETAILED DESCRIPTION

[0030] In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of the disclosure. However, it will be understood
by those skilled in the art that the present disclosure may be practiced without these
specific details. In other instances, well-known methods, procedures, components and
circuits have not been described in detail so as not to obscure the present disclosure.
[0031] Reference throughout this specification to “one embodiment” or “an embodiment”
means that a particular feature, structure, or characteristic described in connection with the
embodiment is included in at least one embodiment of the present disclosure. Thus, the
appearances of the phrases “in one embodiment” or “in an embodiment” or “according to
one embodiment” (or other phrases having similar import) in various places throughout this
specification are not necessarily all referring to the same embodiment. Furthermore, the
particular features, structures, or characteristics may be combined in any suitable manner
in one or more embodiments. Also, depending on the context of discussion herein, a
singular term may include its plural forms and a plural term may include its singular form.
Similarly, a hyphenated term (e.g., “transformer-rated,” “Wi-Fi’, “on-site,” etc.) may be
occasionally interchangeably used with its non-hyphenated version (e.g., “transformer
rated,” “WiFi’, “on site,” etc.), and a capitalized entry (e.g., "Electrical Unit," “Operative
Module,” “Electrician Zone,” etc.) may be interchangeably used with its non-capitalized

version (e.g., "electrical unit", “operative module,” “electrician zone,” etc.). Such occasional
interchangeable uses shall not be considered inconsistent with each other.
[0032] It is noted at the outset that the terms "coupled,” “operatively coupled,”

"connected", "connecting," "electrically connected,” etc., are used interchangeably herein to
generally refer to the condition of being electrically/electronically connected in an operative
manner. Similarly, a first entity is considered to be in “communication” with a second entity
(or entities) when the first entity electrically sends and/or receives (whether through wireline
or wireless means) information signals (whether containing address, data, or control
information) to/from the second entity regardless of the type (analog or digital) of those
signals. It is further noted that various figures (including component diagrams) shown and

discussed herein are for illustrative purpose only, and are not drawn to scale.
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[0033] The terms “first,” “second,” etc., as used herein, are used as labels for nouns that
they precede, and do not imply any type of ordering (e.g., spatial, temporal, logical, etc.)
unless explicitly defined as such.

[0034] FIG. 1 is a simplified block diagram of an exemplary electrical unit 10 as per
teachings of one embodiment of the present disclosure. Although a renewable energy
monitoring unit is used as a primary example of the electrical unit 10 in the discussion
below, it is noted that the discussion equally applies to other types of electrical units such
as, for example, an electrical switch, a circuit load panel, an energy storage meter, an
electrical energy monitoring unit, an electrical vehicle charging unit, a utility meter, and the
like. As shown, the electrical unit 10 may include an operative module 12 and an interface
module 14. The operative module 12 may have circuit components accessible to a qualified
electrician only. The interface module 14, on the other hand, may include a communication
interface 16 and a diagnostic interface 18, and may be accessible to a non-electrician
user—such as a homeowner or a low-skilled or low expertise technician—to allow the non-
electrician user to perform upgrade of the interface module and troubleshooting for the
electrical unit without requiring presence of a qualified electrician. As discussed later, such
bifurcated or divided access allows a non-electrician user to perform routine upgrades and
troubleshooting without requiring costly trips to the site by a qualified electrician.

[0035] In particular embodiments, the interface module 14 may be physically attached to
the operative module 12 and electrically connected to the operative module 12 to form a
unitary structure for the electrical unit 10. The physical attachment and electrical connection
(or operational coupling) between the operative module 12 and the interface module 14 is
illustrated by the bi-directional arrow 19 in FIG. 1. The communication interface 16 may
enable the operative module 12 to remotely communicate with a control unit (not shown)
external to the electrical unit 10. The control unit may be, for example, a remote server, a
customer service center, or the earlier-mentioned management equipment associated with
a renewable energy site to facilitate billing, remote troubleshooting, performance analytics,
and the like. The diagnostic interface 18 may indicate operational status of the electrical
unit 10 and may enable remote diagnosis of the electrical unit 10.

[0036] It is noted here that, in certain embodiments, the interface module 14 may not

contain both of the interfaces 16, 18. For example, in one embodiment, the on-board
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diagnostics features may not be available and, hence, the diagnostic interface 18 may be
absent or may have significantly limited functionality. In another example, the electrical unit
10 may not need to communicate with a remote management equipment. In that case, the
communication interface 16 may be absent or may have limited functionality. Alternatively,
in other embodiments, the functionalities of the individual interfaces 16, 18 may be
combined into a single interface forming the interface module 14.

[0037] In particular embodiments, initially the operative module 12 and the interface
module 14 may be separate. However, to make the electrical unit 10 operational, the
interface module 14 may be physically attachable to and electrically connectible to the
operative module 12. Upon attachment, the operative module 12 and the interface module
14 may form a unitary structure for the electrical unit 10.

[0038] As noted before, upon installation and during operation, the operative module 12
and the interface module 14 form a unitary (that is, integrated or undivided) structure for the
electrical unit 10. As a result, during operation, these modules do not split the electrical unit
10 into two physically separate pieces. Thus, unlike the existing monitoring devices, the
electrical unit 10 does not require to establish and maintain an additional communication
mode between the operative module 12 and the interface module 14. Rather, the electrical
unit 10 is operatively configured as a single and structurally-integrated entity
communicating with the remote management equipment (not shown).

[0039] FIGs. 2 through 5 show different implementations for the electrical unit 10 in FIG.
1. Hence, different reference numerals are used for each implementation and its
constituent parts to distinguish them from one another. It is understood, however, that each
implementation in FIGs. 2-5 is a specific example of the generic electrical unit 10 shown in
the embodiment of FIG. 1.

[0040] FIG. 2 shows an exemplary electrical unit 20 implementing the divided access
aspect discussed with reference to the electrical unit 10 in the embodiment of FIG. 1 using
a nested configuration. In this implementation, a plastic base 22 mates with two covers—an
inner cover 24 and an outer cover 25. In one embodiment, the inner and outer covers 24-25
may be of plastic as well. The inner cover 24 shields an operative module (or electrician
zone) 27 that a homeowner or a low expertise technician is prevented from accessing. The

outer cover 25, however, is more easily removable and is placed over the inner cover 24.

10
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Upon removal, the outer cover 25 allows a non-electrician user to access an interface
module 28 of the electrical unit 20. In the embodiment of FIG. 2, the interface module 28 is
shown to have two constituent interfaces—a communication interface (or upgrade zone) 30
and a diagnostic interface (or debug zone) 32. The removable outer cover 25 allows access
to upgrade and debug zones 30, 32 within the device 20 because these zones are safe to
be accessed by a homeowner or a low expertise technician.

[0041] The arrangement of inner and outer covers 24-25 in the embodiment of FIG. 2
creates a nested configuration in which the smaller inner cover 24 is nested inside the
larger outer cover 25. The operative module 27 and its associated inputs and ports
(identified below) are distinguished from other parts and components in the electrical unit
20 by using the line pattern " — . . — .. — .. " as opposed to the simple dashed line patterns

" (for the inner cover 24) and "= = = =" (for the parts of the interface

module 28).

[0042] In the embodiment of FIG. 2, the operative module 27 may include: (i) one or
more voltage inputs 34 such as, for example, L1 (Line 1), L2 (Line 2), N (Negative), and G
(Ground) inputs, or Voltage Transformer (VT) inputs; (ii) one or more Current Transformer
(CT) inputs 35 or other current inputs for PV energy generation and consumption
monitoring; (iii) one or more RS485 ports 36; and (iv) the electronic Printed Circuit Board
(PCB) (not shown) for the operative module itself. These inputs and ports 34-36 and the
electronic circuit board are included in the electrician zone and shielded from the
homeowner.

[0043] The upgrade zone 30 in the interface module 28 may include: (i) a "shelf" 38 to
place a cellular dongle or modem, and (ii) one or more USB slots 39 for modules that the
homeowner may add for upgraded connectivity options. On the other hand, the debug zone
32 may include one or more USB interfaces 40 and one or more Ethernet interfaces 41 to
allow the homeowner to debug issues on his/her own or through a remote troubleshooting
session with a service person. In one embodiment, Light Emitting Diodes (LEDs) 42 also
may be provided as part of the debug zone 32 to visually indicate status of various
monitoring operations being carried out by the operative module 27. The visibility to these
LEDs 42 may be made available either through the outer cover 25 or upon removal of the

outer cover 25.

11
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[0044] It is noted here that the implementation shown in FIG. 2 is only an example.
What interfaces are made available for upgradability and what interfaces get covered up by
a shield in the higher access level zone may differ in other implementations. The actual
mechanism for providing these separate access level tiers also may be different in other
embodiments. For example, the divided access mechanism in the embodiment of FIG. 2
uses nested access zones, whereas that in the embodiment of FIG. 3 uses side-by-side
access zones as discussed below.

[0045] FIG. 3 shows an exemplary electrical unit 45 implementing the divided access
aspect discussed with reference to the electrical unit 10 in the embodiment of FIG. 1 using
side-by-side access zones. In the embodiment of FIG. 3, a plastic base 47 mates with two
covers 49-50 placed side-by-side in a non-overlapping configuration. The covers 49-50
may be made of plastic as well. One cover 49 shields an operative module 52 to prevent a
non-electrician user from accessing the module 52. The other cover 50 is placed adjacent
to the operative module's cover 49 and over an interface module 53. The interface
module's cover 50 may be removable by a non-electrician user to access the module 53.
For ease of illustration, additional component details for the modules 52-53 in FIG. 3 are
not shown. However, it is understood that, in one embodiment, the modules 52-53 may
have circuit components—Ilike USB and Ethernet interfaces, voltage inputs, and so on—
similar to or different from those shown with reference to corresponding operative and
interface modules in the embodiment of FIG. 2. A connecting portion 55 in FIG. 3 illustrates
physical attachment and electrical connection between the two modules 52-53.

[0046] In addition to the structures in the embodiments of FIGs. 2-3 having two-layer
enclosures, other alternative structures that provide a homeowner or a low-skilled
technician the ability to access diagnostic/communication interfaces without access to the
high voltage electrical portion and high expertise areas also may be possible as discussed
below with reference to the exemplary embodiments in FIGs. 4-5.

[0047] FIG. 4 depicts another exemplary electrical unit 57 implementing the divided
access aspect discussed with reference to the electrical unit in the embodiment of FIG. 1
using a protruding attachment 59. In one embodiment, the protruding attachment 59 may
be the interface module of the electrical unit 57. The operative module of the electrical unit

57 may be a utility meter or a socket meter 61 that may have a protruding compartment 59
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attached thereto. The protruding attachment 59 may have at least one removable side such
as, for example, a hermetically sealed door 63 that may be secured with one or more
screws 64 that could be opened by a low expertise level technician to perform a diagnostic
activity, a firmware upgrade, add communication functionality, or upgrade existing
communication functionality. In the embodiment of FIG. 4, the socket meter 61 is shown
with a USB port 66 on the edge of the socket meter’'s envelope. The door 63 may provide
access to the housing for communication upgrade and the USB port 66. The protrusion 59
may be attachable to the meter 61 in the field or the entire unit 57 may be manufactured
with the protrusion 59 already attached to the meter 61. For example, in one embodiment,
the protrusion 59 may be added into the plastic enclosure (not shown) of the meter 61
and/or an acrylic dome (not shown) of the meter 61 on the face/side of the meter directly
facing the USB port 66. In certain embodiments, the protrusion may be rectangular or
cylindrical in shape depending on the geometry of the operative module (or socket meter)
and available attachment options. As shown in FIG. 4, the protrusion 59 may have one or
more face (or side) removable by using screw(s). For example, a protrusion—like the
protrusion 59—may be cylindrical and it may have an outer circle that could be a removable
disc. The low cost technician/homeowner would be able to unscrew this disc and insert a
communication upgrade interface or a diagnostic interface into a USB port—like the USB
port 66. The embodiment in FIG. 4 depicts a view of the socket meter 61 from its face, with
the electronic circuit board or PCB 68 of the operative module shown as a dashed circle.
While the embodiment in FIG. 4 shows the application of a protrusion-based design to a
socket meter, it is understood that the teachings of the present disclosure cover the usage
of such a protruding compartment with an openable door/window to allow the addition or
upgrade of a debug/communication interface to a transformer-rated meter as well.

[0048] FIG. 5 shows an exemplary electrical unit 70 implementing the divided access
aspect discussed with reference to the electrical unit 10 in the embodiment of FIG. 1 using
a wired connection through an intermediate connector 72. The electrical unit 70 may
include the intermediate connector 72, an operative module 74 and an interface module 76.
In the embodiment of FIG. 5, the operative module 74 is a self-contained meter, such as a
socket meter and the intermediate connector 72 is a base that functions as a socket for the

meter 74. The meter 74 may operatively fit into the base 72 via a meter receptor port 77
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and electrical connections 78. Thus, although the meter 74 itself may not have any
openings or access to the electrical circuitry for communication and/or diagnostics, the
electrical circuitry—here, the interface module 76—may be wired into the electrical meter
base socket 72 into which the meter plugs. For example, as shown in FIG. 5, the socket
meter base 72 may have openings—one of which is shown and identified using the
reference numeral "80"—that allow one or more communication/debugging interface
connections from the meter 74, such as a USB cable 82, to exit into the meter socket base
72 and be wired from there to an external enclosure 76 where the communication
upgrade/troubleshooting circuitry (or interface) may be housed. In the embodiment of FIG.
5, the interface module 76 is shown as a rectangular protrusion that may have an access
door or side 83 openable by a homeowner or low-skilled technician to access the
communication and/debug device(s) contained in the interface module 76. The door may
have sufficient hermetic sealing when closed to ensure that any communication/diagnostic
hardware added to the meter into the protrusion is protected from the natural elements in
line with the meter’'s environmental rating. In one embodiment, all of the components
shown in FIG. 5 may be housed within a single enclosure (not shown) constituting the
electrical unit 70. In that case, there may be a hermetically-sealed door in the enclosure to
protect meter electronics and circuits in the interface module from the natural elements in
line with the meter's environmental rating. The enclosure-based door may be opened by a
non-electrician user to access the interface module 76 inside the enclosure, without
allowing the user to access the operative module 74. In one embodiment, the operative
module 74 and the base 72 may be housed in an enclosure, whereas the interface module
76 may be a protrusion attachable to the operative module 74 via the interface cable 82
available through the opening 80 in the base 72. While the embodiment in FIG. 5 shows the
application of a cable-based design to a socket meter, it is understood that the teachings of
the present disclosure cover the usage of such interface cables that exit a base/enclosure
to allow for the addition or upgrade of one or more debug/communication modules to a
transformer-rated meter as well.

[0049] It is noted that the meters 61, 74 shown in FIGs. 4-5, respectively, may be utility
monitoring meters configured to monitor at least one of the following: a household utility

such as electricity, gas, or water; electricity voltage; electricity current; electricity power;
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electricity frequency; electricity power factor; and electricity phase angle. However, the
teachings of the present disclosure cover both self-contained and transformer-rated
electrical energy Watt-Hour meters with or without monitoring of other aspects of electricity
(such as voltage, current, frequency, power, phase angle, power factor, and the like) with
diagnostic and/or communication interfaces made accessible to the homeowner or a low-
skilled technician in the field to facilitate diagnosis, firmware/configuration updates, and
addition, upgrade, or replacement of functionality, especially communication functionality.
[0050] The discussion below explains how the divided access aspect discussed with
reference to the exemplary embodiments in FIGs. 1-5 may be utilized in practice.

[0051] The monitoring and reporting device—such as the electrical unit in any of the
FIGs. 1-5—may be initially installed by an electrician with either the core containing the
initial communication interfaces required, or with modular plug-in hardware for the initial
interfaces required. During the installation, the electrician may prefer to use the home
network as the backhaul (for communication with a remote management equipment) due to
lower hardware and recurring costs, while maintaining an easy and low-cost option of
adding cellular communication at a later stage if necessary. The new installation may be
monitored for a few weeks for communication reliability and regularity. If it is satisfactory,
the installation is left with home networking as the backhaul. However, if the home network
backhaul is found to be inadequate, a cellular communication module may be shipped to
the homeowner to be installed by the homeowner by accessing the interface module of the
monitoring device or an installation can be arranged by a low-cost technician who can also
access the interface module. In the event of a home network protocol obsolescence, a new
module may be shipped to the homeowner or an installation arranged through a low cost
technician to add a new protocol capability to the home network. The new module may
replace a previously installed module, or override the functionality of an already-included
element in the core of the product. Similarly, for a monitoring device where cellular
networking was previously added using a module, in the event of a cellular network sunset
by the carrier involved, a new module supporting newer protocol(s) may be shipped to the
homeowner or installation arranged by a low cost technician through access to the device's
interface module. In this manner, communication system upgrades may be performed

without the need to send a qualified electrician to the site.
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[0052] In the event of an issue with the monitoring unit—such as the electrical unit in
any of the FIGs. 1-5, the homeowner's access may be used to help debug the issue
remotely over a phone or an Internet-based chat session. The homeowner may be
remotely instructed—by a service person from a remote support center—to observe the
diagnostic indicators as well as use appropriate diagnostic interfaces in the homeowner
accessible area of the monitoring unit to help diagnose the issue(s) affecting the
performance of the unit. Similarly, a low expertise technician could be remotely assisted to
troubleshoot an issue on site using these indicators and interfaces. In this manner,
diagnostics or troubleshooting of the monitoring unit may be performed without the need to
send a qualified electrician to the site.

[0053] FIG. 6 is an exemplary flowchart 85 illustrating how the divided access
methodology may be used to perform upgrade and troubleshooting of an electrical unit,
such as the electrical unit 10 in FIG. 1, according to one embodiment of the present
disclosure. At block 87, the method may include the step of providing the electrical unit,
which, as mentioned before, may include an operative module, such as the operative
module 12 in FIG. 1, and an interface module, such as the interface module 14 in FIG. 1.
The operative module may have circuit components accessible to a qualified electrician
only, whereas the interface module may be accessible to a non-electrician user without
requiring the presence of a qualified electrician. The interface module may be physically
attached to the operative module and electrically connected thereto to form a unitary
structure for the electrical unit. In one embodiment, the interface module may be physically
attachable to the operative module and, upon attachment, the two modules may form a
unitary structure for the electrical unit.

[0054] As noted at block 88 and discussed before, the interface module may include at
least one of the following: (i) a communication interface, such as the communication
interface 16 in FIG. 1, to enable the operative module to remotely communicate with a
control unit external to the electrical unit, and (ii) a diagnostic interface, such as the
diagnostic interface 18 in FIG. 1, to indicate operational status of the electrical unit and to
enable remote diagnosis of the electrical unit.

[0055] As noted at block 90, the method in the embodiment of FIG. 6 may further

include the step of remotely instructing the non-electrician user to perform upgrade of the
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interface module and troubleshooting for the electrical unit using the interface module. In
this manner, the divided/bifurcated access methodology may be used to perform upgrade
and troubleshooting of an electrical unit as per teachings of the present disclosure.

[0056] Thus, the modular hardware approach as per teachings of the present disclosure
provides the ability to add new or upgraded communication interfaces to a monitoring and
reporting device by separating dangerous/sensitive/complex circuit elements from the
homeowner or low-skilled technician so that the homeowner or low-skilled technician can
perform field upgrades of some functionality at low cost. Although the discussion above is
primarily provided using a renewable energy monitoring and reporting device as an
example of the electrical unit in FIGs. 1-5, it is noted that the discussion equally applies to
more complex devices as well such as, for example, devices involving monitoring,
reporting, interconnection, and control of a PV solar system; an electrical energy monitoring
unit; an electrical switch such as, for example, energy storage, islanding, or disconnect
switches; a circuit load panel such as critical load panels; an energy storage meter such as,
for example, a battery charge monitor; an electric vehicle charging unit; and the like.
Generally, as per the present disclosure, more complex and unsafe portions of such
devices may be restricted to electrician access only, whereas safe areas may be made
accessible to a non-electrician user or a low expertise technician to help diagnose issues
with the device and/or upgrade a device functionality such as communication capability.
[0057] Although the example in the embodiment of FIG. 2 shows voltage connections,
current transformer connections, RS485 ports, and the electrical circuit board as the areas
to be included in the higher access level protection domain (electrician zone), it is noted
that the elements to be included in the higher access level zone versus the lower one—
which is to be accessible to a non-electrician user—may be determined according to the
exact design of the product in question and such criteria as safety, complexity, and
sensitivity of the elements involved.

[0058] Furthermore, although previous discussion mentions USB and Ethernet as the
interfaces for upgrades and troubleshooting and LEDs as diagnostic indicators, the
teachings of the present disclosure are not limited to these examples only. In particular
embodiments, a debug/upgrade interface—such as the diagnostic interface 18 or the

interface module 14 itself in FIG. 1—may include one or more of the following interfaces or

17



WO 2017/127249 PCT/US2017/012668

ports: one or more USB interfaces, one or more Ethernet interfaces, one or more miniPCle
interfaces, one or more PCMCIA interfaces, one or more USNAP interfaces, one or more
DB9 ports, and so on. As is understood, a USNAP interface may enable a Home Area
Network (HAN) to communicate with utility systems, energy gateways, or other devices
within the home. The diagnostic interface, such as the diagnostic interface 18 in FIG. 1,
may include LEDs as diagnostic/troubleshooting indicators, or a Liquid Crystal Display
(LCD) as a diagnostic indicator, or some other indicator(s) for audible and/or visible alert.
[0059] In certain embodiments, the electrical units as per teachings of the present
disclosure may use plastic or any other material for the enclosures. For example, the
enclosure(s) may be of metal (with appropriate designs to allow for antennas in modular
interfaces to be added if RF modular interfaces are to be supported) or of any other
material suitable for implementing the divided access aspect as per the present disclosure.
Similarly, in some embodiments, the layout of the two access areas—one for the qualified
electrician and the other for a non-electrician user—may be different from the nested (FIG.
2) and side-by-side (FIG. 3) configurations discussed before.

[0060] As noted before, many different types of communication interfaces may be
included as part of an interface module, such as the interface module 14 in FIG. 1. For
example, in particular embodiments, a communication interface, such as the
communication interface 16 in FIG. 1, may include one or more of the following interfaces:
a cellular telecommunications interface such as, for example, interface for 3G (Third
Generation) or 4G (Fourth Generation) cellular network; a Wi-Fi interface, an RF interface
such as, for example, a Bluetooth® interface; an Ethernet port/interface; a Small Computer
System Interface (SCSI) interface; a Fibre Channel interface; a Firewire® (IEEE 1394)
interface; and so on. The communication interface may include any suitable circuits, media
and/or protocol content for connecting the electrical unit to a network—whether wired or
wireless. In various embodiments, the network may include the Internet, Local Area
Networks (LANs), Wide Area Networks (WANs), wired or wireless Ethernet,
telecommunication networks, or other suitable types of networks.

[0061] The present disclosure applies to a transformer-rated meter, a self-contained
meter such as a socket meter, or any other type of energy or utility meter. In the example in

FIG. 2, a two-layer enclosure arrangement is shown that allows homeowners and low-cost
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technicians access to the diagnostic and communication interfaces. In an alternate
arrangement, the enclosure of the monitoring unit may have its own door that can be
opened by the homeowner/low cost technician to access the interface module housed
within the enclosure; the operative module, however, may remain shielded from the
homeowner. In another embodiment, the enclosure housing the interface module may be
set into the device/meter itself and contained within the device envelope, or it could be an
outward protrusion from the meter as shown, for example, in the embodiments of FIGs. 4-5.
[0062] The teachings of the present disclosure may lower the initial hardware cost
across a large number (fleet) of distributed energy assets by eliminating the need for
including a cellular communication interface as part of every unit and restricting it to only
units that really need it. As discussed before, a wi-fi interface may be initially installed in a
monitoring unit. If that interface works satisfactorily or upgraded with the help of the
homeowner for satisfactory backhaul through home wi-fi network, then there may be no
need to install or activate a cellular interface on the device. Thus, recurring costs are also
lowered across the fleet by using cellular interfaces only on installations where cellular
communication is truly required. If every electrical unit in the fleet is installed/activated with
a cellular communication option, a minimum monthly charge would need to be paid on
every unit, thereby increasing the operating cost of the energy assets. Hardware costs from
a cellular network sunset or home network protocol obsolescence are reduced as well
because only the affected communication module/interface needs to be added/replaced.
Labor costs from a cellular network sunset or home network protocol obsolescence are
similarly reduced because such a replacement can be performed by the homeowner or a
low cost technician instead of a more expensive electrician. Furthermore, troubleshooting
costs are reduced and outcomes are improved too. By providing the homeowner with
access to debug interfaces and diagnostic indicators, remote troubleshooting may be made
much more effective, leading to fewer truck rolls with qualified electricians, lower costs,
faster resolution, and higher customer satisfaction.

[0063] In the preceding description, for purposes of explanation and not limitation,
specific details are set forth (such as particular architectures, interfaces, techniques, etc.) in
order to provide a thorough understanding of the disclosed technology. However, it will be

apparent to those skilled in the art that the disclosed technology may be practiced in other
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embodiments that depart from these specific details. That is, those skilled in the art will be
able to devise various arrangements which, although not explicitly described or shown
herein, embody the principles of the disclosed technology. In some instances, detailed
descriptions of well-known devices, circuits, and methods are omitted so as not to obscure
the description of the disclosed technology with unnecessary detail. All statements herein
reciting principles, aspects, and embodiments of the disclosed technology, as well as
specific examples thereof, are intended to encompass both structural and functional
equivalents thereof. Additionally, it is intended that such equivalents include both currently
known equivalents as well as equivalents developed in the future, such as, for example,
any monitoring devices developed that perform the same function, regardless of structure.
[0064] It will be appreciated by those skilled in the art that block diagrams herein (e.g.,
in FIGs. 1-5) represent conceptual views of illustrative circuitry or other functional units
embodying the principles of the technology. Similarly, it will be appreciated that the
flowchart in FIG. 6 represents exemplary method steps embodying the principles of the
present disclosure.

[0065] Alternative embodiments of an electrical unit—such as any of the electrical units
shown in FIGs. 1-5—according to inventive aspects of the present disclosure may include
additional components responsible for providing additional functionality, including any of the
functionality identified above and/or any functionality necessary to support the solution as
per the teachings of the present disclosure. Although features and elements are described
above in particular combinations, each feature or element can be used alone without the
other features and elements or in various combinations with or without other features.
[0066] The foregoing describes an electrical unit that has a modular hardware structure
in which more complex and unsafe portions of the device are restricted for access by a
qualified electrician only, whereas safe areas are made accessible to a non-electrician user
(such as a homeowner or a low expertise technician) to help diagnose issues and/or
upgrade the functionality of the device without requiring the presence of a high expertise
technician/electrician. Such divided access-based electrical unit may be used to monitor
and report the generation and consumption of renewable energy. Thus, the electrical unit
has two features—modular upgradeability, and separate access levels (or protection

domains). As part of modular upgradeability, the unit may include the ability to add new
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communication interfaces in a modular manner. Thus, instead of replacing the entire
monitoring unit, new communication interfaces can simply be added or replaced, preferably
by a non-electrician user. Protection domains are created by designing the electrical unit to
include an easier level of physical access, open to the homeowner or a low expertise
technician. This area would support the modular upgrade interfaces for communication as
well as diagnostic interfaces for troubleshooting. A more tightly restricted area of access
may be used to shield the high voltage wiring as well as wired industrial communication
interfaces from the homeowner.

[0067] As will be recognized by those skilled in the art, the innovative concepts
described in the present application can be modified and varied over a wide range of
applications. Accordingly, the scope of patented subject matter should not be limited to any
of the specific exemplary teachings discussed above, but is instead defined by the following

claims.
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WHAT IS CLAIMED IS:

1. An electrical unit comprising:
an operative module having circuit components accessible to a qualified electrician
only; and
an interface module physically attached to the operative module and electrically
connected thereto to form a unitary structure for the electrical unit, wherein the interface
module includes at least one of the following:
a communication interface to enable the operative module to remotely
communicate with a control unit external to the electrical unit, and
a diagnostic interface to indicate operational status of the electrical unit and to
enable remote diagnosis of the electrical unit,
wherein the interface module is accessible to a non-electrician user to perform
upgrade of the interface module and troubleshooting for the electrical unit without requiring

presence of a qualified electrician.

2. The electrical unit of claim 1, wherein the operative module and the interface
module are covered in a nested configuration in which an inner cover shields the operative
module to prevent the non-electrician user from accessing the operative module and a
removable outer cover is placed over the inner cover to allow the non-electrician user to

access the interface module.

3. The electrical unit of claim 1, wherein the operative module and the interface
module are covered in a non-overlapping configuration in which a first cover shields the
operative module to prevent the non-electrician user from accessing the operative module
and a removable second cover is placed adjacent to the first cover and over the interface

module to allow the non-electrician user to access the interface module.

4. The electrical unit of claim 1, wherein the operative module is a utility

monitoring meter and the interface module is attached as a protrusion to the monitoring
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meter, wherein the protrusion has at least one removable side to allow the non-electrician

user to access the interface module.

5. The electrical unit of claim 4, wherein the protrusion is cylindrical in shape.
6. The electrical unit of claim 4, wherein the protrusion is rectangular in shape.
7. The electrical unit of claim 4, wherein the utility monitoring meter monitors at

least one of the following:
a household utility;
electricity voltage;
electricity current;
electricity power;
electricity frequency;
electricity power factor; and

electricity phase angle.

8. The electrical unit of claim 1, wherein the operative module includes at least
one of the following:

a voltage transformer input;

a Current Transformer (CT) input;

a voltage input;

a current input; and

an RS-485 port.

9. The electrical unit of claim 1, wherein the communication interface includes at
least one of the following:

a cellular telecommunications interface;

a Wireless Fidelity (Wi-Fi) interface;

a Radio Frequency (RF) interface; and

an Ethernet interface.
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10.  The electrical unit of claim 1, wherein the diagnostic interface includes at least
one of the following:

a Universal Serial Bus (USB) interface;

an Ethernet interface;

a mini-Peripheral Component Interconnect express (PCle) interface;

a Personal Computer Memory Card International Association (PCMCIA) interface;

a Universal Smart Network Access Port (USNAP) interface; and

a DB9 port.

11.  The electrical unit of claim 1, wherein the electrical unit is one of the following:
a renewable energy monitoring unit;

an electrical switch;

a circuit load panel;

an energy storage meter; and

an electrical energy monitoring unit.

12. A method comprising:
providing an electrical unit that includes:
an operative module having circuit components accessible to a qualified
electrician only, and
an interface module physically attached to the operative module and
electrically connected thereto to form a unitary structure for the electrical unit, wherein the
interface module includes at least one of the following:
a communication interface to enable the operative module to remotely
communicate with a control unit external to the electrical unit, and
a diagnostic interface to indicate operational status of the electrical unit
and to enable remote diagnosis of the electrical unit,
wherein the interface module is accessible to a non-electrician user without

requiring presence of a qualified electrician; and
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remotely instructing the non-electrician user to perform upgrade of the interface

module and troubleshooting for the electrical unit using the interface module.

13. The method of claim 12, wherein the operative module is shielded with a first
cover that prevents the non-electrician user from accessing the operative module, and
wherein the interface module is provided with a removable second cover to allow the non-

electrician user to access the interface module.

14.  An electrical unit comprising:
an operative module having circuit components accessible to a qualified electrician
only; and
an interface module physically attachable to the operative module and electrically
connectible thereto, wherein, upon attachment, the operative module and the interface
module form a unitary structure for the electrical unit, wherein the interface module includes
at least one of the following:
a communication interface to enable the operative module to remotely
communicate with a control unit external to the electrical unit, and
a diagnostic interface to indicate operational status of the electrical unit and to
enable remote diagnosis of the electrical unit,
wherein the interface module is accessible to a non-electrician user to perform
upgrade of the interface module and troubleshooting for the electrical unit without requiring

presence of a qualified electrician.

15. The electrical unit of claim 14, wherein, upon attachment, the operative
module and the interface module are covered in a nested configuration in which an inner
cover shields the operative module to prevent the non-electrician user from accessing the
operative module and a removable outer cover is placed over the inner cover to allow the

non-electrician user to access the interface module.

16. The electrical unit of claim 14, wherein, upon attachment, the operative

module and the interface module are covered in a non-overlapping configuration in which a
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first cover shields the operative module to prevent the non-electrician user from accessing
the operative module and a removable second cover is placed adjacent to the first cover
and over the interface module to allow the non-electrician user to access the interface

module.

17. The electrical unit of claim 14, wherein the operative module is a utility
monitoring meter and the interface module is attachable as a protrusion to the monitoring
meter, wherein the protrusion has at least one removable side to allow the non-electrician

user to access the interface module.

18.  The electrical unit of claim 17, wherein the protrusion is cylindrical in shape.

19.  The electrical unit of claim 17, wherein the protrusion is rectangular in shape.

20. The electrical unit of claim 14, wherein the electrical unit is one of the
following:

a renewable energy monitoring unit;

an electrical switch;

a circuit load panel;

an energy storage meter; and

an electrical energy monitoring unit.
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