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MEDICAL DEVICE METADATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application claims priority to U.S. Pro 
visional Patent Application No. 60/964,444, entitled “Patient 
Treatment Systems Employing Medical Device Informatics'. 
and filed Aug. 10, 2007. That application is hereby incorpo 
rated by reference in its entirety. 

TECHNICAL FIELD 

0002. In general, the present disclosure relates to treat 
ment of patients via systems for use and control of medical 
devices. More specifically, the present disclosure relates to 
Software for treatment of patients using medical devices. 

BACKGROUND 

0003 Patients at hospitals and other care centers require 
controlled therapy administration and monitoring. Hospitals 
and care centers use a variety of types and brands of medical 
devices to assist in monitoring and therapy administration. 
For example, medical devices used to assist in therapy admin 
istration may include medical infusion pumps, pulse oXime 
ters, cardiopulmonary monitors, and other therapy delivery 
and patient monitoring equipment. The various types and 
brands of medical devices each generally use differing, pro 
prietary communication standards. 
0004. The proprietary standards employed by the different 
devices limit interoperability among the devices, making 
therapy administration difficult. During use of one or more of 
the medical devices, a caregiver may want to perform a num 
ber of actions related to the medical device. For example, a 
caregiver may wish to set parameters in a medical device 
based on the observed characteristics of the patient. Or, the 
caregiver may wish to view data gathered by a monitor. Due 
to the proprietary standards used by various medical devices, 
the caregiver may use a number of types of software and 
hardware to access the information gathered by the medical 
device needed to treat the patient. 
0005 Coordinating usage of medical devices also can be 

difficult. A single medical device can be programmed for 
administering different therapies and in different locations 
within a hospital. Usage records of multiple medical devices 
of varying types and in different hospitals may need to be 
compared. Similarly, the status of a medical device can be 
difficult to monitor because the devices are often in locations 
other than where the caregiver is located. 

SUMMARY 

0006 Methods and systems of patient treatment are dis 
closed. The methods and systems include use of medical 
device informatics to modify and validate therapies and drugs 
used in those therapies. In the various aspects of the present 
disclosure, a medical device. Such as a medical infusion 
pump, interfaces with a server to administer treatments to 
patients. 
0007. In certain aspects, medical device metadata is used 
to define a medical device within a medical device network. 
In further aspects, messages are communicated between a 
medical device and server to define treatments and other 
operations to the medical device. In still other aspects, opera 
tional and historical data is communicated from medical 
devices to a medical device server to allow remote monitoring 

Jun. 11, 2009 

of the administration of a therapy to a patient. In further 
aspects, timing parameters dictate communication and track 
ing of events between a medical device and a medical device 
SeVe. 

0008. In a particular aspect, a method of communication 
between a medical device and a server is disclosed. The 
method includes associating metadata with one or more 
medical devices, the metadata corresponding to an attribute 
of the medical devices. The method also includes storing the 
metadata on a server, the server configured to communicate 
with each of the medical devices by using the metadata. 
0009. In a second aspect, a system for communicating 
with a plurality of medical devices is disclosed. The system 
includes a plurality of medical devices and a server commu 
nicatively connected to the plurality of medical devices. The 
server includes a memory configured to store metadata 
describing the medical devices and a programmable circuit 
operatively connected to the memory. The programmable 
circuit is configured to execute program instructions to asso 
ciate metadata with one or more medical devices, the meta 
data corresponding to at least one attribute of the medical 
devices. The programmable circuit is also configured to 
execute program instructions to store the metadata on a server 
and communicate information including the metadata with at 
least one of the medical devices. 
0010. In a third aspect, a method of communication 
between a medical device and a server is disclosed. The 
method includes associating metadata with each of a plurality 
of medical devices, the metadata corresponding to at least one 
attribute common to the medical devices. The method also 
includes associating second metadata with at least one medi 
cal device of the plurality of medical devices, the second 
metadata corresponding to at least one custom attribute of the 
medical device. The method further includes storing the 
metadata on a server, the server configured to communicate 
with each of the medical devices by using the metadata. The 
method also includes selecting a medical device and commu 
nicating information including the metadata with the medical 
device. 
0011. In a fourth aspect, a method of communication 
between a plurality medical devices and a server is disclosed. 
The method includes generating a message to a medical 
device server at a medical device, the message including 
metadata used to identify the medical device. The method 
further includes receiving a message from the medical device 
server at the medical device, the message including metadata 
identifying the medical device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 shows an exemplary medical device network 
in which aspects of the present disclosure may be imple 
mented; 
0013 FIG. 2 is a block diagram of a medical device use 
able in aspects of the present disclosure; 
0014 FIG. 3 is a diagram of a software architecture for a 
medical device network; 
0015 FIG. 4 is a diagram of a second software architecture 
for a medical device network; 
0016 FIG. 5 is a flowchart of methods and systems for 
remote management of medical devices controlled by mul 
tiple entities: 
0017 FIG. 6 is a flowchart of methods and systems for 
server based control of medical devices; 
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0018 FIG. 7 is a state diagram of possible state for remote 
control of a medical device; 
0019 FIG. 8 is a functional diagram of a messaging sys 
tem for use in a medical device network; 
0020 FIG. 9 is a flowchart of methods and systems for 
communication between a medical device and a medical 
device server; 
0021 FIG. 10 is a flowchart of further methods and sys 
tems for communication between a medical device and a 
medical device server; 
0022 FIG. 11-16 are data models including metadata use 
able to facilitate extensible communication systems for medi 
cal devices and medical device servers; 
0023 FIG. 17 is a flowchart of methods and systems for 
filtering medical device events; 
0024 FIG. 18 is a flowchart of methods and systems for 
managing maintenance of medical devices; 
0025 FIGS. 19-24 are data models including event meta 
data useable to track events occurring in medical devices; 
0026 FIG. 25 is a diagram of a data packet formatted for 
transmission from a medical device server to one or more 
medical devices; 
0027 FIG. 26 is a flowchart of methods and systems for 
delivery of the data packet of FIG. 25: 
0028 FIGS. 27-32 are data models including metadata 
useable to facilitate delivery of data packets to medical 
devices from a medical device server; 
0029 FIG.33 is a schematic diagram including metadata 
useable to synchronize time within a medical device network; 
0030 FIG. 34 is a flowchart of methods and systems for 
synchronization of medical devices in a medical device net 
work; 
0031 FIG. 35 is a flowchart of methods and systems for 
time adjustment of event log data; 
0032 FIG. 36 is a block diagram of functional units of a 
medical device server, according to a possible embodiment of 
the present disclosure; 
0033 FIG.37 is a block diagram of medical device server 
administration systems; 
0034 FIG. 38 is a sample medical device administration 
event tracking report accessible from a medical device server, 
0035 FIG. 39 is a sample security event tracking report 
accessible from a medical device server; 
0036 FIG. 40 is a sample security event trending report 
accessible from a medical device server; 
0037 FIG. 41 is a sample user history report accessible 
from a medical device server; 
0038 FIG. 42 is a user interface for management of medi 
cal device metadata; 
0039 FIG. 43 is a further user interface for installation of 
medical device metadata; 
0040 FIG. 44 is a user interface for management of data 
packet distribution in a medical device network; 
0041 FIG. 45 is a further user interface for deployment of 
data packets to medical devices in a medical device network; 
0042 FIG.46 is a user interface confirming deployment of 
a data packet to a medical device; 
0043 FIG. 47 is a sample quarantine report indicating 
erroneous data transmission from a medical device server to 
a medical device; 
0044 FIG. 48 is a sample detailed quarantine report, cor 
responding to the quarantine report of FIG. 47: 
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0045 FIG. 49 is a sample package deployment report dis 
playing deployments of data packets from a medical device 
server to medical devices; 
0046 FIG.50 is a sample package deploymenterror report 
displaying erroneous deployments of data packets from a 
medical device server to medical devices; 
0047 FIG. 51 is a sample maintenance report displaying 
medical device maintenance events; 
0048 FIG. 52 is a sample medical device fault report 
displaying medical device faults communicated to a medical 
device server; 
0049 FIG. 53 is a sample medical device fault trending 
report displaying trends in medical device faults communi 
cated to a medical device server, 
0050 FIG. 54 is a flowchart of methods and systems for 
communicating parameter changes from a medical device 
server to a medical device; 
0051 FIG.55 is a schematic diagram including metadata 
useable to facilitate therapy-based programming of medical 
devices from a medical device server; 
0.052 FIG. 56 is an exemplary messaging sequence for 
therapy-based programming of a medical device; 
0053 FIG. 57 is a flowchart of methods and systems for 
tracking changed medical device parameters communicated 
to a medical device server; 
0054 FIG. 58 is a sample medical device history report 
displaying event log data communicated from a medical 
device to a medical device server; 
0055 FIG.59 is a sample therapy history report displaying 
therapy event log data communicated from a medical device 
to a medical device server; 
0056 FIG. 60 is a sample therapy trending report display 
ing therapy trends derived from therapy event log data com 
municated from a medical device to a medical device server; 
0057 FIG. 61 is a sample therapy change history report 
displaying changes to therapies in therapy event log data 
communicated from a medical device to a medical device 
server; 
0.058 FIG. 62 is a sample therapy change trending report 
displaying therapy change trends derived from therapy event 
log data communicated from a medical device to a medical 
device server; 
0059 FIG. 63 is a flowchart of systems and methods for 
determining an on-line status of a medical device; 
0060 FIG. 64 is a flowchart of systems and methods for 
collecting telemetry data from a medical device; 
0061 FIG. 65 is an exemplary messaging sequence for 
receiving telemetry data from a medical device; and 
0062 FIG. 66 is schematic diagram including metadata 
useable to facilitate communication of telemetry data from 
medical devices to a medical device server. 

DETAILED DESCRIPTION 

0063 Various embodiments of the present invention will 
be described in detail with reference to the drawings, wherein 
like reference numerals represent like parts and assemblies 
throughout the several views. Reference to various embodi 
ments does not limit the scope of the invention, which is 
limited only by the scope of the claims attached hereto. Addi 
tionally, any examples set forth in this specification are not 
intended to be limiting and merely set forth some of the many 
possible embodiments for the claimed invention. 
0064. The logical operations of the various embodiments 
of the invention described herein are implemented as: (1) a 
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sequence of computer implemented steps, operations, or pro 
cedures running on a programmable circuit within a com 
puter, (2) a sequence of computer implemented Steps, opera 
tions, or procedures running on a programmable circuit 
within a medical device; and/or (3) interconnected machine 
modules or program engines within the programmable cir 
cuits. 
0065. The description set forth herein discusses use and 
programming of a variety of medical devices and a medical 
device server in a medical device network. One skilled in the 
art will realize that a wide variety of medical devices are used 
in administering a therapy to a user, Such as medical infusion 
pumps, pulse Oximeters, cardiopulmonary monitors, and 
other therapy delivery and patient monitoring equipment. 
These and additional medical devices may be used in the 
medical device network of the present disclosure. In various 
aspects of the present disclosure, the term medical device 
server refers to a computing system and a message handling 
and storage service used for coordination of various other 
components of the system. Additionally, the term “user' in 
the context of the medical device generally applies to the 
person who is receiving a therapy. In many other contexts, 
Such as the context of usage of the medical device server, the 
user could also refer to any other person Such as a caregiver 
that is operating the medical device or a computer with access 
to information about the medical device. 
0066. Additionally, the medical devices and intercon 
nected computing systems considered in the present disclo 
Sure generate and present information and fields in user inter 
faces and reports, which are also referred to as displays. The 
user interfaces and reports can include fields, alpha/numeric 
character Strings, times, and dates. The fields, also referred to 
as cells, prompt users to enter and/or select information. 
Various types of input and display devices are available on 
various computing systems and medical devices. 
0067. The various types of medical devices encompassed 
by the present disclosure execute or utilize operating param 
eters, which customize or personalize operation of computer 
implemented steps, machine modules, and programs to meet 
the requirements of individual medical device users. The 
operating parameters can be numerical values, text strings, 
flags, argument names, or any other aspect of medical device 
programming that the user or a caregiver can set to control 
operation of the medical device. In certain aspects of the 
present disclosure, metadata indicates a textual definition of 
the capabilities of the various operating parameters within the 
medical device, and to servers and other computing systems 
interfaced with the medical device. 

I. Hardware Environment 

0068 Referring generally to FIGS. 1 and 2, a generalized 
hardware environment is described. FIG. 1 shows an exem 
plary medical device network 100 in which aspects of the 
present disclosure may be implemented. The medical device 
network 100 provides a method by which a variety of medical 
devices and communication systems intercommunicate. The 
medical device network 100 includes a medical device server 
102 interconnected with a variety of types of medical devices. 
The medical devices can include an active medical device 
104, a passive medical device 106, and a plurality of exem 
plary medical devices shown to be medical infusion pumps 
108. 
0069. The active medical device 104 refers to any of a 
number of medical devices configured to assist in adminis 
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tering a therapy to a patient. Active medical devices include 
medical infusion pumps for delivery of fluidic therapies, or 
other therapy-providing equipment. In one embodiment, the 
active medical device 104 is a medical infusion device, such 
as the medical infusion pumps 108 shown. 
0070 The passive medical device 106 refers to any of a 
number of observation devices configured to monitor the 
status of a patient, rather than to actively assist in administer 
ing a therapy to that patient. Examples of passive medical 
devices include pulse oximeters, cardiopulmonary monitors, 
or other patient observation systems for measuring vital signs 
of the patient, Such as breathing, heart rate and rhythm, blood 
oxygen levels, and other health indicators. 
(0071. The medical device server 102 communicates with 
the medical devices, and is one or more generalized or appli 
cation-specific computing systems. The medical device 
server 102 is configured to store and retrieve data received 
from the various medical devices 104, 106, 108. The data 
received by the medical device server 102 can include event 
log data, programming data, and various other data transmit 
ted to the server 102 from the medical devices 104,106, 108. 
(0072 Optionally, the medical device network 100 
includes additional computing devices, such as workstations 
110 and portable computing systems 112, configured to allow 
communicative connection to the medical device server 102. 
The workstations 110 and portable computing systems 112 
are generalized computing systems or thin client computing 
systems having a communication interface allowing access to 
the medical device server. The workstations 110 and portable 
computing systems 112 generally include input devices and 
displays, so as to allow a user (i.e. a caregiver) access to data 
about a patient when that user is not in the same location as the 
patient. The users may access the medical device server 102 
via the workstation 110 or portable computing system 112 to 
retrieve data gathered from a medical device, and may 
instruct the medical device server 102 to communicate vari 
ous messages or software packages to one or more of the 
medical devices. 

(0073. The medical device network 100 optionally 
includes network infrastructure components, such as a Switch 
114 and a wireless access point 116. The network infrastruc 
ture components are configured to provide the communica 
tion infrastructure between the various medical devices 104, 
106, 108, the medical device server 102, and any additional 
computing systems 110, 112. Although the medical device 
network 100 requires a communicative conduit between the 
various components included in the network, the specific 
components included in a given medical device network will 
vary based upon the particular infrastructure and needs of 
users of the medical device network. Therefore, the Switch 
114 and wireless access point 116 are intended as exemplary 
components for implementation of a communicative inter 
connection between the various components of the network. 
Additional types of medical devices, computing systems, or 
networking components may be used in the network 100 as 
well. 

0074 FIG. 2 shows an exemplary block diagram of a 
medical device 200. The medical device 200 is any of a 
number of types of active or passive medical devices for 
therapy administration or monitoring of a patient. In one 
possible embodiment, the medical device 200 is a medical 
infusion pump configured to infuse drugs and other fluidic 
therapies to a patient. Other types of medical devices are 
possible as well. 
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0075. The medical device 200 includes a programmable 
circuit 202 interfaced to a memory Subsystem, including, for 
example, Random Access Memory (RAM) 204, a flash 
memory 206, and an electrically erasable, programmable 
memory (EEPROM) 208. The RAM 204 stores operational 
parameters of the medical device, as well as any non-critical 
storage with respect to operational data or instructions. The 
flash memory 206 stores instruction and/or data memory 
defining operation of the pump. Such as pump programs, 
pump parameters for use in those pump programs, or other 
system firmware. The EEPROM 208 stores a set of initial 
instructions that are used by the medical device 200 and must 
be preserved in the event of a failure of the device, such as due 
to a power failure, dead battery, or other unanticipated event. 
The EEPROM 208 optionally includes firmware or instruc 
tions which may be read or copied into the RAM 204 or flash 
memory 206 for execution, as necessary. 
0076. In various embodiments of the medical device 200, 
the various components of the memory Subsystem used are 
dictated by the needs of the medical device. In certain devices, 
one or more of the memory system components described 
herein are not present. In Such devices, some or all of the data 
and instructions stored in that device may be stored in another 
component of the memory Subsystem present in the device. 
RAM may also temporarily provide storage for critical opera 
tional data or instructions. Also, alternate embodiments can 
be provided whereby the contents of the flash memory and the 
contents of the EEPROM memory previously described may 
be interchanged, or whereby the contents may be entirely 
stored in one type of non-volatile memory and none in the 
other. Finally, other types of non-volatile memory may be 
used instead, Such as ferro-electric memory or others. 
0077. The medical device 200 further includes a battery 
system 210 configured to provide a direct current source of 
power to the medical device when the device cannot be 
plugged in to a wall power outlet or some other AC power 
source. In one embodiment, the battery system 210 includes a 
rechargeable lithium-ion Smart battery system configured to 
provide power management and intelligent Switching 
between DC and AC power modes depending on the presence 
of AC power. In further embodiments, the battery system 210 
includes different types of battery systems, such as a 
rechargeable battery system including a nickel-cadmium bat 
tery. 
0078. The medical device 200 includes an input device 
212 and an output device 214 interfaced to the programmable 
circuit 202. The input device 212 allows a user at the location 
of the medical device to adjust the activity of the device. The 
input device 212 can be, for example, a mouse, keyboard, 
keypad, trackball, touchscreen, control buttons, or other user 
controllable devices. The output device 214 can be any type of 
audio, video, or data interface configured to provide informa 
tion regarding the medical device to users and devices exter 
nal to the device. In various embodiments, the output device 
214 may be a data interface to a second medical device, or 
may be a connection to an external monitor for display of 
information to a user regarding the status of the medical 
device 200. 

0079. The medical device 200 also includes a display 
device 216 and an alarm 218. The display device 216 is a 
visual device capable of displaying information to a user of 
the device. In various embodiments of the medical device 
200, the display device 216 can be, for example, a display 
device, such as an LCD, CRT, or other screen. Additional 
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types of display devices are possible as well. Furthermore, 
although the medical device is shown as including a display 
device 216, in alternate embodiments a display device is not 
required. The alarm 218 can be configured to provide various 
types of audio indications to the user of various conditions 
detected in the user or the device. These conditions include a 
health condition detected, such as an abnormally low or high 
heart rate or respiration rate, or a warning related to the 
device. Such as indicating that a Supply of a drug is running 
low, or that maintenance may be required for the device. The 
alarm optionally triggers based on additional alarm condi 
tions beyond those listed here; the alarms selected generally 
relate to the type of medical device implemented and condi 
tions experienced by that device. 
0080 A wired communication interface 220 provides a 
data communication connection from the medical device 200 
that interfaces with a medical device server or other general 
ized computing system. The wired communication interface 
220 interfaces to the programmable circuit 202, and sends and 
receives data from the medical device200. In various embodi 
ments, the wired communication interface 220 can be an 
Ethernet or other data connection capable of communicating 
and receiving digital data. 
I0081. A wireless communication interface 222 provides 
an alternative communication interface to the wired commu 
nication interface 220, such that the medical device 200 can 
maintain data communications with a medical device server 
or other computing system when a wired communication 
connection is not available or convenient, based on the loca 
tion of the medical device. The wireless communication inter 
face 222 interfaces to the programmable circuit 202, and 
sends and receives data wirelessly from the medical device. 
Usage of one or both of the wired or wireless communication 
interfaces is dependent upon the location of the medical 
device and the need for communication with a medical device 
server. In one embodiment, the medical device provides a 
constant data stream to one or both interfaces such that indi 
viduals with access to a medical device server can continu 
ously track the status of the medical device. In further 
embodiments, the medical device activates and/or communi 
cates using one or both interfaces periodically, or intermit 
tently, so as to update the operational data or other informa 
tion held by either the medical device or the medical device 
SeVe. 

I0082. The medical device 200 also includes a patient inter 
face 224. The patient interface 224 controls the mechanical 
component of the medical device 200 which monitors or 
delivers a therapy to the user. The patient interface 224 varies 
among the different types of medical devices based upon the 
function of the device. In the case where the medical device 
200 is a monitor, the patient interface 224 may include a 
sensor or other physical detection equipment. In the case 
where the medical device 200 is a medical infusion pump, the 
patient interface may include a drive mechanism, occlusion 
sensor, fluid Volume sensor, or other drug control or delivery 
interfaces. Other medical devices, and corresponding patient 
interfaces, are possible as well. Additional components 
beyond those shown may also be included in various embodi 
ments of the medical device 200, depending upon the particu 
lar application to which the device is directed. 

II. Overall Software Environment 

0083 FIGS. 3-6 show an overall software environment for 
the medical device network 100 and its components, accord 
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ing to various embodiments of the present disclosure. The 
Software environment disclosed herein is discussed in two 
sections: (1) those aspects which relate to communications 
between medical devices and a medical device server, found 
in part III, and (2) aspects encompassing user interaction with 
the medical device network, such as to view data related to 
medical device activity, or to administer changes or additions 
to the medical device network, found in part IV. Both aspects 
relate generally to coordination of medical devices in a medi 
cal device network, of which the primary physical features are 
described above in FIGS. 1-2. 
0084. The various software disclosed herein, including the 
metadata installation Software, package deployment soft 
ware, and server software described in Parts II-IV, below can 
be packaged in a variety of ways, and organized for a variety 
of different medical device networks. In a possible embodi 
ment, the various Software aspects are included in a Software 
development kit (SDK) including some or all of the various 
Software components described herein. In such an embodi 
ment, the medical devices can include monitors and medical 
infusion pumps, and the Software can include pre-packaged 
metadata files useable on both the medical devices and medi 
cal device server. User-readable documentation regarding the 
software can be included as well. 
0085 Additionally, the various software disclosed herein 
and claimed below can be embodied on any of a number of 
types of computing systems operable within the hardware 
environment of FIGS. 1-2. For example, a computing device 
typically includes at least some form of computer-readable 
media. Computer readable media can be any available media 
that can be accessed by the computing system. By way of 
example, and not limitation, computer-readable media might 
comprise computer storage media and communication 
media. 
I0086 Computer storage media includes volatile and non 
volatile, removable and non-removable media implemented 
in any method or technology for storage of information Such 
as computer readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, flash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical storage, magnetic cassettes, magnetic 
tape, magnetic disk storage or other magnetic storage devices, 
or any other medium that can be used to store the desired 
information and that can be accessed by a computing system. 
0087 Communication media typically embodies com 
puter-readable instructions, data structures, program modules 
or other data in a modulated data signal Such as a carrier wave 
or other transport mechanism and includes any information 
delivery media. The term “modulated data signal' refers to a 
signal that has one or more of its characteristics set or changed 
in Such a manner as to encode information in the signal. By 
way of example, and not limitation, communication media 
includes wired media such as a wired network or direct-wired 
connection, and wireless media Such as acoustic, RF, infrared, 
and other wireless media. Combinations of any of the above 
should also be included within the scope of computer-read 
able media. Computer-readable media may also be referred to 
as computer program product. 
0088 FIG. 3 shows a software architecture 300 in which 
aspects of the present disclosure are implemented. The Soft 
ware architecture 300 provides an operating environment in 
which medical device data can be stored and managed 
remotely from the medical devices. The software architecture 
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300 also provides an extensible architecture in which a vari 
ety of types of medical devices can operate. The software 
architecture 300 operates using one or more computing sys 
tems in communicative connection to various medical 
devices, and is configurable to operate across multiple loca 
tions and different business entities. The software architec 
ture 300 operates within a medical device network including 
one or more medical devices and a medical device server. A 
possible configuration of the medical device network in 
which the software architecture operates is described above in 
FIG 1. 

I0089. In one embodiment, aspects of the software archi 
tecture 300 are implemented using the relational and business 
intelligence components of Microsoft SQL Server 2005, dis 
tributed by Microsoft Corporation. In such an embodiment, 
various modules, such as web interfaces, may be provided 
using a web service. Such as Microsoft Internet Information 
Services (IIS) platform. In further possible embodiments, 
aspects of the system are implemented using Microsoft SQL 
Server 2000, Oracle, or other database management and busi 
ness intelligence products, in conjunction with various web 
services, such as an Apache-based or other web server. 
0090. The software architecture 300 includes one or more 
medical devices 302, back office components 304, and client 
applications 306. The medical devices 302 monitor or deliver 
therapies to patients, as directed by a caregiver. The medical 
devices 302 can be any of a variety of programmable medical 
devices such as those discussed in conjunction with FIGS. 
1-2, above. 
0091. The back office components 304 include one or 
more medical device servers 308, an administration module 
310, an event tracking module 312, and an operations module 
314. The medical device server 308 manages communication 
with the various medical devices 302 associated with the back 
office components 304. Such as by relaying messages 
between the various modules 310, 312,314 and the medical 
devices 302. The medical device server 302 creates messages 
understandable to the medical devices 302 and the various 
modules 310,312,314 such that a variety of types of medical 
devices can be managed using the modules. Using the mes 
sages sent to the medical devices 302, the medical device 
server 308 collects historical information from the medical 
devices, automates various maintenance operations, assists 
with therapy setup at a user's bedside, and provides medical 
device monitoring. In a possible embodiment, the medical 
device server 302 manages a metadata-based messaging sys 
tem for communicating with a variety of types of medical 
devices, such as by using XML or some other type of meta 
data or markup language via SOAP or another messaging 
protocol. 
0092. In one possible embodiment, the medical device 
server 308 resides on a computing system which also hosts 
the additional back office components 304. In a further 
embodiment, the medical device server resides on separate 
computing hardware from the other back office components. 
In such systems, the medical device server 308 may be placed 
at a different location from the other back office components, 
or may be managed by a different entity from the other back 
office components, as is described in FIGS. 4-5, below. For 
simplicity, throughout the description of the Software aspects 
the term medical device server is intended to encompass 
either the medical device server 308 or the back office com 
ponents 304 as a whole, depending upon the specific imple 
mentation chosen. In certain embodiments, the medical 
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device server 308 can be placed on one or more physical 
computing platforms, resulting in the presence of multiple 
medical device servers. 
0093. The administration module 310 provides an inter 
face to administration data 316, which the medical device 
server 308 and client applications 306 can request for various 
reasons, such as to allow access to event or operational data, 
described below. The administration data 316 includes user 
validation information, such as username, password, IP 
authentication, or other user validation, as well as rights infor 
mation defining the access rights associated with the user. For 
example, the administration data 316 may associate a user 
name with a password, and require a user to provide the 
correct username and password to receive a validation right. 
The username and password information may in turn be asso 
ciated with access rights information, which defines the spe 
cific categories of data, Subsets of medical devices, or types of 
commands allowed to that user. Additional access rights may 
be defined in the administration data 316 and managed by the 
administration module 310 as well. 
0094. The administration data 316 also defines the capa 

bilities of the various medical devices 302 managed within 
the environment 300, by defining operational parameters by 
which the medical device server 308 interfaces with a medical 
device 302. For example, a medical device configured to 
monitor a patient may include a variety of defined parameters 
relating to monitoring functions, but will not include param 
eters relating to therapy delivery. In allowing user-definition 
of a variety of possible medical device capabilities by setting 
operational parameters within the administration data, the 
environment 300 provides a user-extensible set of back office 
components which are configurable with a variety of medical 
devices having various capabilities, manufactured by differ 
ent entities, and employed at different locations. 
0095. In a particular embodiment, the administration 
module 310 generates a web interface accessible to various 
client application interfaces to remotely validate users or 
caregivers wishing to access data held within one or more of 
the back office components 304. In a further embodiment, the 
administration module provides an interface allowing remote 
applications to access the data managed by the back office 
components 304. 
0096. The event tracking module 312 provides an inter 
face to the medical device server 308, and organizes and 
manages event data 318. The event data 318 corresponds to 
the historical data regarding various events occurring in the 
medical devices 302, which are collected and routed by the 
medical device server 308. The event data 318 correlates a 
medical device identifier with an event identifier, and addi 
tional descriptive information regarding the event occurring 
in the medical device. Examples of events tracked using the 
event tracking module 312 include power events, alarm 
events, maintenance events, telemetry events, therapy events, 
or therapy change events in the various medical devices. 
Examples of various events and schema used for tracking 
such events are discussed below in conjunction with FIGS. 
19-24. In a particular embodiment, the event tracking module 
312 generates a web interface accessible by the medical 
device server 308 to transfer data to a storage location of event 
data 318. 
0097. The operations module 314 manages various opera 
tional characteristics of the system, such as system opera 
tional information, therapy orders, maintenance jobs, and 
other information used to affect operation of the various 
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medical devices 302 associated with the environment 300. 
The operations module 314 also provides a web interface to 
the medical device server 308 for managing the various types 
of operations data 320, and to various external computing 
systems to allow those systems to view the operations data 
320 and transmit commands within the software architecture 
300, such as to the various medical devices 302. 
0098. An optional data warehouse 322 aggregates and 
coordinates the various predefined and collected data, includ 
ing the administration data, the event data, and the operations 
data, for use by various client applications. In the embodi 
ment shown, a reporting application receives data from the 
data warehouse 322, which aggregates various data from the 
administration data 316, the event data 318, and the opera 
tions data 320. The data warehouse322 provides a convenient 
static repository useable to generate reports based on one or 
more of these types of data. Example reports are described in 
conjunction with the user to server communication systems 
described in Part IV, below. The data warehouse 322 can be 
formed using any of a number of relational or On-Line Ana 
lytical Processing products, such as SQL Server Analysis 
Services, Hyperion Essbase, Oracle OLAP, or other data store 
configured to allow querying or access to various combina 
tions of data. For those embodiments without the optional 
data warehouse 322, its functionality as described herein can 
be provided by the Administration, Event Tracking, Opera 
tions databases and their corresponding modules, as 
described herein. 
I0099. The client applications 306 generally access one or 
more of the data sources 316, 318,320, 322 to generate user 
output forms indicating to caregivers or other users current or 
historical information about the medical devices to which that 
caregiver or user has access. The client applications 306 
accessing the back end components 304 include administra 
tion applications 324, reporting applications 326, dashboards 
328, maintenance forms 330, and various additional external 
applications 332. 
0100. The administration applications 324 provide user 
access to the administration data 316 include a variety of 
administration web forms, to define usage rights for other 
users attempting to access the back office components 304, as 
well as to define the operational parameters of the medical 
devices 302. Additional administration web forms may be 
included as well. 
0101 The reporting applications 326 provide a number of 
standardized reports based on the administration data 316, the 
event data 318, and the operation data 320. In an embodiment 
in which the back office components 304 include a data 
warehouse 322, the reports may be based on the information 
in the data warehouse. Examples of reports built using the 
various types of data tracked in the back office components 
304 include security reports, user histories, software deploy 
ment reports, medical device programming reports, mainte 
nance reports, device history reports, therapy reports, and 
other reports. Additional examples of the reports are 
described in Part IV, below. 
0102 The dashboards 328 allow a caregiver or user to 
view the status of a medical device 302. The dashboards 328 
are based on operation data, and interface to the operations 
module 310. The dashboards 328 available within the envi 
ronment 300 correspond to the various medical devices 302 
capable of frequently transmitting data to the back office 
components 304. The dashboards 328 receive operational 
data regarding the medical devices, such as the most recent 
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therapy delivered by the devices. This information is reflected 
on the dashboard user interface, presented on a display device 
of a computing system accessible to a caregiver or user. In one 
possible embodiment, the dashboards 328 replicate the visual 
interface of the corresponding medical device, but in a web 
portal format. 
0103) The maintenance forms 330 display maintenance 
information to a caregiver or other user of the medical devices 
302. The maintenance forms 330 display tracked mainte 
nance information included in the operations data 320, such 
as performed maintenance, Scheduled maintenance, Sug 
gested maintenance, and maintenance trends. The mainte 
nance forms 330 also allow the user to deploy various updates 
to the medical devices 302, such as firmware updates and 
other software deployments. In a possible embodiment, the 
operations data 320 includes maintenance schedule informa 
tion accessible by users via the maintenance forms. In Such an 
embodiment, the maintenance forms 330 display a mainte 
nance schedule to a user, including future maintenance 
required for various medical devices 302 as well as historical 
maintenance events tracked in the operations data 320. 
0104 Various external applications 332 extend the func 

tionality of the software environment 300 by communicating 
with the operations module 314. The external applications 
332 include any applications useable to extend the function 
ality of the software environment 300. 
0105 FIG. 4 displays an alternative software infrastruc 
ture 400 to the one shown in FIG. 3, and may be used in the 
instance in which the storage of data from the medical devices 
is managed by an entity other than the facility at which the 
medical devices operate. For example, the medical devices 
302 and medical device server(s) 308 may reside at one or 
more hospitals or health care facilities 404, managed by one 
or more healthcare entities, such as counties or private enti 
ties. However, the storage of data from those devices may be 
managed by a health management organization or other orga 
nization 405 contracting to manage the data of the various 
facilities at an off-site location. That entity can collect infor 
mation from the medical device server 308 also residing at the 
facility, which in turn communicates data appropriately to 
one of the web-based modules 310,312,314 described above. 
Such an arrangement allows the hospital to aggregate data 
from its medical devices at a medical device server, but allows 
a third party to manage the computing infrastructure and 
perform the maintenance tasks related to long term storage, 
administration, access and/or reporting of the data. 
0106 FIG.5 shows systems and methods for management 
of a software infrastructure such as the one shown in FIG. 4, 
in which a third party handles the data management tasks 
related to the data collected from medical devices located 
within and controlled by various healthcare organizations at 
various locations, or customer sites. Operational flow within 
the system 500 of FIG. 5 commences at a start operation 500, 
which corresponds to initialization of the system 500, such as 
by operation of various medical devices connected to a medi 
cal device server. 

0107. A data receipt module 504 receives data generated 
by the medical devices managed by one or more entities. Such 
as hospitals, clinics, or other health management organiza 
tions. In one embodiment, the data receipt module 504 cor 
responds to receipt of various administrative data, event data, 
or operations data from a medical device server or client 
applications, as shown in the back office components 304 of 
FIG. 4. 
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0108. An association module 506 associates the data 
received in the data receipt module 504 with the medical 
devices from which the data is received. In one possible 
embodiment, the association module 506 associates the data 
with the various locations at which the medical devices 
reside, or with the various entities controlling the devices, as 
defined in the administration data 316. The data association 
can be a logical or physical relationship between the data, 
Such as can be found in a file, table, or database. 
0109 The association module 506 prepares the data such 
that when a user from a particular hospital or location seeks 
information about medical devices, the back office compo 
nents can provide to that user only information about the 
medical devices at that same location or within the same 
entity as the user, depending upon the particular implemen 
tation of the association module 506. For example, a single 
hospital or ward of a hospital may have a variety of medical 
devices whose data is collected and managed by a third party. 
A doctor, nurse, or other caregiver working in that hospital or 
ward may access information related to the specific medical 
devices in that ward from a remote server, not controlled by 
that ward or hospital. 
0110. An optional program module 508 distributes data or 
instructions from the back office components to a medical 
device, based on the specific instructions related to that entity 
or location. For example, a hospital or ward can request a 
software upgrade to their medical devices, and the back office 
components will direct the specific Software upgrade 
requested by the hospital to only that entity's devices or 
devices only of a specific type, excluding other devices asso 
ciated with or monitored by the back office components. 
0111. In a further example, a workstation at a hospital or 
other healthcare location can view status information about 
the medical devices at that location, Such as by execution of 
the data receipt module 504 and the association module 506, 
above. In this example, the user of the workstation may 
optionally choose to reprogram the medical devices, and can 
do so by issuing a global command to all of the medical 
devices of a specific type at the location associated with the 
user. The back office components can transmit to the appro 
priate medical device server the specific instructions neces 
sary to distribute to the medical devices at that location, 
without transmitting those instructions to the same medical 
devices at other locations managed by the back office com 
ponents. 
0112 Operational flow terminates at an end operation 510, 
which corresponds to completion of a communication session 
with one or more medical devices. 

0113 FIG. 6 shows systems and method executable within 
the medical device network of FIG. 1, in which medical 
device actions are interconnected. The system 600 specifi 
cally relates to interconnection of different types of medical 
devices at a specific location, such as a group of medical 
devices all associated with a single patient. The system 600 
includes a number of rules which execute on the medical 
device server or other back office components so as to deter 
mine any additional advisable therapy or monitoring activity 
using a second medical device based on observed activity of 
a patient with a first medical device, as received by the medi 
cal device server or back office components. 
0114 Operational flow within the system 600 commences 
at a start operation 602, which corresponds to initial moni 
toring of a patient using a plurality of medical devices con 
nected to a medical device network. The start operation 602 
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also optionally corresponds to receipt of at least one event at 
the medical device server, as logged by a first medical device 
which is associated with a patient. 
0115. A status receipt module 604 receives a status of a 
patient from a first medical device used to monitor or admin 
ister atherapy to the patient. In one example, the status receipt 
module 604 can receive a status of a patient from a medical 
device associated with that patient. The status of the patient 
may include the heart or breath rate or regularity, an indica 
tion by the patient that he is experiencing pain, the blood 
glucose level of the patient, or the progress of one or more 
therapies administered to the patient. The status of the patient 
optionally also includes alarms generated by medical devices 
monitoring or delivering therapies to the patient. 
0116. A determination module 606 executes one or more 
rules based on the status of the patient received from the first 
medical device. The one or more rules define whether any 
additional action is needed with respect to that patient, such as 
additional or changed therapies or monitoring of the patient. 
The determination module 606 associates various rules with 
specific medical devices capable of executing the changed 
therapy. Only those rules are executed which correspond to 
active medical devices currently monitoring or delivering 
therapies to the patient. In one example of execution of the 
determination module 606, there may exist an instance in 
which a monitor senses or is told that the patient is experi 
encing pain. In Such an instance, one or more rules execute to 
determine whether a pain management therapy is available to 
that patient, and, if such atherapy is available, to determine an 
appropriate therapy to be administered to that patient. For 
example, if a medical infusion pump is associated with that 
patient, the determination module 606 concludes that the 
pump is capable of delivering a pain management therapy and 
calculates appropriate pump parameters for delivery of the 
appropriate therapy to the patient. 
0117. A program module 608 generates programming for 
a target medical device capable of providing the changed or 
additional therapy or monitoring determined in the determi 
nation module 606. The program module 608 communicates 
the changes or additions to the therapy to eithera workstation 
accessible to a caregiver of the patient, or to a medical device 
capable of administering the therapy. In one embodiment, the 
program module 608 requests that a caregiver approves the 
Suggested therapy determined in the determination module 
606. In a further embodiment, the program module 608 
directly programs the medical device capable of delivering 
the therapy, such that the therapy may be delivered without 
any additional caregiver approval or intervention. 
0118 Operational flow terminates at an end operation 610. 
The end operation 610 corresponds to the medical device 
server completing communication of the determined therapy 
to a workstation or medical device. 

III. Medical Device to Server Communication 

0119 FIGS. 7-35 describe generally various systems and 
methods for communication between the medical devices and 
the medical device server or other back office components, as 
shown in FIGS. 1-2. The systems and method described in 
this section relate to coordination of medical devices in a 
medical device network, which may span across one or more 
facilities, organizations, time Zones, or other logical entities. 
These systems can be used during user interaction with the 
medical device network, described in Part IV, below, in that 
involvement with the user relates to coordination of medical 
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devices as well as collection and communication of data from 
the medical devices in the medical device network. 

I0120 Referring now to FIGS. 7-8, communications 
between a medical device server and a variety of types of 
medical devices are described. The communication methods 
used by the medical device server and the medical devices 
provides an extensible system allowing the medical device 
server to communicate with a variety of different types of 
medical devices made by a variety of different medical device 
manufacturers, each having different communication proto 
cols, capabilities, and other characteristics. 
I0121 FIG.7 shows an exemplary extensible system 700 in 
which a medical device server associates with a remotely 
located medical device. The system 700 tracks the states of 
medical devices associated with a medical device server, and 
is used to associate new and existing medical devices with the 
medical device server to provide an extensible medical device 
network allowing intercommunication of a variety of types 
and brands of medical devices placed at a variety of different 
hospitals or locations within a hospital. In the system 700, 
every medical device recognized by a medical device server 
will have an associated state held in a table on the server. 
Therefore, the system 700 will execute independently on the 
server for each medical device associated with the server. The 
system 700 commences at a start node 702 corresponding to 
connection of the medical device to a medical device network 
including a medical device server, such as the one shown in 
FIG. 1. 

I0122. Upon connection of the medical device, the medical 
device server must determine whether the medical device is of 
a known type. If the medical device is of an unknown type, 
operational flow proceeds to a known state 704, which corre 
sponds to receiving information about the capabilities of the 
medical device, so that the medical device is able to be added 
to the medical device network. The known state 704 may 
result from receiving user input describing the operational 
capabilities of the medical device, or may include communi 
cation or testing between the medical device and medical 
device server. When the medical device server considers a 
device to be in a known state corresponding to the known state 
704, the medical server treats the medical device as a recog 
nized device, but that is not powered on or otherwise recog 
nized by the system. If the medical device is of a known type, 
operational flow proceeds to a determination node 706, which 
corresponds to determining the state of the medical device. 
I0123 Four operational states define the operation of the 
medical device from the perspective of the medical device 
server: a powered state 708, a therapy state 710, a fault state 
712, and an alarm state 714. The powered state 708 corre 
sponds to a medical device which is powered on and experi 
encing normal operation, but is not currently being used to 
monitor or deliver a therapy to a patient. The powered state 
708 is entered from the known state 704 or the determination 
node 706 when the medical device transmits an indication to 
the medical device server that it has been turned on. The 
powered State is entered from the remaining operational 
states, i.e. the therapy state 710, the fault state 712, and the 
alarm state 714, when the medical device server receives an 
indication that the medical device has cleared the condition 
causing the server to associate the medical device with one of 
those states. 
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0.124. The therapy state 710 corresponds to a medical 
device communicating to the medical device server that it is 
currently in operation, delivering a therapy or monitoring a 
patient. The specific action taken by the medical device will 
be dictated by the characteristics of that specific medical 
device; however, the medical device server need only recog 
nize that the medical device is currently in operation. The 
system 700 can enter the therapy state from any of the other 
operational states 708, 712, 714, or from the determination 
node 706. When the medical device successfully completes 
the therapy, it communicates that event to the medical device 
server, which returns the table entry associated with that 
device to the powered state 708. If the medical device fails to 
complete the therapy due to a fault or alarm event, it will 
communicate that event to the medical device server, which 
changes the table entry associated with the device to the 
appropriate operational State. 
0.125. The fault state 712 corresponds to an error occurring 
in the medical device. Such as a malfunction in the operation 
of the device during monitoring ortherapy delivery. The fault 
state 712 can be entered from either the powered state 708 or 
the therapy state 710, and can also be entered from the deter 
mination node 706. In a possible embodiment, the fault state 
712 can trigger notification of a caregiver having control of 
the medical device that a fault has occurred. In a further 
embodiment, when the medical device server receives an 
indication which generates a fault state entry in the table, the 
server can determine the fault occurring in the medical device 
and can correct the error. Upon clearance of the fault state, the 
medical device transmits an indication to the medical device 
server that it has returned to its previous operational state, or 
has entered the powered state 708 if returning from the deter 
mination node 706. The table held by the medical device 
server tracking the state of the medical device is updated 
appropriately to reflect the state of the medical device. 
0126 The alarm state 714 corresponds to the medical 
device server receiving an indication from the medical device 
of an event occurring in the medical device which requires the 
attention of a doctor, nurse, or other caregiver. For example, 
the medical device may be a medical infusion pump which 
has run out of medicine for delivery. In another example, the 
medical device is a heart rate monitor, and the event is moni 
toring and detection of an abnormally low or high heart rate. 
The alarm state 714 can be entered from either the powered 
state 708 or the therapy state 710, and can also be entered 
from the determination node 706. Upon clearance of the 
alarm event, the medical device transmits an indication to the 
medical device server that it has returned to its previous 
operational state, and the table is updated appropriately. 
0127. A nonoperative state 716 may be entered from any 
of the active states, including the powered state 708, the 
therapy state 710, the fault state 712, or the alarm state 714. 
The nonoperative state 716 corresponds to the server being 
unable to determine if the medical device is active, or what 
state the medical device is in. The nonoperative state 716 
indicates to a user of the medical device server that attention 
to that medical device may be needed so as to properly asso 
ciate the medical device to the medical device server. 
0128. In an example of operation of the system 700, when 
a medical device is introduced into a medical device network, 
the medical device server may or may not know how to 
communicate with it. Assuming it is a known device that is 
not currently powered, the medical device server will even 
tually enter the known state 704. When the medical device is 
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turned on, the medical device will transmit a power on mes 
sage to the server, which will update the table to indicate that 
the medical device is in the powered state 708. The medical 
device will send to the server a message when the medical 
device delivers a therapy, and the medical device server will 
associate that medical device with the therapy state 710. 
When the medical device completes delivering that therapy 
Successfully, the medical device will send a message to the 
server, which will change the table entry of that device from 
the therapy state 710 to the powered state 708. If the medical 
device fails for Some reason, it will communicate a fault 
message to the server, which will associate the medical device 
with the fault State 712. 

I0129. If the medical device runs out of a drug or detects a 
dangerous condition of the patient, the device will commu 
nicate analarm message to the server, which will associate the 
medical device with the alarm state 714. When the device 
completes delivering the therapy, it sends a message to the 
server that delivery of the therapy is complete, and the server 
associates the medical device with the powered state 708. A 
caregiver may then turn off the medical device, and prior to 
shutting down the device sends a message to the server, which 
in turn associates the medical device with the known state 
704. 

0.130 FIG. 8 displays a diagram of an exemplary commu 
nications system 800 incorporating a medical device server 
and a medical device. The communications system 800 is 
configured for receipt, processing, and storage of input mes 
sages from external devices, such as medical devices. In one 
embodiment the communications system 800 uses a meta 
data-based communications protocol. Such as the SOAP pro 
tocol. In such a system, the medical device server uses mes 
sage schema files to validate messages received from medical 
devices. 

I0131 The communications system 800 is configured such 
that messages sent from a medical device 802 are received by 
a medical device server 804, which includes a device server 
object 806, message handlers 808, and a data tier 810. The 
medical device 802 can be any of a number of medical devices 
capable of communication with a medical device server. Vari 
ous embodiments of the medical device are described above 
in conjunction with FIG. 2. 
0.132. The medical device server 804 can be any of a num 
ber of generalized computing systems configured to collect 
information from medical devices and assist with medical 
device setup and monitoring. The medical device server 804 
contains a device server object 806, which handles messages 
sent and received from the medical device server, and parses 
the messages to determine that they include required infor 
mation for the medical device server to act on the message. 
For example, the device server object can parse various meta 
data tags contained in the message, as well as data associated 
with that metadata, to Verify the message type, source or 
destination device identification or network identification, 
and message data. Other components of the message may be 
determined as well. 

0.133 Exemplary message contents describe various fea 
tures of the device server object 806, as well as for the various 
device handlers incorporated into the system. A sample 
device server object definition can read as follows: 
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<Feature> 
&IdsXXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX&Ids 
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<Licensed-XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX&Licensed 
<Name>Medical Device Secured Server.</Name> 
<Providers-MedicalDeviceServer.MedicalDeviceSoapTcpServer, 
MedicalDeviceServer.MedicalDeviceSoapTcpServer.MedicalDeviceSoapSecureTcpServers/Providers 
<Description>Receives inbound connection over SSL secured TCP/IP networks.</Description> 
<Types Server.</Types 
</Feature> 

0134. In this example, the Feature tag defines the object as 
a feature of the device server object. The Id tag defines the 
GUID, or statistically unique number used to identify the 
feature. The LicenselD tag identifies the license containing 
the features defined. The Name tag provides the name of the 
feature. The Provider, Description, and Type tags define the 
various implementation details of the object. Additional 
implementation details may be included as well. 
0135. One or more message handlers 808 receive the mes 
sage in its original format from the device server object 806, 
and process the message in a manner to convert the message 
to a format understandable to and stored by the data tier810 
of the medical device server 804. The various handlers are 
assigned messages based on the type of message received, 
with each handler processing a specific type of messages in a 
given way. In one embodiment, the message handlers include 
an alarm handler, a fault handler, a maintenance handler, a 
power handler, a request handler, various telemetry handlers, 
and various therapy handlers. Additional or fewer handlers 
are possible, based on the variety of types of messages man 
aged by the medical device server 804. 
0136. A second exemplary server object definition 
describes various features of a message handler 808: 

< Feature > 
&IdsXXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX&Ids 

(0.138. By tying a feature 806 to a handler 808, the medical 
device server 804 can route specific types of data to the 
appropriate handler. 
0.139. A data tier810 receives messages from the message 
handlers 808 for storage, and also responds to requests for 
data by providing data to the requesting message handler 808 
for formation into a SOAP-based message or transmission to 
the medical device via the device server object 806. 

A. Metadata Programming and Communication 

0140. Referring now to FIGS. 9-16, a programming 
schema is disclosed which lists metadata used to define the 
operational characteristics of a variety of medical devices. 
The metadata also allows the medical device server to com 
municate with a wide variety of medical devices. Such as 
medical infusion pumps or other therapy delivery or moni 
toring equipment. By defining medical devices in the medical 
device server in terms of their operational characteristics 
rather than specific proprietary interfaces, the medical device 
server need not understand the inner workings of each type of 
medical device. Rather, the server will understand how to 
communicate with the medical device based on expected 

<Licensed-XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX&Licensed 
<Name>Medical Device Event Handler & Name> 
<Provider-Informatics.BackCoffice.MedicalDeviceServer.<Providers 
<Description>Validates received events and stores them in the Operations database</Description> 
<Types-Handlera/Types 
</Feature> 

0.137 The example for the message handler 808 is analo 
gous to that describing the device server object 806, but 
defined using a Provider tag indicating that the metadata 
defines a handler configured to define a feature. The message 
handler 808 can be associated with the device server object 
806 using the following code: 

<Handlers 

&FeatureIdex XXXXXXXXXXXX-XXXX-XXXX 
XXXXXXXXXXXX& FeatureIds 
&HandlerIdex XXXXXXX-XXXX-XXXX-XXXX 
XXXXXXXXXXXX& HandlerIds 

</Handlers 

operation of that device. In general, the metadata schema 
disclosed operates using the XML protocol, and a SOAP 
based messaging system as described above in FIG.8. How 
ever, other standardized communication methodologies 
could be used as well. 

0141 FIG.9 shows systems and methods for communica 
tion between a medical device and a medical device server. 
The system 900 shown is configured to provide extensibility 
to a variety of types and brands of medical devices, as 
described above in FIG. 2. The medical device server can 
communicate with the medical device by defining a predeter 
mined set of metadata and associated parameters for each 
medical device. The system 900 instantiates at a start opera 
tion 902, which corresponds to communicatively connecting 
a medical device to a medical device server. In one embodi 
ment, the communicative connection corresponds to intro 
ducing the medical device into a medical device network 
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including a medical device server, Such as the network shown 
in FIG.1. In a further embodiment, the communicative con 
nection corresponds to installation of a corresponding meta 
data package onto the medical device, using Software for 
installing a metadata communication layer provided in a soft 
ware development kit or otherwise provided as consistent 
with the present disclosure. 
0142. An association module 904 associates metadata 
with various medical devices in a database of a medical 
device server. The medical devices store corresponding meta 
data, so that the associated metadata corresponds to the meta 
data set on the device. The metadata corresponds to at least 
one attribute or operational characteristic common to the 
medical devices, and can be used to distinguish among, iden 
tify, and communicate with the various medical devices in the 
medical device network. In various possible embodiments, 
operational characteristics defined by the metadata include 
patient information, user or caregiver information, control 
information, drug information, or location information. Addi 
tional operational characteristics can be included as well, 
such as those described in one or more of the schema of FIGS. 
11-16. The metadata also corresponds to various events 
occurring in the medical device, such as power events, alarm 
events, maintenance events, telemetry events, therapy events, 
therapy change events, or other events. Additional events are 
described below in FIGS. 17-33. 

0143 A storage module 906 stores the metadata on a 
medical device server or back office components. The medi 
cal device server is configured to communicate with each of 
the medical devices by using the metadata and the metadata 
based messaging systems described above in conjunction 
with FIG.8. Operational flow proceeds to an end operation 
908, which corresponds to completion of establishing the 
communication schema between the medical device and 
medical device server. 

014.4 FIG. 10 shows further systems and methods for 
communication between a medical device and a medical 
device server. The system 1000 of FIG. 10 stores metadata 
common to all medical devices in the medical device net 
works, and also stores information specific to a Subset of the 
medical devices as well, allowing for customized communi 
cations between those medical devices and the medical 
device server. Operational flow of the system 1000 com 
mences at a start operation 1002, which again corresponds to 
communicatively connecting a medical device to a medical 
device server in a medical device network. 

0145 Following the start operation 1002, operational flow 
proceeds to a general association module 1004. The general 
association module corresponds to the association module 
904 of FIG. 9, in that it associates metadata defining the 
characteristics of each medical device in the medical device 
network by defining a predetermined set of metadata and 
associated parameters for each medical device. A custom 
metadata module 1006 associates metadata with one or more 
medical devices, the metadata being specific to that device. 
Examples of custom metadata include specific power events 
occurring in a particular type of medical device, specialized 
communication types Supported by those devices, or other 
operational parameters which are defined for less than all of 
the devices included in a medical device network. A storage 
module 1008 generally corresponds to the storage module 
906 of FIG.9, and stores the general metadata and the custom 
metadata on the server. 
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0146 A device selection module 1010 selects one or more 
of the medical devices in the medical device network to 
communicate with, based on the metadata defining that 
device stored in the medical device server. In one embodi 
ment, the device selection module executes upon receiving a 
message from the medical device(s). In a further embodi 
ment, the medical device server selects and communicates 
with one or more medical devices without receiving a previ 
ous signaling communication from one of the medical 
devices. 

0147 A communication module 1012 transmits a mes 
sage to the selected medical device determined in the device 
selection module 1010. The communication module forms a 
SOAP-based message for transmission to the medical device, 
including destination information identifying the medical 
device as well as the data to be transmitted to the medical 
device. The message includes various information identified 
by the metadata tags defined in the schema understood by the 
system 1000, such as those described in FIGS. 11-16 and 
19-24, below. Operational flow terminates at an end operation 
1014, which corresponds to completion of transmission of the 
message to the medical device. 
0148 FIGS. 11-16 show various schema including meta 
data useable to facilitate extensible communication systems 
for medical devices and medical device servers. The schema 
are used in the medical device network of FIG. 1 to identify a 
variety of medical devices to a medical device server, and to 
allow the medical device server to communicate with the 
devices. The schema include metadata related to various 
operational parameters, or attributes, common to all of the 
medical devices in the network or specialized to one or more 
of the medical devices. By using the various schema dis 
closed, a medical device server can identify a medical device, 
identify the characteristics of the device, and know how to 
interoperate with the device by (1) knowing the device's 
capabilities and limits and (2) sharing an extensible commu 
nications protocol with other medical devices. 
0149 FIG. 11 shows an identity schema 1100 used to 
identify various operational characteristics of each of the 
medical devices communicatively associated with a medical 
device server. The identity schema 1100 includes a maintable 
1102 including a variety of global parameters, as well as a 
network table 1104, an access table 1106, and one or more 
package tables 1108. The main table 1102 includes metadata 
associated with a variety of generalized device identification 
characteristics, including device type, device identifier, ses 
sion identifier, network identifier, access identifier, and pack 
age acceptance. The device type relates to identification of the 
type of the medical device Such as the manufacturer and 
model of the device, while the device identifier is unique to 
each device. The session, network, and access identifiers 
define the connection string to allow the message to be routed 
correctly to the medical device. The package identifier indi 
cates whether the medical device is configured to receive 
packages from the medical device server, and can link to 
tables indicating the current packages enabled on each 
device. 

0150. The remaining tables, including the network table 
1104, access table 1106, and package tables 1108 provide 
additional information related to connection and capabilities 
of the medical device, and are linked to the main table by the 
network identifier, access identifier, and package identifier in 
the main table 1102. The network table 1104 includes the 
host, domain, IP address, and port information necessary to 
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define a connection to the medical device over an Internet 
connection. The access table 1106 includes an IP address and 
Physical Id corresponding to the specific networking connec 
tion corresponding to the physical device to the IP address. 
The package tables 1108 describe additional details of the 
Software or firmware package in use by the medical device, 
Such as the name and version of the Software package. Addi 
tional details regarding package deployment to medical 
devices are described below in conjunction with FIGS. 25-33. 
0151 FIG. 12 shows a control table 1200 which includes 
elements describing the logistics of sending messages and 
tracking those elements between the medical device and 
medical device server. The control table 1200 shown includes 
message identifier, timestamp, and response metadata. The 
message identifier provides an identification string used to 
track the message, and corresponds to the identity of the 
medical device. The timestamp indicates a time at which the 
message is sent from the medical device server or medical 
device. The response provides a Boolean indication of 
whether the message is originating from a medical device or 
is a response from the server. Additional metadata related to 
message tracking can be included in the control table as well. 
0152 FIG. 13 shows a patient table 1300 used to track 
patient information for association with the medical device. 
The patient table 1300 includes an identifier and a name 
element. The name element holds metadata related to the 
patient's name, and the identifier associates to a statistically 
unique identifier for association with that patient. Other 
patient-related metadata can be included as well. 
0153 FIG. 14 shows a location table 1400 used to indicate 
the location of a patient. The location table 1400 includes 
metadata defining an alias element and a description element. 
The description element refers to a linguistic description of 
the location of a patient, such as "Hospital X, Neonatology, 
Room 1 or some similar entry. The alias element provides a 
shorthand code used to associate the location with the medi 
cal device. Additional metadata describing the location of a 
patient or medical device can be included in the location table 
1400 as well. 
0154 FIG. 15 shows a drug table 1500 used to indicate the 
drug, if any, associated with the medical device. The drug 
table 1500 may or may not be populated for each medical 
device, due to the fact that only some medical devices are 
capable of delivering drug-based therapies to a patient. The 
drug table includes metadata related to a drug identifier, a 
drug name, and a drug concentration. Additional metadata 
entries can be used to further identify or describe the drug in 
use by the medical device. 
(O155 FIG.16 shows a user table 1600 corresponding to a 
doctor, nurse, or other caregiver currently controlling the 
medical device. The user table 1600 includes metadata 
related to a user identifier and user name, as well as any 
additional identifying characteristics of the user necessary for 
operation of the system. 

B. Event Logging and Maintenance 
0156 Now referring to FIGS. 17-24, systems, methods, 
and Schema are disclosed which are used in the medical 
device network of FIG. 1 to track event and maintenance 
information for the various medical devices associated with 
the medical device server. These event-based schema can be 
used to track current and historical performance of the medi 
cal devices in the medical device network, as well as to 
maintain the medical devices. The schema described below 
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define both a messaging system and an ordering of event or 
operational data stored by a medical device server or other 
back office components of a medical device network. The 
event logging and maintenance tracking schema define spe 
cific events or tasks occurring in the medical device network, 
as compared to the schema described in part II.A., above, 
which relate to relatively constant operational characteristics 
of the medical devices or server. 
0157 FIG. 17 shows methods and systems for receiving 
event log results from the medical device server or back office 
components using the various event-based message schema 
disclosed in FIGS. 19-24. The system 1700 generally 
executes on a medical device server or other back office 
components of a medical device network, and provides event 
log data stored in one or more databases managed by those 
components to a caregiver or other user. 
0158 Operational flow in the system 1700 commences at 
a start operation 1702, which corresponds to initial operation 
of the medical device network. Operational flow proceeds to 
an event receipt module 1704, which receives event log data 
from the various medical devices associated with the medical 
device server. The event log data represents events occurring 
in the medical devices, and can be any of a number of types of 
events, such as power events, telemetry events, alarm events, 
therapy events, maintenance events, or other events such as 
those defined in the schema of FIGS. 19-24. 
0159. A sample message body illustrates communication 
of an event from a medical device to the medical device 
server, such as is received by the event receipt module 1704. 
In the example, the medical device is a medical infusion pump 
that is sending a power event to the medical device server, 
indicating that the pump has been turned on: 

<env:Body><mds:PowerEvent Xmlins:mds='mds:Xml-schema:soap 11's 
<Triggerson-Triggers 
<Messages Normal Power Up Complete</Messages 
<Timestamps 1900-01-01T00:00:08</Timestamps 
<Medfusion4000 Powers 

<Capacity>90.0% </Capacity> 
</Medfusion4000 Power > 
</mds:PowerEvent></env:Body> 

0160 This message portion identifies that this is the body 
of the message, and that it uses the SOAP 1.1 messaging 
protocol. The message transmitted from the pump indicates 
that power up process has been completed, and includes a 
timestamp assigned by the pump. The various power param 
eters correspond to those parameters included in the power 
event table of FIG. 19, below, and are associated with specific 
values by the medical infusion pump. The message is 
received from the medical infusion pump by the medical 
device server, and the values are stored in appropriate data 
base tables corresponding to the power event schema. 
0.161 Analogous messages are sent from the medical 
device to the medical device server, and responses are sent 
from the server back to the medical device, as related to the 
other types of events tracked in the medical device network, 
as described herein. 
0162 Astorage module 1706 stores the event log data in a 
database associated with the correct metadata as defined in 
the message from the medical device to the server. In one 
embodiment, the storage module 1706 stores event log data in 
the event data 318 of FIGS. 3-4. 
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0163 A request receipt module 1708 receives a request for 
a subset of the event log data stored in the medical device 
server or other back office components. The request received 
may come from a workstation, portable computing device, or 
other type of computing system. The request includes one or 
more narrowing parameters such as a date range, a caregiver 
name or identifier, a patient name or identifier, a drug name or 
identifier, a specific device, or other types of information 
associated with the event log data. In one example, the request 
receipt module 1708 receives a request for event log data 
related to delivery of a specific drug by a medical infusion 
pump. 
0164. A result generation module 1710 generates results 
based on the specific request received by the request receipt 
module 1708, such as by filtering event log data held by the 
medical device server or back office components based on the 
narrowing parameters of the request. The result generation 
module 1710 optionally also transmits the results to the 
requesting computing system. Using the example described 
in the request receipt module 1708, the medical device server 
generates a query configured to return event log data related 
to delivery of the identified drug by the identified pump. This 
query can beformed in SQL or some other database querying 
language. Such that the database management system associ 
ated with the medical device server returns the query results. 
0.165 Operational flow terminates at an end operation 
1712, corresponding to completion of generation and trans 
mission of results to the requesting computing system. 
0166 FIG. 18 shows systems and methods for communi 
cating preventative maintenance data to a medical device. The 
system 1800 uses the metadata of FIGS. 11-16, as well as the 
additional event metadata of FIG. 19-24, to track and com 
municate maintenance tasks to be performed on one or more 
of the medical devices in a medical device network. The 
various message transmission principles described in con 
junction with FIG. 17 allow the communication to occur. 
0167. The system 1800 commences at a start operation 
1802, which corresponds to initial operation of the medical 
device network. Operational flow proceeds to a storage mod 
ule 1804, which stores a maintenance schedule on the medical 
device server associated with one or more medical devices. 
The maintenance schedule is stored in a database of the medi 
cal device server or back office components, and includes 
both a time value for the maintenance reminder events 
included in the schedule and for the medical device. The 
maintenance Schedule also optionally references mainte 
nance data, Such as required operational software updates or 
various other configuration parameters. 
0.168. In one example, the storage module 1804 stores a 
maintenance schedule that includes indications for Suggested 
recalibration of a series of medical infusion pumps periodi 
cally, or for a specific medical infusion pump. In such an 
example, the storage module 1804 can store a maintenance 
schedule provided by the user or manufacturer of the medical 
infusion pump to provide reminders to the user of the pump 
when the indicated maintenance is scheduled. 

0169. A transmission module 1806 transmits a reminderto 
the one or more medical devices associated with the mainte 
nance schedule when a maintenance event occurs. The 
reminder may be a user-readable message displayed on a 
display associated with the medical infusion pumps, indicat 
ing to the caregiver that recalibration is suggested. Or, the 
reminder may be a trigger of a user-readable message stored 
on the medical device. 
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0170 The transmission module 1806 also optionally 
transmits maintenance data associated with the maintenance 
reminder. In one embodiment of the system 1800, the 
reminder sent by the transmission module 1806 disables the 
medical device. Inafurther embodiment, the reminder allows 
the medical device to continue operation. In yet another 
embodiment, the reminder is transmitted a predetermined 
time prior to performance of the required maintenance of the 
medical device. 
0171 Continuing the example of the medical infusion 
pump from the storage module 1804, above, a maintenance 
event is transmitted to the medical infusion pumps. The main 
tenance event indicates to a medical device that maintenance 
of that device is needed, and includes a reminder message 
displayed on a display device of the medical infusion pump, 
such as “Maintenance Required Please Contact Manufac 
turer', or some other indication of required maintenance. In 
certain configurations, the maintenance event allows the 
medical device to continue operation until a caregiver con 
tacts the manufacturer, who may have specific instructions 
regarding maintenance and care of the medical device. 
0172 Operational flow terminates at an end operation 
1808, which corresponds to completion of the transmission of 
a maintenance reminder and any corresponding maintenance 
data to the medical device. 
(0173 FIGS. 19-24 show event-based schema for commu 
nications and responses between medical devices and a medi 
cal device server. The schema disclosed are useable in the 
medical device network of FIG. 1 to allow the medical device 
server and back office components to gather and store event 
log data, as well as to transmit messages to the medical 
devices. The medical devices and medical device server of the 
network transmit messages and event data using the metadata 
described below to identify the contents of the messages. The 
medical device server or back office components store the 
event data in correspondence with the metadata. 
(0174 FIG. 19 shows a power event table 1900 and a power 
event response table 1910. The tables 1900, 1910 define 
metadata used to track various power events in a medical 
device. Such as turning the device on, turning the device off. 
battery warnings, and other power-related events. The power 
event table 1900 includes metadata related to a trigger, a 
message, and a timestamp. The trigger corresponds to a 
changed event in the medical device. Such as turning the 
device on, off, or updating the powered status of the device. 
The message describes the specific event that occurred in the 
medical device, such as a low battery warning, an occurrence 
of power on event, an occurrence of a power off event, or 
some other power-related event. The timestamp indicates the 
time at which the medical device experienced the power 
event. 

(0175. The power event response table 1910 includes meta 
data defining various possible responses to the power events 
received by the medical device server. For example, when the 
medical device server receives a power on event, the server 
may respond that specific maintenance tasks are required, or 
that software or firmware is available to be downloaded. The 
power event response table includes result, message, session, 
interval, and package metadata. The result metadata relates to 
the result of the power event, such as a changed state of the 
medical device, or various other server-recognized results of 
the received event. The message metadata includes a message 
to be transmitted to the medical device, such as to describe the 
contents of the response message, for display on a display 
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device associated with the medical device. The session meta 
data includes information related to the communication ses 
sion between the device and server. The interval metadata 
includes information related to the expected interval between 
communications from the medical device to the server, which 
is related to server detection of the on-line status of the medi 
cal device, described in Part IV, below. The package metadata 
provides an indication to the device as to whether new pack 
age information is available for that device, and which may be 
delivered via the package deployment methods and systems 
of FIGS. 25-33. Additional metadata may be included in the 
response table 1910 and the corresponding response mes 
Sage. 

(0176 FIG. 20 shows an alarm event table 2000 and an 
alarm event response table 2010. Alarm events relate to acti 
Vation or clearing of an alarm triggered in a medical device, 
and the corresponding messages generated by the device and 
communicated to the medical device server. Activation or 
clearing of an alarm in the medical device may relate to 
detection of a patient condition detected by the medical 
device, or may relate to the The alarm event table 2000 cor 
responds to the power event table 1900 in that it also includes 
trigger, message, and timestamp metadata. In the case of the 
alarm event table 2000, the trigger metadata relates to an 
activate, clear, or update alarm message. The message and 
timestamp metadata are used analogously to the correspond 
ing fields of the power event table 1900. 
0177. The alarm event response table 2010 corresponds to 
the power event response table 1910. Messages generated 
using the alarm event response table metadata are communi 
cated to the medical device in response to receipt of an alarm 
event message. The alarm event response table 2010 therefore 
generally includes a different response than the power event 
response table 1910, and communicates messages, packages 
or other instructions related to the alarm event. 

0.178 FIG. 21 shows a maintenance event table 2100 and 
a maintenance event response table 2110. Maintenance 
events correspond to specific reactions of the medical device 
to an indication that maintenance is required. Such as request 
ing updated operational Software, calibration Software, or 
notification messages indicating the maintenance that is 
required. The maintenance event table 2100 corresponds to 
data received in a message from a medical device ready to 
perform maintenance in conjunction with the medical device 
server, for situations in which maintenance requires a soft 
ware upgrade or some other remotely-controllable mainte 
nance event. The maintenance event table 2100 corresponds 
to the power event table 1900 in that it also includes trigger, 
message, and timestamp metadata. In the case of the mainte 
nance event table 2100, the trigger metadata relates to an 
update or a package applied. The message and timestamp 
metadata are used analogously to the corresponding fields of 
the power event table 1900. 
0179 The maintenance event response table 2110 also 
corresponds to the power event response table 1910, and is 
generated by the medical device server or other back office 
components. Messages generated using the maintenance 
event response table metadata are communicated to the medi 
cal device in response to receipt of a maintenance event 
message, and relate to messages, packages or other instruc 
tions that occur response to the maintenance event, such as 
additional details regarding the maintenance required, main 
tenance schedule information, information to be displayed by 
the medical device about the maintenance required. 
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0180 FIG. 22 shows a telemetry event table 2200 and a 
telemetry event response table 2210. Telemetry refers to near 
continuous streaming of event data from a medical device to 
the medical device server such that users with access to the 
medical device server can monitor operation of the medical 
device remotely in a near real-time fashion. The telemetry 
event table 2200 corresponds to the power event table 1900 in 
that it also includes trigger, message, and timestamp meta 
data. In the case of the telemetry event table 2200, the trigger 
metadata relates to an update event regarding telemetry 
received from the medical device. The message and times 
tamp metadata are used analogously to the corresponding 
fields of the power event table 1900. 
0181. The telemetry event response table 2210 also corre 
sponds to the power event response table 1910, but is gener 
ated by the server. Messages generated using the telemetry 
event response table metadata are communicated to the medi 
cal device in response to receipt of a telemetry event message, 
and communicate messages, packages or other instructions in 
response to the telemetry event. 
0182 FIG. 23 shows a therapy event table 2300 and a 
therapy event response table 2310. Therapy events relate gen 
erally to the start and stop of therapies or monitoring pro 
cesses in a medical device. The specific therapy started or 
stopped depends upon the type of medical device used, and 
can include monitoring, drug delivery, or other therapies. The 
therapy event table 2300 corresponds to the power event table 
1900 in that it also includes trigger, message, and timestamp 
metadata. In the case of the therapy event table 2300, the 
trigger metadata relates to a setup, begin, end or update 
therapy event as related to initialization or ending ofatherapy 
by a medical device. The message and timestamp metadata 
are used analogously to the corresponding fields of the power 
event table 1900. 
0183 The therapy event response table 2310 also corre 
sponds to the power event response table 1910, but is gener 
ated by the server. Messages generated using the therapy 
event response table metadata are communicated to the medi 
cal device in response to receipt of a therapy event message, 
and communicate messages, packages or other instructions in 
response to the therapy event. 
0.184 FIG. 24 shows a therapy change event table 2400 
and a therapy change event response table 2410. Therapy 
change events relate generally to changes in therapies oper 
ating on a medical device, and are related to therapy events, 
discussed above. Therapy change events include, for 
example, changed parameters related to monitoring or deliv 
ering of therapies, such as changed drug delivery rates. The 
therapy change event table 2400 corresponds to the power 
event table 1900 in that it also includes trigger, message, and 
timestamp metadata. In the therapy change event table 2400, 
the trigger metadata relates to an override, warning, abandon, 
or update event as related to a therapy change. The message 
and timestamp metadata are used analogously to the corre 
sponding fields of the power event table 1900. 
0185. The therapy change event response table 2410 also 
corresponds to the power event response table 1910, but is 
generated by the server. Messages generated using the 
therapy change event response table metadata are communi 
cated to the medical device in response to receipt of a therapy 
event message, and communicate messages, packages or 
other instructions in response to the therapy change event. 
C. Package Deployment 
0186 Referring back to FIG. 11, various systems and 
methods exist for deploying packages to medical devices 
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from a medical device server. The packages deployed may 
include firmware upgrades, maintenance information, new or 
changed parameters for therapies, or other Software upgrades 
or changes to the medical devices in a medical device net 
work. In a possible embodiment, a package can be used to 
reprogram the medical device to which it is sent with any of 
the possible types of package data. Medical devices capable 
of receiving package data indicate this capability in the main 
table 1102 and package tables 1108. The main table 1102 
indicates the capability of the device to receive a package, and 
the package tables 1108 include information related to the 
current package information stored at the medical device for 
use in operation of the medical device. Package delivery, as 
discussed in greater detail below, occurs in response to a 
message, and is initiated using the package data identifier in 
the event response tables 1910-2410 to indicate to the medical 
device that a package is available for delivery. 
0187. Referring now to FIG. 25, an example structure of a 
package 2500 used in deployment of information to a medical 
device is shown. The package 2500 includes a server header 
2502, a vendor header 2504, and information 2506 to be 
delivered to the medical device. The server header 2502 is the 
portion of the package understood by the medical device 
server. The server header 2502 is in a common format to all 
packages, and contains identification information related to 
the type of device configured to receive the package, as well 
as the Source of the package. Additional information, Such as 
package size, encryption format, or encryption key location 
information may be included in the server header 2502 as 
well. In one embodiment, the server header 2502 is a 256 byte 
block incorporated into the package. 
0188 The vendor header 2504 contains vendor specific 
information related to use of the package within the medical 
device receiving the package. The vendor providing the pack 
age to the medical device server is generally the manufacturer 
or maintenance company associated with the medical device 
intended to receive the package, so the vendor will format the 
vendorheader 2504 in a manner understandable to the medi 
cal devices it manufactures. The vendor header generally 
includes information related to the size of the information 
2506, as well as the location of encryption information 2508 
within the information. The encryption information 2508 can 
be used by the medical device to decrypt the information, 
which is generally stored in the medical device server in an 
encrypted form. 
0189 The information 2506 generally includes any soft 
ware to be transferred from the medical device server to a 
medical device, such as a firmware upgrade, a file including 
therapy parameters, or other binary data. The package deliv 
ery system 2500 is not dependent upon the specific format of 
the vendor header 2504 or the information 2506. The infor 
mation 2506 is generally stored in an encrypted form on the 
medical device server. When transferred to a medical device, 
the information 2506 is decrypted by the medical device by 
locating the encryption information 2508 based on informa 
tion in the vendor header 2504. 
0.190 FIG. 26 shows systems and methods for deploying 
package data from a medical device server to medical 
devices. The system 2600 is configured to distribute a pack 
age, such as the package 2500 of FIG. 5, to a medical device 
in response to a message received from the medical device. 
(0191) Operational flow within the system 2600 com 
mences at a start module 2600, which corresponds to receipt 
ofpackage information from a vendor of a medical device, an 
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administrator of the medical device, or another entity having 
familiarity with the operation of the medical device. A storage 
module 2604 stores the received package in the medical 
device server. The storage module 2604 can also set an alertor 
other variable for a medical device such that the next time the 
medical device communicates with the server, an indication 
of the existence of the package is included in the response to 
the medical device. In one embodiment, the storage module 
2604 encrypts the package while stored on the medical device 
server or back office components, and either the medical 
device server or the medical device itself decrypts the mes 
sage when the package is to be used or transmitted. In a 
further embodiment, the storage module 2604 leaves the 
package unencrypted when it is stored on the medical device 
server or back office components. 
0.192 A message receipt module 2606 receives at the 
medical device server a message from a medical device. The 
message may be any of a number of types of messages, such 
as the power, maintenance, alarm, telemetry, therapy, or 
therapy change event messages described above in FIGS. 
19-24. Additional message types are possible as well. 
0193 An indication module 2608 indicates to the medical 
device that a package is intended for delivery to that device. In 
one embodiment, the indication module 2608 sets a param 
eter in a message response indicating the existence of a pack 
age. For example, the indication module 2608 can set a 
parameter in the package metadata included in the event 
response messages 1910-2410 of FIGS. 19-24. Additional 
methods of indicating the existence of a package are possible 
as well. Such as transmission of a specific message related to 
package deployment, a package request by the medical 
device, or other methods. 
0.194. A request module 2610 receives a request from the 
medical device to receive the package. The request module 
2610 may include one or more steps of requesting informa 
tion about the package to verify at the medical device that the 
package should be accepted. In a possible embodiment, the 
request module 2610 transmits a package information request 
message, using metadata as shown in FIG. 27. In such an 
embodiment, the request module 2610 optionally also trans 
mits a package data request message separate from the pack 
age information request message, the package data request 
message transmitted following receipt of package informa 
tion describing the package contents from the medical device 
server. In further embodiments, the request module 2610 
receives a request as shown in FIG. 29 or 31. 
(0195 A delivery module 2612 delivers the requested 
package to the medical device. The format of the package 
delivery message can be as shown in FIG. 30 or 32. Opera 
tional flow terminates at an end operation 2614, which cor 
responds to completion of the package transmission to the 
medical device. 
0.196 FIGS. 27-32 show schema including metadata used 
in messages and tables in a medical device network, Such as 
the one shown in FIG. 1, to deploy packages from a medical 
device serverto a medical device. The schema display various 
request and response scenarios in which a medical device 
requests delivery of package information and receives the 
requested information in response. One or more messages 
may be sent between the medical device and the medical 
device server prior to delivery of the package and its enclosed 
data. 
0.197 FIG. 27 shows a package information request table 
2700 including metadata used to request information about a 
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package that is available to be deployed to a medical device. 
The medical device is notified of an available package based 
on a previous response from the medical device server, as 
reflecting information in the main table 1102 or package 
tables 1108 related to that device in the medical device server. 
The metadata in the table 2700 includes a package identifier, 
which is used by a medical device to identify the package and 
request information about its contents. Additional metadata 
related to the package may be included in the table 2700 and 
message from the medical device as well. 
0198 FIG. 28 shows a package information request 
response table 2800 including metadata used in describing a 
package available to be deployed to a medical device. The 
metadata in the table 2800 includes the package identifier, 
corresponding to the package identifier in the package infor 
mation request table 2700, and also includes package infor 
mation metadata. The package information metadata links to 
a package information table 2802, which contains name and 
version metadata. Values associated with the name and ver 
sion metadata describe the package, such that the medical 
device can determine whether to request deployment of the 
package. 
(0199 FIG. 29 shows a package data request table 2900 
including metadata used in requesting package data from a 
medical device server. The package data request table 2900 
includes package identifier and response type metadata. The 
package identifier represents a unique identifier for the pack 
age available for deployment to the medical device. The 
response type represents an identifier indicating the desired 
delivery format of the package data. In one embodiment, the 
package data can be delivered to the medical device in either 
a plain text format or using an Xop format. 
0200 FIG.30 shows a package data request response table 
3000 including metadata used in deploying a package to a 
medical device. The metadata included in the package data 
request response table 3000 includes a package identifier and 
a package binary data field. The package identifier identifies 
the package referred to in FIG. 29, and the package binary 
data field denotes the binary data representing the package 
being delivered to the medical device. The package binary 
data field can optionally link to a separate package binary data 
table 3002 containing the package binary data for delivery to 
a medical device. In one embodiment, the package delivered 
to the medical device is the package 2500 of FIG. 25. 
0201 FIG. 31 shows a package request table 3100. The 
package request table 3100 corresponds to the package data 
request table 2900 of FIG. 29 combined with the package 
information request table 2700 of FIG. 27. The package 
request table 3100 can be used by the medical device in an 
instance in which the medical device does not need to validate 
the package information prior to downloading the package. 
The package request table 3100 includes a package identifier 
and a response type, similar to the package data request table 
2900, but indicates by requesting the entire package that 
package information and package data messages need not be 
separated. 
0202 FIG. 32 shows a package request response table 
3200, representing the schema of a message from the medical 
device server sent in response to a message of the form 
reflected by the package request table 3100 of FIG. 31. The 
package request response table includes package identifier, 
package information, and package binary metadata. The 
package information metadata links to a package information 
table 3202 containing name and version metadata associated 
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to the package data. The package binary metadata links to a 
package binary table 3204, which includes metadata corre 
sponding to the package to be deployed to the medical device. 

D. Time Management 

(0203 Referring now to FIGS. 33-35, systems and meth 
ods for time management in a medical device network are 
shown. Because the medical device network can vary in size 
or configuration, the time management systems described are 
configured to extend across various business entities, various 
locations, and various time Zones. The systems and methods 
described provide a uniform way to synchronize time track 
ing in medical devices and a medical device server located in 
one or more locations or time Zones. 

0204 FIG.33 shows a time messaging schema 3300 use 
able to track medical device time at the medical device server, 
and also transmit time synchronization messages between a 
medical device and a medical device server. The time schema 
3300 includes a time request table 3302, a time request 
response table 3304, and a system time table 3306. The time 
request table 3302 optionally includes no metadata, but rep 
resents a time request response sent from a medical device to 
the medical device server for synchronization of the medical 
device time with the time stored in the server or back office 
components. The time request response table 3304 includes 
system time metadata, associated with the system time value 
stored on the medical device server. The system time meta 
data optionally links to a system time table 3306, which 
contains a time value useable to synchronize the time of the 
medical device with the time received from the medical 
device server. Additional metadata or other information use 
able to assist in time synchronization can be used as well. 
0205 FIG. 34 shows methods and systems for time syn 
chronization of medical devices and a medical device server 
within a medical device network. Operational flow in the 
system 3400 commences at a start operation 3402, corre 
sponding to initial operation of the medical device network. A 
server time maintenance module 3404 maintains a global 
time value in the server that is to be used to synchronize the 
time values of the medical devices communicatively con 
nected thereto. 

0206. A server time transmission module 3406 transmits 
the server time to one or more medical devices in the medical 
device network. In one embodiment, the server time trans 
mission module 3406 transmits the server time value to a 
medical device in response to a request message from that 
medical device. In Such an embodiment, the request message 
may be of a form shown in the time request table 3302 of FIG. 
33, above. 
0207. In a further embodiment, the transmission module 
3406 converts the server time value to a localized server time 
value based on the time Zone of the location of the medical 
device. This conversion may take place if the server resides in 
a different time Zone from the medical device. The server and 
medical device thereby have a synchronized time value that is 
converted to the appropriate time Zone. One possible imple 
mentation of this embodiment converts all times to the Uni 
versal Time Protocol upon transmission from the server, and 
the destination medical device reconverts the time value to the 
local time of that destination device's location. Other time 
Zone conversions, such as from the local time of the medical 
device server to the local time of the medical device, are 
possible as well. 
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0208. A replacement module 3408 replaces the device 
time in the medical device with the server time value received 
from the medical device server. The replacement module 
3408 uses the time-adjusted server time value, configured to 
be used at the location of the medical device. An optional 
confirmation module 3410 sends a confirmation message to 
the medical device server indicating that the medical device is 
Successfully synchronized to the server, allowing the serverto 
track which medical devices have been successfully synchro 
nized with the server. Operational flow terminates at an end 
operation 3412, corresponding to completion of the time 
synchronization process. 
0209 Referring now to FIG.35, methods and systems for 
synchronizing event log data are disclosed. The system 3500 
accommodates event log data received from medical devices 
located in different locations in a plurality of time Zones. The 
event log data is configured such that the local time stamp of 
the event log data represents the time Zone in which that 
device resides, so event logs from different time Zones having 
the same time stamp in actuality occurred at different times. 
The system 3500 compensates for this discrepancy when 
storing event log data, and also when providing it to users for 
review. Operational flow within the system 3500 commences 
at a start operation 3502, corresponding to initial communi 
cation of event data from medical devices to the medical 
device server. 

0210 A receipt module 3504 corresponds to the medical 
device server receiving event log data from one or more of the 
medical devices. As described above, the event log data 
includes various details regarding various types of events, 
Such as therapy events, alarm events, maintenance events, 
telemetry events, or other types of events, each of which are 
associated with a time stamp reflecting the current time value 
of the medical device, reflecting the local time Zone of that 
device. A time Zone modification module 3506 converts the 
time stamp information from the local time Zone of the medi 
cal device to a constant time Zone. In one embodiment, the 
time Zone modification module 3506 converts the time stamp 
to the Universal Time Protocol (UTP). A storage module3508 
stores the converted time stamp and associated event log data 
in the medical device server or back office components. 
0211. An optional global tracking module 3510 tracks 
global events using the uniform time Zone information. For 
example, a user desiring to track events that occur at single 
instantaneous moment across all time Zones can track global 
events using the Universal Time Protocol to maintain a stan 
dard time across all time Zones. The user sends a request for 
event log data related to the global events stored on the server, 
and receives event log information with a time stamp having 
constant time Zone information. 

0212. A request local event module 3512 receives a 
request for local event data, including types of event data 
associated with the time Zone in which the event occurs. 
Examples of time Zone specific events can include events 
timed to occur at the beginning or end of a shift at a hospital, 
or other local events. The request local event module 3512 
generates a query for the event data requested, and returns 
results including event log data. A conversion module 3514 
converts the uniform time Zone information to local time Zone 
information based on the location of the medical device from 
which the event log data was recorded. The conversion mod 
ule 3514 optionally generates a report from the event log data 
for distributing to a requesting user, including the compen 
sated local time event log. Operational flow within the system 
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3500 is terminated at an end operation 3516, which corre 
sponds to completion of the conversion module 3514. 

IV. Remote User to Server Communication 

0213 Referring now to FIGS. 36-66, a generalized web 
service architecture is disclosed which manages user access 
to a medical device server in a medical device network, Such 
as the one shown in FIG. 1. The web service architecture 
allows remote user to server communication, to provide data 
access and programming capabilities related to medical 
devices in the medical device network of FIG.1. For example, 
users can perform administrative tasks, administer Software 
updates to medical devices, access event and operational 
records, perform maintenance, change therapies, and view 
near real-time operation of the medical devices while 
remotely located from the devices. These functions, and oth 
ers, are described below. 
0214 FIG. 36 shows an overall web service architecture 
3600, shown as a subsystem of the possible software archi 
tectures of the medical device network in FIGS. 3-4. The web 
service architecture includes various web modules or services 
configured to validate users and provide access to data stored 
on the medical device server. In a possible embodiment, the 
web service architecture is implemented in a .NET architec 
ture using Internet Information Server, by Microsoft Corpo 
ration. 

0215. The web service architecture 3600 includes an 
administrative web service 3602, an operations web service 
3604, and an event tracking web service 3606. The adminis 
trative web service3602 validates users of the medical device 
server, and includes functional interfaces for logging in, log 
ging out, and changing a user password. The administrative 
web service 3602 tracks information related to products, cus 
tomers, contact information, medical devices associated with 
the customers, user accounts associated with a customer, and 
other variables. The administrative web service3602 uses this 
tracked information to validate specific users, each of whom 
is associated with a specific health care facility, referred to in 
the administrative web service as a customer. A specific 
implementation class of the administrative web service 3602 
is described in Part IV.A, below. 
0216. The operations web service 3604 provides access to 
operational data of the medical devices, such as operational 
data regarding therapy delivery or monitoring data. The 
operations web service 3604 tracks the various therapy states 
occurring in a medical device, and enables a messaging 
sequence that can occur to trigger or track a therapy event in 
a medical device. A specific implementation of the operations 
web service 3604 is described in Part IV.B, below. 
0217. The event tracking web service 3606 tracks various 
event data occurring in a medical device. Such as telemetry 
data received by a medical device server. The event tracking 
web service3606 enables users to view near-real time activity 
of a medical device while located remote from the medical 
device, and allows the user to determine the on-line status of 
the medical device. A specific implementation of the event 
tracking web service 3606 is described in Part IV.C., below. 

A. Administration 

0218. Referring now to FIGS. 37-41, systems and reports 
for definition and use of an administrative web service are 
shown. FIG. 37 shows an exemplary class structure defining 
an administrative web service 3700. The administrative web 



US 2009/O 150484 A1 

service 3700 provides a possible embodiment of the admin 
istrative web service 3602 of FIG. 36, and is accessible via 
any of a number of user interfaces, such as the administration 
web forms 324 of FIG. 3. The administrative web service 
3700 includes an authentication class 3702, an authorization 
class 3704, a user class 3706, a role class 3708, a license class 
3710, a resource class 3712, a metadata class 3714, and an 
entity settings class 3716. Each of the classes includes a 
number of functions remotely accessible via the internet and 
web-based user interfaces to perform administrative tasks. 
Functionality of the various classes is described below. 
0219. The authentication class 3702 provides the initial 
access to the administrative web service 3700, and includes 
login and logout functionality. The authorization class 3704 
includes a variety of resource control functions to ensure that 
two users are not reading from and writing to the same data 
concurrently, or otherwise causing data conflicts. The 
resource control functions incorporated into the authorization 
class 3704 include read, write, create, delete, and access 
permission functions. Other functions may be incorporated 
into the authorization class 3704 as well. 

0220 Each of the other classes link to the authorization 
class 3704, and each requests read or write access to the data 
protected by the authorization class 3704. The user class 3706 
allows the system to perform various user administration 
tasks, such as creating new users, editing user information, 
changing passwords, deleting users, defining user roles, and 
retrieving user histories. Other functions are possible as well. 
The role class 3708 defines roles assignable to users, and 
includes the ability to create, update, delete or retrieve various 
roles defined in the administration data. Roles may corre 
spond to various classes of individuals who can access data 
managed by the medical device server and back office com 
ponents, such as doctors, nurses, or healthcare administrators. 
Roles may also correspond to the various entities with which 
the individuals are associated. 

0221. The license class 3710 defines licenses installed into 
the system to control the number of users able to log in at 
once, as well as to define usage models for various accounts. 
For example, a particular account may allow only a limited 
number of individuals to view telemetry data or to access 
therapy records at once, or may define a way of charging a 
customer for tracked usage of the medical device server or 
other back office components. 
0222. The resource class 3712 allows an administrator to 
add and delete resources, which correspond to the specific 
functional areas of the medical device server. The metadata 
class 3714 provides the underlying functionality for installing 
metadata into either the administration system, Such as cus 
tom metadata corresponding to a newly introduced medical 
device, or into a newly introduced medical device itself. 
Exemplary interfaces for installation of metadata are shown 
below in FIGS. 42-43. The entity settings class 3716 allows 
writing and retrieval of entity settings. Additional adminis 
trative functionality, including additional classes, may be 
incorporated into the administrative web service 3700 as 
well. 

0223 FIGS. 38-41 display sample administrative reports 
accessible to a user. The administrative reports of FIGS. 
38-41 correspond to the reports 326 shown in FIGS. 3-4, and 
are derived from information stored in the data warehouse 
322 related to administrative events logged by the medical 
device server. In a possible embodiment of the present dis 
closure, the various reports are generated using SQL Server 
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Reporting Services, by Microsoft Corporation. Other report 
ing and business intelligence Software may be used as well. 
0224 FIG. 38 displays an administration tracking event 
report 3800. The administration tracking event report dis 
plays detailed information regarding administration events, 
Such as user access and connection to the medical device 
server. The number and contents of entries in the report cor 
respond to data from the administration data 316 of FIG. 3 
that match the query presented to the administrative web 
service. The administration tracking event report includes 
time and date information 3802, application information 
3804, and message information 3806. Additional informa 
tion, such as the code information, time Zone indicator, and 
other information can be optionally included in the report 
38OO. 
0225. The time and date information 3802 display the time 
stamp information related to the event tracked by the admin 
istrative module. The time and date information 3802 display 
on the report in varying formats, depending upon whether a 
user chooses a local time Zone option or a GMT normalized 
time option. In the report 3800 shown, the local time Zone 
option is selected. 
0226. The application information 3804 indicates the ser 
vice or handler accessed, and the message 3806 indicates the 
action taken with respect to that service or handler. In the 
example shown, exemplary connection events are shown for 
two medical device servers, labeled “MDS:Mds01 and 
MDS:MdsO2. 
0227 FIG. 39 displays a security event report 3900. The 
security event report 3900 corresponds generally to the 
administration tracking event report 3800, but includes events 
related to security of the medical device server rather than 
access to it. The security event report 3900 includes time and 
date information 3902, application information 3904, and 
message information 3906, each of which have the same 
functionality as in the administration tracking event report 
38OO. 
0228 FIG. 40 displays a security event trending report 
4000. The security event trending report 4000 displays a chart 
of security related events over time. In the embodiment 
shown, the security event trending report 4000 displays a bar 
chart showing the frequency of security events by month. 
Other configurations displaying trends in security events are 
possible as well. 
0229 FIG. 41 displays a user history report 4100. The user 
history report displays a chronologically ordered list of events 
logged regarding one or more users. Each entry in the list 
includes time and date information 4102, a sorting code 4104, 
a username 4106 corresponding to the active user, and a 
message 4108 related to the action taken by that user. An 
optional details entry 4110 displays additional information 
associated with the history information, in raw form, such as 
the session key, location, name, location, or other activities 
occurring in the user history. 
0230. 1. Metadata and Package Deployment Interfaces 
0231 Referring now to FIGS. 42-50, various methods of 
programming the medical device server and medical device 
with metadata, firmware, or other binary data are shown. 
FIGS. 42-46 display administrative forms useable to perform 
various administrative tasks in the medical device server, 
Such as providing or removing metadata or packages, 
intended for configuration of the medical device server or 
medical devices, respectively. The administrative forms can 
correspond to forms generated by the administrative applica 
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tions 324 of FIGS. 3-4. FIGS. 47-50 display reports display 
ing the results of installation of the metadata and packages, 
and are a subset of the reports 326 available from the data 
warehouse 322 in FIGS. 3-4. 
0232 FIGS. 42-43 display user interfaces configured to 
allow an administrative user to manage metadata installed 
into the medical device server, as described above in Parts 
III. A and III.B. FIG. 42 shows an initial user interface 4200 
showing the metadata packages either currently installed into 
the medical device server or available to be installed. A listing 
area 4202 lists the packages, in this case displayed as “Virtual 
Infusion Pump”, “Virtual Patient Monitor', and “Medfusion 
4000'. Checkboxes 4204 in the listing area allow user selec 
tion of one or more of the installed packages, an install button 
4206 installs the packages into the medical device server, and 
an uninstall button 4208 removes metadata packages from the 
medical device server. 
0233 FIG. 43 displays a metadata installation interface 
4300 configured to allow a user to browse for a metadata file 
and install that file onto the medical device server. The meta 
data installation interface 4300 appears following selection of 
one of the types of medical devices present in the system in 
the user interface 4200, and allows the user to select and 
install a metadata file associated with the previous selection 
of metadata using the initial user interface 4200. 
0234 FIG. 44 displays a package deployment interface 
4400 providing deployment of packages for distribution to 
one or more medical devices, as described above in Part III.C. 
The package deployment interface 4400 generally corre 
sponds to the metadata installation interface 4200 of FIG. 42. 
but relates to software to be installed onto a medical device, 
rather than into the medical device server. A listing area 4402 
lists the packages, in this case displayed as "Simple Infusion 
Pump' or “TestPackage'. Check boxes 4404 in the listing 
area allow user selection of one or more of the installed 
packages, a deploy button 4406 deploys the packages into the 
medical device server, and an uninstall button 4408 removes 
the packages from the medical device server. 
0235 Upon selection of the deploy button 4406, a user 
interface 4500 shown in FIG. 45 is displayed. The user inter 
face 4500 allows system administrators to enter a package 
deployment name into a name field 4502, and also allows the 
administrator to enter a start time and end time, into start and 
end fields 4504, 4506, respectively. The user interface further 
allows the system administrator to select a package deploy 
ment file to use in a package deployment file selection field 
4508. The system administration presses a deploy button 
4510 to deploy the package, or a cancel button 4512 to cancel 
deployment. 
0236 Upon selection of the deploy button 4510, a further 
user interface 4600 shown in FIG. 46 is displayed to allow 
user verification that the correct package has been selected for 
download to medical devices. The user interface 4600 dis 
plays package deployment details in a package information 
field 4502, including the selected start time, end time, and 
target type as entered in the previous user interfaces 4400, 
4500. The user interface 4600 further displays vendor prop 
erties in a vendor field 4504, such as the vendor identifier, 
name, and version of the vendor package. 
0237 FIGS. 47-50 display various reports generated from 
the data warehouse 322 of FIGS. 3-4, as related to metadata 
defined event messages or package deployment. FIG. 47-48 
relate to message handling and debugging of faulty messages 
received from a medical device. FIGS. 49-50 display package 
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deployment reports, incorporating records of Successful and 
unsuccessful deployment of software or other binary data to 
medical devices. 
0238 FIG. 47 displays a quarantine report 4700, which 
displays a chronological list of the quarantined messages 
received by the medical device server. The quarantine report 
4700 includes time and date information 4702, state informa 
tion 4704, and message information 4706. The time and date 
information 4702 display the time stamp information related 
to the quarantine event tracked by the medical device server. 
The time and date information 4702 display on the report in 
varying formats, depending upon whether a user chooses a 
local time Zone option or a GMT normalized time option. In 
the report 4700 shown, the local time Zone option is selected. 
0239. The state information 4704 relates to the state of the 
quarantined message. Such as whether it is a new message, a 
released message, or a reinserted message. New messages 
refer to newly located problematic messages, while released 
messages correspond to messages which cannot be resolved 
and must be dropped. Reinserted messages refer to those 
messages which are reintroduced to the message server in 
case the medical device is awaiting a response from the 
SeVe. 

0240. The message information 4706 describes the error 
occurring in the message transfer. Various error messages are 
possible, generally relating to the ability of the medical 
device server to understand the message received from a 
medical device. 
0241 FIG. 48 displays a quarantine detail report 4800, 
which is configured to display the details of a specific quar 
antined message received by the medical device server. The 
quarantine detail report includes an error field 4802 including 
the error information displayed on the quarantine report 4700, 
and a source field 4804 which displays the metadata and 
values included in the message, for user debugging or correc 
tion of message activity in the medical device server. Addi 
tional information can be displayed regarding the quarantined 
message as well. 
0242 FIG. 49 displays a package deployment report 4900 
showing package deployments known to the medical device 
server, with an associated list of medical devices of various 
types and the status of the package deployment to each of the 
medical devices. The package deployment report includes 
one or more package deployment entries 4902, each includ 
ing name and version information related to the specific pack 
age being deployed to that type of device. Each of the package 
entries includes device sub-entries 4904, each of which 
relates to a specific device qualifying for the generalized 
package deployment. The Sub-entries each include host name 
information 4906, physical identification information 4908, 
notification information 4910, transfer information 4912, and 
completion information 4914. The host name information 
4906 corresponds to the medical device server providing the 
package to the device. The physical identification informa 
tion 4908 displays the unique identifier associated with the 
medical device. The notification information 4910 displays 
the date and time at which the medical device was notified that 
the package was available. The transfer information 4912 
displays the date and time at which the package was success 
fully transferred to the medical device. The completion infor 
mation 4914 displays the full date and time at which the 
package was successfully applied to the medical device. 
0243 Additional information can be tracked for each 
package deployment. For example, in an instance in which a 
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package fails to deploy, an error indication 4916 displays an 
indication of an error, and a result of the error. 
0244 FIG. 50 displays a package deployment error report 
5000. The package deployment error report 5000 provides a 
detailed event history for the specific packages and corre 
sponding devices for which a package deployment fails. The 
package deployment error report 5000 displays a title 5002 
including the target medical device type and package identi 
fier. The title also optionally displays a name associated with 
the package deployment. 
0245. The package deployment error report 5000 displays 
time and date information 5004, optional host information 
5006, physical identifier information 5008, and message 
information 5010. The time and date information 5004 indi 
cate when the error in the package deployment occurred. The 
optional host name information 5006 displays the network 
name in which the medical device is located. The physical 
identifier information 5008 includes the identifier associated 
with the medical device. The message information 5010 dis 
plays the message associated with the package deployment 
error. Additional information regarding the deployment error 
may be included in the report 5000 as well. 
0246 2. Maintenance/Faults 
0247 Referring now to FIGS. 51-53, reports related to 
maintenance and faults of medical devices are shown. The 
reports provide user access to records of maintenance per 
formed on the medical devices as well as information related 
to medical device failures and trends in those failures. Addi 
tional reports related to maintenance or faults may be incor 
porated as well, and correspond to the maintenance event data 
collected by the medical device server, as described above in 
Part III.B. In a possible embodiment, one or more of the 
reports of FIGS. 51-53 correspond to the maintenance forms 
330 of FIGS. 3-4. 

0248 FIG. 51 shows a medical device maintenance report 
5100 listing maintenance records for various medical 
devices. The medical device maintenance report 5100 
includes type entries 5102 corresponding to various types of 
medical devices, and device sub-entries 5104 corresponding 
to specific medical devices. In the embodiment shown, the 
type entries 5102 are the “MedFusion 4000' and “Titan” 
entries, while the device sub-entries 5104 are the individual 
rows within each type. 
0249. Within each sub-entry 5104, there exists host name 
information 5106, physical identifier information 5108, ver 
sion information 5110, package information 5112, and pre 
ventative maintenance date information 5114. The host infor 
mation 5106 displays the network associated with the 
medical device. The physical identifier 5108 displays the 
unique identifier associated with the medical device. The 
version information 5110 displays one or more version num 
bers associated with the medical device. The package infor 
mation 5112 displays packages being used by the medical 
device. The preventative maintenance information 5114 dis 
plays a date at which the medical device is due for preventa 
tive maintenance. Additional information can be displayed 
within each sub-entry 5104 as well. 
(0250 FIG. 52 shows a medical device fault report 5200. 
The medical device fault report 5200 displays events related 
to medical device faults communicated to a medical device 
server, Such as due to a faulty battery, motor, or other 
mechanical component. The medical device fault report 5200 
includes time and date information 5202, host information 
5204, physical identifier information 5206, and message 
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information 5208. Use of the information 5202-5208 is analo 
gous to the corresponding elements in the package deploy 
ment error report 5000 of FIG. 50, but related to medical 
device fault events. For example, in the medical device fault 
report 5200, the message information includes device fault 
event information, such as motor, battery, or other mechanical 
faults of a medical device. 
0251 FIG. 53 shows a medical device fault trending report 
5300. The medical device fault trending report 5300 displays 
a chart of medical device fault related events over time. The 
medical device fault trending report 5300 provides users with 
an indication of repeated errors in a medical device, or other 
detectable trends in medical device faults. In the embodiment 
shown, the medical device fault trending report 5300 displays 
a bar chart showing the frequency of device fault events by 
month. Other configurations displaying trends in device fault 
events are possible as well. 

B. Operations Web Service: Operation and Control of 
Therapy States 
0252 FIGS. 54-62 disclose various aspects of the opera 
tions web service 3604 of FIG. 36. Specifically, the figures 
show systems, methods, and reports for remote operation of 
the medical devices in a medical device network. In one 
possible embodiment, the systems and methods describe 
tracking of changed therapy parameters in a medical device 
by tracking original, updated, and final parameters of the 
medical device. 
(0253 FIG. 54 shows a flowchart of methods and systems 
for tracking therapy order States in a medical device server. 
Therapy orders refer to commands to a medical device to 
provide a therapy to a patient. The system 5400 includes 
states corresponding to the various possible states experi 
enced in the medical device during execution of the therapy 
order. 
(0254 Operational flow within the system 5400 com 
mences at a start node 5402, which corresponds to introduc 
tion of a new therapy order into the medical device or medical 
device server. Once the therapy order is introduced, the sys 
tem 5400 enters a new state 5404, indicating that the therapy 
order is newly introduced and has not yet been executed by 
the medical device. When the system 5400 is in the new state 
5404, a user has the option to cancel the therapy order. If the 
user chooses to cancel the therapy order, operational flow in 
the system 5400 proceeds to a canceled state 5406. From the 
canceled state, operational flow proceeds to an end node 5408 
corresponding to completion of the therapy module. At the 
end node 5408, operational flow terminates and therapy deliv 
ery events tracked using the medical device server continue to 
be stored for review by a user. 
0255 If the user chooses not to cancel the therapy order 
while the system 5400 is in the new state, operational flow 
proceeds to an assisted setup state 5410. The assisted setup 
state 5410 attempts to assist in setting up the therapy param 
eters. If the assisted setup is unsuccessful operational flow 
branches to a failed state 5412. The failed state 5412 stores an 
error message indicating that the assisted setup process failed. 
Operational flow proceeds from the failed state 5412 to the 
end node 5408. 
0256 If the assisted setup state 5410 is successful in set 
ting up therapy parameters, operational flow branches to a 
setup state 5414. The setup state 5414 indicates that the 
therapy is successfully set up in the medical device, and is 
ready for delivery to a patient. 
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0257. A begin therapy event, optionally sent from the 
medical device server or generated at the medical device, 
triggers the system 5400 to proceed to a started state 5416, 
which corresponds to starting the therapy delivery in the 
medical device. An end therapy event received from the medi 
cal device or medical device server causes operational flow in 
the system 5400 to proceed to a complete state 5418, indicat 
ing that delivery of the therapy is complete. Operational flow 
next proceeds to the end node 5408. 
0258 FIG.55 shows an exemplary class structure defining 
atherapy service 5500. The therapy service 5500 illustrates a 
portion of the functionality of the operations web service 
module 3604. The therapy service 5500 links to and uses a 
variety of functions from the administrative web service 3700 
of FIG. 37. 
0259. The therapy service 5500 includes a therapy order 
class 5502, a therapy order rule utility 5504, and a therapy 
order action enumeration 5506. The therapy order class 5502 
includes a variety of therapy order operations for starting, 
stopping, and defining various therapies to be delivered by 
medical devices in the medical device network in which the 
therapy service 5500 operates. The therapy order operations 
include therapy creation, therapy update, therapy cancel, 
therapy execute, and therapy retrieval operations. Additional 
therapy order operations can be included in the therapy order 
class 5502 as well. 
0260. The therapy order rule utility 5504 provides expres 
sions and actions related to execution of the therapy order, 
including various parameters and commands required for 
execution of the therapy. The therapy order action enumera 
tion 5506 provides advisory messages used during selection 
and/or execution of a therapy order. 
0261 FIG. 56 displays exemplary message exchange pro 
cesses 5600, 5620, 5640, and 5660 performed between a 
therapy order management application 5602, an operations 
web service 5604 such as the one shown in FIG. 36, a medical 
device server 5606 as disclosed above in FIGS. 3-4, and a 
medical device 5608, such as shown in FIG. 2. The therapy 
order management application 5602 can be any application 
configured to interface with the operations web service to 
communicate therapy orders and other messages to the opera 
tions Service S604 and medical device server 5608. 
0262. A first message exchange process 5600 illustrates 
the therapy order management application 5602 transmitting 
a create therapy order message 5610 to the operations web 
service 5604. The operations web service 5604 verifies the 
therapy information and stores the therapy orderin operations 
data. The operations web service 5604 also responds 5612 by 
indicating Success or failure of the message. 
0263. A second message exchange process 5620 illus 

trates the therapy order management application 5602 later in 
time transmitting atherapy order update message oratherapy 
order cancellation message 5622. The operations web service 
5604 verifies the therapy information, and updates or cancels 
the therapy order according to the message. The operations 
web service 5604 also responds 5624 by indicating success or 
failure of the message. 
0264. A third message exchange process 5640 occurring 
after the first message exchange process 5600 illustrates the 
therapy order management application 5602 transmitting a 
message 5642 indicating that the therapy order should be 
executed. The therapy order management application 5602 
transmits an execute therapy order message 5642 to the 
operations web service 5604, which verifies the therapy order 
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and in turn forwards the therapy order message 5642 to the 
medical device server 5606. The medical device server 5606 
relays the therapy order message 5642 to a medical device 
5608. 

0265. The medical device 5608 transmits a message 5644 
indicating the Success or failure of receipt of the therapy order 
message 5642. The medical device server 5606 and opera 
tions web service 5604 relay the message 5644 back to the 
order trigger application 5602. 
0266. At a time after the medical device transmits the 
message 5644, the medical device 5608 initiates a fourth 
messaging process 5660 in which the medical device trans 
mits a therapy begin message 5662 to the medical device 
server 5608, indicating that the medical device has begun 
delivering the therapy to a patient. The medical device server 
5608 transmits the message 5662 to the operations web ser 
vice 5604, which updates the therapy orderstate. The medical 
device server also relays the message 5662 to an event track 
ing web service 5605, such as the one in FIG. 36, to store a 
therapy delivery event in an event history log. Both the event 
tracking web service 5605 and the operations web service 
5604 transmit response messages 5664 indicating the success 
or failure of receipt of the therapy begin message 5662. 
0267 Additional events triggered by the medical device, 
Such as a therapy completion event or alarm, transmit among 
the components 5602-5608 analogously to the messaging 
process 5660. Further, additional messaging schema can be 
included as well. 

0268 FIG. 57 shows methods and systems for tracking 
changed parameters in a medical device. Such as a medical 
infusion pump. The system 5700 communicates original, 
updated, and final parameter values used for operation of the 
medical device, using metadata as described herein to iden 
tify the various changes in parameters. The system 5700 
commences at a start operation 5702, which corresponds to 
initiation of a therapy in a medical device. The therapy initi 
ated in the medical device includes parameters needing 
parameter values to define various aspects of the therapy. For 
example, in a therapy delivered by a medical infusion pump, 
various parameters include basal rates, bolus rates, thresh 
olds, and various other parameters. 
0269. An original parameter receipt module 5704 receives 
an original parameter value from a medical device. The origi 
nal parameter is a parameter set in a medical device prior to 
receipt of a different parameter by that device, and can be any 
type of operational parameter related to delivery of a therapy 
or monitoring provided by the medical device. An updated 
parameter receipt module 5706 receives an updated param 
eter value from the medical device corresponding to a change 
from the original parameter. The updated parameter value is a 
new parameter value changing the operation of the medical 
device. The updated parameter value relates to the same 
parameter as the original parameter. A final parameter receipt 
module 5708 receives a final parameter value from the medi 
cal device. The final parameter value is the parameter value 
the medical device will use for therapy and monitoring after 
the device is reprogrammed with the updated parameter 
value. The final parameter value may be the same as the 
updated parameter value, or may be different based on, for 
example, various hard and soft limits set for parameters 
within the medical device. In various embodiments, the 
receipt modules 5704-5708 may occur concurrently or 
sequentially, and may be included in one or more messages 
from the medical device to the medical device server. 
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0270. A parameter storage module 5710 stores the origi 
nal, updated, and final parameter values in memory of the 
medical device server or other back office components. 
Optional additional steps involved in the system 5700 can 
include comparing the final parameter value received in the 
final parameter receipt module 5708 with a hard limit or soft 
limit stored in the medical device server. If the final parameter 
value exceeds the limit, the system 5700 may trigger an alarm 
in the medical device server, and optionally communicate that 
alarm back to the medical infusion pump via a package 
deployment or other message. In a further embodiment, the 
alarm is communicated to a medical caregiver associated with 
the medical device. 
0271 Operational flow terminates at an end operation 
5712, which corresponds to completion of the change in 
pump parameter values and storage of the updated pump 
parameter values in the medical device server or other back 
office component. 
(0272 FIG. 58 shows a medical device history report 5800 
listing original, updated, and final operational parameter Val 
ues for a medical device according to the methods and sys 
tems of FIG. 57. The medical device history report 5800 
includes a medical device label 5802, date and time informa 
tion 5804, class information 5806, trigger information 5808, 
message information 5810, location information 5812, and 
drug information 5814. The medical device label 5802 cor 
responds to the medical device name for the device whose 
history is displayed in the report 5800. The date and time 
information 5804 correspond to the time the various events 
occurred that are included in the medical device history 
report. The class information 5806 describes the type and 
severity of the event. In the case of atherapy change event, the 
class information 5806 also includes an original value of the 
changed parameter, the changed value of that parameter, rep 
resenting the value entered by a user, and a final value of the 
parameter, indicating the final set value used by the medical 
device. 
0273. The trigger information 5808 displays the trigger 
associated with the medical device event. In the example 
shown, an event in an alarm classification has a high level of 
concern, and includes a warning in the trigger information 
5808. However, an event describing a therapy change will not 
activate the trigger information 5808. 
0274 The message information 5810 includes informa 
tion about the status of the medical device, such as battery 
life, therapy delivery progress, therapy parameter limits, or 
physical characteristics of the device. The location informa 
tion 5812 includes information related to the location of the 
medical device, such as the department, the facility, and the 
entity controlling the medical device. The drugs information 
5814 includes information about the drug or therapy being 
delivered by the medical device, and optionally is only 
included in the information for a therapy change. Additional 
information about the medical device can be displayed in the 
medical device history report 5800, based on the information 
tracked by the medical device server and operations web 
service. 
(0275 FIG. 59 shows a therapy history report 5900. The 
therapy history report 5900 displays the same information as 
is displayed in the medical device event history report 5800 of 
FIG. 58, but will only display therapy event information. The 
therapy history report 5900 includes a medical device label 
5902, date and time information 5904, class information 
5906, trigger information 5908, message information 5910, 
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location information 5912, and drug information 5914, each 
of which operate analogously to the corresponding entries in 
the medical device event history report 5800. 
(0276 FIG. 60 shows a therapy trending report 6000. The 
therapy trending report 6000 displays a chart of therapy 
related events over time. In the embodiment shown, the 
therapy trending report 6000 displays a bar chart showing the 
frequency of therapy events by month. Other configurations 
displaying trends in therapy events are possible as well. 
(0277 FIG. 61 shows atherapy change history report 6100. 
The therapy change history report 6100 also displays the 
same information as is displayed in the medical device event 
history report 5800 of FIG. 58, but only displays therapy 
change event information. Therapy change events correspond 
to changed parameters in delivering atherapy using a medical 
device. The therapy change history report 6100 includes a 
medical device label 6102, date and time information 6104, 
class information 6106, trigger information 6108, message 
information 6110, location information 6112, and drug infor 
mation 6114, each of which operate analogously to the cor 
responding entries in the medical device event history report 
5800 and the therapy history report 5900. 
0278 FIG. 62 shows a therapy change trending report 
6200. The therapy change trending report 6200 displays a 
chart of therapy change events over time. In the embodiment 
shown, the therapy change trending report 6200 displays a bar 
chart showing the frequency of therapy change events by 
month. Other configurations displaying trends in therapy 
change events are possible as well. 

C. Event Web Service: On-Line Status and Viewing of Device 
Activity 

(0279 Referring now to FIGS. 63-66, various features of 
the event web service of FIG. 36 are described. The event web 
service provides a method by which external applications 
collect event data from the medical device server and back 
office components. In particular, the event web service pro 
vides an indication of the on-line status of the medical device, 
and also provides user access to telemetry streams allowing 
near-real-time telemetry information regarding operation of a 
medical device in the context of a medical device network as 
described in FIGS. 1 and 3-4. 
0280 FIG. 63 is a flowchart of methods and systems for 
determining the on-line status of a medical device. The sys 
tem 6300 executes on a medical device server or other back 
office components, and expects communication from a medi 
cal device within a predetermined period in order to ensure 
accurate communication between the device and server. 
0281 Operational flow within the system 6300 com 
mences at a start operation 6302, which corresponds to initial 
communication between a medical device and a medical 
device server. Operational flow proceeds from the start opera 
tion 6302 to an expectation module 6304. The expectation 
module 6304 sets in the medical device server and/or back 
office components an expected, predetermined period within 
which the medical device server will expect communication. 
0282. A receive data operation 6306 determines whether a 
message has been received by the medical device server. If 
data has been received by the medical device server, opera 
tional flow branches “yes” to an update module 6308, which 
updates the status of the medical device to indicate that the 
device is on-line. 
0283 An optional output update module 6310 updates 
data output from the medical device server based on informa 
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tion received in the message. The information received in the 
message can include medical device status information, event 
log data, telemetry data, or various other types of data. In one 
embodiment, the message indicates the beginning of a telem 
etry stream, and, in response to the message from the medical 
device, the medical device server and back office components 
update the appearance of a dashboard Screen to reflect the 
received telemetry data. In a further embodiment, the output 
update module updates medical device status information in 
one or more of the back office components. 
0284 Operational flow proceeds through the receive data 
operation 6306, the update module 6308, and the output 
update module 6310 so long as the medical device continues 
in operation and the receive data operation 6306 determines 
that the medical device server continues to send messages to 
the medical device within the predetermined period. 
0285 If the receive data operation 6306 fails to receive 
data within the predetermined period, the operational flow 
branches 'no' to an offline module 6312, which changes the 
state of the medical device to offline in the medical device 
server and/or back office components. Operational flow pro 
ceeds to the optional output update module 6310, which 
updates the output to indicate that the currently displayed data 
is no longer considered current by the medical device server 
until additional messages have been received. Operational 
flow terminates at an end module 6314, corresponding to 
Suspension of operation of the medical device network. 
0286 FIGS. 64-66 provide methods and systems for 
operation of telemetry streams received from a medical 
device. The telemetry streams described herein provide 
nearly-continuous communication from the medical devices 
to the medical device server, and are viewable on a dashboard 
or other web portal. 
0287 FIG. 64 shows a flowchart of systems and methods 
for near-real-time display of telemetry information from a 
medical device. Operational flow in the system 6400 com 
mences at a start node 6402, which corresponds to initial 
operation of a medical device capable of transmitting a telem 
etry stream in a medical device network. A new state 6404 
indicates that the telemetry stream has not previously been 
running. After the new state, a stream startup process attempts 
to start the telemetry stream, as shown in FIG. 65, below. If 
the stream startup process fails, operational flow proceeds to 
a failed state 6406, corresponding to failure to start the telem 
etry stream. Operational flow then proceeds to an end node 
6408. 

0288 If the stream startup process successfully starts, 
operational flow proceeds to a collecting state 6410, which 
corresponds to the medical device server collecting telemetry 
data from the medical device. In the collecting state, the 
telemetry data can be stored in the medical device server or 
other back office components, and also can be output to a 
dashboard or other monitoring user interface. 
0289 From the collecting state 6410, a number of possible 
options affect operational flow of the system 6400. If a mes 
sage, including a telemetry stream message, is not sent from 
the medical device to the medical device server within an 
expected, predetermined time set in the medical device server 
or back office components, operational flow proceeds to an 
offline state 6412. The offline state 6412 corresponds to the 
system no longer regularly receiving telemetry data. If a 
telemetry report is later received, the system 6400 returns to 
the collecting state 6410. 
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0290. If the telemetry stream is paused by a user, opera 
tional flow proceeds to a paused State 6414, corresponding to 
a system which only temporarily is not receiving telemetry 
data. The user can resume the telemetry stream to return the 
system 6400 to the collecting state. 
0291. A terminated state 6416 can be reached from the 
collecting state 6410, the offline state 6412, or the paused 
state 6414 by the user terminating the stream or the system 
otherwise receiving a medical device power off event. The 
terminated State 6414 corresponds to ending the telemetry 
stream. In the terminated State, the system no longer receives 
information from the medical device, and the dashboard is not 
updated. In a possible embodiment, when the system 6400 is 
in the terminated State, a dashboard or other monitoring inter 
face indicates to a user that data is not currently being col 
lected. From the terminated state, operational flow proceeds 
to the end node 6408. 
0292 FIG. 65 displays exemplary telemetry stream mes 
sage sequences 6500, 6520, 6540, and 6560 performed 
among: a dashboard 6502, such as the one shown in FIG. 67; 
an event tracking web service 6504, such as the one shown in 
FIG. 36; a medical device server 6506, as disclosed above in 
FIGS. 3-4; and a medical device 6508, such as shown in FIG. 
2. A first telemetry stream message sequence 6500 illustrates 
a request to initiate a telemetry stream from a medical device 
to a dashboard. The message sequence 6500 starts by the 
dashboard 6502 sending a start telemetry stream message 
6510 to the event tracking web service 6504. The event track 
ing web service communicates the message 6510 to the medi 
cal device server 6506, which in turn communicates the mes 
sage 6510 to the medical device 6508. The medical device 
generates a response message 6512 indicating success or 
failure of the message. The response message is related back 
to the dashboard 6502 by the medical device server 6506 and 
event tracking web service 6504. 
0293. A second telemetry stream message sequence 6520 
illustrates initiation of a telemetry stream by a medical device 
6508. The medical device 6508 generates a telemetry event 
6522, which includes near-continual communication of 
telemetry data from the medical device 6508 to the medical 
device server 6506, which relays the telemetry data to the 
dashboard 6502 via the event tracking web service 6504. The 
dashboard 6502 displays the telemetry data to the user in a 
near-real-time fashion. In one embodiment, the dashboard 
recreates the appearance of the medical device. The dash 
board transmits a response message 6524 to the event track 
ing web service 6504, indicating successful receipt of the 
telemetry stream. 
0294 The dashboard 6502 generates a get telemetry win 
dow message 6526 and transmits the message to the event 
tracking web service, which responds with a message 6528 
indicating Success or failure of the command. The telemetry 
window is started at this point, and the dashboard or web 
portal will display telemetry data. 
0295. At this point, if the medical device is powered off, 
the event tracking web service 6504 will respond with a fail 
message and will terminate the telemetry stream. 
0296. A third telemetry stream message sequence 6540 
illustrates ending a telemetry stream by shutting off the medi 
cal device generating the telemetry stream. The medical 
device 6508 generates a power off event message 6542 and 
sends the message to the medical device server 6506. The 
medical device server sends a terminate telemetry stream 
message to the event tracking web service 6504. The event 
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tracking web service 6504 generates a response message 
6544 indicating Success or failure of receipt of the message 
6542. The medical device server 6506 relays the response 
message 6544 to the medical device 6508. 
0297 A fourth telemetry stream message sequence 6560 
relates to the sequence 6540 and illustrates ending a telemetry 
stream by discontinuing the telemetry stream at the dash 
board 6502. The dashboard 6502 generates a terminate telem 
etry stream message 6562, which is communicated from the 
dashboard to the event tracking web service 6504, and in turn 
through the medical device server 6506 to the medical device 
6508. The medical device 6508 terminates its telemetry 
stream and generates a response message 6564 indicating 
success or failure of receipt of the message 6562. The medical 
device server relays the message 6564 through the event 
tracking web service 6504 to the dashboard 6502. Additional 
messaging processes are possible in order to start and termi 
nate telemetry streams using medical devices and dashboards 
according to the present disclosure. 
0298 FIG. 66 shows an exemplary class structure defining 
a telemetry stream class 6600. The telemetry stream structure 
6600 illustrates a portion of the functionality of the event web 
service module 3606. The telemetry stream relates back to 
and uses a variety of functions from the administrative web 
Service 3700 of FIG. 37. 
0299. The telemetry stream structure 6600 includes a 
telemetry stream class 6602 and a latest event class 6604. The 
telemetry stream class 6602 includes a variety of telemetry 
related operations, including starting, terminating, pausing, 
and retrieving available telemetry streams. Additional telem 
etry stream operations can be included in the telemetry stream 
class 6602 as well. The latest event class 6604 includes func 
tions for retrieving the latest events, so as to determine when 
the most recent event was received from the medical device 
and thereby determine the on-line status of the medical 
device, so as to determine the availability of telemetry stream 
data. Additional functions can be included in the latest event 
class 6604, and additional classes can be added to the telem 
etry stream structure 6600. 
0300 Various exemplary dashboards may be used to view 
telemetry data at a workstation of other computing device. 
One example dashboard is shown in FIG. 67. The dashboard 
6700 displays telemetry data (e.g. current or near-current 
operational status) relating to the pumps with which it is 
associated. The dashboard 6700 can be any of a number of 
dashboard applications configured to receive and display 
telemetry data to a user in a near-real-time manner, and can 
correspond, for example, to the dashboards logically illus 
trated as dashboard 328 of FIGS. 3-4. The dashboard 6700 
can be updated by a telemetry stream, Such as described above 
in FIGS. 64-66. 

0301 In the embodiment shown, the dashboard 6700 
tracks a name 6702, identifier 6704, domain 6706, address 
6708, port 6710, and activity history 6712, with respect to 
each medical device associated with the dashboard. The name 
6702 corresponds to a name of a device recognizable to a user, 
assigned by either the device itselfor the server. The identifier 
6704 provides a unique identification useable by the server to 
verify the identity of the medical device. In various embodi 
ments, the identifier can correspond to a globally-unique 
identifier (GUID), hardware address, or other identification 
of the medical device. The domain 6706 indicates the name of 
a network in which the medical device resides. The address 
6708 provides connection information regarding how to com 
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municate with the medical device from the server. In the 
embodiment shown, the address 6708 is shown as an IP 
address of the medical device. The port 6710 lists the inbound 
communication port for the medical device. The activity his 
tory field 6712 lists a date and time of the last event occurring 
on the medical device and communicated to the server. 
(0302) The dashboard 6700 graphically illustrates an 
operational status of the pumps with which it is associated. In 
the embodiment shown, five medical devices are tracked in 
the dashboard 6700, named “MD0333”, “MD0444, 
“MD0524”, “MD0324, and “MD0988. The first, fourth, 
and fifth devices (MD0333, MD0324, and MD0988) are illus 
trated as powered and delivering a therapy to a patient. The 
second device (MD0444) is shown to be in an alarm state, 
indicating a possible abnormal operation of the device or 
emergency condition related to the patient associated with 
that device. The third device (MD0524) is illustrated to be in 
a fault state, indicating a malfunction or error occurring in 
that medical device. Other states illustrating an operational 
status may be illustrated on the dashboard 6700 as well. 
0303 Optionally, additional features can be included in 
the dashboard 6700 that allow a user to filter or display 
different types of information. In the embodiment shown, a 
pause checkbox 6714 and an offline devices checkbox 6716 
allow a user to selectably modify the dashboard. The pause 
check box 6714, when selected, causes the dashboard to 
“freeze' temporarily halting the updating of information in 
the dashboard to allow a user to view the state of the dash 
board at a single time. When the pause check box 6714 is 
unselected, the status information on the dashboard can con 
tinually update as data is received from the associated medi 
cal devices. The offline devices check box 6716 enables the 
dashboard to display information related to devices associ 
ated with the dashboard, but which are not online and from 
which the dashboard has not received recent status informa 
tion. Other display features and filters can be incorporated 
into the dashboard as well, allowing a user to select the 
desired set of devices to monitor and allowing the user to view 
a specific portion of the telemetry data received from those 
USCS. 

0304. The various embodiments described above are pro 
vided by way of illustration only and should not be construed 
to limit the invention. Those skilled in the art will readily 
recognize various modifications and changes that may be 
made to the present invention without following the example 
embodiments and applications illustrated and described 
herein, and without departing from the true spirit and Scope of 
the present invention, which is set forth in the following 
claims. 

1. A method of communication between a medical device 
and a server, the method comprising: 

associating metadata with one or more medical devices, the 
metadata corresponding to an attribute of the medical 
devices; and 

storing the metadata on a server, the server configured to 
communicate with each of the medical devices by using 
the metadata. 

2. The method of claim 1, wherein the metadata corre 
sponds to an attribute common to all of the medical devices. 

3. The method of claim 1, further comprising: 
associating second metadata with a second medical device, 

different from the one or more medical devices; and 
storing the second metadata on the server, the server con 

figured to communicate with each of the medical devices 
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and the second medical device by using at least one of 
the metadata and the second metadata. 

4. The method of claim 1, wherein the one or more medical 
devices include medical devices from two or more medical 
device manufacturers. 

5. The method of claim 1, further comprising associating 
second metadata with at least one medical device of the 
plurality of medical devices, the second metadata corre 
sponding to at least one custom attribute of the medical 
device. 

6. The method of claim 5, wherein the metadata and the 
second metadata define capabilities of the medical device. 

7. The method of claim 5, wherein storing the metadata on 
a server further comprises storing the second metadata on the 
SeVe. 

8. The method of claim 1, wherein the metadata includes a 
medical device identifier. 

9. The method of claim 1, wherein the metadata includes a 
medical capabilities variable. 

10. The method of claim 1, wherein the metadata includes 
a name of the medical device. 

11. The method of claim 1, wherein the metadata corre 
sponds to an attribute of the medical devices, the attribute 
selected from the group consisting of: 

patient information; 
user information; 
control information; 
drug information; and 
location information. 
12. The method of claim 1, wherein the metadata corre 

sponds to an event that is tracked by the medical device, the 
event selected from the group consisting of 

power events; 
alarm events; 
fault events: 
maintenance events; 
telemetry events; 
therapy events; 
therapy change events; and 
CuStOn eventS. 

13. The method of claim 1, wherein the second metadata 
includes an attribute of a medical infusion pump. 

14. The method of claim 1, further comprising, on the 
server, selecting a medical device using the metadata. 

15. The method of claim 14, further comprising sending a 
message to the medical device, the message including meta 
data. 

16. The method of claim 1, wherein the metadata is struc 
tured using XML. 

17. The method of claim 1, further comprising using the 
metadata to distinguish among the plurality of medical 
devices. 

18. A system for communicating with a plurality of medi 
cal devices, the system comprising: 

a plurality of medical devices; 
a server communicatively connected to the plurality of 

medical devices, the server comprising: 
a memory configured to store metadata describing the 

medical devices; 
a programmable circuit operatively connected to the 
memory, the programmable circuit configured to 
execute program instructions to: 
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associate metadata with one or more medical devices, 
the metadata corresponding to at least one attribute of 
the medical devices; 

store the metadata on a server, and 
communicate information including the metadata with 

at least one of the medical devices. 
19. The system of claim 18, wherein the metadata corre 

sponds to an attribute common to all of the medical devices. 
20. The system of claim 18, wherein the plurality of medi 

cal devices include medical devices from two or more medi 
cal device manufacturers. 

21. The system of claim 18, wherein the programmable 
circuit further contains program instructions to associate sec 
ond metadata with at least one medical device of the medical 
devices, the second metadata corresponding to at least one 
custom attribute of the medical device. 

22. The system of claim 21, wherein the metadata and the 
second metadata define capabilities of the medical device. 

23. The system of claim 22, wherein the programmable 
circuit is further programmed to store the second metadata on 
the server. 

24. The system of claim 23, wherein the first metadata 
includes a medical device identifier. 

25. The system of claim 18, wherein at least one of the 
medical devices is a medical infusion pump. 

26. The system of claim 25, wherein the second metadata 
includes an attribute of the medical infusion pump. 

27. The system of claim 18, wherein the metadata corre 
sponds to an attribute of medical device selected from the 
group consisting of: 

patient information; 
user information; 
control information; 
drug information; and 
location information. 
28. The system of claim 18, wherein the metadata corre 

sponds to an event that is tracked by the medical device, the 
event selected from the group consisting of 
power events; 
alarm events; 
fault events; 
maintenance events; 
telemetry events; 
therapy events; 
therapy change events; and 
CuStOn events. 
29. A method of communication between a medical device 

and a server, the method comprising: 
associating metadata with each of a plurality of medical 

devices, the metadata corresponding to at least one 
attribute common to the medical devices; 

associating second metadata with at least one medical 
device of the plurality of medical devices, the second 
metadata corresponding to at least one custom attribute 
of the medical device; 

storing the metadata on a server, the server configured to 
communicate with each of the medical devices by using 
the metadata; 

selecting a medical device; and 
communicating information including the metadata with 

the medical device. 
30. A method of communication between a plurality medi 

cal devices and a server, the method comprising: 
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generating a message to a medical device server at a medi 
cal device, the message including metadata used to iden 
tify the medical device; and 

receiving a message from the medical device server at the 
medical device, the message including metadata identi 
fying the medical device. 

31. The method of claim 30, wherein the plurality of medi 
cal devices include medical devices from two or more medi 
cal device manufacturers. 
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32. The method of claim 30, further comprising: 
associating second metadata with a second medical device, 

different from the plurality of medical devices; and 
storing the second metadata on the server, the server con 

figured to communicate with each of the medical devices 
and the second medical device by using the metadata and 
the second metadata. 
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