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A payment processing server generates a cryptographic key pair, provides a mobile device with one cryptographic key of the key
pair over one communications channel, encrypts a payment number with the other cryptographic key of the key pair, provides the
mobile device with the encrypted payment number over another communications channel, and saves the other cryptographic key
in a database uniquely in association with the payment number and a financial account. The mobile device decrypts the encrypted
payment number with the one cryptographic key, and provides a payment terminal with the decrypted payment number. The server
receives the decrypted payment number and a transaction amount from the payment terminal, determines the financial account by
querying the database with the decrypted payment number, and effects completion of a financial transaction with the financial
account in an amount equal to the transaction amount.
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ABSTRACT

A payment processing server generates a cryptographic key pair, provides a mobile
device with one cryptographic key of the key pair over one communications channel,
encrypts a payment number with the other cryptographic key of the key pair, provides
the mobile device with the encrypted payment number over another communications
channel, and saves the other cryptographic key in a database uniquely in association
with the payment number and a financial account. The mobile device decrypts the
encrypted payment number with the one cryptographic key, and provides a payment
terminal with the decrypted payment number. The server receives the decrypted
payment number and a transaction amount from the payment terminal, determines the
financial account by querying the database with the decrypted payment number, and
effects completion of a financial transaction with the financial account in an amount

equal to the transaction amount.
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CLOUD-BASED ELECTRONIC PAYMENT PROCESSING

FIELD OF THE INVENTION
[0001] This patent application relates to a method and network for processing

electronic payments at a payment terminal.

BACKGROUND

{0002] To complete a financial transaction with a merchant, the customer may
interface the customer’s payment card with the merchant’s payment terminal. The
payment terminal reads the account number from the payment card, and then generates an
authorization request for the transaction amount. The authorization request is directed to
the issuer of the payment card which either authorizes or declines the financial

transaction.

[0003] A common problem with conventional payment card-based transactions is that
the payment card may be used by an authorized party without the knowledge or approval
of the cardholder. Although the cardholder can report the loss of theft of a payment
card, the card issuer might authorize several financial transactions initiated with the

payment card until the loss or theft is reported and acted upon by the card issuer.

SUMMARY

[0004] This patent application discloses an e-payment processing server and
assoctated method that processes electronic payments initiated at a payment terminal
from a mobile device without storing sensitive payment financial information on the

mobile device.

[0005] In accordance with a first aspect of the disclosure, there is provided a method
of cloud-based electronic payment processing that involves a payment processing server
generating an asymmetric cryptographic key pair, generating a unique single-use
payment number, providing a mobile device with a credential comprising one

cryptographic key of the cryptographic key pair, and saving another cryptographic key of
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the cryptographic key pair in a pending transaction database in association with the
single-use payment number and a financial account. The cryptographic key pair and the

single-use payment number are each uniquely associated with the financial account.

[0006] The payment processing server encrypts the single-use payment number with
the another cryptographic key and provides the mobile device with the encrypted single-
use payment number. The encrypted single-use payment number does not identify the
financial account. The payment processing server receives from a payment terminal a
payment completion request requesting completion of a financial transaction. The
payment completion request includes the encrypted single-use payment number

decrypted with the one cryptographic key.

[0007] The payment processing server queries the pending transaction database with
the decrypted single-use payment number to identify the associated financial account, and

effects completion of the financial transaction using the identified financial account.

[0008] In accordance with this first aspect of the disclosure, there is also provided a
payment processing server that comprises a pending transaction database, and a computer
processing system in communication with the pending transaction database. The
computer processing system is configured to generate an asymmetric cryptographic key
pair, generate a unique single-use payment number, provide a mobile device with a
credential comprising one cryptographic key of the cryptographic key pair, and save
another cryptographic key of the cryptographic key pair in the pending transaction
database in association with the single-use payment number and a financial account. The
cryptographic key pair and the single-use payment number are each uniquely associated

with the financial account.

[0009] The computer processing system is configured to encrypt the single-use
payment number with the another cryptographic key, provide the mobile device with the
encrypted single-use payment number, and receive from a payment terminal a payment
completion request requesting completion of a financial transaction. The encrypted

single-use payment number does not identify the financial account. The payment
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completion request includes the encrypted single-use payment number decrypted with the

one cryptographic key.

[0010] The computer processing system is also configured to query the pending
transaction database with the decrypted single-use payment number to identify the
associated financial account, and to effect completion of the financial transaction using

the identified financial account.

[0011] In accordance with a second aspect of the disclosure, there is provided a
method of cloud-based electronic payment processing that involves a mobile device
receiving from a payment processing server a credential comprising one cryptographic
key of an asymmetric cryptographic key pair. The payment processing server is
configured to save another cryptographic key of the asymmetric cryptographic key pair in
a pending transaction database in association with a unique single-use payment number
and a financial account. The cryptographic key pair and the single-use payment number

are each uniquely associated with the financial account.

[0012] The mobile device receives from the payment processing server the single-use
payment number encrypted with the another cryptographic key, decrypts the encrypted
single-use payment number with the one cryptographic key, and initiates completion of a
financial transaction by providing a payment terminal with the decrypted single-use
payment number. The encrypted single-use payment number does not identify the

financial account.

[0013] The payment terminal is configured to provide the payment processing server
with a payment completion request requesting completion of the financial transaction.
The payment completion request includes the decrypted single-use payment number. The
payment processing server is configured to query the pending transaction database with
the decrypted single-use payment number to identify the associated financial account and

to effect completion of the financial transaction using the identified financial account.

[0014] In accordance with this second aspect of the disclosure, there is also provided

a mobile device that comprises a memory and a computer processing system in
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communication with the memory. The computer processing system is configured to
receive from a payment processing server a credential comprising one cryptographic key
of an asymmetric cryptographic key pair. The payment processing server is configured to
save another cryptographic key of the asymmetric cryptographic key pair in a pending
transaction database in association with a unique single-use payment number and a
financial account. The single-use payment number does not identify the financial
account. The cryptographic key pair and the single-use payment number are each

uniquely associated with the financial account.

[0015] The payment processing server is configured to save the one cryptographic
key in the memory, receive from the payment processing server the single-use payment
number encrypted with the another cryptographic key, decrypt the encrypted single-use
payment number with the one cryptographic key, and initiate completion of a financial
transaction by providing a payment terminal with the decrypted single-use payment
number. The encrypted single-use payment number does not identify the financial

account.

[0016] The payment terminal is configured to provide the payment processing server
with a payment completion request requesting completion of the financial transaction.
The payment completion request includes the decrypted single-use payment number. The
payment processing server is configured to query the pending transaction database with
the decrypted single-use payment number to identify the associated financial account and

to effect completion of the financial transaction using the identified financial account.

[0017] Since the asymmetric cryptographic key pair is unique, and the cryptographic
key saved by the payment processing server is uniquely associated with the single-use
payment number, only the cryptographic key provided to the mobile device can be used
to decrypt the encrypted single-use payment number. Moreover, the encrypted payment
number does not include the account number of the financial account. Accordingly,

unauthorized use of the encrypted single-use payment number is of limited value.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0018] An exemplary cloud-based e-payment processing network, payment
processing server, and method of cloud-based e-payment processing will now be
described, with reference to the accompanying drawings, in which:

Fig. 1 is a schematic view of the cloud-based e-payment processing network,
depicting a payment processing server, a payment terminal, and a plurality of mobile
devices;

Fig. 2 is a schematic view of one of the mobile devices;

Fig. 3 is a schematic view of the payment processing server; and

Fig. 4 is a message flow diagram depicting the method of cloud-based e-payment

processing,.

DETAILED DESCRIPTION

e-Payment Processing Network

[0019] Fig. 1 is a schematic view of cloud-based e-payment processing network,
denoted generally as 100. As shown, the e-payment processing network 100 comprises a
payment terminal 150, a mobile device 200, an acquirer server 270 and an e-payment
processing server 300. Although the e-payment processing network 100 is shown
comprising only a single payment terminal 150, a single mobile device 200, and only a
single e-payment processing server 300, the e-payment processing network 100 typically
includes a plurality of the payment terminals 150, a plurality of the mobile devices 200, a
plurality of the acquirer servers 270, and a plurality of the e-payment processing servers

300.

[0020] The payment terminals 150 are typically deployed at a merchant’s business
premises, and are configured to communicate with one of the acquirer servers 270 via a
secure acquirer network 106. As non-limiting examples, one or more of the payment
terminals 150 may be implemented as an integrated point-of-sale (POS) terminal, a pin-
pad terminal that communicates with respective electronic cash register (ECR), an
automated teller machine (ATM), or an automated banking machine (ABM). Preferably
the payment terminals 150 are also configured to allow the payment terminals 150 to

5
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wirelessly communicate with nodes that are in close proximity to the payment terminals
150 using short-range communications protocols, such as Bluetooth and/or Near Field

Communications (NFC) as examples.

[0021] One or more of the mobile devices 200 may be implemented as a wireless
communications device configured to operate within a wireless network. Accordingly,
preferably the e-payment processing network 100 includes a mobile communications
network 120. The mobile communications network 120 may be configured as a WiFi
network, a cellular network, or a combination thereof. As shown, the mobile
communications network 120 comprises a plurality of wireless base station subsystems
122. The mobile devices 200 communicate with the base station subsystems 122 via
wireless links 124, and the base station subsystems 122 communicate with the e-payment
processing server(s) 300 via a wired, wireless or optical link. Accordingly, the base
station subsystems 122 act as a bridge between the mobile devices 200 and the e-payment

processing server(s) 300.

[0022] Each acquirer server 270 is associated with a respective merchant, and is
configured to communicate with the payment terminals 150 that are deployed at each
merchant via each merchant’s acquirer network 106. The acquirer servers 270 are also
configured to communicate with the e-payment processing server(s) 300 via a payment
network 108, such as VisaNet®, the Mastercard® Network or the Interac® Network, that

1s distinct from the mobile communications network 120.

[0023] Each payment processing server 300 may be associated with and administered
by a respective financial institution. The financial institution associated with the e-
payment processing server 300 issues payment cards (e.g. credit card, debit card) to
cardholders. Each e-payment processing server 300 may maintain one or more financial
accounts each associated with a respective cardholder, and is configured to communicate
with the mobile devices 200 via the mobile communications network 120. Each e-
payment processing server 300 is also configured to communicate with the acquirer

servers 270 via the payment network 108.
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Mobile Device

[0024] A sample mobile device 200, implemented as a wireless communications
device, is depicted in Fig. 2. As shown, the mobile device 200 includes a display 202,
user input device 204, and a computer processing system 206. The user input device 204
may be provided as a keyboard, biometric input device (e.g. microphone) and/or a touch-
sensitive layer provided on the display 202. The computer processing system 206
comprises a microprocessor 208, a wireless communication sub-system 210 and a

memory 212.

[0025] The communication sub-system 210 allows the mobile device 200 to
communicate with the mobile communications network 120. As discussed, the mobile
communications network 120 may be configured as a WiFi network, a cellular network,
or a combination thereof. Accordingly, the communication sub-system 210 allows the
mobile device 200 to transmit and receive wireless communications signals over WiFi
networks and/or cellular networks. Preferably the communication sub-system 210 is also
configured to allow the mobile device 200 to wirelessly communicate with nodes that are
in close proximity to the mobile device 100, such as the payment terminal(s) 150, using

short-range communications protocols, such as Bluetooth and/or NFC as examples.

[0026] The memory 212 typically comprises non-removable non-transient non-
volatile memory of the mobile device 100, and includes computer processing instructions
stored thereon which, when accessed from the memory 212 and executed by the
microprocessor 208, implement an operating system 214, a credential request procedure
216 and a payment initiation procedure 218. The operating system 214 is configured to
display output on the display 202, to receive user input from the input device 204, to send
and receive communication signals over the wireless link 124 of the mobile
communications network 120, and to send and receive short-range communication

signals to/from proximate nodes of the e-payment processing network 100.

[0027] The operation of the credential request procedure 216 and the payment
initiation procedure 218 will be discussed in greater detail below. However, it is

sufficient at this point to note that the credential request procedure 216 is configured to
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receive from the e-payment processing server 300, via the mobile communications
network 120, a credential that is uniquely associated with a unique single-use payment
number and a financial account in a pending transaction database of the e-payment

processing server 300.

[0028] The payment initiation procedure 218 is configured to receive from the e-
payment processing server 300, via the mobile communications network 120, an
encrypted version of the single-use payment number. The encrypted single-use payment
number does not include the account number of the associated financial account. The
payment initiation procedure 218 is also configured to decrypt the encrypted single-use
payment number with the credential, and to initiate completion of a financial transaction
by providing a payment terminal 150 with the decrypted single-use payment number (for

example via Bluetooth or NFC).

[0029] Although the credential request procedure 216 and the payment initiation
procedure 218 are typically implemented as computer processing instructions, all or a
portion of the functionality of the credential request procedure 216 and/or the payment

initiation procedure 218 may be implemented instead in electronics hardware.

e-Payment Processing Server

[0030] A sample e-payment processing server 300 is depicted in Fig. 3. As shown,
the e-payment processing server 300 includes a network interface 302, and a computer
processing system 300 that is coupled to the network interface 302. The network
interface 302 interfaces the e-payment processing server 300 with the base station
subsystems 122 of the mobile communications network 120 to thereby allow the e-
payment processing server 300 to communicate with the mobile devices 200. The
network interface 302 also interfaces the e-payment processing server 300 with the
payment network 108 to thereby allow the e-payment processing server 300 to
communicate with the acquirer servers 270. [f the e-payment processing server 300 acts

as a trusted intermediary to financial institution account servers, the network interface
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302 also allows the e-payment processing server 300 to communicate with the account

servers via the payment network 108.

[0031] The computer processing system 306 may include one or more
microprocessors 308 and a non-transient computer-readable medium 310. The non-
transient computer-readable medium 310 may be provided as electronic computer
memory (e.g. flash memory) or optical or magnetic memory (e.g. compact disc, hard

disk).

[0032] The computer-readable medium 310 may maintain an account holders
database 312 and an accounts database 314. The account holders database 312 also
includes a plurality of clusters each associated with a respective cardholder. Preferably,
each cluster of the account holders database 312 includes credentials (e.g. username,
password, personal identification number (PIN)) that are uniquely associated with the
respective cardholder. The accounts database 314 includes a plurality of clusters each
associated with a respective financial account and cardholder. Each cluster of the
accounts database 314 typically comprises a plurality of database records, each
identifying a credit/deposit entry to the associated financial account. Alternately, instead
of the e-payment processing server 300 maintaining the account holders database 312 and
the accounts database 314, in one variation account servers (e.g. financial institution
servers) maintain an account holders database 312 for the cardholders associated with the
respective financial institution, and an accounts database 314 each identifying
credit/deposit entries to the associated financial accounts, and the financial instrument

processing server 300 acts as a trusted intermediary to the account servers.

[0033] The computer-readable medium 310 may also maintain a pending transaction
database 316. The pending transaction database 316 includes a plurality of clusters each
associated with a respective financial transaction that is pending with the e-payment
processing network 100. Preferably, each cluster of the pending transaction database 316
identifies a single-use payment number, the account number of one of the financial
accounts, and a credential that is uniquely associated with the single-use payment number

and the financial account.
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[0034] The computer-readable medium 310 also maintains computer processing
instructions stored thereon which, when executed by the microprocessor(s) 308, define an
operating system (not shown) that controls the overall operation of the e-payment
processing server 300. The computer processing instructions also implement a credential

request processor 318 and a payment initiation processor 320.

[0035] The credential request processor 318 is configured to generate an asymmetric
cryptographic key pair, provide a mobile device 200 with a credential comprising one
cryptographic key of the cryptographic key pair, generate a unique single-use payment
number, and save the other cryptographic key of the cryptographic key pair in the
pending transaction database 316 in association with the single-use payment number and
the financial account. The cryptographic key pair and the single-use payment number are
each uniquely associated with the financial account. The credential request processor
318 is also configured to encrypt the single-use payment number with the other
cryptographic key, and provide the mobile device 200 with the encrypted single-use
payment number. The encrypted single-use payment number does not include the

account number of the associated financial account.

[0036] The payment initiation processor 320 is configured to receive from a payment
terminal 150 a payment authorization request that requests authorization for a financial
transaction. The payment authorization request includes the encrypted single-use
payment number, but decrypted with the cryptographic key that was provided to the
mobile device 200. The payment initiation processor 320 is also configured query the
pending transaction database 316 with the decrypted single-use payment number to
identify the associated financial account, and to effect completion of the financial

transaction using the identified financial account.

[0037] Although the credential request processor 318 and the payment initiation
processor 320 are typically implemented as computer processing instructions, all or a
portion of the functionality of the credential request processor 318 and/or the payment

initiation processor 320 may be implemented instead in electronics hardware.

10
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Method of e-Payment Processing

[0038] As discussed, the e-payment processing network 100 implements a method of
cloud-based e-payment processing. A sample embodiment of the e-payment method will
be discussed with reference to Fig. 4. As will be explained, in this embodiment the
payment processing server 300 generates an asymmetric cryptographic key pair, provides
the mobile device 200 with a credential comprising one cryptographic key of the
cryptographic key pair, generates a unique single-use payment number, and saves the
other cryptographic key of the cryptographic key pair in the pending transaction database
316 in association with the single-use payment number and a financial account. The
cryptographic key pair and the single-use payment number are each uniquely associated

with the financial account.

[0039] The payment processing server 300 encrypts the single-use payment number
with the other cryptographic key, and provides the mobile device 200 with the encrypted
single-use payment number. The encrypted single-use payment number does not include

the account number of the associated financial account.

[0040] The mobile device 200 decrypts the encrypted single-use payment number
with the cryptographic key provided by the payment processing server 300, and initiates
completion of a financial transaction by providing a payment terminal 150 with the

decrypted single-use payment number.

[0041] The payment processing server 300 receives from the payment terminal 150 a
payment authorization request that requests authorization for the financial transaction.
The payment authorization request includes the encrypted single-use payment number
decrypted by the cryptographic key that was provided to the mobile device 200. The
payment processing server 300 queries the pending transaction database 316 with the
decrypted single-use payment number to identify the associated financial account, and

effects completion of the financial transaction using the identified financial account.

[0042] An example e-payment method will now be discussed in detail with reference
to Fig. 4. The user of the mobile device 200 initiates a credential allocation process by
invoking the credential request procedure 216 on the mobile device 200. In response, the

mobile device 200 communicates with the payment processing server 300 via the mobile

11
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communications network 120, and attempts to authenticate the device user to the
payment processing server 300, at step S400. Typically, the device user authenticates by
providing the payment processing server 300 with the authentication credentials (e.g.
userlD, passcode) that the device user normally uses to initiate online banking with the
payment processing server 300. The payment processing server 300 authenticates the
device user by validating the provided authentication credentials against the credentials

associated with the device user in the account holders database 312.

[0043] After the device user successfully authenticates to the payment processing
server 300, the credential request processor 318 of the payment processing server 300
establishes an encrypted communications channel with the mobile device 200 via the
mobile communications network 120, provides the mobile device 200 with a unique
session token at step S402, and prompts the device user to select the financial account
(e.g. credit card account, bank account) that the device user would like to use in the e-
payment transaction (i.e. the account to which the device user would like the e-payment
to be applied). The device user provides the payment processing server 300 with the

financial account selection, at step S404.

[0044] After the device user successfully authenticates to the payment processing
server 300, the credential request processor 318 also generates a unique asymmetric
cryptographic key pair. The credential request processor 318 may generate the
cryptographic key pair using the output of a pseudo-random number generator as an input
to a cryptographic key generation algorithm, and may verify that the cryptographic key
pair is uniquely associated with the device user by confirming that neither cryptographic
key of the cryptographic key pair is currently stored in the pending transaction database

316.

[0045] The credential request processor 318 also generates a unique single-use
payment number. The credential request processor 318 may generate the single-use
payment number from the output of a pseudo-random number generator. To ensure that
the single-use payment number is uniquely associated with the payment processing server

300, the credential request processor 318 prefixes the pseudo-random number with the

12
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Bank Identification Number (BIN) that is assigned to the financial institution that is

associated with the payment processing server 300.

[0046] The credential request processor 318 may also verify that the resulting single-
use payment number is uniquely associated with the device user by confirming that the
single-use payment number is not currently stored in the pending transaction database
316. Preferably, the payment processing server 300 also confirms that the single-use
payment number does not include the account number of the financial account selected
by the device user. The payment processing server 300 may also verify that the single-
use payment number, when encrypted with any of the cryptographic keys of the
asymmetric cryptographic key pair, does not yield the account number of the financial
account selected by the device user. Alternately, the cryptographic algorithms (and/or the

seed values thereto) used by the payment processing server 300 may ensure these results.

[0047] After the payment processing server 300 has received the financial account
selection and has generated the unique asymmetric cryptographic key pair and the unique
single-use payment number, at step S406 the payment processing server 300 saves the
single-use payment number and one cryptographic key of the asymmetric cryptographic
key pair in the pending transaction database 316, in association with the account number
of the financial account selected by the device user. As discussed above, the single-use
payment number, when encrypted with the cryptographic key saved in the pending

transaction database 316, does not yield the account number of the financial account.

[0048] The payment processing server 300 may also generate a time stamp when it
generates the single-use payment number, and associate the time stamp with the single-
use payment number in the pending transaction database 316. As will be discussed, the
time stamp allows the payment processing server 300 to assign a maximum lifetime
period to the association that was established between the single-use payment number
and the financial account, after which the association and the single-use payment number
will be considered to have expired. The single-use payment number is globally unique in
the sense that, during the lifetime of the single-use payment number, the financial
account identified by the device user at step S404 is only associated with this particular

single-use payment number.

13
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[0049] The payment processing server 300 transmits a credential to the mobile device
200 over the encrypted communications channel, at step S408. The credential is globally
unique in the sense that, during the lifetime of the single-use payment number, the
financial account identified by the device user at step S404 is only associated with this
particular credential. The credential may be the other cryptographic key of the
asymmetric cryptographic key pair (i.e. the key corresponding to the cryptographic key
that was stored in the pending transaction database 316). However, preferably the
credential comprises a X.509 digital certificate that includes the other cryptographic key.
Therefore, in this variation, the cryptographic key saved in the pending transaction
database 316 comprises a public cryptographic key, and the other cryptographic key
(included in the X.509 certificate) comprises a private cryptographic key.

[0050] The credential request procedure 216 saves the credential in the memory 212,
and may confirm to the device user that the credential has been saved in the memory 212,
thereby completing the credential allocation process. The credential request procedure
216 may then invoke the payment initiation procedure 218. Alternately, the device user

may manually invoke the invoke payment initiation procedure 218.

[0051] As is well-known in the state of the art, to allow a customer to complete a
conventional financial transaction with a merchant, the merchant inputs the transaction
particulars, including the transaction amount, into one of the merchant’s payment
terminals 150 and asks the customer for the customer’s payment card. However, in the
current embodiment, instead of the device user immediately presenting the merchant with
a physical payment card, the payment initiation procedure 218 may prompt the device
user to move the mobile device 200 into close proximity with the merchant’s payment

terminal 200.

[0052] The payment initiation procedure 218 uses a short-range communications
protocol, such as Bluetooth or NFC, to establish a communications session with the
payment terminal 150. Upon establishing a communications session with the payment
terminal 150, the payment terminal 150 requests a payment card number from the mobile

device 200.

14
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[0053] The payment initiation procedure 218 may then re-authenticate the device user
to the payment processing server 300, at step S410, for example by providing the
payment processing server 300 with the session token that was provided to the mobile
device 200 at step S402. The payment initiation processor 320 of the payment processing
server 300 establishes a new encrypted communications channe] with the mobile device
200 via the mobile communications network 120, encrypts the single-use payment
number with the cryptographic key that was associated with the mobile device’s
credential, and transmits the encrypted single-use payment number to the mobile device
200 over the new encrypted communications channel, at step S412. The encrypted
single-use payment number does not include the account number of the associated
financial account. The payment initiation procedure 218 saves the encrypted single-use

payment number in the memory 212.

[0054] As discussed, the payment processing server 300 may generate a time stamp
when it generates the single-use payment number, and associate the time stamp with the
single-use payment number in the pending transaction database 316. Alternately, the
payment initiation processor 320 may generate the time stamp when it transmits the

encrypted single-use payment number to the mobile device 200 at step S412.

[0055] After the mobile device 200 receives the encrypted single-use payment
number, at step S414 the payment initiation procedure 218 decrypts the encrypted single-
use payment number with the credential (private cryptographic key) that was transmitted
to the mobile device 200 at step S408. Since the payment processing server 300
transmits the encrypted single-use payment number and the credential to the mobile
device 200 over different communications channels, the likelihood of an authorized party
being able to recover the single-use payment number from the encrypted single-use

payment number is limited.

[0056] Where the financial account selected by the device user at step S404 is a credit
card account, the payment initiation procedure 218 may transmit the decrypted single-use
payment number to the payment terminal 150, at step S416, via the previously-
established communications session. Alternately, where the financial account selected by

the device user at step S404 is a bank account, the payment initiation procedure 218 may
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prompt the device user to input the user’s PIN into the mobile device 200, and then
transmit the decrypted single-use payment number and the user’s PIN to the payment

terminal 150, at step S416, via the previously-established communications session.

[0057] Preferably, the payment initiation procedure 218 transmits the decrypted
single-use payment number (and user’s PIN, if provided) to the payment terminal 150 as
conventional Track 2 data. After receiving confirmation that the payment terminal 150
has successfully received the decrypted single-use payment number from the mobile
device 150, the payment initiation procedure 218 may delete the credential and the

encrypted single-use payment number from the memory 212.

[0058] The payment terminal 150 generates a payment authorization request, and
transmits the payment authorization request to the merchant’s acquirer server 270 via the
acquirer network 106, at step S418. The payment authorization request includes the
transaction amount, the decrypted single-use payment number and the user’s PIN (if
provided). The acquirer server 270 delivers the payment authorization request to the
payment network 108. As discussed, the single-use payment number is prefixed with the
BIN that is assigned to the financial institution of the payment processing server 300.
Accordingly, the payment network 108 uses the BIN to direct the payment authorization

request to the appropriate payment processing server 300 at step S420.

[0059] The payment initiation processor 320 of the payment processing server 300
extracts the single-use payment number from the payment authorization request, and
queries the pending transaction database 316 with the extracted single-use payment
number, at step S422, for the associated time stamp and the account number of the
associated financial account. The payment initiation processor 320 uses the time stamp
to determine whether the maximum lifetime period of the single-use payment number
(and the association between the single-use payment number and the financial account)
has expired. Preferably, the payment processing server 300 assigns a short-term
maximum lifetime period to all single-use payment numbers to make the single-use

payment numbers of limited value to unauthorized parties.

[0060] If the payment initiation processor 320 determines that the single-use payment

number (and the single-use payment number and financial account association) has
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expired, the payment initiation processor 320 may delete the single-use payment number
and associated cryptographic key from the pending transaction database 316. The
payment processing server 300 may also periodically purge expired single-use payment

numbers and associated cryptographic keys from the pending transaction database 316.

[0061] If the payment initiation processor 320 determines that the single-use payment
number (and the single-use payment number and financial account association) has not
expired, the payment processing server 300 may query the accounts database 314 with
the transaction amount and with the account number of the associated financial account
to determine whether the device user (customer) has sufficient credit available (i.e. a
credit balance at least equal to the transaction amount) to complete the financial

transaction.

[0062] If the financial account is a credit card account, the payment initiation
processor 320 generates a payment authorization response that indicates whether the
payment processing server 300 authorized the financial transaction. Alternately, if the
financial instrument processing server 300 acts as a trusted intermediary to one or more
account servers, the payment processing server 300 forwards the account number and
transaction amount to the respective account server for authorization by the financial
institution of the device user (customer). The payment processing server 300 then

generates a payment authorization response indicating whether the user’s financial

institution authorized the financial transaction for the transaction amount.

[0063] The payment initiation processor 320 then deletes the single-use payment
number and associated cryptographic key from the pending transaction database 316, and
responds to the payment network 108 with the payment authorization response in
response to the payment authorization request. The payment network 108 directs the
payment authorization response to the merchant’s acquirer server 270 at step S424. The
acquirer server 270 transmits the payment authorization response to the payment terminal
150, via the acquirer network 106, at step S426. The merchant thereafter uses the
payment authorization response in a settlement process to have the transaction amount

deposited to a financial account of the merchant.
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[0064] If the financial account is a bank account, the payment processing server 300
validates the PIN that was included in the payment authorization request against the PIN
that is associated with the device user in the account holders database 312. If the user’s
PIN is validated, the payment processing server 300 debits the financial account in the
transaction amount, and generates a payment authorization response that indicates
whether the financial transaction was successfully completed at the payment processing
server 300. Alternately, if the payment processing server 300 acts as a trusted
intermediary to one or more account servers, the payment processing server 300 forwards
the account number, the user’s PIN and the transaction amount to the respective account
server for processing by the financial institution of the device user (customer). The
payment processing server 300 then generates a payment authorization response that

indicates whether the financial transaction was successfully completed at the user’s

financial institution.

[0065] The payment initiation processor 320 then deletes the single-use payment
number and associated cryptographic key from the pending transaction database 316, and
responds to the payment network 108 with the payment authorization response in
response to the payment authorization request. The payment network 108 directs the
payment authorization response to the merchant’s acquirer server 270 at step S424. The
acquirer server 270 credits the merchant’s financial account with the transaction amount,
and transmits the payment authorization response to the payment terminal 150, via the

acquirer network 106, at step S426.

[0066] As will be apparent, the encrypted single-use payment number can only be
decrypted using the credential (private cryptographic key) that was provided to the
mobile device 200 at step S408. Since the encrypted single-use payment number does
not include the account number of the associated financial account, and the single-use
payment number preferably has a short-term maximum lifetime period, unauthorized use

of the single-use payment number is of limited value.

[0067] A variation of the e-payment method will now be discussed, again with
reference to Fig. 4. The following method is similar to the method discussed above.

However, instead of the payment initiation procedure 218 of the mobile device 200
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initiating completion of a financial transaction with the payment processing server 300
after the credential request procedure 216 of the mobile device 200 (mobile device A)
receives the credential from the payment processing server 300, the credential request
procedure 216 of mobile device A delivers (directly or indirectly) the credential (and
optionally a session code) to another mobile device 200 (mobile device B) to allow the
payment initiation procedure 218 of the other mobile device 200 to initiate completion of

a financial transaction with the payment processing server 300.

{0068] In this variation, after mobile device A receives the credential (private
cryptographic key) from the payment processing server 300 at step S408, the user of
mobile device A manually invokes the payment initiation procedure 218, which may
cause the payment initiation procedure 218 to generate a visual representation (e.g. a two-
dimensional bar code (QR code)) of the session token that was transmitted to mobile
device A at step S402 and the credential (private cryptographic key) that was transmitted
to mobile device A at step S408, and to display the visual representation on the display
202 of mobile device A. In response, the user of mobile device B may manually invoke
the payment initiation procedure 218 on mobile device B which directs the payment
initiation procedure 218 on mobile device B to receive the session token and the

credential via an image capture device of mobile device B.

[0069] Alternately, the payment initiation procedure 218 of mobile device A may
wirelessly transmit the session token and the credential directly to mobile device B (for
example via Bluetooth or NFC) or indirectly (for example via WiFi or cellular
communications) using a relay and proximity service (for example, the relay service

provided by Bump Technologies).

[0070] After mobile device B receives the session token and the credential (private
cryptographic key) from mobile device A, the user of mobile device B may thereafter
notify the payment initiation procedure 218 of device B that the user wishes to complete
a financial transaction with a merchant. In response, the payment initiation procedure
218 of device B may prompt the user of device B to move mobile device B into close
proximity with the merchant’s payment terminal 150. The payment initiation procedure

218 of device B uses a short-range communications protocol, such as Bluetooth or NFC,
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to establish a communications session with the payment terminal 150. Upon establishing
a communications session with the payment terminal 150, the payment terminal 150

requests a payment card number from mobile device B.

[0671] At step S410, the payment initiation procedure 218 of mobile device B
authenticates to the payment processing server 300, for example by providing the
payment processing server 300 with the session token that was provided by mobile
device A to mobile device B. After mobile device B authenticates to the payment
processing server 300, the payment initiation processor 320 establishes a new encrypted
communications channel with mobile device B via the mobile communications network
120, encrypts the single-use payment number with the cryptographic key that was
associated with the credential that was provided to mobile device A, and transmits the
encrypted single-use payment number to mobile device B over the new encrypted
communications channel, at step S412. The encrypted single-use payment number does

not include the account number of the associated financial account.

[0072] The payment initiation procedure 218 of mobile device B saves the encrypted
single-use payment number in the memory 212 of mobile device B. At step S414 the
payment initiation procedure 218 of mobile device B decrypts the encrypted single-use
payment number with the credential (private cryptographic key) that was provided by

mobile device A to mobile device B.

[0073] Where the financial account selected by the device user at step S404 is a credit
card account, the payment initiation procedure 218 of mobile device B may transmit the
decrypted single-use payment number to the payment terminal 150, at step S416, via the
previously-established communications session. Alternately, where the financial account
selected by the device user at step S404 is a bank account, the payment initiation
procedure 218 may prompt the device user to input the user’s PIN into mobile device B,
and then transmit the decrypted single-use payment number and the user’s PIN to the
payment terminal 150, at step S416, via the previously-established communications
session. After receiving confirmation from the payment terminal 150 that the payment

terminal 150 has successfully received the decrypted single-use payment number, the
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payment initiation procedure 218 of mobile device B may delete the credential and the

encrypted single-use payment number from the memory 212 of mobile device B.

[0074] As discussed above, the payment terminal 150 generates a payment
authorization request, and transmits the payment authorization request to the merchant’s
acquirer server 270 via the acquirer network 106, at step S418. The acquirer server 270
delivers the payment authorization request to the payment network 108, and the payment
network 108 directs the payment authorization request to the appropriate payment
processing server 300 at step S420. The payment initiation processor 320 of the payment
processing server 300 extracts the single-use payment number from the payment
authorization request, queries the pending transaction database 316 with the extracted
single-use payment number, at step S422, for the account number of the associated
financial account, and then effects completion of the financial transaction using the

identified financial account, at steps S424, S426.

[0075] A second variation of the e-payment method will now be discussed, again
with reference to Fig. 4. The following method is similar to the variation discussed
above. However, instead of mobile device A transmitting the session token and the
credential (private cryptographic key) to mobile device B when mobile device A initiates
completion of the financial transaction, mobile device A only provides mobile device B
with the credential (private cryptographic key). In response, mobile device B provides
mobile device A with a unique identifier that uniquely identifies mobile device B or the

user of mobile device B.

[0076] Mobile device A then provides the payment processing server 300 with the
unique identifier that was received from mobile device B, and the payment processing
server 300 associates the unique identifier with the credential that was provided to mobile
device A at step S408. At step S410, the payment initiation procedure 218 of mobile
device B authenticates to the payment processing server 300 by providing the payment
processing server 300 with the unique identifier that was provided by mobile device B to

mobile device A.

[0077] After mobile device B authenticates to the payment processing server 300, at

step S412 the payment initiation processor 320 encrypts the single-use payment number
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with the cryptographic key that was associated with the credential that was provided to
mobile device A, and transmits the encrypted single-use payment number to mobile
device B. At step S414 the payment initiation procedure 218 of mobile device B decrypts
the encrypted single-use payment number with the credential (private cryptographic key)
that was provided by mobile device A to mobile device B, and initiates completion of the
financial transaction by transmitting the decrypted single-use payment number to the

payment terminal, as discussed above.
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CLAIMS:

1. A method of cloud-based electronic payment processing, the method comprising:

a payment processing server generating an asymmetric cryptographic key pair, over one
secure communications channel providing a mobile device with a credential comprising one
cryptographic key of the cryptographic key pair, generating a unique single-use payment number,
uniquely associating the cryptographic key pair and the single-use payment number with a
financial account by saving another cryptographic key of the cryptographic key pair in a pending
transaction database uniquely in association with the single-use payment number and the
financial account;

the payment processing server encrypting the single-use payment number with the
another cryptographic key;

the mobile device (i) receiving from a payment terminal a card number request requesting
a card number from the maobile device, (ii}) establishing with the payment processing server
another secure communications channel distinct from the one secure communications channel,
(iii) receiving the encrypted single-use payment number from the payment processing server over
the another secure communications channel, (iv) generating a decrypted single-use payment
number by decrypting the encrypted single-use payment number with the one cryptographic key,
and (v) transmitting the decrypted single-use payment number to the payment terminal in
response to the card number request;

the payment processing server receiving from the payment terminal a payment completion
request requesting completion of a financial transaction, the payment completion request
including the decrypted single-use payment number and a transaction amount;

the payment processing server identifying the financial account associated with the
decrypted single-use payment number by querying the pending transaction database with the
decrypted single-use payment number, and

the payment processing server effecting completion of the financial transaction by one of
transferring funds from, and obtaining authorization for a charge to, the identified financial

account in an amount equal to the transaction amount.

2. The method according to Claim 1, wherein the single-use payment number has a life-time
period, and the effecting completion of the financial transaction comprises the payment
processing server effecting the completion of the financial transaction after confirming non-

expiry of the life-time period.
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3. The method according to Claim 1, wherein the effecting completion of the financial
transaction comprises the payment processing server purging the asymmetric cryptographic key
pair and the association from the pending transaction database after locating the associated

financial account number.

4. The method according to Claim 1, wherein the one cryptographic key comprises a public

cryptographic key, and the another cryptographic key comprise a private cryptographic key.

5. A payment processing server comprising:
a computer processing system comprising a pending transaction database and
configured to:

(i) generate an asymmetric cryptographic key pair, generate a unique single-use
payment number, over one secure communications channel provide a mobile device
with a credential comprising one cryptographic key of the cryptographic key pair, and
uniquely associate the cryptographic key pair and the single-use payment number with a
financial account by saving another cryptographic key of the cryptographic key pair in
the pending transaction database uniquely in association with the single-use payment
number and the financial account;

(i) establish with the mobile device another secure communications channel
distinct from the one secure communications channel, encrypt the unique single-use
payment number with the another cryptographic key, and transmit the encrypted single-
use payment number to the mobile device over the another secure communications
channel, the computer processing system being configured to encrypt the single-use
payment number by confirming that the encrypted single-use payment number does not
identify the financial account;

(iii) receive from a payment terminal a payment completion request requesting
completion of a financial transaction, the payment completion request including the
unique single-use payment number and a transaction amount;

(iv) identify the financial account associated with the received unique single-use
payment number by querying the pending transaction database with the received unique
single-use payment number, and

(v) effect completion of the financial transaction by one of transferring funds from,
and obtaining authorization for a charge to, the identified financial account in an amount

equal to the transaction amount.
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6. The payment processing server according to Claim 5, wherein the single-use payment
number has a life-time period, and the computer processing system is configured to effect the

completion of the financial transaction after confirming non-expiry of the life-time period.

7. The payment processing server according to Claim 5, wherein the computer processing
system is configured to effect the completion of the financial transaction by purging the
asymmetric cryptographic key pair and the association from the pending transaction database

after locating the associated financial account number.

8. The payment processing server according to Claim 5, wherein the one cryptographic key
comprises a public cryptographic key, and the another cryptographic key comprise a private

cryptographic key.

9. A non-transient computer-readable medium carrying computer processing instructions stored
thereon which, when executed by a computer, cause the computer to perform a sequence
comprising:

generating an asymmetric cryptographic key pair, over one secure communications
channel providing a mobile device with a credential comprising one cryptographic key of the
cryptographic key pair, generating a unique single-use payment number, and uniquely associating
the cryptographic key pair and the single-use payment number with a financial account by saving
another cryptographic key of the cryptographic key pair in a pending transaction database
uniquely in association with the single-use payment number and the financial account, the
cryptographic key pair and the single-use payment number each being uniquely associated with
the financial account;

establishing with the mobile device another secure communications channel distinct from
the one secure communications channel, encrypting the unique single-use payment number with
the another cryptographic key, and transmitting the encrypted single-use payment number to the
mobile device over the another secure communications channel, the encrypting the single-use
payment number comprising confirming that the encrypted single-use payment number does not
identify the financial account;

receiving from a payment terminal a payment completion request requesting completion
of a financial transaction, the payment completion request including the unique single-use
payment number and a transaction amount;

identifying the financial account associated with the received unique single-use payment
number by querying the pending transaction database with the received unique single-use

payment number; and
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effecting completion of the financial transaction by one of transferring funds from, and
obtaining authorization for a charge to, the identified financial account in an amount equal to the

transaction amount.

10. The computer-readable medium according to Claim 9, wherein the single-use payment
number has a life-time period, and the computer processing instructions cause the computer to

effect the completion of the financial transaction after confirming non-expiry of the life-time period.

11. The computer-readable medium according to Claim 9, wherein the computer processing
instructions cause the computer to effect the completion of the financial transaction by purging
the asymmetric cryptographic key pair and the association from the pending transaction database

after locating the associated financial account number.

12. The computer-readable medium according to Claim 9, wherein the one cryptographic key
comprises a public cryptographic key, and the another cryptographic key comprise a private

cryptographic key.

13. A method of cloud-based electronic payment processing, the method comprising:

a mobile device receiving from a payment processing server over one secure
communications channel a credential comprising one cryptographic key of an asymmetric
cryptographic key pair, the payment processing server being configured to save another
cryptographic key of the asymmetric cryptographic key pair in a pending transaction database in
association with a unique single-use payment number and a financial account, the cryptographic
key pair and the single-use payment number each being uniquely associated with the financial
account;

the mobile device receiving from a payment terminal a card number request requesting a
card number from the mobile device;

the mobile device establishing with the payment processing server another secure
communications channel distinct from the one secure communications channel;

the mobile device receiving an encrypted single-use payment number from the payment
processing server over the another secure communications channel;

the mobile device generating a decrypted single-use payment number by decrypting the
encrypted single-use payment number with the one cryptographic key; and

the mobile device initiating completion of a financial transaction by transmitting the
decrypted single-use payment number to the payment terminal in response to the card number

request, the payment terminal being configured to provide the payment processing server with a
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payment completion request requesting completion of the financial transaction, the payment
completion request including the decrypted single-use payment number and a transaction
amount, the payment processing server being configured to identify the financial account
associated with the decrypted single-use payment number by querying the pending transaction
database with the decrypted single-use payment number, and to effect completion of the
financial transaction by one of transferring funds from, and obtaining authorization for a charge

to, the identified financial account in an amount equal to the transaction amount.

14. The method according to Claim 13, wherein the one cryptographic key comprises a public

cryptographic key, and the another cryptographic key comprise a private cryptographic key.
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