wo 20137101728 2 [N 0000000 N A0 O A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization
International Bureau

(10) International Publication Number

WO 2013/101728 A2

4 July 2013 (04.07.20 13) WIiPO | PCT
51) International Patent Classification: 81) Designated States (unless otherwise indicated, for ever
g y
GO6F 12/14 (2006.01) kind d national protection available): AE, AG, AL, AM,
21) Int tional Applicati Number: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(21) International Application Number: CTILS012/071214 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, Dz, EC, EE, EG, ES, Fl, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
21 December 2012 (21.12.2012) KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
. ) ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
(25) Filing Language: English NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
(26) Publication Language: English RW, SC, SD, SE, SG, SK, SL, sM, ST, SV, SY, TH, TJ,
T™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
(30) Priority Data: ZM, ZW.
13/340,424 29 December 201 1(29. 12.201 1) us _ o
_ (84) Designated States (unless otherwise indicated, for every
(71) Applicant: ELWHA LLC [USUS]; 11235 SE 6th Street, kind d regional protection available): ARIPO (BW, GH,
Suite 200, Bellevue, Washington 98004 (US). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, Sz, TZ,
(72) Inventors. CHAN, Alistair K.. 9769 NE Murden Cove UG, ZM, ZW), Burasian (AM, AZ, BY, KG, KZ, RU, T
. . TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
Dr., Bainbridge Island, Washington 98110 (US). HYDE, EE ES FI. FR GB. GR. HR. HU. IE. IS T LT. LU. LV
Roderick A.; 9915 - 161st Avenue N.E., Redmond, W ash- Mé M’K ;\/IT ’NL 'NO 'PL 'PT I‘QO ‘RS, SE| SI’ SK, SM,
ington 98052 (US). KARE, Jordin T.; 908 15th Ave. TR)’ OAI’DI (B’F B,J Clé Cé C’I CI\'/I G’A éN ,GQ,GW‘
East, Seattle, Washington 981 12 (US). WOOD, Lowell L., ML MR. NE SN 1D T'G) v L R B B
Jr.; 989 112th Avenue NE #2310, Bellevue, Washington ’ ’ ’ o '
98004 (US). WOOD, Victoria Y.H.; 1185 Hillcrest Aven- Published:

ue, Livermore, California 94550-4921 (US).

Agents: CHAN, Alistair K. et a;
Suite 200, Bellevue, Washington 98004 (US).

(74)

11235 SE 6th Street,

without international search report and to be republished
upon receipt d that report (Rule 48.2(g))

(54) Title: SYSTEM AND METHOD FOR PROTECTING DATA STORED ON A REMOVABLE DATA STORAGE DEVICE

PERSONAL ELECTRONIC DEVICE

REMOVABLE
DATA

P ™)

STORAGE
DEVICE

.

10—~

201"

MEMORY

MERORY
POINTERS

DESIGNATED
MEMORY
LOCATION

Nl

REPAOVAL
DETECTION
MODULE

&
BN

REMOVAL
DETECTION
MODULE

FIG. 2

(57) Abstract: A system for protecting data stored in amemory of aremovable data storage device isprovided. The system includes
apersonal electronic device, aremovable solid state data storage device operatively coupled to the personal electronic device, and a
circuit configured to protect data stored in a memory of the data storage device in response to detecting impending removal of the

data storage device from the personal electronic device.
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SYSTEM AND METHOD FOR PROTECTING DATASTORED ON A
REMOVABLEDATASTORAGE DEVICE

BACKGROUND

[0001] The present application relates generaly to the field of removable data storage
devices. More specifically, the present application relates to the field of systems and

methods for protecting data on aremovable data storage device.

[0002] People store personal information, photographs, and other sensitive data on
personal electronic devices, e.g., mobile phones, smart phones, tablet computers, etc. If
the personal electronic device islost or stolen, the information and datamay be revealed,
which could have a devastating effect on the device owner and others. Accordingly,
severa systems and methods enable auser to remotely wipe the memory of a smart phone.
However, if the sensitive data is stored on aremovable data storage device, e.g., SIM card,
flash memory card, etc., wiping the memory of the smart phone may be ineffective in
protecting the stored data. Thus, there is aneed to protect data stored on aremovable data

storage device.
SUMMARY

[0003] One embodiment relates to a system for protecting data stored in amemory of a
removable data storage device. The system includes apersonal electronic device, a
removable solid state data storage device operatively coupled to the personal electronic
device, and acircuit configured to protect data stored in amemory of the data storage
device in response to detecting impending removal of the data storage device from the

personal electronic device.
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[0004] Another embodiment relates to aremovable data storage device including a
circuit configured to respond to detecting impending removal of the removable data
storage device from apersonal electronic device by protecting data stored in amemory of

the removable data storage device.

[0005] Another embodiment relates to amethod for protecting data stored in amemory
of the removable data storage device. The method includes detecting impending removal
of the data storage device from a personal electronic device and causing a least some of
the data stored in amemory of the removable data storage device to be protected in

response to detecting impending removal of the data storage device.

[0006] Another embodiment relates to amethod for protecting data stored in amemory
of aremovable data storage device. The method includes detecting removal of the data
storage device from apersona electronic device, causing at least some of the data stored
in amemory of the removable data storage device to be protected in response to detecting
removal, and outputting aremoval signal.

[0007] Another embodiment relates to amethod for protecting data stored in amemory
of aremovable data storage device. The method includes detecting removal of adata
storage device from apersonal electronic device, determining whether a data protection
system isin apreauthorized state, and causing at least some of the data stored in amemory
of the removable data storage device to be protected based on detecting removal and on
whether a data protection systemisin apreauthorized state.

[0008] The foregoing isasummary and thus by necessity contains simplifications,
generalizations and omissions of detail. Consequently, those skilled in the art will
appreciate that the summary isillustrative only and is not intended to bein any way
limiting. Other aspects, inventive features, and advantages of the devices and/or processes
described herein, as defined solely by the claims, will become apparent in the detailed
description set forth herein and taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE FIGURES

[0009] FIG. lisaschematic block diagram of apersona electronic device and a

removable data storage device, shown according to an exemplary embodiment.

[0010] FIG. 2isadetailed block diagram of the removable data storage device and

personal electronic device of FIG. 1, shown according to an exemplary embodiment.
2
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[0011] FIGS. 3A-3C are schematic block diagrams of a system for protecting data stored
on aremovable data storage device, shown according to an exemplary embodiment.
[0012] FIGS. 4A-4D are detailed schematic block diagrams of the removable data
storage device and personal electronic device of FIG. 1, shown according to other
embodiments.

[0013] FIGS. 5A-5D are detailed schematic block diagrams of a cross-sectional side-
elevation view of the removable data storage device and personal electronic device of FIG.
1, shown according to other embodiments.

[0014] FIGS. 6A-6B are detailed schematic block diagrams of the removable data
storage device and personal electronic device of FIG. 1, shown according to other
embodiments.

[0015] FIGS. 7A-7B are detailed schematic block diagrams of the removable data
storage device and personal electronic device of FIG. 1, shown according to other
embodiments.

[0016] FIG. 8isadetailed block diagram of aremovable data storage device, shown
according to another embodiment.

[0017] FIG. 9isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to an exemplary embodiment.

[0018] FIG. 10isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0019] FIG. 1lisaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0020] FIG. 12 isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0021] FIG. 13isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0022] FIG. 14 isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0023] FIG. 15isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.

[0024] FIG. 16 isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.



10

15

20

25

30

WO 2013/101728 PCT/US2012/071214

[0025] FIG. 17 isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.
[0026] FIG. 18isaflowchart of aprocess for protecting data stored in amemory of a
removable data storage device, shown according to another embodiment.
[0027] FIG. 19 isaflowchart of aprocess for protecting data stored in amemory of a

removable data storage device, shown according to another embodiment.
DETAILED DESCRIPTION

[0028] Referring generaly to the figures, a system and method for protecting data on a
removable data storage device, and components thereof, are shown according to various
exemplary embodiments. The removable data storage device includes amemory
configured to store data. The removable data storage device may further include a power
source and may be operatively coupled to apersonal electronic device. The system
includes acircuit configured to respond to the removal of the removable data storage
device from the personal electronic device by protecting at least some of the data stored in
the memory of the removable data storage device. The datamay be protected in avariety
of ways described more fully below, including deletion, encryption, alteration, corruption,
etc. The circuit may be located on the removable data storage device, the personal
electronic device, or some combination thereof. The systems and methods described more
fully below may cause the datato be protected after the removable data storage device has
been removed from the personal electronic device, asthe data storage device isbeing
removed, or before the data storage device isremoved. For example, the circuit may be
configured to detect impending removal of the data storage device from the personal
electronic device. According to one embodiment, the system may allow for
preauthorization of removal of the data storage device. In such an embodiment, the
system may not protect the data or provide alower level of protection of the dataif the
removal has been preauthorized. It should be noted that the arrows in the figures generally
indicate the direction of motion for the removable data storage device to beremoved from

the personal electronic device.

[0029] For purposes of this disclosure, the term "coupled’ means thejoining of two
members directly or indirectly to one another. Suchjoining may be stationary in nature or
moveable in nature and suchjoining may allow for the flow of fluids, electricity, electrical

signals, or other types of signals or communication between the two members. Such
4
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joining may be achieved with the two members or the two members and any additional

intermediate members being integrally formed as asingle unitary body with one another or
with the two members or the two members and any additional intermediate members being
attached to one another. Suchjoining may be permanent in nature or aternatively may be

removable or releasable in nature.

[0030] Referring to FIG. 1, an exemplary embodiment of a system for protecting data
stored on aremovable data storage device is shown according to an exemplary
embodiment. A removable data storage device 10 (e.g., a Subscriber Identity Module
(SIM), a Secure Digital (SD) memory card, an integrated circuit (IC) memory, aUniversal
Serial Bus (USB) drive, aUniversal Integrated Circuit Card (UICC), aRemovable User
Identity Module (R-UIM), athumb drive, aflash drive, solid state storage device, etc.)
may be operatively coupled to apersonal electronic device 100 (e.g., amobile phone, a
smart phone, apersonal digital assistant, apager, apersonal computer, alaptop computer,
atablet computer, a handheld computer, a camera, an audio recording device, etc.) The
personal electronic device 100 is shown to include adisplay 102, aprocessor 104, a
memory 106 located on-board the personal electronic device 100, an antenna 108, and a
user input device 110. According to various embodiments, the user input device 110 may
include akeypad, akeyboard, atouch sensitive screen, atoggle switch, arotary selector, a
trackball, a camera, afingerprint scanner, etc. Processor 104 may be or include one or
more microprocessors, an application specific integrated circuit (ASIC), acircuit
containing one or more processing components, a group of distributed processing
components, circuitry for supporting amicroprocessor, or other hardware configured for
processing. According to an exemplary embodiment, processor 104 may be configured to
execute computer code stored in memory 106 to complete and facilitate the activities
described herein. Memory 106 can be any volatile or non-volatile memory device capable
of storing data or computer code relating to the activities described herein. The personal
electronic device 100 is further shown to include apower supply 112 configured to supply
power to the personal electronic device 100 and components thereof. According to an
exemplary embodiment, the power supply 112 is abattery. According to other
embodiments, the power supply 112 may be atransformer or adistributor of external
power, for example, if the personal electronic device 100 is plugged into apower outlet
(e.g., wall socket, solar pad, etc.). The personal electronic device 100 may further include
acover 114, which may be removably coupled to the personal electronic device 100 and
5
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configured to protect one or more components of the personal electronic device 100 from
environmental hazards (e.g., liquid, impact, debris, electrical shock, etc.). Depending on
the configuration and purpose of the personal electronic device 100, the personal

electronic device 100 may or may not include all of the components described above.

[0031] Referring to FIG. 2, adetailed block diagram of aremovable data storage device
10 is shown, according to an exemplary embodiment. The removable data storage device
10 is shown to include amemory 12, acircuit 14, and one or more data contacts 16. When
the removable data storage device isin an installed position, the data contacts 16 couple to
corresponding data contacts 116 on the personal electronic device 100 and provide an
electrical pathway from the personal electronic device 100 to the components of the
removable data storage device 10. An input/output (I1/0O) controller 18 may be operatively
located between the data contacts 16 and the memory 12 or the circuit 14. The 1/O
controller 18 may be configured to control the distribution of data and signals into and out

of the removable data storage device 10.

[0032] The memory 12 may include memory pointers 20 which may be used to locate
information stored in the memory 12. For example, the I/O controller 18 or the processor
104 of the personal electronic device 100 may access the memory pointers 20 in order to
locate data stored in the memory 12. The memory 12 may further include one or more
designated memory locations 22. The designated memory location 22 may include a
certain set or subset of bits or registers of memory 12. The designated memory locations

22 may or may not be contiguous registers.

[0033] The circuit 14 may be configured to respond to the removal of the removable
data storage device 10 from the persona electronic device 100 by protecting data stored in
the memory 12 of the removable data storage device 10. The circuit 14 includes one or
more electrical pathways and may include one or more microprocessors, an application
specific integrated circuit (ASIC), acircuit containing one or more processing
components, a group of distributed processing components, circuitry for supporting a
microprocessor, or other hardware configured for processing. According to various
embodiments, as shown in FIGS. 3A-3C, the circuit 14 may be disposed fully or partially
on one or both of the removable data storage device 10 and the personal electronic device
100. According to one embodiment, the removable data storage device 10 may include a

circuit 14 configured to respond to the removal of the removable data storage device 10
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from apersonal electronic device 100 by protecting data stored in amemory 12 of the
removable data storage device 10. According to one embodiment, the circuit 14 includes
an antenna 80, which may be configured for communication with the personal electronic
device 100 (e.g., after the removable data storage device 10 has been removed from the

personal electronic device 100) or with another electronic device.

[0034] Further referring to the block diagrams of exemplary embodiments of the
removable data storage device 10 shown in FIGS. 4A-4D, the circuit 14 may include one
or more modules 40-44. The modules may include hardware or software components, or
any combination thereof. According to one embodiment, one or more of the modules may
be computer code modules (e.g., executable code, object code, source code, script code,
machine code, etc.) configured for execution by aprocessor, which according to various
embodiments may be located on-board (e.g., part of circuit 14) or off-board (e.g.,
processor 104) of the removable data storage device 10. According to another
embodiment, one or more of the modules may be hardware components (e.g., inductors,
capacitors, switches, solid state components, photocells, etc.) located onboard or offboard

the removable data storage device 10.

[0035] Circuit 14 may include aremoval detection module 40. According to one
embodiment, the removal detection module 40 is configured to detect impending removal
of the removable data storage device 10 from the personal electronic device 100. That is,
the removal detection module 40 may be configured to detect that the removable data
storage device 10 has not yet been completely removed (e.g., severed, disconnected,
decoupled, etc.) from the personal electronic device 100; however, certain necessary
conditions for the removal of the removable data storage device 10 from the personal
electronic device 100 have been met. For example, the removal detection module 40 may
be configured to detect that the cover 114 has been removed from the personal electronic
device 100. The removal detection module 40 may be configured to detect the breaking of
an electrical contact. According to one embodiment, one of the data contacts 116 may be
shorter than the others such that one of the electrical contacts 16, 116 breaks before the
others, or, in practice, the removable data storage device 10 may be lifted during removal
such that one of the data contacts 16, 116 breaks before the others. Accordingly, the

circuit 14 may have milliseconds or more to protect, or at least initiate protection, of the
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data stored in the memory 12 before the removable data storage device 10 is completely

removed from the personal electronic device 100.

[0036] According to other embodiments, the removal detection module 40 may be
configured to detect that the removable data storage device 10 has been removed from the
personal electronic device 100. Depending on the configuration of the removal detection
module 40 and components thereof, the removal detection module 40 may be configured
to detect that the removable data storage device 10 has been completely removed from the
personal electronic device 100 or that the data contacts 16, 116 have been completely
severed. In practice, whether the removal detection module 40 detects impending removal
of the removable data storage device 10 or that the removable data storage device 10 has
been removed may depend on the configuration of the circuit 14. That is, the same
components may be used for either embodiment, but their orientation may indicate

impending removal, ongoing removal, or completed removal.

[0037] Whether the removal detection module 40 is configured to detect impending
removal, ongoing removal, or completed removal may depend on how the rest of circuit
14 is configured to respond to the detection. For example, if impending removal is
detected, the processor 104 on the personal electronic device 100 may still have time to
protect the data stored on the removable data storage device 10 before it is completely
removed from the persona electronic device 100. Accordingly, asubstantial amount of
the processing and power may be supplied by the persona electronic device 100. On the
other hand, the removable data storage device 10 may be configured to include its own
power supply or processing electronics; thus, the removal detection module 40 may be
configured to detect that the removable data storage device 10 has been removed. Itis
contemplated that the removal detection module 40 may be configured to detect both
impending removal and completed removal. For example, the removable data storage
device 10 may have a small power supply, and the circuit 14 may be configured to begin
protecting data using power from the personal electronic device 100 in response to
detecting impending removal. Upon detecting that the removable data storage device 10
has been removed from the personal electronic device 100, the circuit 14 may continue to
protect as much data asit can with the power it has available. According to another
embodiment, the removable data storage device 10 may be configured to draw power to

protect data from the next electronic device (e.g., SIM card reader, SD card reader,
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personal electronic device 100, etc.) that the removable data storage device 10 is coupled
to after the removable data storage device 10 isremoved from the persona electronic
device 100.

[0038] Referring to FIG. 2, the removal detection module 40 may be configured to
detect the breaking of an electrical contact 52 that couples the personal e ectronic device
100 to the removable data storage device 10. The removal detection module 40 may be
configured to detect the making of electrical contact 54, which couples the personal
electronic device 100 to the removable data storage device 10. The removal detection
module 40 may be configured to detect disruption of amagnetic link between the personal
electronic device 100 and the removable data storage device 10. For example, the removal
detection module 40 on board the removable data storage device 10 may magnetically
couple to acorresponding removal detection module 40" located on the personal electronic
device 100. The removal detection module 40 may be configured to detect a change in
mutual capacitance between the personal electronic device 100 and the removable data
storage device 10. For example, the removal detection module 40 on board the removable
data storage device 10 may capacitively couple to a corresponding removal detection
module 40" located on the personal electronic device 100. The removal detection module
40 may be configured to detect a change in mutual inductance between the personal
electronic device 100 and the removable data storage device 10. For example, the removal
detection module 40 on board the removable data storage device 10 may inductively
couple to acorresponding removal detection module 40" located on the personal electronic
device 100. The removal detection module 40 may be configured to detect a differential
acceleration between the personal electronic device 100 and the removable data storage
device 10. For example, the removal detection module 40 on board the removable data
storage device 10 may include an accelerometer. A corresponding removal detection
module 40" located on the personal electronic device 100 may also include an
accelerometer, or the circuit 14 may receive accelerometer information from another
accelerometer installed on the personal electronic device 100. The removal detection
module 40 may be configured to detect a change in orientation of the removable data
storage device 10 relative to the personal electronic device 100. The removal detection
module 40 may be configured to detect a change in temperature (e.g., alowering of
temperature, which may indicate a cold attack). For example, the removal detection
module 40 may include athermocouple, athermistor, etc., or the circuit 14 may receive

9
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temperature information from atemperature measuring element installed on the personal
electronic device 100. The remova detection module 40 may be configured to detect a
temperature below athreshold value. For example, the removal detection module 40 may

include athermostat configured to open or close a switch a athreshold temperature.

[0039] Referring to FIGS. 5A-5D, schematic cross-sectional views of the removable
data storage device 10 and the personal electronic device 100 are shown according to
exemplary embodiments. In the embodiments shown in FIGS. 5A-5D, the removal
detection module 40 is configured to detect exposure to light. Specifically referring to the
embodiment of FIG. 5A, the removable data storage device 10 may include an optical
element 46 (e.g., alight dependent resistor, aphotoelectric cell, etc.) disposed on the
removable data storage device 10 such that the optical element 46 faces away from the
personal electronic device when the removable data storage device isin an installed
position. Accordingly, when the cover 114 isremoved, the optical element responds to
available light. Referring to the embodiment of FIG. 5B, the removable data storage
device 10 may include an optical element 46 disposed on the removable data storage
device 10 such that the optical element 46 faces toward the personal electronic device 100
when the removable data storage device 10 isin an installed position. According to the
embodiment shown, the optical element 46 may be exposed to available light if the
removable data storage device 10 isrotated or if the removable data storage device 10is
moved over ledge 120. Referring to the embodiment of FIG. 5C, the personal e ectronic
device 100 may include an optical element 46 disposed beneath the removable data
storage device 10 such that the optical element 46 is substantially shielded from available
light when the removable data storage device 10 isin an installed position. According to
the embodiment shown, the optical element 46 may be exposed to available light if the
removable data storage device 10 isrotated or translated. Referring to the embodiment of
FIG. 5D, the removable data storage device 10 may include an optical element 46 that is
located on aportion of the removable data storage device 10 that isnot exposed to light
until the removable data storage device 10 has been removed from the personal electronic
device 100.

[0040] Referring to FIGS. 6A and 6B, schematic block diagrams of the removable data
storage device 10 and the persona electronic device 100 are shown according to an

exemplary embodiment. The personal electronic device 100 may include amember 156
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(e.g., atab, adog, arestraint, etc.), and the removal detection module 40 may be
configured to detect a change in location of the member 156 relative to the personal
electronic device 100. As shown, the member 156 ismoved about an axis 158 to remove
the removable data storage device 10. According to one embodiment, the removal
detection module 40 is configured to detect rotation of the member 156 about the axis 158,
for example, via arotation sensor 159 (e.g., hall effect sensor, potentiometer, etc.).
According to the embodiment shown, the member 156 may include an electrical contact
160, which electrically couples to a contact 60 on the removable data storage device 10.
The member 156 or the electrical contacts 60, 160 may be configured such that the
electrical contact must be broken in order to physically access the removable data storage
device 10. The removal detection module 40 may be configured to detect a change in
resistance. For example, the removable data storage device 10 may include aresistor 62,
and the personal electronic device 100 may include acontact 162 which electrically
couples to the resistor 62. Accordingly, asthe removable data storage device 10 is
removed from the personal electronic device 100, the contact 162 moves relative to the
resistor 62 and, thereby, changes the resistance. According to one embodiment, the
removal detection module 40 is configured to detect a change in orientation of the

removable data storage device 10 relative to the personal electronic device 100.

[0041] Referring to FIGS. 7A and 7B, schematic block diagrams of the removable data
storage device 10 and the persona electronic device 100 are shown according to an
exemplary embodiment. The removable data storage device 10 may include amember 64,
and the removal detection module 40 may be configured to detect a change in location of
the member 64 relative to the removable data storage device. For example, the member 64
may be depressed by a structure 164 when the removable data storage device 10 isin an
installed position, and the removable data storage device 10 may be configured such that
the member 64 returns to anon-depressed state when the member 64 isno longer acted

upon by the structure 164.

[0042] It should be noted that the exemplary embodiments described above are examples
only for the assistance of the reader, and should not be considered limiting. Other
orientations and configurations are contemplated. For example, the cover 114 may have
an electrical contact which must be broken in order to access the removable data storage

device 10. For another example, rather than electrical contacts, the removal detection
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module 40 may be configured to detect the making or breaking of amechanical contact.
The mechanical contact may couple the personal electronic device 100 to the removable
data storage device 10 and may be configured such that the mechanical contact must be

broken in order to physically access the removable data storage device 10.

[0043] Referring to FIGS. 2-4, the circuit 14 may include a data protection module 42.
According to one embodiment, the data protection module 42 may be configured to
protect a least some of the data stored in the memory 12 of the removable data storage
device 10. The data protection module 42 may be configured to protect the data stored in
the memory 12 of the removable data storage device 10 in avariety of ways. For example,
the data protection module 42 may be configured to alter, delete, overwrite, encrypt,
require apassword, designate requiring apassword, hide, and/or hide at least some of the
data stored on the removable data storage device 10. The data protection module 42 may
be configured to overwrite the data a single time or multiple times. Overwriting the data
multiple times reduces the possibility that the data may berecovered by forensic
techniques. The data may be overwritten with all O's, all 1's, random values, or a
repeating pattern of 1'sand 0's. The data protection module 42 may be configured to
encrypt unencrypted data, to re-encrypt previously encrypted data (e.g., with adifferent
key), or to increase the level of encryption (e.g., using adifferent algorithm, using a
stronger key, etc.) of previously encrypted data. The data protection module 42 may be
configured to hide at least some of the data by deleting, encrypting, or overwriting at least
some of the memory pointers 20 in the memory 12. The data protection module 42 may
be configured to introduce false or misleading data into &t least some of the data stored in
the memory of the removable data storage device 10. The data protection module 42 may
be configured to prevent access to a least some of the data stored in the memory 12, for
example, by requiring apassword to access the data, physically disconnecting (e.g.,
opening a switch, closing aswitch, etc.) at least some of the data stored in the memory 12
from the data contacts 16, etc. The data protection module 42 may include instructions for
implementing the type of protection to be employed, for example, whether to destroy,
alter, encrypt, hide, etc. the data. According to one embodiment, the data protection
module 42 protects the data stored in the memory 12 in response to asignal from a

removal detection module 40" on the personal electronic device 100.
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[0044] According to one embodiment, the data protection module 42 may be configured
to protect all of the data stored in the memory 12 of the removable data storage device 10.
According to another embodiment, the data protection module 42 may be configured to
protect a subset of the data stored in the memory 12 of the removable data storage device
10. According to various embodiments, the subset of data may be information required
for operation of the personal electronic device 100, apassword file, an encryption key, an
image data, apersonal information, a contact information, atelephone number
information, alocation information, and/or adatalog. For example, the subset of data
may include photographs, videos, names, addresses, phone numbers, call histories, web
history, GPS location history, cell tower access history, etc. According to another
embodiment, the subset of data includes data stored in a designated memory location 22.
For example, an application may be configured to store particularly sensitive information
in the designated memory location 22 so that it will be protected by the circuit 14. For
example, acomputer may synchronize the contents of aparticular folder with the
designated memory location 22, so that auser may place sensitive information into the
particular folder, and that information will be synchronized with the designated memory
location 22. Protecting the data stored in the designated memory location 22 first helps to
ensure that particularly sensitive information will be protected even if limited time or
power resources are available to the circuit 14. It is contemplated that while the data
protection module 42 may first protect the designated memory location 22, the circuit 14

may be configured to subsequently protect additional memory locations on memory 12.

[0045] Referring to FIG. 4C, the personal electronic device 100 may include an energy
module 44 configured to provide power to the data protection module 42. According to
various embodiments, the energy module 44 may include abattery, a capacitor, or any
other suitable power supply. The battery may be the general power supply 112 for the
personal electronic device 100, or may be a separate dedicated battery. Referring to FIG.
4A , the personal electronic device 100 may include an energy module 44' which
corresponds to an energy module 44 located on the removable data storage device 10. For
example, energy modules 44, 44' may each include aportion of an inductor, which is

configured to inductively couple energy or power to the data protection module 42.

[0046] Referring to FIGS. 4A, 4B, and 4D, the data storage device 10 includes an energy

module 44 configured to provide power to the data protection module 42. Providing an
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energy module 44 on the removable data storage device 10 enables the data protection
module 42 to protect the data stored in memory 12 even after the removable data storage
device 10 has been removed from the personal electronic device 100. The energy module
44 may include abattery, a capacitor, aphotoelectric cell 46, or any other suitable power
supply. For example, the energy module 44 may be configured to convert environmental
energy (e.g., an electromagnetic stimulus, akinetic stimulus, an ultrasonic stimulus, etc.)
into useable energy. According to one embodiment, an energy module 44' on the personal
electronic device 100 may transmit infrared, microwave, or other electromagnetic impulse
to areceiving energy module 44 on the removable data storage device 10. According to
another embodiment, the personal electronic device 100 may transmit ultrasonic waves
which are converted to useable energy via piezo elements in the energy module 44 on
board the removable data storage device 10. According to various embodiments, the
energy modules 44 may have stored in them before and/or after the removable data storage
device 10 isinstalled into the personal electronic device 100. For example, abattery or
capacitor on the removable data storage device 10 may be charged at the factory or
otherwise separately from the personal electronic device 100. The removable data storage
device 10 may be configured to charge abattery or capacitor in the energy module 44

using power from the personal electronic device 100.

[0047] It should benoted that not all elements or modules shown in aFigure are
required, even though some Figures show multiple elements or modules for the sake of
space. Furthermore, it is contemplated that one module may perform the tasks described
by two modules above. For example, referring to FIG. 4B, the data protection module 42

may include an energy module 44.

[0048] Referring to FIG. 8, the removable data storage device 10 is shown according to
another exemplary embodiment. As shown, the removable data storage device 10 includes
amemory 12 and apower source 70. The power source 70 may include one or more
energy storage components (e.g., abattery, a capacitor, etc.). The power source 70 may be
configured to convert environmental energy (e.g., alight stimulus, an electromagnetic
stimulus, akinetic stimulus, an ultrasonic stimulus, etc.) into useable energy. According
to one embodiment, the power source 70 may include aphotoelectric cell 46. According

to another embodiment, the power source 70 may convert infrared, microwave, or other
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electromagnetic impulse into usable energy. According to another embodiment, the power

source 70 may use piezo elements to convert ultrasonic waves into useable energy.

[0049] Referring to FIG. 9, aflowchart of process 200 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 200 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 202) and causing &t least
some of the data stored in the memory 12 of the removable data storage device 10 to be
protected in response to detecting removal of the data storage device 10 (step 204).

[0050] Referring to FIG. 10, aflowchart of process 210 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 210 is shown to include the steps of detecting impending removal of
the data storage device 10 from apersonal electronic device 100 (step 212) and causing at
least some of the data stored in the memory 12 of the removable data storage device 10 to
be protected in response to detecting impending removal of the data storage device 10
(step 214).

[0051] Referringto FIG. 11, aflowchart of process 220 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 220 is shown to include the steps of detecting that the data storage
device 10 has been removed from apersonal electronic device 100 (step 222) and causing
a least some of the data stored in the memory 12 of the removable data storage device 10
to be altered in response to detecting that the data storage device 10 has been removed
from the personal electronic device (step 224).

[0052] Referringto FIG. 12, aflowchart of process 230 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 230 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 232) and causing &t least
some of the data stored in the memory 12 of the removable data storage device 10 to be
protected in response to detecting removal of the data storage device 10 (step 234).
Process 230 may further include one or more of the steps of deleting at |east some of the
data stored in the memory 12 of the removable data storage device 10 (step 236),
overwriting a least some of the data stored in the memory 12 of the removable data
storage device 10 (step 238), encrypting at least some of the data stored in the memory 12
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of the removable data storage device 10 (step 240), introducing false datainto at least
some of the data stored in the memory 12 of the removable data storage device 10 (step
242), hiding at least some of the data stored in the memory 12 of the removable data
storage device 10 (step 244), and preventing access to at least some of the data stored in
the memory 12 of the removable data storage device 10 (step 246). It should be noted that
these steps may be performed, if at al, in any order, including simultaneously. For
example, according to one embodiment, process 230 may encrypt some of the data stored
in memory 12 and then delete the encryption key and hide the data (e.g., by deleting

memory pointers 20).

[0053] Referring to FIG. 13, aflowchart of process 250 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 250 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 252), receiving power from
an energy module 44 (step 254), and causing at least some of the data stored in the
memory 12 of the removable data storage device 10 to be protected in response to
detecting removal of the data storage device 10 (step 256).

[0054] Referring to FIG. 14, aflowchart of process 260 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 260 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 262), providing power to a
data protection module 42 (step 264), and causing a least some of the data stored in the
memory 12 of the removable data storage device 10 to be protected in response to
detecting removal of the data storage device 10 (step 266).

[0055] Referring to FIG. 15, aflowchart of process 270 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 270 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 272), causing at least some
of the data stored in the memory 12 of the removable data storage device 10 to be
protected in response to detecting removal of the data storage device 10 (step 274), and
destroying circuitry on the removable data storage device (step 276). According to
various embodiments, the destroyed circuitry may include aprocessor (e.g., which may be

part of circuit 14, etc.), a sensor, aportion of the memory 12, or an antenna 80. According
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to other embodiments, the steps of causing data to be protected (step 274) and destroying

circuitry (step 276) may happen in simultaneously or in reverse order.

[0056] Referring to FIG. 16, aflowchart of process 300 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 300 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 302), causing at least some
of the data stored in the memory 12 of the removable data storage device 10 to be
protected in response to detecting remova of the data storage device 10 (step 304), and
outputting aremoval signal (step 306). According to various embodiments, the removal
signal may be output from the removable data storage device 10 or the personal electronic
device 100. For example, the personal electronic device 100 may send (e.g., transmit, etc.)
aremova signa to the removable data storage device 10, either wired (e.g., via data
contacts 16) or wirelessly (e.g., via antenna 108, an inductor, etc.), indicating that the
removable data storage device 10 is about to be, isbeing, or has been removed. Similarly,
the removable data storage device 10 may send (e.g., transmit, etc.) aremova signal to the
personal electronic device 100, either wired (e.g., via data contacts 16) or wirelessly (e.g.,
via antenna 80, an inductor, etc.), indicating that the removable data storage device 10 is
about to be, isbeing, or has been removed. According to other embodiments, the removal
signal may stay interna to either the removable data storage device 10 or the personal
electronic device 100. According to various embodiments, the removal signal may be
electrical, optical, electromagnetic (e.g., infrared, radio frequency, etc.), acoustic (e.g.,
ultrasonic, etc.), etc. According to various embodiments, the removal signal may be a
human-perceivable aert, for example, an audible alert (e.g., abeep, asiren, etc.), avisual
alert (e.g., anilluminated light, aflashing light, an image on a display, etc.), or ahaptic
aert (e.g., avibration). According to various other embodiments, the removable data
storage device 10 and/or the personal electronic device 100 may send aremoval signal to a
third device. According to one embodiment, the removal signal from the removable data
storage device 10 to the personal electronic device 100 may cause the personal electronic
device 100 to transmit amessage. For example, the personal electronic device 100 may
send amessage which may indicate to the owner, user, service provider, etc., that the
removable data storage device 10 is about to be, isbeing, or has been removed from the
personal electronic device 100. The message may bethrough any suitable mode of
communication (e.g., atext message, an email, atelephone call, connecting to aremote
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server, for example, over the internet, through awired or wireless network, etc.). The
message may simply indicate that the removable data storage device 10 is about to be, is
being, or has been removed from the personal electronic device 100, or the message may
include additional information (e.g., time and/or date information, location information,
GPS coordinates, cell tower information, etc.). It isfurther contemplated that the
removable data storage device 10 may be configured to send the removal signal to athird

component directly, for example, via antenna 80.

[0057] Referring to FIG. 17, aflowchart of process 310 for protecting data stored in a
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 310 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 312), causing & least some
of the data stored in the memory 12 of the removable data storage device 10 to be
protected in response to detecting removal of the data storage device 10 (step 314), and
outputting aremoval signal (step 318).

[0058] Process 310 may include the step of configuring the data storage device 10 to
cause apersonal electronic device 100 to transmit a message when the data storage device
10 isnext placed in an installed position (step 316). For example, the removable data
storage device 10 may not be able to communicate with the personal electronic device 100
after the removable data storage device 10 has been removed from the persona electronic
device 100 because the personal electronic device 100 has been turned off, the removable
data storage device 10 does not have an antenna 80, etc. Accordingly, the removable data
storage device 10 may configure itself to cause the next personal electronic deviceitis
inserted into to send amessage. According to one embodiment, amodule (e.g., computer
code, self-executing computer code, etc.) may be stored in the memory 12 of the
removable data storage device 10. According to another embodiment, the circuit 14 may

be configured to cause the message to be sent.

[0059] Process 310 may include the step of causing the persona electronic device 100 to
transmit amessage (step 320). According to one embodiment, the removal signal may be
output from the removable data storage device 10 to the personal electronic device 100
after the removable data storage device 10 has been reinserted into the personal e ectronic

device 100, thus causing the personal electronic device 100 to transmit the message.
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[0060] Process 310 may include the step of disabling the personal electronic device 100
in response to the removal signal (step 322). For example, the personal electronic device
100 may be permanently disabled, disabled for aperiod of time, or re-enabled in response
to are-enablement signal. The re-enablement signal may include a password, signal from
a service provider, etc. Disablement may include complete disablement of the personal
electronic device 100 or disablement of particular features. For example, process 310 may
disable the antenna 108, the data contacts 116, etc. Disabling the antenna 108 would make
a smart phone embodiment of the personal electronic device 100 less than useful to auser.
Disabling the data contacts 116 may prevent, for example, avirus or other fraudulent data
added to the removable data storage device 10 by aremover of the removable data storage

device from affecting arightful user of the personal electronic device 100.

[0061] In further regards to the above described systems and methods, it is contemplated
that auser may want to remove the removable data storage device 10 from the personal
electronic device 100 without protecting the data stored in the memory 12, or at least not
protecting the data to the extent of deleting the data or otherwise making the data hard to
retrieve. Thus, the data protection system may include an authorization system for
preauthorizing removal of the removable data storage device 10 from the personal
electronic device 100. The authorization system may include amodule or other computer
code stored on the removable data storage device 10 (e.g., in memory 12, in circuit 14,
etc.) or the personal electronic device 100 and executed by the removable data storage
device 10 or the personal electronic device 100, or some combination thereof. According
to one embodiment, the authorization system may be configured as an "app" on a smart
phone. The authorization system may be preauthorized (e.g., put in apreauthorized state,
setting apreauthorized state flag, etc.) by auser input, for example, viathe user input
device 110 on the persona electronic device 100. The user input device 110 may include
akeypad, akeyboard, atouch sensitive screen, atoggle switch, arotary selector, a
trackball, a camera, afingerprint scanner, etc., and the user input may include apassword
or biometric identification, (e.g., afingerprint, aretinal scan, facia recognition, etc.). For
example, auser may take apicture of themselves using a camera coupled to the persona
electronic device 100, and the authorization system uses facial recognition software to
preauthorize removal of the removable data storage device 10 from the personal electronic
device 100. Certain data stored in the memory of the removable data storage device 10
may be preserved in response to the authorization system being in a preauthorized state.
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According to one embodiment, the preauthorized state may reset after atime interval. For
example, if auser preauthorizes removal, but does not remove the removable data storage
device 10 in acertain period of time (e.g., 10 seconds, 30 seconds, 1minute, 2 minutes, 5
minutes, etc.), the preauthorized state may reset. Thus, the user may be protected from

leaving a preauthorizing removable data storage device 10 in apersonal electronic device

100, for example, due to distractedness or forgetfulness.

[0062] Referring to FIG. 18, aflowchart of process 400 for protecting data stored in the
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 400 is shown to include the steps of detecting removal of the data
storage device 10 from apersonal electronic device 100 (step 402), determining whether a
data protection system isin apreauthorized state (step 404), and causing at least some of
the data stored in amemory of the removable data storage device to be protected based on
detecting remova and on whether a data protection system isin apreauthorized state (step
406).

[0063] Referring to FIG. 19, aflowchart of process 410 for protecting data stored in the
memory 12 of the removable data storage device 10 is shown, according to an exemplary
embodiment. Process 410 may include outputting awarning in response to detecting
potential removal of the removable data storage device 10 (step 412). According to
various embodiments, the warning may simply be an alert, the warning may prompt the
user to preauthorize removal of the removable data storage device 10, etc. Process 410 is
shown to include the steps of receiving auser input (step 414), setting the preauthorization
state based on the user input (step 416), and detecting removal of the data storage device
10 from the persona electronic device 100 (step 418). Process 410 then determines if the
data protection system isin apreauthorized state (step 420). If the data protection system
isnot in apreauthorized state, then process 410 proceeds to the step of causing data stored
in amemory of the removable data storage device to be protected a afirst level (step
422). If the data protection system isin apreauthorized state, then process 410 proceeds
to the step of causing data stored in amemory of the removable data storage device to be
protected at a second level (step 424). The first and second levels of protection each may
include on or more of encrypting data, deleting data, hiding data, and overwriting data.
According to one embodiment, the second level of protection differs from the first level of

protection. According to preferred embodiments, the first level of protection ismore
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secure or severe than the second level of protection. For example, according to one
embodiment, the first level of protection includes deleting data, and the second level of
protection includes encrypting data. According to another embodiment, the first level of
protection may include encrypting or hiding data, and the second level of protection may
include doing nothing. For example, if the data stored in the memory 12 is already
encrypted, the first level of protection may hide the data, and the second level of
encryption simply leaves the stored data in its encrypted state.

[0064] Referring generally to FIGS. 12-18, according to some embodiments, the
detecting step 232, 252, 262, 272, 302, 312, 402 includes detecting impending removal of
the data storage device, and the causing step 234, 256, 266, 274, 304, 314, 406 includes
causing at least some of the datato be protecting in response to detecting the impending
removal. According to other embodiments, the detecting step 232, 252, 262, 272, 302,
312, 402 includes detecting that the data storage device has been removed, and the causing
step 234, 256, 266, 274, 304, 314, 406 includes causing a least some of the datato be
protecting in response to detecting that the data storage device has been removed.

[0065] It isalso important to note that the construction and arrangement of the elements
of the systems and methods as shown in the exemplary embodiments are illustrative only.
Although only a few embodiments of the present disclosure have been described in detail,
those skilled in the art who review this disclosure will readily appreciate that many
modifications are possible (e.g., variations in sizes, dimensions, structures, shapes and
proportions of the various elements, values of parameters, mounting arrangements, use of
materials, colors, orientations, etc.) without materially departing from the novel teachings
and advantages of the subject matter recited. For example, elements shown as integrally
formed may be constructed of multiple parts or elements. It should be noted that the
elements and/or assemblies of the enclosure may be constructed from any of awide
variety of materials that provide sufficient strength or durability, in any of awide variety
of colors, textures, and combinations. Additionally, in the subject description, the word
"exemplary" isused to mean serving as an example, instance or illustration. Any
embodiment or design described herein as "exemplary” isnot necessarily to be construed
as preferred or advantageous over other embodiments or designs. Rather, use of the word
exemplary isintended to present concepts in a concrete manner. Accordingly, all such

modifications are intended to be included within the scope of the present inventions. The
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order or sequence of any process or method steps may bevaried or re-sequenced
according to alternative embodiments. Any means-plus-function clause isintended to
cover the structures described herein as performing the recited function and not only
structural equivalents but also equivalent structures. Other substitutions, modifications,
changes, and omissions may be made in the design, operating conditions, and arrangement
of the preferred and other exemplary embodiments without departing from scope of the

present disclosure or from the spirit of the appended claims.

[0066] The present disclosure contemplates methods, systems and program products on
any machine-readable media for accomplishing various operations. The embodiments of
the present disclosure may be implemented using existing computer processors, or by a
special purpose computer processor for an appropriate system, incorporated for this or
another purpose, or by ahardwired system. Embodiments within the scope of the present
disclosure include program products comprising machine-readable media for carrying or
having machine-executable instructions or data structures stored thereon. Such machine-
readable media can be any available media that can be accessed by a general purpose or
specia purpose computer or other machine with aprocessor. By way of example, such
machine-readable media can comprise RAM, ROM, EPROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to carry or store desired program code in the form of
machine-executable instructions or data structures and which can be accessed by a general
purpose or special purpose computer or other machine with aprocessor. When
information istransferred or provided over anetwork or another communications
connection (either hardwired, wireless, or a combination of hardwired or wireless) to a
machine, the machine properly views the connection as amachine-readable medium.
Thus, any such connection is properly termed amachine-readable medium. Combinations
of the above are also included within the scope of machine-readable media. Machine-
executable instructions include, for example, instructions and data which cause a general
purpose computer, special purpose computer, or specia purpose processing machines to

perform a certain function or group of functions.

[0067] Although the figures may show a specific order of method steps, the order of the
steps may differ from what is depicted. Also two or more steps may be performed

concurrently or with partial concurrence. Such variation will depend on the software and
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hardware systems chosen and on designer choice. All such variations are within the scope
of the disclosure. Likewise, software implementations could be accomplished with
standard programming technigues with rule based logic and other logic to accomplish the

various connection steps, processing steps, comparison steps and decision steps.
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WHAT ISCLAIMED IS:

1 A system for protecting data stored in amemory of aremovable data storage
device , comprising:

apersona electronic device;

aremovable solid state data storage device operatively coupled to the personal
electronic device; and

acircuit configured to protect data stored in amemory of the data storage device in
response to detecting impending removal of the data storage device from the personal
electronic device.
2. The system of claim 1, wherein the circuit is disposed on the persona electronic
device.
3. The system of claim 1, wherein the circuit is disposed at least partially on at |east
one of the personal electronic device and the data storage device.
4. The system of claim 1, wherein the circuit comprises aremoval detection module,
the removal detection module configured to detect impending removal of the data storage
device.
5. The system of claim 4, wherein the removal detection module is configured to
detect removal of a cover from the personal electronic device.
6. The system of claim 4, wherein the removal detection module is configured to
detect adifferential acceleration between the personal electronic device and the data
storage device.
7. The system of claim 4, wherein the removal detection module is configured to
detect exposure to light.
8. The system of claim 7, wherein the personal electronic device comprises alight
dependent resistor disposed beneath the data storage device such that the light dependent
resistor is substantially shielded from available light when the data storage deviceisin an
installed position.
9. The system of claim 4, wherein the removal detection module is configured to
detect a change in orientation of the data storage device relative to the persona electronic

device.

24



10

15

20

25

30

WO 2013/101728 PCT/US2012/071214

10. The system of claim 1, wherein the circuit comprises a data protection module
configured to protect at |east some of the data stored in the memory of the data storage
device.
11.  The system of claim 10, wherein the data protection module comprises instructions
for implementing the type of protection to be employed.
12. The system of claim 10, wherein the data protection module is configured to
protect a subset of the data stored in the memory of the data storage device.
13. The system of claim 10, wherein the data protection module is configured to delete
a least some of the data stored in the memory of the data storage device.
14. The system of claim 10, wherein the data protection module is configured to
prevent accessto a least some of the data stored in the memory of the data storage device.
15. The system of claim 10, wherein the data storage device comprises an energy
module configured to provide power to the data protection module.
16. The system of claim 15, wherein energy is stored in the energy module after the
data storage device isplaced into an installed position.
17. The system of claim 10, wherein the personal electronic device comprises an
energy module configured to provide power to the data protection module.
18. A removable data storage device comprising:

acircuit configured to respond to detecting impending removal of the removable
data storage device from apersona electronic device by protecting data stored in a
memory of the removable data storage device.
19. The removable data storage device of claim 18, wherein the circuit comprises a
removal detection module, the removal detection module being configured to detect
impending removal of the removable data storage device.
20. The removable data storage device of claim 19, wherein the removal detection
module is configured to detect a change in mutual capacitance between the persona
electronic device and the removable data storage device.
21.  Theremovable data storage device of claim 19, wherein the removal detection
module is configured to detect a change in mutual inductance between the personal
electronic device and the removable data storage device.
22. The removable data storage device of claim 19, wherein the removal detection

module is configured to detect exposure to light.
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23. The removable data storage device of claim 22 further comprising a photoel ectric
cell disposed on the removable data storage device such that the photoelectric cell faces
toward the personal electronic device when the removable data storage deviceisin an
installed position.

24, The removable data storage device of claim 18, wherein the circuit comprises a
data protection module configured to protect at least some of the data stored in the
memory of the removable data storage device.

25. The removable data storage device of claim 24, wherein the data protection module
responds to asignal from aremoval detection module on the personal electronic device.
26. The removable data storage device of claim 24, wherein the data protection module
is configured to protect a subset of the data stored in the memory of the removable data
storage device.

27. The removable data storage device of claim 26, wherein the subset of data
comprises data stored in a designated memory location.

28. The removable data storage device of claim 26, wherein the subset of data
comprises information required for operation of the personal electronic device.

29. The removable data storage device of claim 24, wherein the data protection module
is configured to delete at least some of the data stored in the memory of the removable
data storage device.

30. The removable data storage device of claim 24, wherein the data protection module
is configured to overwrite a least some of the data stored in the memory of the removable
data storage device.

31 Theremovable data storage device of claim 24, wherein the data protection module
is configured to encrypt at least some of the data stored in the memory of the removable
data storage device.

32. The removable data storage device of claim 24, wherein the data protection module
is configured to introduce misleading datainto at least some of the data stored in the
memory of the removable data storage device.

33. The removable data storage device of claim 24, wherein the data protection module
is configured to hide a least some of the data stored in the memory of the removable data

storage device.
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34. The removable data storage device of claim 24, wherein the data protection module
is configured to prevent access to & least some of the data stored in the memory of the
removable data storage device.
35. The removable data storage device of claim 24 further comprising an energy
module configured to power the data protection module.
36. The removable data storage device of claim 35, wherein energy is stored in the
energy module prior to the data storage device being placed into an installed position.
37. The removable data storage device of claim 35, wherein the energy module is
configured to receive energy from the personal electronic device.
38. A method for protecting data stored in amemory of aremovable data storage
device, comprising:

detecting impending removal of the data storage device from apersonal electronic
device; and

causing a least some of the data stored in amemory of the removable data storage
deviceto be protected in response to detecting impending removal of the data storage

device.
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