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1. 

SYSTEM FOR PREDICTING AND 
MANAGING NETWORK PERFORMANCE BY 
MANAGING AND MONITORING RESOURCE 

UTILIZATION AND CONNECTION OF 
NETWORK 

Matter enclosed in heavy brackets appears in the 
original patent but forms no part of this reissue specifica 
tion; matter printed in italics indicates the additions 
made by reissue. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to communications over net 

works and, more particularly, to management of network 
resources for improved communications over networks. 

2. Description of the Related Art 
A communications network includes links or transmission 

media, data storage, and servers, all of which serve as 
resources of the communications network. When these 
resources become overloaded, the communications network 
does not operate properly and performance rapidly deterio 
rates. Thus, it is desirable to not overload the resources of the 
communications network. 
An electronic mail system is a particular type of commu 

nications network. Typically, an electronic mail system has a 
local network over which user machines (computers) are 
interconnected. An example of a local network is a Local Area 
Network (LAN) that interconnects user machines located 
proximate to one another. Normally, one machine coupled to 
the local network is referred to as a mail server. The mail 
server operates to manage and administer the distribution and 
reception of mail messages to/from the various user 
machines. 
An electronic mail system may also have access to a global 

network known as the Internet. Normally, the electronic mail 
system can couple to the Internet via an Internet service 
provider (ISP). Each ISP services a large number of different 
mail servers. The ISP has limited resources to handle all the 
incoming requests to transmit and receive electronic mail 
messages from the different mail servers being serviced. In a 
typical setup for Smaller scale local area networks (LANs). 
the ISP is remotely located from the different the mail servers 
and the Internet. A mail server connects to the ISP over phone 
lines when initiated by the mail server. The ISP, on the other 
hand, is connected to the Internet over a high-bandwidth link 
known as a leased line. Hence, to obtain global electronic 
mail service, the mail server connects to the ISP as needed or 
requested. Once the mail server is connected with the ISP the 
mail server is able to send and receive electronic mail mes 
sages over the Internet. The connection of the mail server to 
the ISP is normally done at predetermined connection times 
that have be set by a system administrator. 

Generally, the connection to the ISP is a fee-based service. 
As a result, to reduce expenses, it is desirable in most cases to 
limit the frequency at which the connections to the ISP are 
made as well as the duration of the connections. However, if 
the frequency at which the connections are made is too infre 
quent, the performance of the electronic mail system suffers. 
The duration of the connections is normally the length of time 
needed to send and receive all the electronic mail messages 
between the mail server and the ISP. In any case, the system 
administrator determines when the connections are to be 
made. In a typical electronic mail system, when installing and 
configuring the Software on the mail server, the system 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
administrator will select the connection times. For example, 
in an electronic mail system known as QuickMail, produced 
by CE Software, Inc. of West Des Monies, Iowa, the system 
administrator is presented with a dialog screen where the 
connect times are selected. With QuickMail, the system 
administrator can set the electronic mail system to connect: 
when at least X number of messages are waiting; when at least 
y number of urgent messages are waiting; and/or every Z 
minutes between certain hours of certain days in a week. With 
QuickMail, the system administrator can also restrict the 
system to connect only once per day. 
One significant problem with conventional mail systems is 

that the loading of the ISPs resources is overloaded. In par 
ticular, during peak usage hours, a large number of the elec 
tronic mail systems in existence will likely desire connection 
to their ISP so that they may send and receive mail through the 
Internet. However, it is burdensome for an ISP to have to 
service all of its electronic mail system subscribers at the 
same time. It is burdensome because the ISP would have to 
buy hardware and provide resources for the worst case sce 
nario, namely, servicing all of its electronic mail system Sub 
scribers at the same time. Given the competitive nature of the 
ISP business, it is also cost prohibitive for an ISP to provide 
hardware and resources for the worst case scenario. For this 
reason, many ISPs cannot concurrently handle connections 
from a large number of its electronic mail systems subscrib 
ers. When a large number of connections are needed (e.g., 
during periods of peak utilization), the ISP resources are 
overloaded and performance is poor or unavailable to many of 
its electronic mail systems subscribers. 

Thus, there is a need for techniques that allow an ISP to 
better manage its resources so that its performance is more 
predictable and more manageable. 

SUMMARY OF THE INVENTION 

Broadly speaking, the invention is a system to manage 
resources of a network so that network performance is pre 
dictable and manageable. According to the system, network 
resource utilization is monitored and then computer systems 
seeking to transmit or receive data over the network are 
requested do so at times that serve to more efficiently utilize 
the network resources. 
The invention can be implemented in numerous ways, 

including as a method, a system, an apparatus, or a computer 
readable medium. Several embodiments of the invention are 
discussed below. 
As a method for managing connection of an electronic mail 

server to an Internet service provider, one embodiment of the 
invention includes the operations of receiving, at the Internet 
service provider, a registration request and connection needs 
from the electronic mail server, storing the connection needs 
at the Internet service provider; monitoring resource utiliza 
tion at the Internet service provider; determining Suggested 
mail transmission times based on the connection needs of the 
electronic mail server and the resource utilization at the Inter 
net service provider, and forwarding the Suggested mail trans 
mission times to the electronic mail server. Additionally, the 
method may also include the operations of receiving, at the 
electronic mail server, the Suggested mail transmission times 
from the Internet service provider, and Scheduling the con 
nection times for the electronic mail server to the Internet 
service provider in accordance with the Suggested mail trans 
mission times. 
As a method for managing connection of an electronic mail 

server to an Internet service provider, another embodiment of 
the invention includes the operations of monitoring resource 
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utilization at the Internet service provider to produce resource 
utilization information; receiving, at the Internet service pro 
vider, a registration request from the electronic mail server, 
and forwarding the resource utilization information to the 
mail server. Additionally, the method may also include the 
operations of receiving, at the electronic mail server, the 
resource utilization information from the Internet service pro 
vider, and determining connection times for the electronic 
mail server to the Internet service provider based on the 
connection needs of the electronic mail server and the 
resource utilization information provided by the Internet ser 
vice provider. 
As a method for managing network resources for a net 

work, still another embodiment of the invention includes the 
operations of monitoring resource utilization of the network 
to produce resource utilization information; forwarding the 
resource utilization information to computers coupled to the 
network; and thereafter determining desirable times to trans 
mit data over the network taking into consideration the 
resource utilization information. Preferably, the network is 
the Internet, and the resource utilization information is main 
tained in a histogram format at predetermined time intervals. 
As a computer system connectable to a network, one 

embodiment of the invention includes: a network interface, 
the network interface operates to connect the computer sys 
tem to the network, a data storage device, the data storage 
device stores network resource utilization information 
obtained from the network via the network interface; a pro 
cessor, the processor executes computer instructions and con 
trols input/output operations, the processor also determines 
desirable times to transmit data over the network taking into 
consideration the resource utilization information and then 
transmits data over the network at the desirable times via the 
network interface. Preferably, the processor determines the 
desirable times based on the resource utilization information 
and user preferences. 
As a computer readable medium containing program 

instructions for managing connection of an electronic mail 
server to an Internet service provider, one embodiment of the 
invention includes: computer readable code devices for 
receiving, at the Internet service provider, a registration 
request and connection needs from the electronic mail server, 
computer readable code devices for storing the connection 
needs at the Internet service provider; computer readable 
code devices for monitoring resource utilization at the Inter 
net service provider; computer readable code devices for 
determining Suggested mail transmission times based on the 
connection needs of the electronic mail server and the 
resource utilization at the Internet service provider; and com 
puter readable code devices for forwarding the Suggested 
mail transmission times to the electronic mail server. 
As a computer readable medium containing program 

instructions for managing connection of an electronic mail 
server to an Internet service provider, another embodiment of 
the invention includes: computer readable code devices for 
monitoring resource utilization at the Internet service pro 
vider to produce resource utilization information; computer 
readable code devices for receiving, at the Internet service 
provider, a registration request from the electronic mail 
server; and computer readable code devices for forwarding 
the resource utilization information to the mail server. 
As a computer readable medium containing program 

instructions for managing network resources for a network, 
still another embodiment of the invention includes: computer 
readable code devices for monitoring resource utilization of 
the network to produce resource utilization information; 
computer readable code devices for forwarding the resource 
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4 
utilization information to computers coupled to the network; 
and computer readable code devices for thereafter determin 
ing desirable times to transmit data over the network taking 
into consideration the resource utilization information. 
The advantages of the invention are numerous. One advan 

tage of the invention is that the demand placed on network 
resources is flattened so as to make better and more efficient 
use of the network resources. As a result, the network perfor 
mance is predictable and manageable. Another advantage of 
the invention is that the quantity of hardware and other 
resources required by the network for a given performance 
level is reduced due to the improved management of the 
network resources. Yet another advantage of the invention is 
that network congestion is reduced. 

Other aspects and advantages of the invention will become 
apparent from the following detailed description, taken in 
conjunction with the accompanying drawings, illustrating by 
way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be readily understood by the 
following detailed description in conjunction with the accom 
panying drawings, wherein like reference numerals designate 
like structural elements, and in which: 

FIG. 1 illustrates an electronic mail system according to an 
embodiment of the invention; 

FIG. 2 is a block diagram of an electronic mail system; 
FIG. 3 is a flow diagram of mail server configuration pro 

cessing according to an embodiment of the invention; 
FIG. 4 is a flow diagram of ISP registration processing 

according to an embodiment of the invention; 
FIG. 5A is a flow diagram of utilization information pro 

cessing according to an embodiment of the invention; 
FIG.5B is a diagram or graph of a representative utilization 

histogram that would be associated with or createable from 
the data obtained by the usage monitoring system; 

FIG. 6 is a flow diagram of mail server queuing processing 
according to an embodiment of the invention; and 

FIG. 7 is a flow diagram of mail server connection process 
ing according to an embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The invention pertains to a system to manage resources of 
a network so that network performance is predictable and 
manageable. According to the invention, network resource 
utilization is monitored and then computer systems seeking to 
transmit or receive data over the network are requested to do 
so at times that serve to more efficiently utilize the network 
SOUCS. 

Embodiments of the invention are discussed below with 
reference to FIGS. 1-7. However, those skilled in the art will 
readily appreciate that the detailed description given herein 
with respect to these figures is for explanatory purposes as the 
invention extends beyond these limited embodiments. 

FIG. 1 illustrates an electronic mail system 100 according 
to an embodiment of the invention. The electronic mall sys 
tem 100 includes an Internet service provider (ISP) 102 that 
connects to the Internet 104 over a high-speed link 106. The 
ISP 102 also connects to a mail server 108 over a phone line 
110. Typically, the Internet service provider 102 has a number 
of phone lines 110 which are coupled to mail servers or other 
end-user computers. The mail server 108 is a computer sys 
tem that Supervises electronic mail delivery and usually 
resides on a local network 112. Also residing on the local 
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network 112 are various computers 114 that are utilized by 
end users. As an example, the local network 112 can be a 
Local Area Network (LAN). 

FIG. 2 is a block diagram of an electronic mail system 200. 
The electronic mail system 200 is an embodiment of the 
electronic mail system 100 illustrated in FIG. 1. The elec 
tronic mail system 200 illustrated in FIG. 2 is a diagram of an 
electronic mail system that has been simplified to facilitate 
discussion of the invention. Those skilled in the art will rec 
ognize that the electronic mail system 200 would also include 
other structures and functions not illustrated in FIG. 2 but 
understood by those in the art. 

The electronic mail system 200 includes an Internet service 
provider(ISP) 202 and a mail server 204. The ISP 202 and the 
mall server 204 are capable of being connected over a phone 
line 206. In other words, the mail server 204 includes a 
modem (not shown) through which the mail server 204 can 
dial into a modem (not shown) within the ISP 202. The ISP 
202 couples to the Internet 104 over a high-speed data link 
208. Also, the mail server 204 couples to the computers 114 of 
end users over a link 210. 
The ISP 202 includes a message queue 212, a registration 

information storage 214, a usage monitoring system 216, and 
a server connection manager 218. The message queue 212 is 
an outbound message queue for messages that are to be deliv 
ered to the mail server 204. Since the connection between ISP 
202 and the mail server 204 is not always present with this 
arrangement of the electronic mail system 200, the message 
queue 212 holds the messages that are to be transferred to the 
mail server 204 until Such time as the connection is made. 
The registration information storage 214 provides data 

storage for registration information associated with the mail 
server 204. The registration information storage 214 may 
store connection information that has been provided by the 
mail server 204 to the ISP202. The connection informationis, 
for example, the connection needs of the mail server 204. As 
examples, the connection needs could be any of the follow 
ing: connect twice in 24 hours; connect once per day; or 
connect every hour on weekdays and four times in 24 hours on 
weekends. The connection information can be separate from 
or combined with the registration information. 
The usage monitoring system 216 operates to periodically 

monitor the utilization of resources associated with the ISP 
202. As an example, the usage monitoring system 216 could 
monitor the number of active phone lines 206 (110) that are 
active on a periodic basis (e.g., every minute) to produce 
utilization data, and then store this utilization data in a histo 
gram format for later use. Alternatively, as another example, 
the usage monitoring system 216 can monitor central pro 
cessing unit (CPU) load on a periodic basis and likewise store 
the resulting utilization data in a histogram format for later 
use. By storing the utilization data in a histogram format, the 
utilization data pertaining to the utilization of resources is 
statistically averaged so that the utilization data provides a 
prediction (based on past performance) as to future utilization 
of resources at the ISP 202. The quality and accuracy of the 
statistical averaging provided by the invention can vary and in 
many cases need not be sophisticated. FIG. 5B is a diagram or 
graph of a representative utilization histogram that would be 
associated with or createable from the data obtained by the 
usage monitoring system 216. It should also be recognized 
that such data obtained from the usage monitoring system 216 
can be stored in a variety of formats besides a histogram 
format. 
The server connection manager 218 within in the ISP 202 

manages the connection of the ISP 202 with the mail server 
204 as well as other mail servers connected to the ISP 202. 
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6 
The server connection manager 218 operates to manage the 
connection of the mail server 204 to the ISP 202. In one 
embodiment, the server connection manager 218 retrieves the 
connection information (e.g., connection needs) of the mail 
server 204 from the registration information storage 214 and 
the utilization data from the usage monitoring system 216. 
Then, the server connection manager 218 determines Sug 
gested connection times that are most desirable from the 
perspective of utilization of the ISP 202, while taking into 
consideration the connection needs of the mail server 204. 
Thereafter, the Suggested connection times that have been 
determined are forwarded to the mail server 204. 

In another embodiment, the server connection manager 
218 could simply forward the utilization data to the mail 
server 204 in a predetermined format and then the connection 
times could be determined by the mail server 204. Here, the 
utilization data in effect represents a demand curve for the 
network resources. With this embodiment, the connection 
information may not be needed at the ISP 202, though it may 
be useful to limit the amount of the utilization data that is 
forwarded to the mail server 204. 
The mail server 204 includes a message queue 220, a 

connect information storage 222, and a client connection 
manager 224. The message queue 220 is an outbound mes 
sage queue that temporarily stores messages that are to be 
forwarded to the ISP 202. However, since the connection 
between the ISP 202 and the mail server 204 is over the phone 
line 206, the connection is not always present. Hence, mes 
sages destined for the ISP 202 are held in the memory queue 
220 until a connection is made between the mail server 204 
and the ISP 202 over the phone line 206. 
The connect information storage 222 stores information 

about how and when the connection from the mail server 204 
to the ISP 202 should preferably occur. The connection infor 
mation held in the connect information storage 222 can, for 
example, be set during configuration or installation of the 
mail server 204. In other words, in an electronic mail system 
in which the mail server is managed by a system administra 
tor. The system administrator configures the mail server to 
preferable connect to an ISP at predetermined specified times 
or a number of times daily and/or whenever there is mail to 
send. In addition to storing the connection information, the 
connect information storage 222 can also store the Suggested 
connection times or the utilization data provided by the ISP 
204. 
The client connection manager 224 within in the mail 

server 202 manages the connection of the mail server 202 
with the ISP 202. The client connection manager 224 operates 
to manage the connection of the mail server 204 to the ISP 202 
at connection times. The connection times are determined by 
the client connection manager 224 based on the connection 
information (e.g., connection needs) and the Suggested con 
nection times or utilization data provided by the server con 
nection manager 218. In one embodiment, the client connec 
tion manager 224 receives the Suggested connection times 
from the server connection manager 218 (via the connect 
information storage 222 or other storage) as well as the con 
nect information from the connect information storage 222. 
Then, the client connection manager 224 determines connect 
times that the mail server 204 will attempt to connect to the 
ISP 202. The connect times can be determined in a number of 
different ways. For example, the connect time could be the 
Suggested connection times, some modification of the Sug 
gested connection times, or overridden by the connection 
needs. Thereafter, the determined connect times are the times 
at which the mail server 204 attempts to connect to the ISP 
204 to deliver and receive mail messages. 
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The operation of the electronic mail system 200 and its 
components are explained further below. 

FIG. 3 is a flow diagram of mail server configuration pro 
cessing 300 according to an embodiment of the invention. 
The mail server configuration processing 300 is performed by 
the mail server 204. The mail server processing 300 commu 
nicates information between the ISP 202 and the mail server 
204 and then determines the times at which the mail server 
204 connects to the ISP 202. In one embodiment, the mail 
server configuration processing 300 is performed by an appli 
cation program (e.g., a configuration or installation program) 
running on the mail server 204. 
The mail server configuration processing 300 begins by the 

mail server 204 registering (302) with the ISP 202. While 
registering (302) with the ISP 202, the mail server 204 sends 
(304) its connection needs to the ISP 202. The connection 
needs can be expressed in a variety of ways. As an example, 
the connection needs might be any of the following: connect 
twice in 24 hours; connect once per day; or connect every 
hour on weekdays and four times in 24 hours on weekends. 
Thereafter, the mail server configuration processing 300 
awaits the receipt (306) of the suggested send times from the 
ISP 202. In this embodiment, the receiving (306) of the Sug 
gested send times is done during the initial configuration of 
the mail server 204 with the ISP 202. However, the receiving 
(306) may also be done during Subsequent modifications to 
the mail server 204 or whenever the ISP 202 desires to resend 
the Suggested send times to the mail server 204. In any case, 
Suggested send times that are received are then stored in the 
connect information storage 222 of the mail server 204. Next, 
connect times for the mail server 204 to connect to the ISP202 
are determined (310). The connect times are determined 
(310) based on the Suggested connect times and the connec 
tion needs. Following block 310, the mail server configura 
tion processing 300 is complete and ends. 

In another embodiment, the mail server configuration pro 
cessing can receive the utilization data from the ISP 202, 
instead of the Suggested connect times. The mail server 204 
can then determine the connect times from the utilization data 
and the connection needs. 

FIG. 4 is a flow diagram of ISP registration processing 400 
according to an embodiment of the invention. As an example, 
the ISP registration processing 400 can be carried out by the 
ISP 202 in FIG. 2. In one embodiment, the ISP registration 
processing 400 is performed by an application program (e.g., 
utility program) running on the ISP 202 every time a mail 
server registers for service with the ISP 202. 
The ISP registration processing 400 initially receives (402) 

a registration request from the mail server 204. The registra 
tion request will include certain registration information as is 
conventional. The ISP 202 also receives (404) connect infor 
mation that the system administrator of the mail server 204 
selects or otherwise request. In other words, the ISP 202 
receives (404) the connection needs of the mail server 204. 
Examples of the connection needs have been provided above. 
Next, the registration information and the connect informa 
tion (e.g., the connection needs) are stored (406) in the reg 
istration information storage 214 of the ISP 202. The ISP 202 
then determines (408) suggested connect times for the mail 
server 204 based on the connection information as well as 
utilization information. The utilization information is pro 
duced by the usage monitoring system 216 of the ISP 202 and 
is explained in detail below with reference to FIGS. 5A and 
5B. Several examples of the determining (408) of the Sug 
gested connect times are provided below to further illustrate 
this operation. After the Suggested connect times are deter 
mined (408), the suggested connect times are then sent (410) 
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to the mail server 204. Following block 410, the ISP registra 
tion processing 400 is complete and ends. 

In another embodiment, the ISP registration processing can 
Supply the utilization data, instead of the Suggested connect 
times, to the mail server 204. The mail server 204 can then 
determine the connect times from the utilization data and the 
connection needs. 

FIG. 5A is a flow diagram of utilization information pro 
cessing 500 according to an embodiment of the invention. In 
one embodiment, the utilization information processing 500 
is performed by the usage monitoring system 216 of the ISP 
202 illustrated in FIG. 2. The utilization information process 
ing 500 periodically monitors (502) resource utilization of the 
ISP 202. As an example, the ISP 202 can monitor the number 
ofactive phone lines 110; 206 to determine the load on the ISP 
resources at predetermined times. As other examples, the ISP 
202 can monitor the processing load on the ISPs computing 
resources, the ISP's outbound traffic on the link connecting to 
the Internet (e.g., leased line), RAM usage, or any other fixed 
resource of the ISP 202. The obtained utilization information 
is used to create or update (504) a utilization histogram for the 
ISP 202. The utilization histogram or data thereof can be 
stored in the ISP 202 by or within the usage monitoring 
system 216. Following block 504, the utilization information 
processing 500 is complete and ends. 

Although the utilization information need not be stored or 
arranged to provide a histogram, the maintaining of the his 
togram or its underlying data is advantageous because it 
provides some historical perspective on the resource utiliza 
tion being monitored. Having a historical perspective pro 
vides for betterpredictions as to likely utilization levels in the 
future and thus facilitates network resource management. 
FIG. 5B is a graph of a representative utilization histogram 
506 produced by the utilization information. The vertical axis 
is the percent utilization (% U) and the horizontal axis is time 
of day (t). According to the representative utilization histo 
gram 506, the utilization of the ISP resources is at its maxi 
mum at about 1:00 PM and its minimum at about 4:00 AM. 

EXAMPLE 1. 

Suppose the connection needs of a mail server are to con 
nect once per day. The utilization data is represented by FIG. 
5B. The suggested connect times could then be 4:00 AM 
when the network resources are most available. The system 
administrator is then able to accept or override the Suggested 
connect time. The ISP can provide the system administrator 
with an incentive (e.g., reduced rate) to accept the Suggested 
connect time. 

EXAMPLE 2 

Suppose the connections needs of a mail server are to 
connect (i) within fifteen minutes of receiving an urgent mail 
message to transmit over the Internet and (ii) once in the 
beginning of the day and once at the end of the day. The 
utilization data is represented by FIG. 5B. For the urgent 
messages to be transmitted, the connection can be initiated by 
the mail server every fifteen minutes without consideration of 
the utilization data as controlled by the mail server. However, 
if the utilization data is detailed to the minute for example, 
then suggested connect times can be aligned with the low 
utilization points within fifteen minute time intervals. Never 
theless, for the two daily connections requested to for normal 
and bulk mail messages, the Suggested connect times could 
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then be 6:00 AM and 10:00 PM when utilization is relatively 
low while meeting the connection needs. 

EXAMPLE 3 

Suppose the connection needs of a mail server are to con 
nect twice during normal business hours. The utilization data 
is represented by FIG. 5B. Although urgent or high priority 
messages would be treated differently, for normal and low 
priority messages, the Suggested connect times could be 
10:10 AM and 4:22 PM. These suggested connect times are 
times during normal business hours with a reasonable amount 
of time separating them. The advantage of connecting atten 
minutes after 10:00 and twenty-two minutes after 4:00 is to 
randomize the connection requests between hours. However, 
in the event that the utilization data is maintained and moni 
tored for Smaller time increments than an hour, Such random 
ization may not be needed. 

After the connect times for the mail server 204 are deter 
mined as discussed above, the transmission and reception of 
electronic mail messages between the ISP 202 and the mail 
server 204 operates as follows according to one of many 
possible embodiments. In the embodiment described below 
with reference to FIGS. 6 and 7, the mail server 204 has a high 
priority queue and a regular priority queue. The high priority 
queue holds outgoing messages that the message-Sender has 
designated as urgent and which should be sent without delay. 
On the other hand, the regular priority queue holds outgoing 
messages that the message-Sender has designated as normal 
and which can be sent in ordinary course. 

FIG. 6 is a flow diagram of mail server queuing processing 
600 according to an embodiment of the invention. The mail 
server queuing processing 600 is, for example, performed by 
the mail server 204. The mail server queuing processing 600 
begins with a decision block 602 that determines whether a 
message has been received. If a message has not been 
received, the mail server queuing processing 600 awaits the 
reception of a message. Once a message has been received, a 
decision block 604 determines whether the message has a 
high priority. If the message does not have a high priority, the 
message is placed 606 in a regular priority queue. On the other 
hand, if the decision block 604 determines that the message 
has a high priority, then the message is placed 608 in a high 
priority queue. Following blocks 606 and 608, the mail server 
queuing processing 600 returns to repeat block 602 and sub 
sequent blocks so as to process the receipt of additional mes 
sages to be forwarded to the ISP 202. Of course, the mail 
server queuing processing 600 need not be implemented in a 
loop structure, but could also be implemented as an interrupt, 
polling or event-driven process. 

FIG. 7 is a flow diagram of mail server connection process 
ing 700 according to an embodiment of the invention. The 
mail server connection processing 700 is, for example, per 
formed by the mail server 204. The mail server connection 
processing 700 begins with a decision block 702 that deter 
mines whether the high priority queue is empty. When the 
decision block 702 determines that the high priority queue is 
not empty, the mail server 204 operates to connect 704 to the 
ISP 202. Then, all messages are forwarded 706 from the high 
priority queue to the ISP 202. Following block 706 as well as 
following the decision block 702 when the high priority 
queue is empty, a decision block 708 determines whether the 
regular priority queue is empty. When the decision block 708 
determines that the regular priority queue is not empty, a 
decision block 710 determines whether the current time is 
equal to the determined connect time. If the current time is 
equal to the determined connect time, then the mail server 204 
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connects 712 to the ISP 202. All the messages in the regular 
priority queue are then forwarded 714 to the ISP 202. Fol 
lowing block 714, as well as following the decision block 710 
when the time is not equal to the determined connect time, the 
processing returns to repeat block 702 and Subsequent blocks. 
Likewise, following the decision block 708 when the regular 
priority queue is empty, the processing will also return to 
repeat block 702 and subsequent blocks. Hence, according to 
this embodiment of the mail server connection processing 
700, the high priority messages are forwarded to the ISP 202 
without delay; however, the regular priority messages are 
forwarded to the ISP 202 only at the determined connect 
times. Of course, messages from both the queues could be 
forwarded whenever a connection was instigated by either of 
blocks 706 and 714. Again, the structure of the mail server 
connection processing 700 need not be a loop structure but 
could also be an interrupt, polling, or event-driven operation. 
By forwarding regular priority messages at the determined 

connect times, the ISP 202 is able to flatten the demand for it 
network resources. To encourage the system administrators to 
comply with the suggested connect times that the ISP 202 has 
suggested, the ISP 202 can offer reduced rates for such com 
plying connections. This would discourage system adminis 
trators from blindly overriding the Suggested connect times 
for other times. 

Although the much of the above described detailed 
description pertains to an electronic mail system, the inven 
tion is generally applicable to data transmissions over multi 
user networks where network resources can become con 
gested. For example, the utilization data could pertain to 
network traffic on the Internet. By supplying the utilization 
data to the ISPs or end-users coupling to the Internet, the ISPs 
or end-users would be able to determine when the resources 
of the Internet are sufficiently available. The ISPs or end 
users can then cause data transfers over the Internet to occur 
when traffic on the Internet is low. The ISPs or end-users 
could be motivated to use such low traffic time periods by rate 
reductions or Internet etiquette. This embodiment is particu 
larly well Suited for sending low priority data (e.g., bulk 
messages; remote backups; web site mirroring; news discus 
sion groups) over the Internet. 

Although the above-described embodiment focused on 
connections from a server machine to the Internet through an 
ISP, the server machines could also connect to the Internet 
directly with a high-speed link or indirectly through another 
network and then the ISP. In the case of a fixed connection 
situation (i.e., high-speed link), it may be more desirable to 
monitor the percentage of bandwidth being utilized on a 
periodic basis (e.g., every minute) as the network resource. 
The many features and advantages of the present invention 

are apparent from the written description, and thus, it is 
intended by the appended claims to cover all such features 
and advantages of the invention. Further, since numerous 
modifications and changes will readily occur to those skilled 
in the art, it is not desired to limit the invention to the exact 
construction and operation as illustrated and described. 
Hence, all Suitable modifications and equivalents may be 
resorted to as falling within the scope of the invention. 
What is claimed is: 
1. A method for managing connection of an electronic mail 

server to an Internet service provider, said method compris 
ing: 

receiving, at the Internet service provider, a registration 
request and connection needs from the electronic mail 
server, the connection needs pertainpertaining to Sub 
sequent connections between the electronic mail server 
and the Internet service provider; 
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storing the connection needs at the Internet service pro 
vider; 

monitoring resource utilization at the Internet service pro 
vider; 

determining Suggested mail transmission times based on 
the connection needs of the electronic mail server and 
the resource utilization at the Internet service provider; 
and 

forwarding the Suggested mail transmission times to the 
electronic mail server. 

2. A method as recited in claim 1, wherein said method 
further comprises: 

receiving, at the electronic mail server, the Suggested mail 
transmission times from the Internet service provider, 
and 

Scheduling the connection times for the electronic mail 
server to the Internet service providerinaccordance with 
the Suggested mail transmission times. 

3. A method as recited in claim 1, wherein said method 
further comprises: 

receiving, at the electronic mail server, the Suggested mail 
transmission times from the Internet service provider, 

determining, at the electronic mail server, whether to over 
ride the Suggested mail transmission times obtained 
from the Internet service provider; and 

Scheduling the connection times for the electronic mail 
server to the Internet service providerinaccordance with 
at least one of the Suggested mail transmission times and 
the connection needs of the electronic mail server. 

4. A method as recited in claim 1, wherein said method 
further comprises: 

receiving, at the electronic mail server, the suggested mail 
transmission times from the Internet service provider, 

modifying the Suggested mail transmission times obtained 
from the Internet service provider based on the connec 
tion needs of the electronic mail server, and 

Scheduling the connection times for the electronic mail 
server to the Internet service providerinaccordance with 
the modified suggested mail transmission times. 

5. A method for managing connection of an electronic mail 
server to an Internet service provider, said method compris 
ing: 

monitoring resource utilization at the Internet service pro 
vider to produce resource utilization information; 

receiving, at the Internet service provider, a registration 
request from the electronic mail server, 

forwarding the resource utilization information to the mail 
server; 

receiving, at the electronic mail server, the resource utili 
zation information from the Internet service provider; 
and 

determining connection times for the electronic mail server 
to the Internet service provider based on the connection 
needs of the electronic mail server and the resource 
utilization information provided by the Internet service 
provider. 

6. A method for managing network resources for a net 
work, said method comprising: 

monitoring resource utilization of the network to produce 
resource utilization information; 

forwarding the resource utilization information to comput 
ers coupled to the network; and 

thereafter determining desirable times to transmit data over 
the network taking into consideration the resource utili 
Zation information, 

wherein the resource utilization information is maintained 
in a histogram format. 
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7. A method as recited in claim 6, wherein the network is 

the Internet. 
8. A method as recited in claim 6, wherein the resource 

utilization information is maintained in the histogram format 
at predetermined time intervals. 

9. A method as recited in claim 6, wherein said method 
further comprises: 

transmitting data over the network in accordance with the 
determined desirable times. 

10. A computer system connectable to a network, said 
computer system comprising: 

a network interface, said network interface operates to 
connect said computer system to the network; 

a data storage device, said data storage device stores 
configured to store historical network resource utiliza 
tion information obtained from the network via said 
network interface; 

a processor, said processor executes configured to 
execute computer instructions and controls input/output 
operations, said processor also determines desirable 
scheduled times to transmit data over the network taking 
into consideration the historical resource utilization 
information and then transmits data over the network at 
the desirable times via said network interface, 

wherein the historical resource utilization information is 
maintained in a histogram format. 

11. A computer system as recited in claim 10, wherein the 
historical resource utilization information is maintained in 
the histogram format at predetermined time intervals. 

12. A non-transitory computer readable medium contain 
ing program instructions for managing connection of an elec 
tronic mail server to an Internet service provider, said non 
transitory computer readable medium comprising: 

computer readable code devices for receiving, at the 
Internet service provider, a registration request and con 
nection needs from the electronic mail server, the con 
nection needs pertain pertaining to subsequent con 
nections between the electronic mail server and the 
Internet service provider; 

computer readable code devices for storing the connec 
tion needs at the Internet service provider; 

computer readable code devices for monitoring resource 
utilization at the Internet service provider; 

computer readable code devices for determining Sug 
gested mail transmission times based on the connection 
needs of the electronic mail server and the resource 
utilization at the Internet service provider; and 

computer readable code devices for forwarding the Sug 
gested mail transmission times to the electronic mail 
Sever. 

13. A non-transitory computer readable medium as recited 
in claim 12, wherein said non-transitory computer readable 
medium further comprises: 

computer readable code devices for receiving, at the elec 
tronic mail server, the Suggested mail transmission times 
from the Internet service provider; and 

computer readable code devices for scheduling the con 
nection times for the electronic mail server to the Inter 
net service provider in accordance with the Suggested 
mail transmission times. 

14. A non-transitory computer readable medium contain 
ing program instructions for managing connection of an elec 
tronic mail server to an Internet service provider, said non 
transitory computer readable medium comprising: 

computer readable code devices for monitoring resource 
utilization at the Internet service provider to produce 
resource utilization information; 
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computer readable code devices for receiving, at the 
Internet service provider, a registration request from the 
electronic mail server; 

computer readable code devices for forwarding the 
resource utilization information to the mail server; 

computer readable codedevices for receiving, at the elec 
tronic mail server, the resource utilization information 
from the Internet service provider; and 

computer readable code devices for determining connec 
tion times for the electronic mail server to the Internet 
service provider based on the connection needs of the 
electronic mail server and the resource utilization infor 
mation provided by the Internet service provider. 

15. A non-transitory computer readable medium contain 
ing program instructions for managing network resources for 
a network, said non-transitory computer readable medium 
comprising: 

computer readable code devices for monitoring resource 
utilization of the network to produce resource utilization 
information; 

computer readable code devices for forwarding the 
resource utilization information to computers coupled to 
the network; and 

computer readable code devices for thereafter determin 
ing desirable times to transmit data over the network 
taking into consideration the resource utilization infor 
mation, 

wherein the network is the Internet and the resource utili 
Zation information is maintained in a histogram format 
at predetermined time intervals. 

16. A non-transitory computer readable medium as recited 
in claim 15, wherein said non-transitory computer readable 
medium further comprises: 

computer readable code devices for transmitting data 
over the network in accordance with the determined 
desirable times. 

17. A method for managing connection of a first node to a 
second node in a network, said method comprising: 

receiving, at the second node, a registration request and 
connection needs from the first node, the connection 
needs pertaining to subsequent connections between the 
first node and the second node, 

storing the connection needs at the second node, 
monitoring resource utilization at the second node, 
determining suggested transmission times based on the 

connection needs of the first node and the resource uti 
lization at the second node, and 

forwarding the suggested transmission times to the first 
node. 

18. A method as recited in claim 17, wherein said method 
fiurther comprises: 

receiving, at the first node, the suggested transmission 
times from the second node, and 

scheduling the connection times for the first node to the 
second node in accordance with the suggested transmis 
Sion times. 

19. A method as recited in claim 17, wherein said method 
fiurther comprises: 

receiving, at the first node, the suggested transmission 
times from the second node, 

determining, at the first node, whether to override the sug 
gested transmission times obtained from the second 
node, and 

scheduling the connection times for the first node to the 
second node in accordance with at least one of the 
suggested transmission times and the connection needs 
of the first node. 
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20. A method as recited in claim 17, wherein said method 

fiurther comprises. 
receiving, at the first node, the suggested transmission 

times from the second node, 
modifiving the suggested transmission times obtained from 

the second node based on the connection needs of the 
first node, and 

scheduling the connection times for the first node to the 
second node in accordance with the modified suggested 
transmission times. 

21. A method as recited in claim 17, wherein said method 
fiurther comprises. 

receiving, at the first node, the suggested transmission 
times from the second node, 

scheduling the connection times for the first node to the 
second node, 

responsive to the scheduled connection times being in 
accordance with the suggested transmission times, pay 
ing a first connection fee, and 

responsive to the scheduled connection times not being in 
accordance with the suggested transmission times, pay 
ing a second connection fee higher than the first connec 
tion fee. 

22. A method for managing connection of a first node to a 
second node, said method comprising: 

monitoring resource utilization at the second node to pro 
duce resource utilization information, 

receiving, at the second node, a registration request from 
the first node, 

forwarding the resource utilization information to the first 
node, 

receiving, at the first node, the resource utilization infor 
mation from the second node, and 

determining connection times for the first node to the sec 
Ond node based on the connection needs of the first node 
and the resource utilization information provided by the 
second node. 

23. A non-transitory computer readable medium contain 
ing program instructions for managing connection of a first 
node to a second node, said non-transitory computer read 
able medium comprising: 

computer readable code for receiving, at the second node, 
a registration request and connection needs from the 
first node, the connection needs pertaining to subse 
quent connections between the first node and the second 
node, 

computer readable code for storing the connection needs 
at the second node, 

computer readable code for monitoring resource utiliza 
tion at the second node, 

computer readable code for determining suggested trans 
mission times based on the connection needs of the first 
node and the resource utilization at the second node, 
and 

computer readable code for forwarding the suggested 
transmission times to the first node. 

24. A non-transitory computer readable medium as recited 
in claim 23, wherein said non-transitory computer readable 
medium further comprises. 

computer readable code for receiving, at the first node, the 
suggested transmission times from the second node, and 

computer readable code for scheduling the connection 
times for the first node to the second node in accordance 
with the suggested transmission times. 

25. A non-transitory computer readable medium as recited 
in claim 23, wherein said non-transitory computer readable 
medium further comprises. 



fiurther comprises: 

US RE43,144 E 
15 

computer readable code for receiving, at the first node, the 
suggested transmission times from the second node, 

computer readable code for scheduling the connection 
times for the first node to the second node, 

computer readable code for; responsive to the scheduled 5 
connection times being in accordance with the sug 
gested transmission times, paying a first connection fee, 
and 

computer readable code for; responsive to the scheduled 
connection times not being in accordance with the sug- 10 
gested transmission times, paying a second connection 
fee higher than the first connection fee. 

26. A non-transitory computer readable medium contain 
ing program instructions for managing connection of a first 
node to a second node, said non-transitory computer read- 15 
able medium comprising: 

computer readable code for monitoring resource utiliza 
tion at the second node to produce resource utilization 
information, 

computer readable code for receiving, at the second node, 
a registration request from the first node, 

computer readable code for forwarding the resource utili 
zation information to the first node, 

computer readable code for receiving, at the first node, the 
resource utilization information from the second node, 
and 

computer readable code for determining connection times 
for the first node to the second node based on the con 
nection needs of the first node and the resource utiliza 
tion information provided by the second node. 

27. A method for managing connection of an electronic 
mail server to an Internet service provider, said method com 
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prising: 
receiving, at the Internet service provider; a registration 

request and connection needs from the electronic mail 
server; the connection needs pertaining to subsequent 
connections between the electronic mail server and the 
Internet service provider, 

storing the connection needs at the Internet service pro 
vider, 

monitoring resource utilization at the Internet service pro 
vider, 

determining at least one suggested mail transmission time 
based on the connection needs of the electronic mail 
server and the resource utilization at the Internet service 
provider, and 

forwarding the at least One suggested mail transmission 
time to the electronic mail server. 

28. A method as recited in claim 27, wherein said method 
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receiving, at the electronic mail server; the at least one 
suggested mail transmission time from the Internet ser 
vice provider, and 

scheduling at least One connection time for the electronic 
mail server to the Internet service provider in accor 
dance with the at least one suggested mail transmission 
time. 

29. A method as recited in claim 27, wherein said method 

55 

fiurther comprises: 
receiving, at the electronic mail server; the at least one 60 

suggested mail transmission time from the Internet ser 
vice provider, 

determining, at the electronic mail server, whether to over 
ride the at least one suggested mail transmission time 
obtained from the Internet service provider, and 65 

scheduling at least One connection time for the electronic 
mail server to the Internet service provider in accor 
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dance with at least one suggested mail transmission time 
and the connection needs of the electronic mail server. 

30. A computer system connectable to a network, said 
computer system comprising: 

a network interface, said network interface operates to 
connect said computer system to the network, 

a data storage device, said data storage device stores net 
work resource utilization information obtained from the 
network via said network interface, 

a processor, said processor executes computer instructions 
and controls input/output operations, said processor 
also determines at least one desirable time to transmit 
data over the network taking into consideration the 
resource utilization information and then transmits data 
over the network at the at least one desirable time via 
said network interface, 

wherein the resource utilization information is maintained 
in a histogram format. 

31. A non-transitory computer readable medium contain 
ing program instructions for managing connection of an elec 
tronic mail server to an Internet service provider; said non 
transitory computer readable medium comprising: 

computer readable code for receiving, at the Internet Ser 
vice provider; a registration request and connection 
needs from the electronic mail server; the connection 
needs pertaining to subsequent connections between the 
electronic mail server and the Internet service provider, 

computer readable code for storing the connection needs 
at the Internet service provider, 

computer readable code for monitoring resource utiliza 
tion at the Internet service provider, 

computer readable code for determining at least one sug 
gested mail transmission time based on the connection 
needs of the electronic mail server and the resource 
utilization at the Internet service provider, and 

computer readable code for forwarding the at least one 
suggested mail transmission time to the electronic mail 
See F. 

32. A non-transitory computer readable medium as recited 
in claim 31, wherein said non-transitory computer readable 
medium further comprises. 

computer readable code for receiving, at the electronic 
mail server; the at least One suggested mail transmission 
time from the Internet service provider, and 

computer readable code for scheduling at least one con 
nection time for the electronic mail server to the Internet 
service provider in accordance with the at least one 
suggested mail transmission time. 

33. A non-transitory computer readable medium contain 
ing program instructions for managing connection of an elec 
tronic mail server to an Internet service provider; said non 
transitory computer readable medium comprising: 

computer readable code for monitoring resource utiliza 
tion at the Internet service provider to produce resource 
utilization information, 

computer readable code for receiving, at the Internet Ser 
vice provider; a registration request from the electronic 
mail server, 

computer readable code for forwarding the resource utili 
zation information to the mail server, 

computer readable code for receiving, at the electronic 
mail server, the resource utilization information from the 
Internet service provider, and 

computer readable code for determining at least One con 
nection time for the electronic mail server to the Internet 
service provider based on the connection needs of the 
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electronic mail server and the resource utilization infor 
mation provided by the Internet service provider: 

34. A method for managing connection of a first node to a 
second node in a network, said method comprising: 

receiving, at the second node, a registration request and 
connection needs from the first node, the connection 
needs pertaining to subsequent connections between the 
first node and the second node, 

storing the connection needs at the second node, 
monitoring resource utilization at the second node, 
determining at least one suggested transmission time 

based on the connection needs of the first node and the 
resource utilization at the second node, and 

forwarding the at least One suggested transmission time to 
the first node. 

35. A method as recited in claim 34, wherein said method 
fiurther comprises: 

receiving, at the first node, the at least one suggested trans 
mission time from the second node, and 

scheduling at least one connection time for the first node to 
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the second node in accordance with the at least one 20 
suggested transmission time. 

36. A method as recited in claim 34, wherein said method 
fiurther comprises: 

receiving, at the first node, the at least one suggested trans 
mission time from the second node, 

determining, at the first node, whether to override the at 
least one suggested transmission time obtained from the 
second node, and 

scheduling at least one connection time for the first node to 
the second node in accordance with the at least one 
suggested transmission time and the connection needs of 
the first node. 
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37. A non-transitory computer readable medium contain 

ing program instructions for managing connection of a first 
node to a second node, said non-transitory computer read 
able medium comprising: 

computer readable code for receiving, at the second node, 
a registration request and connection needs from the 
first node, the connection needs pertain to subsequent 
connections between the first node and the second node, 

computer readable code for storing the connection needs 
at the second node, 

computer readable code for monitoring resource utiliza 
tion at the second node, 

computer readable code for determining at least one sug 
gested transmission time based on the connection needs 
of the first node and the resource utilization at the second 
node, and 

computer readable code for forwarding the at least one 
suggested transmission time to the first node. 

38. A non-transitory computer readable medium as recited 
in claim 37, wherein said non-transitory computer readable 
medium further comprises. 

computer readable code for receiving, at the first node, the 
at least One suggested transmission time from the second 
node, and 

computer readable code for scheduling at least one con 
nection time for the first node to the second node in 
accordance with the at least One suggested transmission 
time. 


