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(57) Abstract: In one example in accordance with the present disclosure, a system is provided. The system includes a first subsystem
and a second subsystem, connectable to each other via a passive cable, and each connected to a high-level management tool. Each
subsystem includes a signal driver/receiver capable of sending and receiving data and signals over the passive cable and a connection
discovery engine to access low-level power up/down controls of the signal driver/receiver. The connection discovery engine is to,
via physical layer communication, send a local unique identifier (ID) of the particular signal driver/receiver over the passive cable.
The connection discovery engine is further to, via physical layer communication, receive, over the passive cable, a remote unique ID
of the signal driver/receiver in the other connected subsystem. The connection discovery engine is further to send the local unique ID
and the remote unique ID to the high-level management tool.
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DISCOVERING CONNECTION OF PASSIVE CABLES

BACKGROUND
[0001] Data centers are becoming more and more complex. For example, an
increased number of components {e.g., computing devices, servers, enclosures,
racks and the like) in data centers must be interconnected. These interconnections
may be managed by data center operators, and this task may be very difficult in
complex data centers. In some situations, these inlerconnects may be manually

cabled, and manual cabling is prone 1o human efrors.

BRriEF DESCRIPTION OF THE DRAWINGS

[C002]  The following detailed description references the drawings, wherein:

[0003] FIG. 1is a block diagram of an example system for discovering connection

of passive cables;

[0004] FIG. 2 is a block diagram of an example system capable of discovering

connection of passive cables;

[000B5]  FIG. 3 is a flowchart of an example method for discovering connection of

passive cables;

[0008] FIG. 4 is a flowchart of an example method for discovering connection of

passive cables; and

[0007]  FiG. b is a block diagram of an example system for discovering connection

of passive cables.
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DETAILED DESCRIPTION

[000B] Managing interconnections in complex data centers may be made easier
{e.qg., for data center operators) if there is a way o provide assistance in reporting
which componentis {e.g., computing devices, servers, enclosures, racks angd the like}
are connected. One solution to allow for such reporting assistance is to use “smart
cables,” for example, industry-standard CXP active optical cables. Each end of such
a smart cable includes a microcontroller {the “smaris”) that stores a unique D of the
cable and is capable of transmitling this unigue 1D to identify the cable to other data
center components, for example, a high-level management tool capable of
discovering that various components of a data cenier are connected {o each other.
However, in these solutions, for the high-level management tool to discover that two
components are connected, it is critical that the cable connecting the two components
be a smart cable. Such a solution does not work for passive or “dumb” cables.
Smart cables are significantly more costly than passive cables, and they require
larger connectors to include the "smarts.” Additionally, smart cables consume power
at the conneclor. in some server implementations {e.g., blade enclosures), these
smart cables often must be plugged into the back of switch modules, which may be
the hottest area of the enclosure. Thus, additional power consumption and heat

output in this area is undesirable.

[0009] Another solulion to help data center operators determine which
components are connected is to use a mass-termination system. A mass-termination
system is essentially a midplane (or like inferconnect fabric} that has a finite number
of hardwired interconnect paths between a number of endpoints. Then, a field
programmable unit {e.g., an EEPROM) is programmed fo indicate which endpoints
should be connected via the interconnect paths. Such mass-terminations systems
force the conneclions between the daia center componenis fo fit into a limited
number of configurations.  However, for increasingly complex data centers, the

number of possible connection configurations Yor various components is so farge that
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in many situations, it is nof possible {o develop a mass-termination implementation

that satisfies enough configurations to be practical.

[0010]  In different contexts, for example, power conneclivity {(e.g., discovering
which server is plugged into which power circuit), some solutions may provide a way
for one end of a cable 1o communicate an identifier to the other end of the cable.
However, many of these solutions require a “side-band” communication link {e.g., a
serial link) solely for the purpose of connection discovery. Side-band means, in short,
that an additional link is required beyond the main link use for the primary purpose of
the connection {e.q., power, data communication, etc.}. Often these solutions require
additional safeguards to ensure that the side-band link does not interfere with the

main link, which adds cost, among other drawbacks.

[0011] Some example circuils are capable of communicating “extra® information
over a cable, during normal data communication by altering the amplitude of a logic
1.

[0012]  The present disclosure describes discovering connection of passive cables,
for example, a passive cable that connecis a first subsystem and a second
subpsystem. Each subsysiem may include a signal driver/receiver {e.g., an “off the
shelf” signal driverfreceiver) that has various low-level power up/down controls
{e.g.. an enable/disable input, a loss-of-signal output, efc.). The present discloswre
describes accessing these low-level power up/down controls to perform physical
layer communication over the passive cable, for example, over the same lines of
the cable thal are used for normal dala communication {i.e., in-band). Such
physical layer communication may be performed before normal data
communication commences over the passive cable. Via this low-level
communication, the subsystems may exchange unique |Ds associated with their
respective signal driverfreceivers. Then, each subsysiem may send ifs local
unigue ID and the received remote unique D to a high-level management tool
(HLMT) such that the HLMT can discover that the first subsystem and second

subsystem are connecled via the passive cable.
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[0013] Because existing signal driverfreceivers are used to drive signals over
the passive cable, no active cable is required. Thus, no additional component or
circuitry is needed 1o read a tag on an active cable. Nor is any additional piece of
test equipment needed o drive an endpoint identifier over the cable for connection
discovery purposes. in the present disclosure, it may be the case that the low-level
signals in the signal driver/receiver are available “off the shelf” and these low-level
sighals may be accessed {o drive sighals over the cable. Thus, as fong as a
subsystem includes a single driver/receiver, it may take advantage of the solutions
described herein. Siill, even though an active cable is not required, by the
exchange of identifiers (described in detail below}, a high-level management {ool is
able {0, in effect, create a single connection identifier for each end of the passive

cable, and then compare these fo determine that a connection exists.

[0014] FiG. 1 is a block diagram of an example system 100 for discovering
connection of passive cables. System 100 may include two or more subsystems, and
it may be desirable to connect a particular two of the subsystems {e.g., 110, 120} with
a passive cable 140 such that the two subsystems can communicate with each other
{e.g., network type communications). System 100 may include an administrator 130
that may be connected to any number of the subsystems in system 100, for example,
to at ieast subsystem 110 and 120 as shown in FIG. 1. In some exampies, system
100 may include a single enclosure {e.g., rack, chassis, eic.), and in other
examples, system 100 may include multiple enclosures {e.g., with some
subsystems in one enclosure and other subsystems in another enclosure). In the
example of mulliple enclosures, a single administrator {e.g., 130} may stlill be
connected to and may still manage the multiple subsystems of system 100. i the
example of multiple enclosures, a subsysiem in one enclosure may still be
connected (e.g., with a passive cable such as 140) to a subsysiem in ancther

enclosure.

[C015]  Administrator 130 may be a computing device (e.g., a computing board or

a module that plugs info a section of an enclosure such as a chassis) that allows for
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management of multiple subsystems from a common focation, or even remotely.
Administrator 130 may include #s own processor and machine-readable storage
medium for sioring instructions executable by the processor. Administrator 130
{e.g., in conjunchon with various local management processors such as 114 in the
subsystems) may allow for performing various tasks with respect to the subsystems,
for example, power up, reset, mounting drives, log viewing, and many more. In some
exampies, administrator 130 may be an onboard administrator. Administrator 130
may include a high-level management tool (HLMT) 132 that provides the bulk of the
management functionalities just mentioned. HLMT 132 may include instructions
{e.g., stored on the machine-readable storage medium) that, when executed {e.g.,
by the processor), implement the functionality of the HLMT. Alternatively or in
addition, HLMT 132 may include electronic circuilry {i.e., hardware} that

implements the functionality of the HLMT.

[0016] Subsystem 110 may be any type of computing device or muitiple
computing devices that are in communication with each other {e.g., via at ieast one
connector or network) and are presented as a unified subsystem. Examples of
subsystems include servers {e.g., blades), enclosures {e.g., chassis, racks},
swilches {and other networking components) and various other subsystems. Each
subsystem of sysiem 100 may be similar in many respects to subsystem 100.
Thus, for simplicity, for the maost part, only subsystem 100 will be described as an
example subsystem, and it should be understood that other subsystems (e.q., 120)

may inciude similar components and may operate in a similar manner.

[0017] Subsystem 110 may incilude a signal driver/receiver 112. Subsystem 110
may include a connection discovery engine 115, for exampie, implemented in a local
management processor 114, it should be understood, however, that in other
exampiles, conhection discovery engine 115 may be implemented elsewhere, for
exampie, in signal driver/receiver 112. In the examples where connectlion discovery
engine 115 is implemented in local management processor 114, as shown in FIG. 1,

signal driverfreceiver 112 may be in communication with local management
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pracessor 114, for example, via various VO and chipset interconnects 118. In this
example, via local management processor 114, signal driver/receiver 112 may be in
communication with administrator 130 {and with high-level management tool 132). 1t
should be understood that signal driverfreceiver 112 may be iy communication with
administrator 130 via some other path {e.g., circuils, interconnects, etc.) that does not

go through a local management processor.

[0018] Local management processor 114 may be any type of management
processor, for example, such as integrated lights-out (iLO), lights out manager or
other type of out-of-band manager. Local management processor 114 may allow
an administrator (e.g., 130) to perform various tasks with respect {o the particular
subsystem 110, for example, power up, reset, mounting drives, log viewing, and
many more. Local management processor 114 may include its own processor and
machine-readable siorage medium for sioring instructions executable by the
processor. Local management processor 114 may be connected to signal
driverfreceiver 112 {e.g., via VO and chipset inierconnects 118} Local
management processor 114 may {e.g., via firmware and/or software running on
local management processor) be able to “see” signhal driverfreceiver 112, and may
be able 1o access certain low-level power up/down controls of signal driverireceiver

112. These low-level controls are described it more detail below.

[C018]  Signal driverfreceiver 112 may be connected to passive cable 140, for
example, via connector 116. Conneclor 116 may be a passive connector whose

main purpose may be for mechanical cable connection.

[0020] Passive cable 140 may also be connected {(e.g., manually by a data
center operator) to another signal driverfreceive (e.g., 122} in another subsystem
{e.g., 120). Passive cable 140 may inciude at least one “line” {e.g., fiber, metal
wire, efc.), where each line provides a single-bit data conneclion. The present
disclosure will focus primarily on cable connection discovery using the same lines
of passive cable 140 thal are used for “normal data communication.” in other

words, the purpose of passive cable 140 {which connecis subsystem 110 fo
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subsystem 120) may be for the two subsysiems fo communicate dala back and
forth {e.g., network type communication). The present disclosure may use these
same lines that are used for normal data communication for discovering that
passive cable 140 has been connecled between two subsystems {(e.g., 110, 120).
Thus, this type of connection discovery may be referred to as “in-band,” as opposed
to out of band where additional {ines or paths may be added {o support connection
discovery. More broadly, this in-band concept may continue beyond the passive
cable 140 itself. There may be a data communication path {e.g., 141 in FIG. 1), used
for normal data communication, between signal driverfreceiver 112 and signal
driverfreceiver 122. This path may include at least one line in passive cable 140 and
also associated lines at the inputfoutpul of the signal driverireceivers and their
associated connectors {e.g., 118). This same data path may be used for the low-

level communications that are used for connection discovery, as described herein.

[0021] Passive cable 140, in various examples, may be different types of passive
cables. For exampie, cable 140 may be an optical cable, in which case each line
may be an optical fiber. Alternatively, passive cable 140 may include at least ohe
metal line, for example, made of copper or other conductive metal. The type of
passive cable used may defermine what type of signal driverfreceiver {e.g., 112} is

used.

[0022]  Signal driverfreceiver 112 is able to drive signals {e.g., electrical signals,
optical signals, efc.) across the at least one line of passive cable 140 and is able fo
detect signals sent {o it across passive cable 140. If passive cable 140 is electrical
{e.g., with metal lines), signhal driverfreceiver 112 may be an electrical signal
driverfreceiver. Iif passive cable 140 is optical, signal driverireceiver 112 may be an
optical signal driver/receiver such as, for example, an electrical/optical engine {EQ
engine}. An EO engine is a computer circuit that drives and receives optical
signals, and may alsc convert electrical sighals to optical signhals and vice versa,
for example, to interface between an oplical passive cable (e.g., cable 140) and a

larger electrical circuit.
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[0023]  Signal driverfreceiver 112 may include its own processar and machine-
readable storage medium for storing instructions executable by the processor. I
some examples of the present disclosure {e.g., such as where comnection
discovery engine 115 is implemented in a local management processor 114},
sighal driver/receiver 112 may be more or less “off the shelf.” Here, off the shelf
means that whalever signal drivetifreceive is in subsystem 110 may be used {o
implement the solutions described herein without modification, as long as the
signal driverireceive meetls some requirements (see discussion of low-level power
up/down controls below}. This is, in fact, a significant benefit of the present
disclosure, that existing signal driverfreceivers {e.g., commonly used signal
driver/receivers) and existing passive cables {e.g., commonly used passive cabies)

can be used o implement the solutions described herein.

[0024]  Signal driverfreceiver 112 may provide some low-level power up/down
controls. These low-level controls may be hardware pins that are accessible
external or internal to sighal driverireceiver 112. In other examples, these low-level
controls may not be directly associated with particular hardware pins. Via these
controls, other components of subsystem 110 {e.g., local management processor
114} may be able to cause signal driverfreceiver 112 {o power up or powsr down.
Additionally, via these controls, other components of subsystem 110 may be able
to determine when signal driverfreceive 112 is or is not receiving any sort of signal
at its input/outpul. This input/output, in the example of FIG. 1, is depicted where
signal driverfreceiver 112 connects, e.g., via connector 118, {o passive cable 140.
In some examples where connection discovery engine 115 is implemented in
sighal driverireceiver 112, these low-level controls may be accessed from within
signal driver/receiver 112 by connection discovery engine 115. 1t should be
undersiood that the low-level power up/down controls, as referred to herein, are not
limited {o any type of physical control pins or the like. instead, they should be

interpreted as any manner for twmning the sighal driverfreceiver on and off, and
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detecting the same. Thus, the use of the term “control” or the like shouid not be

construed as limiting.

[0025]  Signal driverfreceiver 112, when it is powered up, but before normal data
communication starts, may provide some sort of signal at i{s ocutput. Such a sighal
may be a continuous logic 'Y’ (high power siate). Other power-on signal options
are possible. Signal driver/receiver 112, when it is powered down or off, may
provide no sighal, for example, Zero power at ifs output. Zero power may be a
lower power level than the logic ‘0" used during normal data communication. Other
power-off sighal oplions are possible. At feast one of the low-level power up/down
controls {e.g., an “enable” control or a “disable” control) may be used to power up
sighal driverlreceiver 112, thus causing a cerfain signal {e.g., continuous logic '1°)
or may be used to power down signal driver/receiver 112, thus causing a no signal
{e.g., zero power). As one example, at ieast one of these low-level power up/down
controls may be used to modulate or toggle signhal driverireceiver 112 between a
high power and zero power output state, in order to send signals {e.g., & muiti-bit
message or identifier) over at least one line of passive cable 140. One example
benefit of modulating bebtween a high power and zero power state is that this does
not required the discrimination of two relatively close logic voltages {i.e., logic 'V
versus logic ‘07, like those used for normal data communication. Another example
benefit is that the same power level threshold detection circuits in the signal
receiver that are used to detect loss of signal may be reused. Another example
benefit is that an unmodified signal driver may be used for both normal data
communication and for sending unique 1Ds. in one example, local management
processor 114 (e.g., via connection discovery engine 115) may cause the
modulation described above. In other examples, a connection discovery engine

implemented in sighal driverireceiver 112 may cause such modulation.

[0026] Such a modulated signhal may be interpreted by the amounts of time that
the power level of a line is high power vs. zero power, for example. Thus, in effect,

at least one line of passive cable 140 may act as a serial communication line where
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the high power state is a logic "1’ and the zero power state is a logic ‘0", In order
for signals {o be sent and received in the serial mamner described, each end of the
passive cable {(e.g. in connection discovery engine 115) may need {o use &
common sighal cycle time so that it can be determined how many ‘0" and "1’ bits
are sent over a certain timeframe, in order to genherate and decipher a muili-bit
message or identifier {e.g., the beacons and unigue IDs discussed herein). 1t
should be undersiood thal this high-power and Zero-power communication
“protocol” may be used during cable connection discovery only, and different power

levels and profocols may be used during normal data communication.

[0027]  Signal driverfreceiver 112, when no sighal {Zero power) is present at is
input, may assert or de-assert {depending on configuration) at least one of the low-
level power up/down confrols {e.g., a loss-of-signal {(LOS} confrol}. As one
example, at least one of these low-level power up/down controls may be used to
monitor the timing of transitions between when no signal {zero power) is present at
its input and when there is a signal. in this manner, even before normal data
communication over passive cable 140 begins, at ieast one of these low-level
power up/down controls may be used 1o receive sighals over at ieast one line of
passive cable 140. For example, if signal driverfreceiver 112 is used to {oggled
between a high power and no power stale {o send a signal {as described above),
then signal driverfreceiver 122 may be used to receive this sighal by monitoring the
timing of transitions between when no signal (zero power) is present at its input and
when there is a signal, and likewise if signal driverfreceiver 122 sends a signal to
signal driverfreceiver 112. in one example, iocal management processor 114 {e.g.,
via connection discovery engine 118) may monitor such transitions to receive
signals. In other examples, a connection discovery engine implemented in signal

driver/receiver 112 may monitor such transitions to receive signals.

[0028] As mentioned herein, passive cable may include onhe line or mulliple
lines. In various examples with multiple lines, the low-level power up/down controls

of the sighal driverfreceiver may control or drive these multiple lines in various
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ways. For example, a single enable or disable control may cause the signal
driver/receiver to control all the lines at once {e.g., all swilching to high power or no
power together). Alternatively, each line may be controlled separately. For
example, a signal driverfreceiver may have an enable or disable register with
enough bits to account for each line. Various other ways of controlling multiple
lines may exist as well. Likewise, a loss-of-sighal (LOS) control may make a
“signal lost” determination for all of the lines together (e.g., all lines must have a
loss of signal, or any one of the lines has a loss of sighal). Alternatively, each line
could have its own LOS control. For simpilicity, various descriptions hersin may
refer to a single enable or disable control and a single LOS confrol which
presumably control or interpret all the lines together. However, it should be
understood that other coniemplated embodiments cover these other conirol

situations just described.

[0028] The descriptions provided above of using low-level power up/down
controis {c send and receive signhals is an example of communicating via the
physical layer. The term “physical layer® {or PHY} refers to part of the Open
Systems interconnection {OSI} model, which is a model that characterizes and
standardizes the internal functions of communication systems. The physical layer
of the OS] model is the first or lowest layer. The physical layer consists of the basic
networking hardware transmission technologies of a network. The physical layer
defines the means of transmitling raw bits rather than logical data packets over a
physical link. in the above examples, because jow-level power up/down controls are
used to send signals by powering up and power down signal driverfreceiver 112,
such signals are sent without regard to whatever communicalion protocol the signal
driver/receiver 112 uses once it is operating in #is normal data communication
mode. This is a significant benefit of the present disclosure, that the solutions
described herein may be used {o discover when passive cables are connected,
irrespective of the communication protocol used by the signatl driverfreceiver during

its normal data communication mode.
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[0030] Connection discovery engine 115 may access the low-level power
upfdown controls of signal driver/receiver 112 described above. Conneclion
discovery engine 115 may be implementead in local management processor 114, in
which case, connection discovery engine 115 may access the low-level conirols via
local management processor 114. in alternate embodiments, connection discovery
engine 115 may be implemented in signal driver/receiver 112 and may access the
low-level power controls internal to signal driverfreceiver 112, Thus, in these
embodiments, these low-level controls may not need to be accessible external o
the signal driverfreceiver 112 {e.g., no external connections}. In yet other
embodiments, connection discovery engine 115 may be implemented in other
locations, for example, in high-level management iool 132, or elsewhers in

subsystem 110.

[0031] Connectlion discovery engine 115 may include instructions {e.g., stored
on a machine-readable storage medium) thal, when executed by a processor,
implement the funclionalily of connection discovery engine 115. Such machine-
readable slorage medium and processor may be the ones located in local
management processor 114, e.g., in the example where connection discovery
engine 115 is implemented in local management processor 114. Allernatively,
such machine-readable storage medium and processor may be the ones located in
signal driverfreceiver 112, e.g., in the example where connection discovery engine
115 is implemented in signal driverfreceiver 112, Alternatively, such machine-
readable storage medium and processor may be yel other ones, for example,
located in administrator 130 or elsewhere in subsysiem 110. In some examples,
instead of, or in conjunction with, connection discovery engine 115 being
instructions executed by a processor, conneclion discovery engine 115 may
include electronic circuitry {i.e., hardware} thal implements the functionality of

connection discovery engine 115,

[0032] Connection discovery engine 115 may be responsible for causing low-

level power up/down controls of signal drivetifreceiver 112 to modulate to send
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signals {for cable connection discovery purposes) and o monilor timings of
transitions on low-level power up/down conirols 1o receive signals. In order fo
provide a clearer description of connection discovery engine 115, various
descriptions herein may refer to the connection discovery engine 115 “sending”
and ‘receiving.” It should be understood that in order fo send and receive,
connection discovery engine 115 may modulate these low-level controls (send) and
monitor timings of transitions on these low-level controls {receive). Additionally, it
should be undersiocod that sending refers o causing one signal driverfreceiver
{e.g., 112} to send signals {e.g., muiti-bit messages or identifiers) over passive
cable 140 to another signal driverfreceiver {e.g., 122} in another subsystem, and

likewise in reverse for receiving.

[0033] Connection discovery engine 115 may send a unique identifier {iD) (i.e.,
local unique iD) associated with signal driverireceiver 112. Likewise, connection
discovery engine 115 may receive a unique 1D {i.e., remote unique ID) associaled
with another signal driverireceiver {e.g., 122} in another subsystem connected by
passive cable 140. in other words, subsystems 110 and 120 {via their connection
discovery engines} may exchange local unique 1Ds. These IDs may be used to
produce, on each end of cable 140, a single connection identifier that indicates the
connection of subsystem 110 {o subsystem 120. Then, high-level management
tool 132 may compare the single connection identifiers from subsystem 110 and
subsystem 120 to determine that these two subsystems are connected {by passive
cable 140). More details about creating this single connection identifier are

provided below.

[0034] Connection discovery engine 115 may determine the local unique ID in
various ways. For example, if may query signal driverfreceiver 112 for this ID. In
these examples, signal driverfreceiver 112 may need to be able {o store and
communicate a unigue 1D {o other components of subsystem 110. Various “off the
shelf® signal driverfreceivers may have this capability. Connection discovery

engine 115 may communicate its local unigue |D and the received remote unigue
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1D to high-level management tool 132 (e.g., via local management processor 114).
Connection discovery engine 115 may send these IDs as the single connection
identifier, or the single connection identifier may be created in HLMT 132 after

receiving the local and remeote unique iDs.

[0035]  High-level management fool (HLMT) 132 may receive or create a single
connection identifier for each end of cable 140 (i.e., for subsystem 110 and
subsystem 120). The single connection identifiers uniguely identify the connection
of subsystem 110 to subsystem 120. The single connection identifier may be
created by combining the local unique 1Ds of each subsystem {(each associated
with the signal drivetireceiver in each subsystem). For example, for subsystem
110, HLMT 132 may receive, from connection discovery engine 115, a local unique
ID and a remote unique ID, and may concatenate these two {Ds to create a first
single connection identifier. Then, for subsystem 120, HLMT 132 may receive,
from the connection discovery engine in subsystem 120, a local unique 1D and a
remote unique D, and may concatenate these two IDs to create a second single
connection identifier. HLMT 132 may then compare the first and the second single
connection identifier, and i they match, HLMT 132 may determine that subsystem

110 is connected to subsystem 120 {by passive cable 140).

[0038] In order fo perform matching of single connection identifiers, HLMT 132
may flip the local and remote unique 1Ds received from one of the subsystems. For
example, if HLMT 132 receives, respectively, local and remote {Ds of “123” and
*789" from subsystem 110, and receives, respectively, local and remote {Ds of
“789" and *123" from subsystem 120, HLMT may need to flip the 1Ds from one of
the subsystems, for example, 1o get a consistent ID ordering. Thus, for example,
HLMT could flip the I1Ds received from subsystem 120 {o get “123785," and then
the single connection identifiers would match. Such concatenation and/or 1D
flipping described above could be done either in HLMT 132 or in the subsysiems
before sending to HLMT. Other manners of discovering a maich given potentially

different orderings of unigue ideas maybe used as well.
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[0037] Connection discovery engine 115 may also send connection probes or
‘beacons” using the same low-level conirols described above.  Likewise,
connection discovery engine 115 may receive connection probes or “beacons”
using the same low-level controls described above. Beacons may be used {o
determine that there is “something” connected on the other end of passive cable
140. A conneclion discovery engine {e.g., 115} may delermine thal another
subsystem is connected over passive cable 140 before it begins the routine of
exchanging unigue local IDs. In some examples, as soon as subsystem 110
{specifically, connection discovery engine 115 and signal driverireceiver 112) is
powered up, it may automatically start to send beacons and start to listen for
beacons. Even when subsystems are started up, beacons may not successfully
travel between subsystems, for example, if passive cable 140 is not yet connected.
However, the process of sending and listening for beacons may continually run
such that it is ready to send and receive beacons when cable 140 is connected.
Thus, as scon as passive cable 140 is connected between subsystem 110 and

120, sach subsysiem may start {o send and receive beacons.

[0038] In some situations, signal driverfreceiver 112 may be sending beacons
while there is no subsystem connected to the other end of passive cable 140, in
these situations, if signal driverireceiver 112 is optical (e.g., an EO engine) and if
passive cable 140 is optical, as beacons are seni, light or laser beams may be
shooting out of the non-connected end of passive cable 140. There is a risk that
these light or laser beams may be damaging {o humans, for example, to eves.
Thus, in some optical examples, the beacons (and perhaps other types of sighals)
may be low power. A low power optical sighal may be created by modulating the
signal driverfreceiver {e.g., between high power and zero power) such that the
amount of time that the high power state is on is limited. For example, beacons
may be created by using a simple toggling pattern for several bit imes. An optical

sighal could also be limited in power by limiting the number of lines {in a multi-line



WO 2016/007133 PCT/US2014/045679

16

cable) that are high power al any one time. In short, in some embodiments, low

power optical beacons may be used.

[0038] Fi5. 2 s a block diagram of an example system 200 capable of
discovering connection of passive cables. System 200 may be similar to system 100
of FIG. 1. System 200 may include a first subsystem 210 {e.g., similar to subsystem
110} and a second subsystem 220 (e.g., similar to subsystem 120}). Subsystem 220
may be substantially similar {o subsystem 210; therefore, system 210 only may be
described as an example. Subsystems 210 and 220 may be connecled {or
comnectable) by a passive cable 240 {e.g., similar to passive cable 140). System 200
may include a high-Jevel management {ool (HLMT) 232 {e.g., similar to HLMT 132).
HLMT 132 may be in communication with subsystem 210 and with subsystem 220, in

particular, with the connection discovery engine {e.g., 215) in each subsystem.

[0040] Subsystem 210 may include a signal driver/receiver 212 {e.g., similar to
112} and a connection discovery engine 215 {e.g., similar fo 115 of FIG. 1). Signal
driverfreceiver 212 is capable of sending and receiving data and sighals over
passive cable 240. As described above, sighal driverfreceiver 212 can send and
receive data in a “normal data communication” mode and can send and receive
signals outside of normal data communication mode using low-level power
up/down controls. Conneclion discovery engine 215 may access low-level power
up/down controls of signal driverfreceiver 212 {o cause signais to be sent ouitside of
normal data communication mode (i.e., via physical layer communication, as
described above), fo send and receive unique iDs. Specifically, connection
discovery engine 2156 may cause a local unique ID of the particular signal
driverfreceiver to be sent over passive cable 240, as shown by label 252 in FIG. 2.
Additionally, connection discovery engine 215 may receive, over passive cable
240, a remote unigue D of the sighal driver/freceiver in the other connected
subsystem, as shown by label 254. Conneclion discovery engine 215 may also

send the local unigue ID and the remote unique ID to high-level management tool
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232, such that HLMT 232 may determine that subsystem 210 and subsysiem 220

are connecled via passive cable 240, as described in more detail above.

[0041] FIG. 3 is a flowchart of an example method 300 for discovering connection
of passive cables. Method 300 may be described below as being executed or
performed by a system, for exampie, system 100 of FIG. 1 or system 200 of FIG. 2.
Other suitable systems may be used as well. Method 300 may be implemented in the
form of execuiable instructions stored on at least one machine-readable storage
medium of the sysiem and executed by at least onhe processor of the sysiem.
Alternatively or in addition, method 300 may be implemented in the form of elecironic
circuitry (e.g., hardware). In allernate embodiments of the present disclosure, ohe or
more steps of method 300 may be executed subsiantially concurrently or in a
different order than shown in FIG. 3. In alternate embodiments of the present
disclosure, method 300 may include more or less steps than are shown in FIG. 3. In
some embodiments, one or more of the steps of method 300 may, at certain times,

be ongoing and/or may repeat.

[C042] Method 300 may start at step 302 and confinue to step 304, where
components of the system (e.q., 100 or 200) may power up or reset. in particular, a
first subsystem (e.g., 110 or 210) and a second subsystem {e.g., 120 or 220) may
power up or resel. Note 305 shown in FIG. 3 indicates that the remainder of the
steps (related to connection discovery) in method 300 may occur before normal data
communication occurs {e.g., data communication over passive cable 140 that is
related o the uiltimate purpose of passive cable 140). Note 307 shown in FIG. 3
indicates that steps 304 to 312 occur on each of at least two subsystems {e.g., 110
and 120; or 210 and 220), for example, primarily in the connection discovery engine
of each subsysiem. For simplicity, steps 304 to 312 will be described with regard o
just one of these subsystems (first subsystem), but it should be understood that the

other subsystem (second subsystem) may proceed in a similar manner.

[0043] Al step 308, the first subsystem {e.g., 110, via connection discovery engine

115; or 210 via connection discovery engine 215) may probe for a connection {via the
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passive cable) with another subsystem. Such probing may be done using beacons
as described above, where such beacons may be sent and received using the low-
level power up/down controls. At step 308, the first subsystem may determine that a
connection with the second subsystem exisis. At step 310, the first subsystem may
send its local unigue D to the second subsystem. Such sending of the local unique
ID may be done, as described above, using the low-level power up/down controls. At
step 312, the first subsysiem may receive the remote unigue 1D of the second
subsystem. Such receiving of the remote unique ID may be done, as described
above, using the low-level power up/down controls. it should be understood that
steps 310 and 312 may occuyr in an opposite order, for example, depending on which
subsystem ({first or second) successfully confirms a probe or beacon first.  For
exampie, if the first subsystem receives and confirms a beacon from the second
subsystem before the opposite situation, then the first subsysiem may send its local
unigue 1D first, and the second subsystem may receive the remote local ID first, and

then respond by sending its local unigue 1D.

[0044] At step 314, the first subsystem {and the second subsystiem as well) may
send its local unique ID and the received remote unigue ID to a high-level
management tool (HLMT) (e.g., 132). For example, as described above, these IDs
may be sent via a local management processor in the subsystem or otherwise. At
step 316, the HLMT may analyze the iDs from each of the first and second
subsystem to delermine that the subsystems are connected {(via the passive cable).
Such a determination may be made in a manner similar to that described above, for
example, by concatenating local and remote iDs sent from each subsysiem to creale
a single connection identifier for each subsystem (e.g., flipping the local and remote
{Ds for one of the subsystems), and then comparing the single connection identifiers
(see example 317 of FIG. 3). Method 300 may eveniually continue to siep 318,

where method 300 may stop.

[0045] FIG. 4 is a flowchart of an example method 400 for discovering connection

of passive cables. Method 400 may be described below as being executed or
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performed by a system, for example, system 500 of FIG. §, system 100 of FIG. 1 or
system 200 of FIG. 2. Other suifable sysiems and/or compuling devices may be
used as well. Method 460 may be implemented in the form of executable instructions
stored on at least one machine-readable storage medium of the system and executed
by at least one processor of the system. Alternatively or in addition, method 400 may
be implemented in the form of electronic circuitry {e.g., hardware). in alterhate
embodiments of the present disclosure, one or more steps of method 400 may be
executed substantially concurrently or in a different order than shown in FIG. 4. In
alternate embodiments of the present disclosure, method 400 may include more or
less steps than are shown in FiG. 4. In some embodiments, one or more of the steps

of method 400 may, at certain times, be ongoing andfor may repeat.

[0046] Method 400 may start af step 402 and continue to step 404, where the
system may access controls of a signal driverfreceiver in a first subsystem, wherein
the signal driverfreceiver is capable of sending and receiving data and signals over
a passive cable to a connected second subsystem. Al step 406, the system may
send a local unigue 1D of the signal driver/receiver of the first subsystem over the
passive cable {o the second subsysiem. At step 408, the system may receive, over
the passive cable, a remote unique ID of a signal driverfreceiver in the second
subsystem. The sending and receiving may be performed via physical layer
communication using the confrols. The local unique iD may be sent and the
remote unique 1D may be received over the passive cable “in-band”, using af least
one line of the passive cabile that is also used to send and receive data during
normal data communication. Al step 410, the system may communicate the local
unigue 1D and the remote unique D to a high-level management tool. The first and
second subsystem may each be connected fo the high-level management tool.

Method 400 may eventually continue to step 412, where method 400 may stop.

[0001] FIG. 5 is a block diagram of an example system 500 for discovering
connection of passive cables. System 500 may be similar to system 100 of FIG. 1,

for example. In some examples, the system may include a first subsystem and a
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second subsysiem connecled to each other {or connectable) by a passive cable. In
the embodiment of FIG. 5, system 500 includes a processor 510 and a machine-
readable storage medium 520. These may be located in the first subsystem, for

exampie.

[0002] Processor 510 may be one or more central processing units {CPUs),
microprocessors, and/or other hardware devices suitable for relrieval and execution
of instructions stored in machine-readable storage medium 520. In the particular
embodiment shown in FIG. 5, processor 510 may felch, decode, and execute
instructions 522, 524, 526, 528 to discover connection of passive cables. As an
alternative or in addition to refrieving and executing instructions, processor 510 may
include one or more electronic circuils comprising a number of electronic components
for performing the functionality of one or more of the instructions in machine-readable
storage medium 520. With respect to the exscutable instruction representations {e.g.,
boxes) described and shown herein, it should be understood that part or all of the
executable instructions andfor electronic circuits included within one box may, in
alternate embodiments, be included in a different box shown in the figures or in a

different box not shown.

[0003] Machine-readable storage medium 520 may be any electronic, magnetic,
optical, or other physical storage device that stores executable instructions. Thus,
machine-readable storage medium 520 may be, for example, Random Access
Memory (RAM), an Electrically-Erasable Programmable Read-Only Memory
{EEPROM), a storage drive, an optical disc, and the like. Machine-readable storage
medium 520 may be disposed within system 500, as shown in FIG. &, In this
situation, the executable instruclions may be “installed” on the system 500.
Alternatively, machine-readable storage medium 520 may be a poriable, external or
remote storage medium, for example, that allows system 500 to download the
instructions from the porlable/externalfremote siorage medium. In this situation, the

execuiable instructions may be part of an “instaliation package”™ As described herein,
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machine-readable storage medium 520 may be encoded with executable instructions

for discovering connection of passive cables.

[0004] Referming fo FIG. 5, low-level power up/down controls accessing
instructions 522, when executed by a processor {e.g., 510}, may cause system 500 {o
access low-level power up/down controls of a signal driverfreceiver in a first
subsystem. The signhal driverireceiver may be capable of sending and receiving
data and sighals over a passive cable to a connected second subsystem. Beacon
sending instructions 524, when executed by a processor {e.g., 510}, may cause
system 500 to send, via the signal driver/receiver, beacons {o the first subsystem
over the passive cable to the second subsystem. Beacon receiving instructions
526, when executed by a processor {e.g., 510}, may cause system 500 to receive,
via the signal driverfreceiver, beacons from the second subsystem over the passive
cable. The sending and receiving may be performed via physical layer

communication using the low-level power up/down controls.
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CrLaims

1. A system capable of discovering connection of passive cables, the sysiem
comprising:

a first subsystem and a second subsystem, connectable to each other via a
passive cable, each connected to a high-level management tool, and each
including:

a signal driverireceiver capable of sending and receiving data and
signals over the passive cable; and
a connection discovery engine o access low-level power up/down
controls of the signal driverfreceiver to, via physical fayer communication:
send a local unique identifisr {ID) of the particular signal
driver/receiver over the passive cable; and
receive, over the passive cable, a remote unique 1D of the
signal driverfreceiver in the other connected subsystem,
wherein the conneclion discovery engine is further to send the
local unique 1D and the remote unique iD 1o the high-level

management tool.

2. The system of claim 1, wherein the signal driverfreceiver is an

electrical/optical {EQ) engine and the passive cable is a passive oplical cable.

3. The system of claim 1, wherein the connection discovery engine sends the
local unigue D and receives the local unique 1D before normal data communication

begins between the first and the second subsystem over the passive cable.

4. The system of claim 1, wherein the local unigue ID is sent and the remote
unique {D is received over the passive cable in-band, using at least one line of the
passive cable that is also used to send and receive data during normal data

communication.
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5. The system of claim 1, wherein 1o send the local and remote unique iDs, the
connection discovery engine is further o modulate at least one of the low-level
power up/down controls or monitor times of ransitions on at least one of the low-

level power up/down controls.

5. The system of claim 1, wherein fo send the local and remole unigque {Ds, the
connection discovery engine is further o modulate at least ohe of the low-level
power up/down controls to cause the signal driverfreceiver {o change between a

high power output and a zero power output.

7. The system of claim 6, wherein the high power sutput is the same logic 't
used by the signal driverfreceiver for normal data communication, and wherein the
zero power output is a lower power level than the logic ‘0" used by the signal

driverireceiver for normal data communication.

8. The system of claim 1, wherein the connection discovery engine of each of
the first and second subsystem is located in a local management processor of each

subsystem.

g. The system of claim 1, further comprising a high-level management tool {o
compare the unique iDs received from the first subsystem {o the unique iDs
received from the second subsystem to discover that the first subsystem and

second subsystem are connecled via the passive cable.

10.  The system of claim 9, wherein to compare the unigue 1Ds received from the
first and second subsystems, the high-level management ool concatenates the
local unique 1D and the remole unique D received from the first subsystem, flips
the local unigue 1D and the remote unique 1D received from the second subsystem
and then concatenates them, and then compares the concatenated 1Ds from each

subsystem.
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1. A method of discovering connection of passive cables, the method
comprising:

accessing controls of a signal driverfreceiver in a first subsystem, wherein
the signal driver/receiver is capable of sending and receiving data and signals over
a passive cable {o a connected second subsystem;

sending a local unigue ID of the signal driverfreceiver of the first subsystem
pver the passive cable 10 the second subsystem;

receiving, over the passive cable, a remote unique 1D of a signal
driver/receiver in the second subsystem,

wherein the sending and receiving are performed via physical layer
communication using the controls, and wherein the local unigque ID is sent and the
remote unique 1D is received over the passive cable in-band, using at least one line
of the passive cable that is also used {o send and receive data during normal data
communication; and

communicating the local unique 1D and the remote unique D o a high-lsvel
management tool, wherein the first and second subsystem are each connected {o

the high-level management tool.

12. The method of claim 10, wherein the accessing, sending, receiving and
communicating occur before normal data communication begins between the first
and the second subsystem over the passive cable, wherein normal data
communication is when data is being sent or received for the primary purpose for
which the passive cable connection between the first and second subsystems

exisis.

13. The method of claim 10, further comprising, in the high-level management
tool:
creating a first single connection identifier for the first subsystem based on

the lecal unigue D and the remote unique 1D;
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creating a second single connection identifier for the second subsystem
based on a local unique 1D and a remote unigue 1D sent by the second subsystem;
and

compatring the first and second single connection identifiers to discover that

the first subsystem and second subsystem are connected via the passive cable.

14. A machine-readable slorage medium encoded with instructions for
discovering connection of passive cables, the instructions execuiable by a
processor of a system o cause the system to:

access low-level power up/down controls of a signal driver/receiver in a first
subsystem, wherein the signal driverfreceiver is capable of sending and receiving
data and signals over a passive cable to a connected second subsystem;

send, via the signal driver/receiver, beacons to the first subsystem over the
passive cable to the second subsystem; and

receive, via the signal driverfreceiver, beacons from the second subsystem
over the passive cable,

wherein the sending and receiving are performed via physical layer
communication using the low-level power up/down controls, and wherein the
beacens are used to determine that seme device is connected on the other end of

passive cable.

156. The machine-readable storage medium of claim 14, wherein to send the
beacons, the instructions are executable by the processor to further cause the
system to modulate at least one of the low-level power up/down controis to cause
the signal driverfreceiver to change between a high power output and a zerp power
output, wherein the high power oulput is the same logic '1 used by the signal
driver/receiver for normal data communication, and wherein the zero power output
is a lower power level than the logic ‘0" used by the sighal driver/receiver for normat

data communication.
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