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(57) A method of distributing a key to encrypt data for

storing on a removable data storage item in a 2\D<):
data transfer device library, the library o LIBRARY

ol . CONTROLLER ~
comprising a controller 10 having a key (————

associated therewith and being connected to a 2— 2 iy 23 2%- rz‘;
plurality of data transfer devices 2 each being }[ |7 1\\ ) 7
operable to transfer data to a removable data FIRMWARE MEMORY WCRYPT; |—29
storage item (not shown) and having a key store NEMoRY (=) CONTROULER BUFFER @
29, the method comprising: providing the key for - ﬁ ﬁ P —— .
the library to the controller; the controller INTERFACE P Reaoer ||
providing the key to the key store of each data “ L L i l
transfer device connected to the controller. A MBELIJ\IIROS;Y FORD@I%ER @ Riﬁmf ::E RE:E%?TE i
data transfer device library is also disclosed. | | L——=%-= -
The main embodiment relates to the library \ % .
being a tape drive library, the data transfer FIG. 2

devices being tape drives and the data storage
items being tape cartridges.
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2431250

DATA TRANSFER DEVICE LIBRARY AND KEY DISTRIBUTION

FIELD OF THE INVENTION
This invention relates to a data transfer device library and a method of key

distribution.

BACKGROUND OF THE INVENTION

Many institutions and corporations back up their data and use removable data
storage items such as tape cartridges for storage. Data are usually backed up
in a secure location such as an off-site library from where data can be restored
in the event of disaster recovery. There have been instances of company data
potentially losing its confidentiality due to the loss of backup tape cartridges. In
the event that the data on a lost tape cartridge has not been encrypted, that
data would be relatively easy for a non-authorised user to read. That situation

is undesirable.

Where the backed up data are extremely sensitive, a need is perceived to
encrypt the data and thereby improve security. Encryption technology exists
that can make the data on tape cartridges unreadable to any person without a
correct decryption key. There may be a separate encryption/decryption key. It
is difficult to manage the availability of encryption, decryption and
encryption/decryption keys, especially keys in an environment with multiple
tape drives such as a tape library.

Current encryption solutions concentrate on encrypting the data either at

source or on the wire.

The encryption at source solutions use software encryption running on the
computer to which the backup devices are attached. This has the advantage of
avoiding sending un-encrypted data over a network. However, such software-

based encryption is typically slow and can impact backup performance. Also,
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the software must have some form of associated key management so one does

not escape the problem of key management.

Encryption on the wire involves breaking the direct connection between the
writing computer and the backup device and inserting an encrypting appliance
into the break. This is generally a very expensive solution since such
encrypting appliances are expensive. There is also again the key management

issue.

SUMMARY OF THE INVENTION
The invention seeks to provide encryption in a multiple data transfer device
environment without the user needing to become involved in the complexities of

key management.

In accordance with the invention there is provided a method as claimed in claim
1.

In accordance with a further aspect of the invention, there is provided a data

transfer device library as claimed in claim 6.

BRIEF DESCRIPTION OF THE DRAWINGS
In order that the present invention may be more readily understood,
embodiments thereof will now be described, by way of example, with reference

to the accompanying drawings, in which:

Figure 1 is a schematic block diagram of a data transfer device library

embodying the present invention,

Figure 2 is a schematic block diagram of a controller and tape drives of the
library of Figure 1; and
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Figure 3 is a diagram illustrating a method embodying the present invention.

DETAILED DESCRIPTION

Referring to Figure 1, a library 1 comprises a plurality of data transfer devices 2
which are stacked in a rack 3 or otherwise physically arranged with respect to
an array 4 of storage bays 5 which contain removable data storage items 6.
There is in this example a controlled robot picker 7 operable to select a data
storage item, insert that item in a data transfer device to read from or written to
and to replace the item in a bay. A library controller 10 is operable to
coordinate operations within the library and may also be the mechanism which
controls the picker, although the operations performed by the picker may also
be performed manually. The library controller 10 has a key memory 11 to store
an encryption/decryption key together with the serial number of the library 1 (or
some other unique identifier of the library). The library key memory 11 is non-
volatile.

Referring now to Figure 2, each tape drive 2 in the library 1 comprises a host
interface 20, a controller 21, firmware memory 22, a memory buffer 23, a data
encryptor 24, a data formatter 25, a read/write channel 26, and magnetic

read/write heads 27.

With the exception of the data encryptor 24 and the software stored in the
firmware memory 22, the components of the tape drive 2 are identical to those

employed in conventional tape drives.

The controller 21 of the tape drive 2 comprises a microprocessor and executes
instructions stored in the firmware memory 22 to control the operation of the
tape drive 2. In particular, the controller 21 responds to control commands

received from the library controller 10.
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As previously mentioned, the drive 2 contains a data encryptor 24 comprising
an encryption engine 28 and a drive key memory 29 which are incorporated
into the chipset of the tape drive. The encryption engine 28 is operable to
encrypt data incoming to the tape drive with the key stored in the drive key
memory 29 before writing the then encrypted data to the tape cartridge via the
read/write channel 26 and the read/write heads 27. Conversely, the encryption
engine 28 is operable to decrypt data read from the tape cartridge with the key
stored in the drive key memory 29 before passing decrypted data to a host
computer by the host interface 20. The encryption engine 28 in each tape drive
2 relies on being supplied with the encryption key. This key is supplied by the
library controller 10.

The library controller 10 is the controller that is also used to control the
movement of the tape cartridges 6 by the robotic picker 7. There could,
however, be an incorporated or distinct other controller in the library that is
either dedicated to the task of supplying keys or provides other functionality
such as management of the library. Any existing communication path between
the tape drive and the library controller 10 may be used to pass the key to the
tape drive 2. The communication path should not, however, involve the host
interface 20 of the tape drive 2 so as to provide no opportunity for snooping the
key via that route.

The method of key distribution is as follows and as illustrated in Figure 3.
Initially, the manufacturer 100 or a trusted third party (hereinafter manufacturer)
generates S1 a unique encryption key suitable for use in an encryption engine
of a tape drive to encrypt data for transfer to a tape. The generated key is pre-
programmed S2 into the library key memory 11 which lies in the library
controller. Each of these keys is unique to that particular library 1 and is stored
in the library controller key memory 11 along with the library serial number or
other unique library identifier for that library 1.
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Each library 1, comprising at least of a library controller 10 and plurality of tape
drives 2, is shipped S3 by the manufacturer 100 with the key pre-programmed
into the library key memory 11 to a user 200, usually a corporate entity.

The library manufacturer 100 or trusted third party maintains S4 a library
database 300 that matches the serial number of each library 1 to the pre-
programmed key associated with that library 1. In the optional event that the
user 200 registers their library 1 with the library database, user information will
also be appended S5 to the record for that library. User information may be
maintained in the record by the manufacturer 100 who is usually aware of the
identity of the end user. This provides a recovery solution in the case of a
disaster with the library 1. In that case, the manufacturer 100 is able to supply
S3 a replacement library 1 to the user 200 pre-programmed with the same key
for recovering the user's data. This replacement key will thus be the same as
the key used to encrypt the data on the user’s tape cartridges.

Registration of the library 1 by the user 200 is optional but there are benefits in
that the manufacturer 100 can maintain the library database 300 and cross-
check the record for that library with information derived from the user 200 -
that being library serial number and user information — and flag any
discrepancies. Upon registration of a library with the library database 300, the
manufacturer 100 may also provide acknowledgement and verification of first
use of the library 1 so as to confirm that the single key is being used to encrypt
data for that library's tape cartridges.

The step of programming S2 the key into the library 1 and maintaining the
library database 300 could be moved to a trusted third party if it was desired to
prevent the original manufacturer having access to the keys.

As a part of the normal initialisation sequence of each library (which may take

place when the library 1 is in the care of the manufacturer 100 or the user 200),
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the library controller 10 embodying the invention also writes the key stored in
the library key memory 11 into the drive key memory 29 of each of the tape
drives 2 in the library 1. This ensures that all cartridges that are written in that
library are encrypted with the same key and so may be read by any tape drive
in that library. Since the drive key memory 29 can be repopulated with the key
from the non-volatile library key memory 11, it is not essential for the drive key

memory 29 to be non-volatile.

Because such a large volume of data (all the tape cartridges in a library) are
encrypted using the same encryption key, it is prudent to use a block
encryption technique in which each block of data is encrypted using the same
encryption key but different counter values, for example, using Gallois Counter
Mode encryption. By ensuring that all tape cartridges still maintain unique key
and counter combinations, the confidentiality of the data is not compromised
even though so many cartridges are written using the same key.

Further, by providing software access to the key memory 11 in the tape library,
the key can be updated as needed. The updated key would be distributed by
the library 1 to all the tape drives 2 in the library 1. Clearly the library database
300 maintaining records of the library serial number and encryption key would

also need to be updated if the key is changed.

The main advantage of this arrangement is that lack of any key management
tasks for the user. A user may use a library using this invention in the same
way as they use a similar library with no encryption. As long as any restoring of
data is done with this library, then there is no change to existing processes.
Thus, this appeals to users who recognise the need for encryption but are not
prepared to put any effort into managing the process.

A further advantage of the present invention is that in the event that encrypted
data need to be recovered from the tape cartridges of a single library, then only
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recover the data.

The very simple key management also lessens the likelihood of creating
problems matching the appropriate key to each cartridge.

Although embodiments of the present invention have been described with
reference to a tape drive 3, it will be appreciated that the present invention is
equally applicable to other types of data transfer devices, such as optical
drives, in which data are stored to removable data storage items (e.g. CDs,
DVDs).

When used in this specification and claims, the terms "comprises” and
"comprising" and variations thereof mean that the specified features, steps or
integers are included. The terms are not to be interpreted to exclude the

presence of other features, steps or components.

The features disclosed in the foregoing description, or the following claims, or
the accompanying drawings, expressed in their specific forms or in terms of a
means for performing the disclosed function, or a method or process for
attaining the disclosed result, as appropriate, may, separately, or in any
combination of such features, be utilised for realising the invention in diverse
forms thereof.
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CLAIMS:

1. A method of distributing a key to encrypt data for storing on a removable
data storage item in a data transfer device library, the library comprising a
controller having a key associated therewith and being connected to a plurality
of data transfer devices each being operable to transfer data to a removable
data storage item and having a key store, the method comprising:

providing the key for the library to the controller;

the controller providing the key to the key store of each data transfer device

connected to the controller.

2, A method according to Claim 1, wherein the controller, upon initialisation
of the library, provides the key to the key store of each data transfer device

connected to the controller.

3. A method according to Claim 1 or 2, wherein all the data written to the
removable data storage items by the data transfer devices in the library are
encrypted with the key in the key store of each data transfer device, the keys

being the same.

4, A method according to any preceding claim, wherein data are encrypted
using a block encryption technique in which each block of data is encrypted

using the key and a respective counter value.

5. A method according to any preceding claim further comprising
maintaining a library database containing records of respective libraries and

the key associated with a respective library.

6. A data transfer device library comprising a plurality of data transfer
devices connected to a controller having a key associated therewith, each data
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transfer device being operable to transfer data to a removable data storage
item and having a key store to receive the key associated with the controller

and to encrypt data with the key.

7. A library according to Claim 6, wherein the controller is a library
controller and has a library key store pre-programmed with the key.

8. A library according to Claim 6, wherein the controller is distinct from a
library controller and has a library key store pre-programmed with the key.

9. A library according to any one of Claims 6 to 8, wherein the controller
has a non-volatile memory in which the key is writable.

10. A library according to any one of Claims 6 to 9, wherein each data
transfer device includes an encryption engine to encrypt data using the key

from the controller.

11.  Alibrary according to any one of Claims 6 to 10, wherein: the library is a
tape drive library; the data transfer devices are tape drives; and the data
storage items are tape cartridges.

12. A method of distributing a key to encrypt data for storing on a removable
data storage item in a data transfer device library substantially as hereinbefore
described with reference to and as shown in the accompanying figures.

13. A data transfer device library substantially as hereinbefore described

with reference to and as shown in the accompanying figures.
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Amendments to the claims have been filed as follows

1. A method of distributing a key to encrypt data for storing on a removable
data storage item In a data transfer device library, the library comprising a
controller having a key associated therewith and being connected to a plurality
of data transfer devices each being operable to transfer data to a removable
data storage item and having a key store, the method comprising:

providing the key for the library to the controller;

the controller providing the key to the key store of each data transfer

device connected to the controller.

2. A method according to Claim 1, wherein the controller, upon initialisation
of the library, provides the key to the key store of each data transfer device

connected to the controlier.

3. A method according to Claim 1 or 2, wherein all the data written to the
removable data storage items by the data transfer devices in the library are
encrypted with the key in the key store of each data transfer device, the keys

being the same.

4, A method according to any preceding claim, wherein data are encrypted
using a block encryption technique in which each block of data is encrypted

using the key and a respective counter value.

5. A method according to any preceding claim further comprising
maintaining a library database containing records of respective libraries and the

key associated with a respective library.
6. A data transfer device library comprising a plurality of data transfer

devices connected to a controller having a key associated therewith, each data

transfer device being operable to transfer data to a removable data storage

o
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item and having a key store to receive the key associated with the controller
and to encrypt data with the key, and the controller is operable to provide the

key associated therewith to the key store of each data transfer device.

7. A library according to Claim 6, wherein the controller is a library controller

and has a library key store pre-programmed with the key.

8. A library according to Claim 6, wherein the controller is distinct from a

library controller and has a library key store pre-programmed with the key.

9. A library according to any one of Claims 6 to 8, wherein the controller

has a non-volatile memory in which the key is writable.

10. A library according to any one of Claims 6 to 9, wherein each data
transfer device includes an encryption engine to encrypt data using the key

from the controller.

11. A library according to any one of Claims 6 to 10, wherein the controller is
operable to write the key to the key store of each data transfer device in

response to initialisation of the library.

12. A library according to any one of Claims 6 to 11, wherein the controlier is

operable to receive a new key and to distribute the new key to each of the data

transfer devices.

13. A library according to any one of Claims 6 to 12, wherein: the library is a
tape drive library; the data transfer devices are tape drives; and the data

storage items are tape cartridges.

14. A method of distributing a key to encrypt data for storing on a removable
data storage item in a data transfer device library substantially as hereinbefore

described with reference to and as shown in the accompanying figures.

i



15. A data transfer device library substantially as hereinbefore described with

reference to and as shown in the accompanying figures.

\a
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