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WEARABLE DEVICE FOR AUTHENTICATING PAYMENT TRANSACTIONS

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, Indian Patent
5 Application No. 201811015706 filed on April 25, 2018. The entire disclosure of the

above application is incorporated herein by reference.

FIELD OF THE INVENTION
The present invention relates to the field of electronic transactions, and
more specifically to methods and systems for reducing user interventions necessary

10 for authentication of transactions and improving the user experience.

BACKGROUND OF THE INVENTION
Electronic transactions and payments using payment cards or
electronic payment accounts are increasingly common — with the number of electronic
payment transactions and ubiquity of electronic transaction mechanisms and services
15  growing steadily.

Prior art authentication mechanisms require identification of an
electronic transaction account, payment card, or payment card account that is to be
debited in connection with the proposed electronic transaction. Identification of an
electronic transaction account and/or authentication of a person authorized to use such

20 account, in some prior art systems, required users to present a device or token (such as
a magnetic stripe card) that enabled a terminal device to read information identifying
the concerned account. Possession of the device or token also served as an additional
authentication mechanism — as it is presumed that the person presenting the device or
token is the person authorized to hold/use such device or token. Such systems present

25  difficulties in cases where the device or token are not in possession of the authorized
user (for example, a customer forgets to carry his credit card or debit card). In other
systems, an electronic transaction account, payment card or payment card account
may be identified based on user input provided at a user input device, which user
input typically comprises a numeric or alphanumeric ID corresponding to the

30  electronic transaction account, payment card or payment card account.

Thereafter, existing solutions typically implement one or more

authentication mechanisms to ensure that requested transactions are only permitted if
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received from an authorized individual/entity. Authentication mechanisms include
several different approaches, including for example, single-factor authentication or
multi-factor authentication. Authentication mechanisms can also vary depending on a
required level of security — for example, low security transactions can rely on static
password/passcode type authentication, while higher security transactions can require
one or more of multi-factor authentication, dynamic password generation, biometric
authentication, etc.

Such prior art mechanisms typically offer a poor user experience,
particularly since the user may be required to memorize several different numeric or
alphanumeric IDs for each of her/his accounts or payment cards, added to which
extracting a payment card, swiping it at a terminal device and/or complying with one
or more authentication requirements is often cumbersome and inconvenient.

There is accordingly a need for systems and methods that reduce active
interventions required by a user for authentication purposes, while retaining
appropriate levels of transaction security.

The present invention provides efficient and secure mechanisms to
address the above requirements. Additionally, the invention enables these
mechanisms to be implemented using terminal devices that are capable of wireless
communication, including for example, point-of-sale (POS) terminals having wireless

capabilities.

SUMMARY

The invention provides methods and systems for reducing user
interventions necessary for authentication of transactions and improving the user
experience.

The invention comprises a wearable device for enabling an electronic
payment transaction through a payment account, at a point-of-sale (POS) terminal
having wireless communication capability. The wearable device comprises a wirelesss
transceiver, at least one fingerprint sensor, and a non-transient memory based data
repository configured for storing one or more fingerprint based biometric templates
and a unique device identifier corresponding to the wearable device. The wearable
device additionally includes a processor configured to (i) generate one or more
biometric templates based on fingerprint based biometric information received from

the at least one fingerprint sensor, (ii) enroll the generated one or more biometric



WO 2019/209435 PCT/US2019/023506

10

15

20

25

30

templates by storing said one or more biometric templates within non-transitory
memory in the wearable device, and (iii) wirelessly transmit an electronic payment
authorization to the POS terminal, wherein said electronic payment authorization is
transmitted in response to (a) receipt of a payment transaction request at the POS
terminal, (b) receiving fingerprint biometric information from the at least one
fingerprint sensor, and (c) determining that the received fingerprint biometric
information matches a biometric template stored within the data repository.

The electronic payment authorization transmitted by the processor to
the POS terminal may comprise one or more of (i) user account information, payment
card information or payment account information associated with the wearable
device, (ii) the unique identifier corresponding to the wearable device and (iii) a
transaction authentication signal.

In an embodiment, the electronic payment authorization transmitted by
the processor to the POS terminal may additionally comprise both of (i) user account
information, payment card information or payment account information associated
with the wearable device, and (ii) the unique identifier corresponding to the wearable
device.

The processor may be configured to (i) communicate with a remote
authentication server through a data connection with a client terminal that is in
network communication with the remote authentication server, and (ii) in response to
commencement of a process for associating the wearable device with a user account,
payment card or payment account, transmit the unique device identifier corresponding
to the wearable device to the remote authentication server, wherein an association
between the transmitted unique device identifier and the user account, payment card
or payment account is thereafter recorded at the remote authentication server.

The processor may be configured to respond to a determination that the
wearable device is not communicably coupled with the remote authentication server,
by preventing storage of fingerprint biometric information in the data repository of the
wearable device.

The processor may in an embodiment be configured to store within the
data repository, data corresponding to any of a user account, payment card or payment
account that has been associated with the unique device identifier corresponding to

the wearable device at the remote authentication server.
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In a particular embodiment, the wearable device is configured and
sized as a finger ring.

In another embodiment of the wearable device, as claimed in claim 1,
the processor is configured to (i) generate a plurality of biometric templates based on
fingerprint based biometric information corresponding to a plurality of fingerprints
simultaneously presented for fingerprint acquisition at the at least one fingerprint
sensor, and (ii) enroll the generated plurality of biometric templates by storing said
plurality of biometric templates within non-transitory memory in the wearable device.

Additionally, the electronic payment authorization may be transmitted
in response to (i) receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device, and (ii) determining that the receiving
fingerprint biometric information corresponding to a plurality of fingerprints
simultaneously presented for authentication at the at least one fingerprint sensor
within the wearable device matches the enrolled plurality of biometric templates
stored within the non-transitory memory in the wearable device.

In an embodiment of the wearable device, the at least one fingerprint
sensor comprises two or more fingerprint sensors. Said two or more fingerprint
sensors may be located and sized to enable a user to simultaneously present a thumb
and forefinger for fingerprint scanning at said fingerprint sensors.

The invention alternatively comprises a system for enabling an
electronic payment transaction through a payment account, at a point-of-sale (POS)
terminal having wireless communication capability. The system comprises a remote
authentication server, and a wearable device. The wearable device comprises a
wirelesss transceiver, a fingerprint sensor, and a non-transient memory based data
repository configured for storing one or more fingerprint based biometric templates
and a unique device identifier corresponding to the wearable device. The wearable
device additionally includes a processor configured to (i) generate one or more
biometric templates based on fingerprint based biometric information received from
the fingerprint sensor, and (ii) wirelessly transmit an electronic payment authorization
to the POS terminal, wherein said electronic payment authorization is transmitted in
response to (a) receipt of a payment transaction request at the POS terminal, (b)

receiving fingerprint biometric information from the fingerprint sensor, and (c)
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determining that the received fingerprint biometric information matches a biometric
template stored within the data repository.

In an embodiment of the system, the electronic payment authorization
transmitted by the processor to the POS terminal comprises one or more of (i) user
account information, payment card information or payment account information
associated with the wearable device, (ii) the unique identifier corresponding to the
wearable device and (iii) a transaction authentication signal.

The electronic payment authorization transmitted by the processor to
the POS terminal may comprise both of (i) user account information, payment card
information or payment account information associated with the wearable device, and
(i) the unique identifier corresponding to the wearable device.

The processor within said system may be configured to (i)
communicate with the remote authentication server through a data connection with a
client terminal that is in network communication with the remote authentication
server, and (ii) in response to commencement of a process for associating the
wearable device with a user account, payment card or payment account, transmit the
unique device identifier corresponding to the wearable device to the remote
authentication server. The remote authentication server is configured to record an
association between the transmitted unique device identifier and the user account,
payment card or payment account.

In a further embodiment the processor is configured to respond to a
determination that the wearable device is not communicably coupled with the remote
authentication server, by preventing storage of a fingerprint biometric information in
the data repository of the wearable device.

The processor may in an embodiment be configured to store within the
data repository, data corresponding to any of a user account, payment card or payment
account that has been associated with the unique device identifier corresponding to
the wearable device at the remote authentication server.

In another embodiment, the processor is configured to (i) generate a
plurality of biometric templates based on fingerprint based biometric information
corresponding to a plurality of fingerprints simultaneously presented for fingerprint
acquisition at the at least one fingerprint sensor, and (ii) enroll the generated plurality
of biometric templates by storing said plurality of biometric templates within non-

transitory memory in the wearable device. In this embodiment, the electronic payment
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authorization is transmitted in response to (i) receiving fingerprint biometric
information corresponding to a plurality of fingerprints simultaneously presented for
authentication at the at least one fingerprint sensor within the wearable device, and (ii)
determining that the receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device matches the enrolled plurality of
biometric templates stored within the non-transitory memory in the wearable device.

In a particular embodiment of the system the at least one fingerprint
sensor comprises two or more fingerprint sensors. Said two or more fingerprint
sensors may be located and sized to enable a user to simultaneously present a thumb
and forefinger for fingerprint scanning at said fingerprint sensors.

The invention further provides a method for enabling an electronic
payment transaction through a payment account, at a point-of-sale (POS) terminal
having wireless communication capability, the method comprising (i) generating one

or more biometric templates based on fingerprint based biometric information

~ received from a fingerprint sensor provided within a wearable device, (ii) storing the

one or more fingerprint based biometric templates within a data repository within the
wearable device, (iii) wirelessly transmitting an electronic payment authorization
from the wearable device to the POS terminal, wherein said electronic payment
authorization is transmitted in response to (a) receipt of a payment transaction request
at the POS terminal, (b) receiving fingerprint biometric information from the
fingerprint sensor, and (c) determining that the received fingerprint biometric
information matches a biometric template stored within the data repository.

In a method embodiment, the electronic payment authorization
transmitted by the processor to the POS terminal includes one or more of (i) a unique
device identifier corresponding to the wearable device, (ii) user account information,
payment card information or payment account information associated with the
wearable device, and (iii) a transaction authentication signal.

The electronic payment authorization transmitted by the processor to
the POS terminal may include both of (i) user account information, payment card
information or payment account information associated with the wearable device, and
(ii) the unique identifier corresponding to the wearable device.

The method may additionally include the steps of (i) initiating a

process for associating the wearable device with a user account, payment card or
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payment account at a remote authentication server, (ii) transmitting the unique device
identifier corresponding to the wearable device, from the wearable device to the
remote authentication server through a data connection with a client terminal that is in
network communication with the remote authentication server, and (iii) recording an
association between the transmitted unique device identifier and the user account,
payment card or payment account, at the remote authentication server.

In an embodiment, the method includes the step of responding to a
determination that the wearable device is not communicably coupled with the remote
authentication server, by preventing storage of a fingerprint biometric information in
the data repository of the wearable device.

The method may additionally include the step of storing within the
data repository, data corresponding to any of a user account, payment card or payment
account that has been associated with the unique device identifier corresponding to
the wearable device at the remote authentication server.

In a further embodiment, the method comprises (i) generating a
plurality of biometric templates based on fingerprint based biometric information
corresponding to a plurality of fingerprints simultaneously presented for fingerprint
acquisition at the at least one fingerprint sensor, (ii) enrolling the generated plurality
of biometric templates by storing said plurality of biometric templates within non-
transitory memory in the wearable device, and (iii) transmitting the electronic
payment authorization in response to (a) receiving fingerprint biometric information
corresponding to a plurality of fingerprints simultaneously presented for
authentication at the at least one fingerprint sensor within the wearable device, and (b)
determining that the receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device matches the enrolled plurality of
biometric templates stored within the non-transitory memory in the wearable device.

In a method embodiment, the at least one fingerprint sensor comprises
two or more fingerprint sensors. Said two or more fingerprint sensors may be located
and sized to enable a user to simultaneously present a thumb and forefinger for

fingerprint scanning at said fingerprint sensors.
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BRIEF DESCRIPTION OF THE ACCOMPANYING DRAWINGS
Figure 1 illustrates a system for authenticating and implementing
electronic transactions through a payment card transaction system.
Figure 2 illustrates an exemplary POS terminal device of the type used
5  to implement payment card based transactions.
Figure 3 illustrates an exemplary wearable device in accordance with
the teachings of the present invention.
Figure 4 illustrates an exemplary wireless data exchange between a
wearable authentication device and a POS terminal having wireless capability.
10 Figure 5 illustrates exemplary components within a wearable device in
accordance with the teachings of the present invention.
Figure 6 illustates network communication between the wearable
device and an authentication server. _
Figures 7 and 8 illustrate method embodiments of the invention.
15 Figures 9A and 9B illustrate exemplary embodiments of the wearable
device.
Figure 10 illustrates an exemplary computer system according to

which various embodiments of the present invention may be implemented.

DETAILED DESCRIPTION

20 The present invention provides secure authentication mechanisms for
electronic transactions while reducing user interventions necessary to effect such
electronic transactions.

For the purposes of the present invention, the following terms shall be
understood to have the corresponding meanings provided below:

25 “Acquirer” shall mean a business (e.g., a financial institution or a
merchant bank) that contracts with a merchant to coordinate with the issuer network
of a customers’ payment card.

“Acquirer network” shall refer to a communication network,
including hardware, software and other equipment used by an acquirer to transmit and

30  process card based transactions and information related to merchants, customers,

payment cards and transactions.
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“Biometric template” shall mean a digital reference or digital record
of distinct biometric features or characteristics that have been extracted from a
biometric sample.

“Cardholder” or “Customer” shall mean an authorized payment card
user who is making a purchase or effecting an electronic transaction with a payment
card.

“Card network” shall refer to the intermediary between the
merchant’s acquirer and the customer’s issuer (for example, Mastercard® or Visa®).
The card network primarily coordinates payment card transactions between acquirers
and issuers, and additionally coordinates clearing and settlement services to transfer
payments from issuers to merchants.

“Device having wireless capability” shall mean any device that is
capable of wireless communication with other wireless communication enabled
devices. Non-limiting embodiments of devices having wireless capability include any
processor driven computing devices including desktops, laptops, tablets and personal
digital assistants, and telecommunication devices, having any of 1G, 2G, 3G, 4G,
LTE, GPRS, EDGE, GPS, cellular, satellite, wifi, Bluetooth, Bluetooth lite and RFID
based communication capabilities, for communication other devices having
corresponding wireless capabilities.

“Issuer” shall mean a financial institution that issues payment cards
and maintains a contract with a customer or card holder for repayment or settlement
of purchases made on the payment card.

“Issuer network” shall refer to a communication network, including
hardware, software and other equipment used by an issuer to transmit and process
payment card transactions and information related to customers, payment cards and
transactions.

“Merchant” shall mean an authorized acceptor of payment cards for
the payment of goods or services sold by the merchant.

“Passive authentication” shall mean one or both of electronic account
identification or customer identity authentication, where a user does not have to
affirmatively present a payment card, or affirmatively provide user input through a
manual input mechanism for achieving said electronic account identification or user

identity authentication.
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“Payment card” shall mean a card or data associated with a payment
account that may be provided to a merchant in order to fund a financial transaction via
the associated payment account. Payment cards may include credit cards, debit cards,
charge cards, stored-value cards, prepaid cards, fleet cards, virtual payment numbers,

5 virtual card numbers, controlled payment numbers, etc. A payment card may be a
physical card that may be provided to a merchant, or may be data representing the
associated payment account (e.g., as stored in a communication device, such as a
smart phone or computer). For example, in some instances, data including a payment
account number may be considered a payment card for the processing of a transaction

10 funded by the associated payment account. In some instances, a check may be
considered a payment card where applicable.

“Payment account” shall mean any account that may be used for the
purposes of effecting an electronic payment or electronic transaction, and shall
include any electronic transaction account, payment card account, bank account or

15 electronic wallet account.

“Terminal device having wireless capability” shall mean any device
that is (i) capable of receiving information for identifying an electronic payment
account, payment card, or card holder, authenticating a card holder, and transmitting
payment account information, payment card information or custometr information

20  directly or indirectly to one or more of an acquirer network, card network or issuer
network and (ii) that is capable of wireless communication with other wireless
communication enabled devices. Non-limiting embodiments of terminal devices
having wireless capability include POS terminals, computing devices including
desktops, laptops, tablets and personal digital assistants, and telecommunication

25  devices, having any of 1G, 2G, 3G, 4G, LTE, GPRS, EDGE, GPS, cellular, satellite,
wifi, Bluetooth, Bluetooth lite and RFID based communication capabilities, for
communication other devices having corresponding wireless capabilities.

Figure 1 illustrates a conventional system 100 that can be used for
implementing electronic transactions based on a payment card or payment card

30  information presented by a cardholder at a terminal device 102. In certain
embodiments of the present invention, system 100 may be modified to implement the
invention. System 100 includes terminal device 102, acquirer network 104, card
network 106 and issuer network 108. While Figure 1 has been used to illustrate a

payment card based network, it would be understood that similar principles and one or

10
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more entities having some or all of the same functions may be used to effect payments
through any electronic transaction account.

Acquirer network 104 may be communicably coupled with terminal
device 102, and comprises server 104a, acquirer network database 104b and interface
gateway 104c. Server 104a may be configured to receive and process information
relating to payment card transactions. In an embodiment, the acquirer network may
receive or process transactions received only from merchants having a merchant
account with the acquirer — which determination may be made based on information
retrieved from acquirer network database 104b. Interface gateway 104c may include a
hardware or software network gateway configured to enable acquirer network 104 to
communicate with card network 106.

Card network 106 may be communicably coupled to both acquirer
network 104 and issuer network 108.

Issuer network 108 comprises server 108a, issuer network database
108b and interface gateway 108c. Server 108a may be configured to receive and
process information relating to payment card transactions. In an embodiment, the
issuer network may only receive or process transactions received from merchants
having a merchant account with the issuer — which determination may be made based
on information retrieved from issuer network database 108b. Interface gateway 108¢c
may include a hardware or software network gateway configured to enable issuer
network 108 to communicate with card network 106.

It would be understood that in an embodiment, when system 100 is
configured to implement the present invention, terminal device 102 may comprise any
processor implemented user interface device having wireless capability, including
without limitation a POS terminal device 102a, computing device 102b, or mobile
phone or smartphone 102c.

According to various embodiments of the invention, a system or
method may be provided to (i) identify a payment account and authenticate a
requested electronic transaction, based on presentation or detection of one or more
wearable devices having wireless capability that have been previously associated with
an authorized user of the payment account, and which are capable of biometric
authentication of a person seeking to complete a requested electronic transaction.

Figure 2 illustrates a conventional electronic payment system 200

comprising POS terminal 202 and payment card 204. In operation, an electronic

11
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transaction request (for example a request to charge USD 123 to a payment card) is
input at POS terminal 202. Payment card 204 is thereafter presented / swiped at POS
terminal 202. POS terminal 202 reads information recorded on a magnetic stripe of
payment card 204, and uses the extracted information to identify a payment card /
payment card account to which the amount is to be charged. The individual presenting
the payment card may thereafter be called upon to satisfy one or more authentication
requirements using the POS terminal, whereupon the authentication inputs provided
by such individual are verified against one or more predefined authentication keys —
and in case of a match, the requested electronic transaction is carried out.

The present invention additionally relies on fingerprint based biometric
sensors for the purpose of payment authentication. Fingerprint based biometrics
involve acquiring an image/impression of a user’s finger — which image / impression
may thereafter be analyzed and compared against a database of previously enrolled or
registered fingerprints or fingerprint templates that record information corresponding
to specific biometric features of user fingerprints. The biometric features, including
ridges and valleys and their respective characteristics such as loops, whorls and arches
(i.e. biometric features) of a user’s fingerprint, are analyzed to determine whether the
analyzed fingerprint matches a previously enrolled or registered fingerprint or
fingerprint template. If the analyzed fingerprint matches an enrolled fingerprint or
fingerprint template stored in a database of enrolled fingerprints or fingerprint
templates, the user is authenticated with consequent access or permission to access a
requested device or service.

Figure 3 illustrates a wearable device 300 of a type that may be used to
implement the present invention. Wearable device 300 illustrated in Figure 3
comprises an annular ring 302 — which may, in an embodiment, be configured as a
finger ring, or worn as jewelry, or carried on the person of the individual. An outer
circumferential surface of annular ring 302 is provided with a fingerprint sensor 304.
It would however be understood that fingerprint sensor 304 may be located on any
surface of annular ring 302.

While the illustrated wearable device 300 in Figure 3 is a ring, it would
be understood that any other type of wearable device may be used including a watch,
wristband, band, necklace, belt, buckle, clip and / or any other wearable item,
provided that the wearable includes a fingerprint sensor and the other one or more

components described in more detail below.

12
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Fingerprint sensor 304 may comprise any sensor capable of sensing,
imaging or otherwise capturing the biometric patterns of an individual’s
fingerprint(s). In various embodiments, fingerprint sensor 304 may be implemented
using any fingerprint technologies including any of capacitive, ultrasonic, thermal,
pressure, resistive, infrared or optical sensors. The fingerprint sensor 304 may in
certain embodiments include a fingerprint touch sensor or a fingerprint swipe sensor.

Figure 4 illustrates specific components that may be implemented
within a wearable device 402 of the type that may be used to implement the present
invention. In addition to fingerprint sensor 404, wearable device 402 comprises
fingerprint template repository 406, device ID and / or payment account data
repository 408, processor 410, wireless communication system 412 and power source
414.

Fingerprint template repository 406 comprises a non-transitory
memory configured to store one or more fingerprints or fingerprint templates
corresponding to one or more enrolled fingerprints. It would be understood that
authentication of an individual by wearable device 402 may comprise the step of
comparing biometric features extracted from fingerprint information acquired at
fingerprint sensor 404 against biometric features of enrolled fingerprints or fingerprint
templates stored within fingerprint template repository.

Repository 408 may comprise a non-transitory memory configured to
store one or both of (i) a unique device ID corresponding to the wearable device and
(ii) information or data identifying one or more user accounts / payment cards /
payment accounts associated with an authorized user of the wearable device (e.g.
associated with a user whose fingerprints have been enrolled with the wearable
device). In a particular embodiment, repository 408 may include information
associating a specific user account / payment card / payment account and a
corresponding enrolled fingerprint or fingerprint template stored within fingerprint
template repository 406.

Processor 410 may include any processing device implemented within
wearable device 402 that is capable of being configured to implement one or more of
the feature extraction, feature analysis and / or fingerprint matching steps necessary
for enrollment or matching of fingerprints in accordance with any of the inventions

embodiments. Processor 410 may in certain embodiments additionally be configured

13
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for pre-processing of fingerprint images prior to feature extraction, with a view to
improve the feature extraction process and the accuracy of fingerprint recognition.

The wearable device 402 includes wireless communication system
412, which system may include one or more controllers and hardware interfaces for
wireless communication and optionally for wired communication as well. Wireless
communication system 412 may include any wireless transceiver or wireless
communicator or any system having wireless communication capability, such as for
example any of 1G, 2G, 3G, 4G, LTE, GPRS, EDGE, GPS, cellular, satellite, wifi,
Bluetooth, Bluetooth lite, infra red, ultrasonic, or RFID based communication
capabilities. Wireless communication system 412 may be configured to enable
wireless communication between wearable device 402 and a corresponding POS
terminal having wireless capability and at which a specific transaction is sought to be
carried out. Wireless communication 412 may additionally be configured for wireless
or wire based communication with a network based remote authentication server.

Wearable device 402 may also include poWer source 414 —to power
any one or more of the other components within said wearable device. Exemplary
power sources may include a flexible strip battery, a rechargeable battery, one or
more charged capacitors, one or more solar cells, and any other type of active or
passive power source that may be implemented in a wearable device.

Figure 5 illustrates an exemplary instance of wireless communication
between a wearable device in the form of finger ring 506 and POS terminal 502, when
the two devices are within wireless communication range of each other. It would be
understood that in certain embodiments, communication between the two devices may
be initiated by a user moving hand 504 on which the finger ring 506 is worn, into
communication proximity (i.e. within wireless communication range) of POS terminal
502 — so that finger ring 506 may communicate with POS terminal 502 for the
purposes of authenticating a transaction requested at POS terminal 502. The manner
in which such authentication is carried out, is explained in more detail in connection
with the methods of Figures 7 and 8 below.

Figure 7 illustrates a method of registering or enrolling a wearable
device of the type discussed above, for executing electronic payment transactions. It
would be understood that the process of registering or enrolling a wearable device

requires a user to register the wearable device at an authentication server — which
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registration may be achieved through a processor implemented user interface device
that is in network communication with a remote authentication server.

In an embodiment of the method of Figure 7, implementing the method
may include communicably coupling the wearable device with a processor

5  implemented user interface device through which the user is carrying out the
enrollment process. The processor implemented user interface device may comprise
any processor implemented device that is in network communication with an
authentication server (and may include a personal computer, laptop, tablet, smart
phone, personal digital assistant etc.) The wearable device may be communicably

10 coupled with the processor implemented user interface device by any number of
mechanisms, including through a wireless link, or alternately through one or more
wired links — for example, using a USB or micro USB cable.

For the purpose of fully explaining the method steps of Figure 7,
reference may be made to Figure 6 which illustrates an exemplary arrangement where

15  wearable device 602 is communicably coupled to client terminal 604 (which client
terminal 604 may comprise any processor implemented terminal capable of
implementing a user interface). Client terminal 604 is in turn in network
communication with remote authentication server 608 — which network
communication may include communication through the internet or cloud 606. By

20 coupling wearable device 602 to a processor implemented user interface device 604
(in the illustration, a personal computer), the arrangement of Figure 6 enables a user
to provide the user input necessary for the enrollment / registration with the
authentication server.

Step 702 of Figure 7 comprises creating a user account at an

25  authentication server, or alternatively accessing an existing user account previously
generated at the authentication server.

At step 704, a payment card or payment account is registered or
otherwise associated with the user account. In an embodiment, associating a payment
card or payment account with the user account may include providing one or more of

30  aunique identifier corresponding to the payment card / payment account, card or
account details, cardholder or account holder details, and /or any authentication
information, that is/are necessary to establish that the user seeking to associate the
payment card or payment account with the user account is in fact an authorized user

for that payment card or payment account.
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Step 706 comprises capturing fingerprint biometric information of an
individual authorized to execute electronic transactions through the wearable device.
The fingerprint biometric information may be captured at a fingerprint sensor (for
example, at the fingerprint sensor within the wearable device). Step 706 may
thereafter include storing the captured biometric information or storing a biometric
template derived from said captured biometric information at either or both of the
authentication server and a non-transitory memory provided within the wearable
device. In a preferred embodiment, the captured biometric information or biometric
template may be stored at least within the non-transitory memory provided within the
wearable device. In a particular embodiment of the invention, the processor,
controller and / or other components of the wearable device may be configured to
permit (i) storage of fingerprint biometric information or fingerprint based biometric
templates (associated with an authorized user) within a non-transitory memory in the
wearable device, and / or (ii) modification of biometric information or biometric
templates stored within a non-transitory memory in the wearable device, or (iii)
classification or storage of fingerprint biometric information as a biometric template
for comparison against fingerprint based biometric information received from the
fingerprint sensor — only when the wearable device is communicably coupled with the
remote authentication server, or in response to receiving an authorization signal from
the remote authentication server.

In a specific embodiment, the processor, controller and / or other
components of the wearable device may be configured to prevent (i) storage of
fingerprint biometric information or fingerprint based biometric templates (associated
with an authorized user) within a non-transitory memory in the wearable device, and /
or (ii) modification of biometric information or biometric templates stored within a
non-transitory memory in the wearable device, or (iii) classification or storage of
fingerprint biometric information as a biometric template for comparison against
fingerprint based biometric information received from the fingerprint sensor — in
response to a determination that the wearable device is not communicably coupled
with the remote authentication server. It would be understood that by implementing a
safety mechanism wherein biometric information can only be added to or modified
within the wearable device in response to prior authorization from the authentication
server, the invention prevents an unauthorized individual from gaining access to the

wearable device and changing the biometric information stored therein.
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Step 708 comprises associating or registering (at the authentication
server) at least a unique device ID corresponding to the wearable device under
enrollment, with the user account or payment account or payment card. In certain
embodiments, in addition to the unique device ID, step 706 may also involve
associating or registering other information corresponding to the wearable device,
including for example, device name, device model information, information
corresponding to communication protocols capable of being used by the device, and /
or any intrinsic expiration dates associated with the wearable device. In a further
embodiment, the enrollment process may additionally involve storing within non-
transitory memory within the wearable device, data corresponding to any of a user
account or payment card or payment account with which the wearable device has
been associated at the authentication server.

It would be understood that the order of execution of steps 706 and 708
of the method may be interchangeable.

The method of Figure 7 may be used to (i) enroll and associate a single
wearable device with multiple payment cards or payment accounts associated with a
user account, or (ii) enroll and associate a plurality of wearable devices with a single
payment card or payment account associated with a user account, or (iii) enroll and
associate a first wearable device with a first set of payment cards or payment accounts
that are associated with a user account, and a second wearable device with a second
set of payment cards or payment accounts that are associated with the user account.

As an alternative to enrolling or registering the wearable device with a
user account that is in turn associated with a payment card or payment account, the
method of Figure 7 also enables an embodiment where the wearable device may be
registered / enrolled / otherwise associated directly with a payment card or payment
account.

By implementing method steps 702 to 708, a user may enroll a
wearable device with a user account, and more specifically with payment accounts or
payment cards associated with said user account — such that the wearable device may
be used to carry out electronic payment transactions in accordance with the methods
discussed hereinbelow.

Figure 8 illustrates a method of executing an electronic transaction at a

terminal device (for example, at a POS terminal), through a wearable device that has
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been enrolled or registered in accordance with the method discussed in connection
with Figure 7 hereinabove.

Step 802 comprises receiving a transaction request at a terminal
device. The terminal device may comprise any terminal device having wireless
capability, and which has been used to initiate an electronic transaction request.
Exemplary embodiments of such terminal devices may include a POS terminal being
operated by a merchant, or an internet enabled processor implemented user interface
device at which an online payment transaction has been initiated (for example, a
network or internet enabled computer, smartphone, tablet or mobile device).

Step 804 comprises the step of initiating a wireless handshake between
the terminal device and a wearable device. In an embodiment, the wireless handshake
may be initiated by bringing the two devices within wireless communication range of
each other, and optionally by providing an input or instruction to trigger the wireless
handshake.

Step 806 comprises capturing fingerprint biometric information of a
user at the fingerprint sensor disposed within the wearable device. Said capture may
be achieved by the person seeking to execute the payment transaction bringing her/his
fingerprint into contact with or within fingerprint capture range of the fingerprint
sensor. In an embodiment the wearable device or the terminal device may prompt the
user to submit her/his fingerprint for capture through one or more of audio, visual,
tactile or other haptic feedback.

Step 808 comprises matching the captured fingerprint biometric
information (or one or more biometric features or a biometric template derived from
the captured fingerprint biometric information) against biometric template
information corresponding to an authorized / enrolled user that is stored within the
wearable device (for example, in a non-transitory memory within the wearable
device). It would be understood that matching of fingerprint biometric information
may be achieved in accordance with any one or more fingerprint biometric matching
techniques. Additionally, in an embodiment, said matching may be executed at the
processor within the wearable device.

Step 810 comprises responding to determination of a match between
the captured biometric information and biometric template information stored in the
wearable device — by transmitting from the wearable device to the terminal device,

one or more of (i) user account information / payment card information / payment
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account information corresponding to the wearable device, (ii) unique ID information
corresponding to the wearable device and (iii) a transaction authentication signal.

Step 812 comprises initiating a transaction execution request at the
terminal device, wherein the transaction execution request is initiated based on the
information received from the wearable device at step 810. In one embodiment,
initiating the transaction instruction may comprise the terminal device forwarding an
electronic transaction request to a user account, payment account, payment card
account that has been identified based on the information received from the wearable
device at step 810. In another embodiment, initiating the transaction execution request
may additionally comprise forwarding the unique device ID corresponding to the
wearable device along with the received user account / payment account / payment
card account information to an authentication server — whereinafter, the authentication
server may determine whether to authenticate the transaction based on first
ascertaining whether the received unique ID associated with the wearable device
matches a corresponding device ID that has been enrolled with the identified user
account / payment account / payment card at the authentication server.

It would additionally be understood that the authentication server’s
response to the transaction execution request received from the terminal device may
be based on one or more predefined transaction authentication rules or policies.

Subject to approval of the transaction request by the authentication
server, the requested transaction may be approved and completed — and in an
embodiment, confirmation of completion of the transaction may be communicated to
the terminal device. In a particular embodiment, the terminal device may wirelessiy
communicate a transaction completion signal to the wearable authenticaton device,
which may respond by providing the user with audio, visual, tactile or other haptic
feedback in response to receiving the transaction completion signal.

In a specific embodiment of the invention more generally described
above, the method of registering or enrolling a wearable device for executing
electronic payment transactions (for example the method discussed in connection with
Figure 7) which may at step 706 comprise enrolling two or more different fingerprints
of a user, generating and storing biometric templates corresponding to each of the
different user fingerprints. Thereafter, the wearable device may be configured to
implement a specific embodiment of the transaction execution method discussed in

connection with Figure 8 — wherein (i) step 806 comprises capturing fingerprint
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biometric information corresponding to a plurality of simultaneously presented
fingerprints of a user at the fingerprint sensor disposed within the wearable device, (ii)
step 808 comprises matching the captured fingerprint biometric information
corresponding to the plurality of simultaneously presented user fingerprints that has
been captured at step 806 against the plurality of fingerprint biometric templates
generated and stored at step 706 and which have been associated with the wearable
device and (iii) step 810 comprising requiring determination of a match between two
or more of the captured or scanned simultaneously presented fingerprints (from step
806) and two or more enrolled fingerprint biometric templates (from step 706) that
have been stored within the wearable device memory as a precondition to transmitting
from the wearable device to the terminal device, one or more of (i) user account
information / payment card information / payment account information corresponding
to the wearable device, (ii) unique ID information corresponding to the wearable
device and (iii) a transaction authentication signal.

It would be understood that the steps of (i) configuring the wearable
device to enroll a plurality of user fingerprints corresponding to an authorized user,
(i) requiring a user (who is seeking authorization to initiate a transaction request
through the wearable device) to simultaneously present a plurality of fingerprints for
matching, and (iii) thereafter initiating a transaction request responsive to the plurality
of fingerprints that are simultaneously presented by the user, being found to match a
corresponding plurality of fingerprint biometric templates that have already been
enrolled, stored and associated with an authorized user of the wearable device —
serves to enhance the security of the wearable device by increasing the number of
biometric authentication factors required for transaction authorization — which makes
it harder for an unauthorized user to fake or spoof enrolled fingerprint biometrics of
an authorized user.

In certain embodiments of the invention, the wearable device may be
specifically configured to enable or facilitate simultaneous capture of fingerprint
information corresponding to a plurality of a subject’s fingerprints.

In one embodiment of the type illustrated in Figure 9A, the wearable
device 900A may comprise a surface 902A having a single fingerprint sensor 904A
disposed thereon, wherein said fingerprint sensor is sized and positioned so as to
enable a subject to simultatneously bring two or more of the subject’s fingerprints

simultaneously into contact with said fingerprint sensor 904A.
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In an embodiment of the type illustrated in Figure 9B, the wearable
device 900B may comprise a surface 902B having a plurality of fingerprint sensors
904B, 904B’ disposed thereon, wherein each of said fingerprint sensors 904B, 904B°
is sized and positioned so as to enable a subject to simultaneously bring two or more

5  of the subject’s fingerprints simultaneously into contact with said fingerprint sensors
904B, 904B’. In an embodiment of the invention, wearable device 900B may
comprise at least two separate fingerprint sensors disposed thereon, wherein the at
least two fingerprint sensors 904B, 904B’ are positioned and sized to enable
ergonomic positioning of at least two of a subject’s fingerprints simultaneously on

10 said at least two separate fingerprint sensors. In a preferred embodiment, the at least
two fingerprint sensors 904B, 904B’ may be located and configured to enable a user
to simultaneously present a thumbprint and a print of a forefinger / index finger for
fingerprint acquisition purposes. In one embodiment, the wearable device 900B may
comprise a ring, and each of the at least two fingerprint sensors 904B, 904B° may be

15 located on an outer annular surface of said ring. In a more specific embodiment, the
wearable device 9000B may include two fingerprint sensors positioned on an outer
annular surface of said finger ring, and further may be located on substantially
opposite sides of the ring. In another embodiment the wearable device 9000B may
include two fingerprint sensors positioned on an outer annular surface of said ring,

20 wherein the centres of each of said two fingerprint sensors are separated from each
other by an angle of between at least 15 degrees and 180 degrees, and more preferably
by an angle of between 30 degrees and 180 degrees.

In another specific embodiment, the wearable device may include at
least two fingerprint sensors, wherein each of the at least two fingerprint sensors are

25  located on different surfaces of the wearable device. In an exemplary embodiment,
where the wearable device is an annular ring, one fingerprint sensor may be located
on an outer annular surface of the ring, while another fingerprint sensor may be
positioned on an inner annular surface of said ring. In another embodiment, where the
wearable device has at least a front surface and a rear surface (for example, a pendant

30  or ear-ring having a front surface and a rear surface), and one fingerprint sensor may
be located on the front surface while the other fingerprint sensor may be located on
the rear surface.

Figure 10 illustrates an exemplary computer system 1002 for

implementing the present invention.
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The illustrated system comprises computer system 1002 which in turn
comprises one or more processors 1004 and at least one memory 1006. Processor
1004 is configured to execute program instructions - and may be a real processor or a
virtual processor. It will be understood that computer system 1002 does not suggest
any limitation as to scope of use or functionality of described embodiments. The
computer system 1002 may include, but is not be limited to, one or more of a general-
purpose computer, a programmed microprocessor, a micro-controller, an integrated
circuit, and other devices or arrangements of devices that are capable of implementing
the steps that constitute the method of the present invention. Exemplary embodiments
of'a computer system 1002 in accordance with the present invention may include one
or more servers, desktops, laptops, tablets, smart phones, mobile phones, mobile
communication devices, tablets, phablets and personal digital assistants. In an
embodiment of the present invention, the memory 1006 may store software for
implementing various embodiments of the present invention. The computer system
1002 may have additional components. For example, the computer system 1002 may
include one or more communication channels 1008, one or more input devices 1010,
one or more output devices 1012, and storage 1014. An interconnection mechanism
(not shown) such as a bus, controller, or network, interconnects the components of the
computer system 1002. In various embodiments of the present invention, operating
system software (not shown) provides an operating environment for various softwares
executing in the computer system 1002 using a processor 1004, and manages different
functionalities of the components of the computer system 1002.

The communication channel(s) 1008 allow communication over a
communication medium to various other computing entities. The communication
medium provides information such as program instructions, or other data in a
communication media. The communication media includes, but is not limited to,
wired or wireless methodologies implemented with an electrical, optical, RF, infrared,
acoustic, microwave, Bluetooth or other transmission media.

The input device(s) 1010 may include, but is not limited to, a touch
screen, a keyboard, mouse, pen, joystick, trackball, a voice device, a scanning device,
or any another device that is capable of providing input to the computer system 1002.
In an embodiment of the present invention, the input device(s) 1010 may be a sound
card or similar device that accepts audio input in analog or digital form. The output

device(s) 1012 may include, but not be limited to, a user interface on CRT, LCD,
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LED display, or any other display associated with any of servers, desktops, laptops,
tablets, smart phones, mobile phones, mobile communication devices, tablets,
phablets and personal digital assistants, printer, speaker, CD/DVD writer, or any other
device that provides output from the computer system 1002.

The storage 1014 may include, but not be limited to, magnetic disks,
magnetic tapes, CD-ROMs, CD-RWs, DVDs, any types of computer memory,
magnetic stripes, smart cards, printed barcodes or any other transitory or non-
transitory medium which can be used to store information and can be accessed by the
computer system 1002. In various embodiments of the present invention, the storage
1014 may contain program instructions for implementing any of the described
embodiments.

In an embodiment of the present invention, the computer system 1002
is part of a distributed network or a part of a set of available cloud resources.

The present invention may be implemented in numerous ways
including as a system, a method, or a computer program product such as a computer
readable storage medium or a computer network wherein programming instructions
are communicated from a remote location.

The present invention may suitably be embodied as a computer
program product for use with the computer system 1002. The method described
herein is typically implemented as a computer program product, comprising a set of
program instructions that is executed by the computer system 1002 or any other
similar device. The set of program instructions may be a series of computer readable
codes stored on a tangible medium, such as a computer readable storage medium
(storage 1014), for example, diskette, CD-ROM, ROM, flash drives or hard disk, or
transmittable to the computer system 1002, via a modem or other interface device,
over either a tangible medium, including but not limited to optical or analogue
communications channel(s) 1008. The implementation of the invention as a computer
program product may be in an intangible form using wireless techniques, including
but not limited to microwave, infrared, Bluetooth or other transmission techniques.
These instructions can be preloaded into a system or recorded on a storage medium
such as a CD-ROM, or made available for downloading over a network such as the
Internet or a mobile telephone network. The series of computer readable instructions

may embody all or part of the functionality previously described herein.
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Based on the above, it would be apparent that the present invention
offers significant advantages - including convenient and secure ways for facilitating
secure authentication of a user in connection with electronic or payment card based
transactions. One immediate benefit is the significant improvement in customer

5 experience due to the fact that the degree of effort or active intervention on the part of
the user for commencing and/or carrying out an electronic or payment card based
transaction is reduced, while maintaining and improving on security standards.

While the exemplary embodiments of the present invention are
described and illustrated herein, it will be appreciated that they are merely illustrative.

10 It will be understood by those skilled in the art that various fnodiﬁcations in form and
detail may be made therein without departing from or offending the spirit and scope
of the invention as defined by the appended claims. Additionally, the invention
illustratively disclose herein suitably may be practiced in the absence of any element
which is not specifically disclosed herein — and in a particular embodiment that is

15  specifically contemplated, the invention is intended to be practiced in the absence of

any one or more element which are not specifically disclosed herein.
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WE CLAIM:

1. A wearable device for enabling an electronic payment
transaction through a payment account, at a point-of-sale (POS) terminal having
5  wireless communication capability, comprising:
a wirelesss transceiver;
at least one fingerprint sensor;
a non-transient memory based data repository configured for storing:
one or more fingerprint based biometric templates; and

10 a unique device identifier corresponding to the wearable

device;
a processor configured to:
generate one or more biometric templates based on fingerprint
based biometric information received from the at least one fingerprint sensor;

15 enroll the generated one or more biometric templates by storing
said one or more biometric templates within non-transitory memory in the wearable
device; and

wirelessly transmit an electronic payment authorization to the
POS terminal, wherein said electronic payment authorization is transmitted in
20  response to:
receipt of a payment transaction request at the POS
terminal;
receiving fingerprint biometric information from the at
least one fingerprint sensor; and

25 determining that the received fingerprint biometric

information matches a biometric template stored within the data

repository.

2. The wearable device as claimed in claim 1, wherein the
30 electronic payment authorization transmitted by the processor to the POS terminal
comprises one or more of (i) user account information, payment card information or
payment account information associated with the wearable device, (ii) the unique
identifier corresponding to the wearable device and (iii) a transaction authentication

signal.
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3. The wearable device as claimed in claim 2, wherein the
electronic payment authorization transmitted by the processor to the POS terminal
comprises both of (i) user account information, payment card information or payment
account information associated with the wearable device, and (ii) the unique identifier

corresponding to the wearable device.

4, The wearable device as claimed in claim 1, wherein the
processor is configured to:

communicate with a remote authentication server through a data
connection with a client terminal that is in network communication with the remote
authentication server; and

in response to commencement of a process for associating the wearable
device with a user account, payment card or payment account, transmit the unique
device identifier corresponding to the wearable device to the remote authentication
server, wherein an association between the transmitted unique device identifier and
the user account, payment card or payment account is thereafter recorded at the

remote authentication server.

5. The wearable device as claimed in claim 4, wherein the
processor is configured to respond to a determination that the wearable device is not
communicably coupled with the remote authentication server, by preventing storage

of fingerprint biometric information in the data repository of the wearable device.

6. The wearable device as claimed in claim 4, wherein the
processor is configured to store within the data repository, data corresponding to any
of a user account, payment card or payment account that has been associated with the
unique device identifier corresponding to the wearable device at the remote

authentication server.

7. The wearable device as claimed in claim 1, wherein said

wearable device is configured and sized as a finger ring.

8. The wearable device as claimed in claim 1, wherein the

processor is configured to:
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generate a plurality of biometric templates based on fingerprint based
biometric information corresponding to a plurality of fingerprints simultaneously
presented for fingerprint acquisition at the at least one fingerprint sensor; and
enroll the generated plurality of biometric templates by storing said
plurality of biometric templates within non-transitory memory in the wearable device;
and wherein the electronic payment authorization is transmitted in
response to:
receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device; and
determining that the receiving fingerprint biometric information
corresponding to a plurality of fingerprints simultaneously presented for
authentication at the at least one fingerprint sensor within the wearable device
matches the enrolled plurality of biometric templates stored within the non-transitory

memory in the wearable device.

9. The wearable device as claimed in claim 8, wherein the at least

one fingerprint sensor comprises two or more fingerprint sensors.

10. The wearable device as claimed in claim 9, wherein said two or
more fingerprint sensors are located and sized to enable a user to simultaneously

present a thumb and forefinger for fingerprint scanning at said fingerprint sensors.

11. A system for enabling an electronic payment transaction
through a payment account, at a point-of-sale (POS) terminal having wireless
communication capability, the system comprising:

a remote authentication server; and

a wearable device comprising:

a wirelesss transceiver;

a fingerprint sensor;

a non-transient memory based data repository configured for
storing:

one or more fingerprint based biometric templates; and
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a unique device identifier corresponding to the wearable
device; a processor configured to:
generate one or more biometric templates based on
fingerprint based biometric information received from the fingerprint sensor; and
wirelessly transmit an electronic payment authorization
to the POS terminal, wherein said electronic payment authorization is transmitted in
response to:
receipt of a payment transaction request at the
POS terminal;
receiving fingerprint biometric information from
the fingerprint sensor; and
determining that the received fingerprint

biometric information matches a biometric template stored within the data repository.

12.  The system as claimed in claim 11, wherein the electronic
payment authorization transmitted by the processor to the POS terminal comprises
one or more of (i) user account information, payment card information or payment
account information associated with the wearable device, (ii) the unique identifier

corresponding to the wearable device and (iii) a transaction authentication signal.

13.  The system as claimed in claim 12, wherein the electronic
payment authorization transmitted by the processor to the POS terminal comprises
both of (i) user account information, payment card information or payment account
information associated with the wearable device, and (ii) the unique identifier

corresponding to the wearable device.

14. The system as claimed in claim 10, wherein:
the processor is configured to:
communicate with the remote authentication server through a
data connection with a client terminal that is in network communication with the
remote authentication server; and
in response to commencement of a process for associating the

wearable device with a user account, payment card or payment account, transmit the
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unique device identifier corresponding to the wearable device to the remote
authentication server;

and wherein the remote authentication server is configured to
record an association between the transmitted unique device identifier and the user

account, payment card or payment account.

15.  The system as claimed in claim 14, wherein the processor is
configured to respond to a determination that the wearable device is not
communicably coupled with the remote authentication server, by preventing storage

of a fingerprint biometric information in the data repository of the wearable device.

16.  The system as claimed in claim 14, wherein the processor is
configured to store within the data repository, data corresponding to any of a user
account, payment card or payment account that has been associated with the unique
device identifier corresponding to the wearable device at the remote authentication

server.

17.  The system as claimed in claim 11, wherein the processor is
configured to:
generate a plurality of biometric templates based on fingerprint based
biometric information corresponding to a plurality of fingerprints simultaneously
presented for fingerprint acquisition at the at least one fingerprint sensor;
enroll the generated plurality of biometric templates by storing said
plurality of biometric templates within non-transitory memory in the wearable device;
and wherein the electronic payment authorization is transmitted in
response to: -
receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device; and
determining that the receiving fingerprint biometric information
corresponding to a plurality of fingerprints simultaneously presented for
authentication at the at least one fingerprint sensor within the wearable device
matches the enrolled plurality of biometric templates stored within the non-transitory

memory in the wearable device.

29



WO 2019/209435 PCT/US2019/023506

10

15

20

25

30

18. The system as claimed in claim 17, wherein the at least one

fingerprint sensor comprises two or more fingerprint sensors.

19. The system as claimed in claim 18, wherein said two or more
fingerprint sensors are located and sized to enable a user to simultaneously present a

thumb and forefinger for fingerprint scanning at said fingerprint sensors.

20. A method for enabling an electronic payment transaction
through a payment account, at a point-of-sale (POS) terminal having wireless
communication capability, the method comprising:

generating one or more biometric templates based on fingerprint based
biometric information received from a fingerprint sensor provided within a wearable
device;

storing the one or more fingerprint based biometric templates within a
data repository within the wearable device;

wirelessly transmitting an electronic payment authorization from the
wearable device to the POS terminal, wherein said electronic payment authorization is
transmitted in response to:

receipt of a payment transaction request at the POS terminal;

receiving fingerprint biometric information from the fingerprint
sensor; and

determining that the received fingerprint biometric information

matches a biometric template stored within the data repository.

21. The method as claimed in claim 20, wherein the
electronic payment authorization transmitted by the processor to the POS terminal
includes one or more of (i) a unique device identifier corresponding to the wearable
device, (ii) user account information, payment card information or payment account
information associated with the wearable device, and (iii) a transaction authentication

signal.
22. The method as claimed in claim 18, wherein the electronic

payment authorization transmitted by the processor to the POS terminal includes both

of (i) user account information, payment card information or payment account
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information associated with the wearable device, and (ii) the unique identifier

corresponding to the wearable device.

23.  The method as claimed in claim 20, comprising the steps of:

initiating a process for associating the wearable device with a user
account, payment card or payment account at a remote authentication server;

transmitting the unique device identifier corresponding to the wearable
device, from the wearable device to the remote authentication server through a data
connection with a client terminal that is in network communication with the remote
authentication server; and

recording an association between the transmitted unique device
identifier and the user account, payment card or payment account, at the remote

authentication server.

24.  The method as claimed in claim 23, comprising responding to a
determination that the wearable device is not communicably coupled with the remote
authentication server, by preventing storage of a fingerprint biometric information in

the data repository of the wearable device.

25.  The method as claimed in claim 20, comprising storing within
the data repository, data corresponding to any of a user account, payment card or
payment account that has been associated with the unique device identifier

corresponding to the wearable device at the remote authentication server.

26.  The method as claimed in claim 20, comprising

generating a plurality of biometric templates based on fingerprint
based biometric information corresponding to a plurality of fingerprints
simultaneously presented for fingerprint acquisition at the at least one fingerprint
sensor;

enrolling the generated plurality of biometric templates by storing said
plurality of biometric templates within non-transitory memory in the wearable device;

and transmitting the electronic payment authorization in response to:
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receiving fingerprint biometric information corresponding to a
plurality of fingerprints simultaneously presented for authentication at the at least one
fingerprint sensor within the wearable device; and

determining that the receiving fingerprint biometric information
corresponding to a plurality of fingerprints simultaneously presented for
authentication at the at least one fingerprint sensor within the wearable device
matches the enrolled plurality of biometric templates stored within the non-transitory

memory in the wearable device.

27.  The method as claimed in claim 26, wherein the at least one

fingerprint sensor comprises two or more fingerprint sensors.
28. The method as claimed in claim 27, wherein said two or more

fingerprint sensors are located and sized to enable a user to simultaneously present a

thumb and forefinger for fingerprint scanning at said fingerprint sensors.
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