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(57) ABSTRACT

A bridge apparatus is disclosed, the bridge apparatus being
connected between a first network and a second network and
achieving a communication between equipment connected
to the first network and equipment connected to the second
network. This apparatus accepts communication from the
equipment over the first network to equipment disconnected
from the second network, and then, preserves contents of the
communication even in the case where the equipment over
the second network has been disconnected from the second
network for reasons such as electric power cut. In the case
where the disconnected equipment has been connected to the
second network again, this apparatus transmits the accepted
contents of the communication to the reconnected equip-
ment.
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Contents of instruction | Detailed description

Current state of source | (on-line) Source device is established online
90 _| device (off-ling) Source device is established offline

Bridge processing period | (>0) Bridge processing operation is maintained
_| (seconds) =0) Bridge processing operation is stopped
91 Y .
(<0) Bridge processing operation is permanently maintained

Bridge processing Discovery response enable / disable

| Operation type Description step enable / disable

“(In the case of disable) presence or absence of error
response

Control step enable / disable

‘(In the case of disable) presence or absence of error
response

(In the case of enable) response policy of variable
information on query response
Example) only information indicating off-line is returned
Example) final state information at the time of on-line
is returned
‘(In the case of enable) Cache of action request

(In the case of enable) Maximum number of caches of
action request

‘(In the case of enable) Cache period of action request

Eventing step enable / disable
*(In the case of disable) presence or absence of ermor
response
‘(In the case of enable) event nofification policy
Example) event notification is transmitted when source
device is established on-line

Example) no event notification is transmitted when source
device is established off-ine

“(In the case of enable) purchase period of event
notification

92

FIG.3
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ECHONET
bridge apparatus
Virtual UPnP ECHONET home
UPrp -~ | device A L~ electronics A
conr;ro| point UPnP T — ! ECHONET T ——————
tdevice B | ! glectronics B !
________ ?___‘ P |
l
3. COntrol (reservation) enabled 2. Virtual device is continuously 1. Disconnection
from CP even at the time of maintained even if it is
disconnection disconnected

FIG. 4

Description of attribute values| Attribute values | Variable /fixed
Power supply state 0x80 Variable
Manufacturer 0x8a Fixed
Manufacturer's serial number 0x8d Fixed
Model name 0x8c Fixed

FIG.5
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BRIDGE APPARATUS AND BRIDGE SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is based upon and claims the
benefit of priority from prior Japanese Patent Application
No. 2005-343906, filed Nov. 29, 2005, the entire contents of
which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002]

[0003] The present invention relates to a bridge apparatus
and a bridge system.

[0004] 2. Description of the Related Art

1. Field of the Invention

[0005] Home networking at general home has been pro-
gressed with rapid prevalence of personal computers and
broadband systems. Up to now, a primary object of a home
network has been limited to connection between a personal
computer and peripheral devices such as a broadband router
or a printer. In recent years, white goods and AV equipment
as well as a personal computer have been equipped with
network connection functions, and become constituent ele-
ments of a home network. Digital home electronics having
this communication function, called information home elec-
tronics, provides a new function to a user by making
connection to the Internet or providing an access to another
equipment.

[0006] However, at present, transparent interconnection
between these items of equipment (a personal computers and
its peripheral devices, white goods, or AV equipment) con-
figuring a home network is not achieved. This problem is
caused by the fact that a control protocol for interconnecting
personal computers and information home electronics with
each other is not commonly shared. Currently, a plurality of
control protocols coexist over a home network. The control
protocols targeted for use in a home network can include
AV/C utilized on a high speed IEEE1394 serial bus and
ECHONET (registered trademark) available over a variety
of communication networks.

[0007] UPnP is provided as an internationally standard-
ized protocol whose main purpose is to interconnect per-
sonal computers and their peripheral devices or network
devices such as routers, and utilizes a TCP/IP network
constructed over Institute of Electrical and Electronics
(IEEE) network 802. At present, its target is extended to AV
equipment, and its standardization is in progress.

[0008] The high speed IEEE1394 bus network is targeted
for use in AV equipment, and AV/C utilized over this
network is a protocol standard for transmitting and receiving
control commands of the AV equipment.

[0009] ECHONET is provided as a Japanese standard for
control protocols targeted for use in white goods, sensors,
and facilities. ECHONET is assumed to be used over a
variety of communication networks such as IEEE802, Blue-
tooth (registered trademark), an infrared system, an electric
line, and low power radio.

[0010] The UPnP, AV/C, and ECHONET are provided as
incompatible, independent protocol standards, and an avail-
able communication network is different for each standard
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except that both UPnP and ECHONET operate over the
IEEE802 network. Therefore, equipment conforming to one
control protocol cannot control equipment conforming to
another protocol. For example, a personal computer con-
forming to UPnP cannot control an air conditioner conform-
ing to ECHONET or a video recorder conforming to an
AV/C protocol.

[0011] A bridge apparatus solves this problem and enables
equipment conforming to one protocol to control equipment
conforming to another protocol. The bridge apparatus is
interposed in a network used by both protocols, and converts
one protocol to another protocol. At this time, in the case
where one protocol has a mechanism for searching and
disclosing equipment information and information on func-
tions provided in the equipment, it is a problem how items
of information of equipment belonging to another protocol
are disclosed to the former protocol. A variety of solutions
to this problem have been proposed. For example, in JP-A
2003-8610 (KOKAI), there is described a technique of
making IEEE1394 equipment operable using an UPnP pro-
tocol by converting an AV/C command utilized over an
IEEE1394 packet or the IEEE1394 network into a simple
object access protocol (SOAP) message. In this document,
there has been proposed a solution as to how functions
provided in the IEEE1394 equipment are expressed as the
UPnP equipment functions. Basically, this solution is fea-
tured in that the IEEE1394 equipment is virtually seen as
UPnP equipment (hereinafter, referred to as a virtual UPNP)
on a bridge apparatus.

[0012] However, this document fails to mention a problem
occurring in the case where the IEEE1394 equipment tar-
geted for use in bridging (hereinafter, referred to as a “source
device”) is powered OFF or in the case where an IEEE1394
cable is disconnected and no access can be provided to the
source device via the IEEE1394 network. In the case where
a bridge apparatus cannot access the source device via the
IEEE1394 network, an UPnP control point over the UPnP
network to which a bridge has been connected cannot access
the source device, either. Current home electronics equip-
ment with advanced low power consumption automatically
moves to a suspended state if a user does not operate for a
predetermined period of time. Thus, an access through a
network via the bridge apparatus is limited to a limited
period after the user has physically operated the source
device.

[0013] This feature is particularly significant in white
goods. In washing machines or microwaves, when washing
or cooking is completed by a user’s operation, power is
usually turned off immediately. Although an advantage of
operating home electronics equipment by utilizing a network
is that an access can be provided anytime and anywhere, this
advantage cannot be utilized by an energy saving mecha-
nism of the source device.

[0014] In addition, a general problem occurring regardless
of whether or not a gateway is interposed is that an UPnP
control point cannot send a control command unless an
UPnP device targeted for control is communicable. Thus, the
UPnP control point needs to take an implementation mode
for sending a control command after it has been determined
whether communication with the target is enabled or dis-
abled. As described previously, in the case where home
electronics equipment frequently moves to a power saving
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mode, disabling communication, there is a possibility that an
amount of time during which control can be achieved from
the UPnP control point via a network is very small.

[0015] The bridge apparatus disclosed in the above docu-
ment does not consider support for home electronics equip-
ment with a power saving mode that frequently moves to a
suspended state, and thus, an access can be provided via the
bridge apparatus, namely, via a network for only a prede-
termined period limited after the user has operated the
source device via a physical interface. Essentially, the bridge
apparatus disclosed in the above document is targeted for
use in AV equipment based on the IEEE1394, not for white
goods (ECHONET compatible equipment) that often auto-
matically move to such a suspended state.

BRIEF SUMMARY OF THE INVENTION

[0016] According to one aspect of the present invention,
there is provided a bridge apparatus connected between a
first network to which first equipment is connected and a
second network to which second equipment is connected,
the apparatus comprising: a connection detecting device
configured to detect connection of the second equipment to
the second network; a management device configured to
allocate a virtual device processor to the second equipment
in accordance with detection of the connection of the second
equipment to the second network, wherein the virtual device
processor makes a bridge operation between the first net-
work and the second network; a disconnection detecting
device configured to detect disconnection of the second
equipment from the second network; and a bridge operation
control device configured to direct the virtual device pro-
cessor to change contents of the bridge operation in accor-
dance with detection of the disconnection of the second
equipment from the second network.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

[0017] FIG. 1 is a view showing a network according to a
first embodiment;

[0018] FIG. 2 is a block diagram depicting a bridge
apparatus;

[0019] FIG. 3 is a view showing a list of control contents
of a bridge operation control unit;

[0020] FIG. 4 is a schematic view showing a bridge
processing operation according to the first embodiment;

[0021] FIG. 5 is a view showing a correlation table of
attribute values of home electronics equipment and variable/
fixed flags;

[0022] FIG. 6 is a flow chart showing procedures for basic
processing operations of a control command preserving/
determining unit;

[0023] FIG. 7 is a view showing a network according to a
second embodiment;

[0024] FIG. 8 is a schematic view showing a bridge
processing operation according to the second embodiment;
and

[0025] FIG. 9 is a view showing a network according to a
third embodiment.
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DETAILED DESCRIPTION OF THE
INVENTION

First Embodiment

[0026] Referring to FIG. 1, an UPnP control point 13
exists over an IEEE802 network 11, and an air conditioner
15 and a microwave 16 compatible with an ECHONET
protocol are connected to a Bluetooth network 12. In addi-
tion, a Bluetooth access point 14 is connected to both of the
IEEE802 network 11 and the Bluetooth network 12. An
ECHONET bridge apparatus 21 according to a first embodi-
ment is connected to the IEEE802 network 11. The ECHO-
NET bridge apparatus 21 includes: a connection detecting
unit 21a, a disconnection detecting unit 21b; a control
command preserving unit 21¢; a bridge operation change
unit 214d; a control command transmitting unit 21e; a source
device state notifying unit 21g; a control command validity
period setting/notifying unit 21f; a control command pre-
serving/determining unit 21%; and a bridge processing con-
tent control unit 214

[0027] As shown in FIG. 2, the ECHONET bridge appa-
ratus 21 is divided into a virtual UPnP device management
unit 22 and a virtual UPnP device processing unit 23 in
detail. Among the above-described units, the connection
detecting unit 21aq; the disconnection detecting unit 215; the
control command validity period setting/notifying unit 21f;
and the bridge operation control unit 214 belong to the inside
of the virtual UPnP device management unit 22, while the
control command preserving unit 21¢; the bridge operation
change unit 214, the control command transmitting unit 21e;
and the source device state notifying unit 21f; and the control
command preserving/determining unit 21/ belong to the
inside of the virtual UPnP device processing unit 23.

[0028] The virtual UPnP device management unit 22 allo-
cates the virtual UPnP device processing unit 23 to ECHO-
NET equipment. Specifically, this management unit is
responsible for generating and aborting a process of an
arbitrary number of the virtual UPnP device processing units
23 compatible with the ECHONET equipment. Further, the
virtual UPnP device management unit 22 is responsible for
controlling a behavior of the virtual UPnP device processing
unit 23.

[0029] The virtual UPnP device processing unit 23 spe-
cifically is provided as a process associated with the ECHO-
NET equipment on a one-to-one basis, and can exist in
plurality in a single bridge apparatus. In the case of FIG. 1,
two virtual UPnP device processing units 23 allocated to an
air conditioner and a microwave exist in the bridge appara-
tus 21. One of the main functions of the virtual UPnP device
processing unit 23 is to disclose the ECHONET equipment
having allocated the virtual UPnP device processing unit 23
thereto as UPnP equipment (device) over the IEEE802
network. Upon receiving a control command from an UPnP
control point, the UPnP device converts that command into
an ECHONET protocol, and then, transmits the thus con-
verted command to the associated ECHONET equipment. In
addition, upon receiving a processing result or state notifi-
cation from the ECHONET equipment, the UPnP device
converts the contents of the notification to an UPNP proto-
col, and then, transmits the protocol to the UPnP control
point.
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[0030] Now, a description will be given with respect to an
operation sequence of an ECHONET bridge apparatus 21
shown in FIG. 1.

[0031] The connection detecting unit 21a in the ECHO-
NET bridge apparatus 21 detects home electronics equip-
ment over the Bluetooth network 12. For example, the
connection detecting unit 214 receives a broadcast packet of
the ECHONET to be transmitted when the air conditioner 15
is connected to the Bluetooth network 12, and then, detects
that the air conditioner 15 has been connected to the Blue-
tooth network 12. The ECHONET bridge apparatus 21 starts
a bridge processing operation for the air conditioner 15
when connection with the air conditioner 15 is detected.
Namely, the virtual UPnP device management unit 22 in the
ECHONET bridge apparatus 21 generates the virtual UPnP
device processing unit 23 while the air conditioner 15 is
handled as a source device. As a result, from the UPnP
control point 13, the air conditioner 15 is recognized as an
UPnP device, and a control possible in accordance with the
ECHONET protocol can also be made from the UPnP
control point similarly. At this time, the ECHONET bridge
apparatus 21 converts an UPnP protocol based control
command received from the UPnP control point to an
ECHONET protocol based control command, and then,
transmits the converted control command to the source
device (air conditioner 15), thereby achieving control of the
air conditioner 15 from the control point 13. Here, a method
for mapping the ECHONET equipment to UPnP is based on
a method described in JP-A 2003-8610 (KOKAI) described
above, for example.

[0032] On the other hand, the disconnection detecting unit
216 in the ECHONET bridge apparatus 21 detects discon-
nection of home electronics equipment from the Bluetooth
network 12. For example, in the case where a power supply
plug of the air conditioner 15 is pulled out, the disconnection
detecting unit 215 detects that the air conditioner 15 has
been disconnected from the Bluetooth network 12 by the
fact that, after an ECHONET packet has been continuously
periodically transmitted to the air conditioner 15, no
response to this packet is made.

[0033] At this time, the virtual UPnP device management
unit 22 of the ECHONET bridge apparatus 21 assigns an
instruction to the bridge operation change unit 214 of the
virtual UPnP device processing unit 23 compatible with the
air conditioner 15 so as to maintain a bridge processing
operation through the bridge operation control change unit
21k The contents of this instruction are composed of
information relating to a source device current state 90, a
bridge processing operation period 91, and a bridge pro-
cessing operation type 92 with respect to the source device.
[0034] The source device current state 90 is provided as an
indicator indicating online or offline. In this case, it is
indicated that the air conditioner 15 is offline.

[0035] The bridge processing operation period 91 indi-
cates a time for the virtual UPnP device processing unit 23
to maintain a bridge processing operation. In the case where
0 has been specified, a bridge processing operation is
terminated immediately. Here, it is supported that a bridge
processing operation relevant to the air conditioner 15 is to
be maintained. Thus, a value such as 36000 seconds (10
hours), for example, greater than O, is set.

[0036] The bridge processing operation type 92 indicates
a protocol type to be processed by the virtual UPnP device
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processing unit 23 and the contents of detailed settings of a
processing operation according to that protocol type. The
protocol types to be processed indicate, for example, a
response to a search from an UPnP control point by SSDP
discovery; availability of periodic transmission of SSDP
alive (i.e., whether or not to support an UPnP Discovery
step); availability of acquisition of description by HTTP
GET from an UPnP control point (whether or not to support
an UPnP Description step); availability of a response to an
action query request by an HTTP SOAP message (whether
or not to support an UPnP Control step); availability of event
notification by a GENA packet (whether or not to support an
UPnP Eventing step).

[0037] In the case where UPnP Discovery is not sup-
ported, no response is made to an SSDP Discovery packet.
In addition, in the case where UPnP Description is not
supported, no response is made to a description request or an
HTTP error response is returned.

[0038] In the case where UPnP Control is not supported,
no response is made to an action query request or an HTTP
error response is returned. On the other hand, in the case
where UPnP Control is supported, for example, the follow-
ing contents are specified as further detailed parameters:

[0039] Whether or not to respond to a query request
relevant to an equipment static parameter (permanent
information such as model name or device name);

[0040] Whether or not to respond to a query request
relevant to a device variable parameter (such as air
volume setting of an air conditioner, operating mode,
temperature setting or room temperature). Response
policy in the case where a response is made (such as
whether or not to indicate offline or whether or not to
return a value acquired during online); and

[0041] Whether or not to cache an equipment action
(control) request. Maximum value of cache number in
the case where the request is cached, a cache maintain-
ing time, and response policy to action request.

[0042] Inaddition, in the case where UPnP Eventing is not
supported, no response is made to a GENA event purchase
request or an error response is returned. In the case where
UPnP Eventing is supported, as is the case with Control, an
event notification policy (such as whether or not an event is
notified when online is established again) and an event
purchase period is specified as additional parameters.

[0043] In the present embodiment, this bridge processing
operation type 92 specifies, for example, UPnP Discovery
support enable; Description support enable; Control support
enable (query response enable for permanent and variable
parameters, action response enable, action cache enable,
maximum cache number 3; cache period 3600 seconds), and
Eventing support enable.

[0044] Subsequently, upon receiving the contents of the
above instruction, the bridge operation change unit 214
changes an operation of the virtual UPnP device processing
unit 23. That is, upon receiving an action request from the
UPnP control point 13 without stopping the virtual UPnP
device processing unit 23 (operation maintaining period
36000 seconds), the bridge operation change unit 214 does
not forward that request message to the air conditioner 15,
and then, caches up to three messages internally by means
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of the control command preserving unit 21¢ (validity period
3600 seconds). As a result of change in the bridge operation,
from the UPnP control unit 13, the air conditioner 15
disconnected from the Bluetooth network 12 can be seen as
an UPnP device and accessible equipment. A schematic view
of the bridge operation change unit 214 is shown in FIG. 4.

[0045] Subsequently, when a control command for turning
ON the power of the air conditioner 15 is transmitted from
the UPnP control point 13, the ECHONET bridge apparatus
21 receives that control command, and then, stores the
received command inside the bridge apparatus by means of
the control command preserving unit 21¢. Here, when a
power supply plug of the air conditioner 15 is inserted into
an outlet, and then, the air conditioner 15 is connected to the
Bluetooth network 12 again, the ECHONET bridge appa-
ratus 21 recognizes that the air conditioner 15 is established
online by means of the connection detecting unit 21a, and
then, starts a bridge processing operation. At this time, in the
ECHONET bridge apparatus 21, the control command trans-
mitting unit 2le transmits to the air conditioner 15 the
control command for turning ON the power transmitted
from the UPnP control point 13 and stored in the control
command preserving unit 21c. In this manner, the air con-
ditioner 15 starts operation in accordance with the control
command for turning ON the power. As described above,
even if the main power supply of the air conditioner is turned
OFF and no connection to the Bluetooth network is estab-
lished, an air conditioner operation from the UPnP network
is accepted in the ECHONET bridge apparatus 21. When the
air conditioner has been reconnected, that air conditioner
operation command can be executed immediately.

[0046] Now, an example in which a microwave 16 is
targeted for control will be described here. Recently, net-
work compatible microwaves have been produced. These
microwaves enable complicated heating/cooking to be car-
ried out by acquiring cooking recipe data via the Internet.
However, many of these microwaves are powered down
immediately for electric power saving at a time other than
cooking. Power is turned ON while the user’s opening of
door of the microwave or operation of a user interface is
handled as a trigger. Therefore, such microwaves are pow-
ered OFF in many cases, an access via a network cannot be
provided, and recipe data cannot be transmitted. Namely, in
the case where an attempt is made to transmit recipe data to
a microwave via the Internet, power must be turned ON by
physically operating the microwave (by opening a door or
pressing a button on an operation panel). At this time, it
becomes possible to transmit recipe data without worrying
about a power supply state of a microwave by utilizing the
ECHONET bridge apparatus 21 according to the first
embodiment.

[0047] The ECHONET bridge apparatus 21 recognizes by
means of the connection detecting unit 21a that the micro-
wave 16 has been connected to the Bluetooth network 12.
Here, while the ECHONET bridge 21 starts a bridge pro-
cessing operation for the microwave 16, the power supply of
the microwave 16 is turned OFF because of its electric
power saving function, and an access cannot be provided via
a network. While the ECHONET bridge apparatus 21 rec-
ognizes the fact by means of the disconnection detecting unit
215, the bridge operation control unit 21k assigns the
contents of an instruction similar to an example of the air
conditioner 15 to the bridge operation change unit 21d,
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whereby a bridge processing operation does not stop. Thus,
from the UPnP control point 13, the microwave 16 can be
seen as an UPnP device, i.e., always accessible equipment.
Here, the UPnP control point 13 transmits to the microwave
16 the cooking recipe data acquired via the Internet. The
ECHONET bridge apparatus 21 receives the cooking recipe
data, and stores the received data in the bridge apparatus by
means of the control command preserving unit 21c. When
the door of the microwave 16 is opened (to place a cooking
material), and then, the microwave 16 is connected to the
Bluetooth network 12 again, the ECHONET bridge appa-
ratus 21 recognizes that the microwave 16 is established
online by means of the connection detecting unit 21a, and
then, starts a bridge processing operation. At this time, the
ECHONET bridge apparatus 21 transmits to the microwave
16 the cooking recipe data transmitted from the UPnP
control point 13 and stored therein by means of the control
command preserving unit 21¢, and then, sets a cooking
mode based on the recipe data. As described above, the
cooking recipe can be set for the microwave without wor-
rying about a power supply state.

[0048] The bridge operation change unit 214 that the
ECHONET bridge apparatus 21 includes, in detail, sets an
operation of the virtual UPnP device processing unit 23 so
as to maintain a support for a Discovery step for a prede-
termined period after a source device has been established
offline, based on the contents of an instruction from the
bridge operation control unit 21%. In this manner, in response
to an equipment search message from the UPnP control
point 13, the virtual UPnP device processing unit 23 trans-
mits a response message regardless of a communication
state of the ECHONET equipment and periodically trans-
mits an SSDP alive message. Therefore, the source device
(air conditioner 15 or microwave 16) can be caused to
continuously exist as an UPnP device in the IEEE802
network 11.

[0049] In addition, the bridge operation change unit 214
that the ECHONET bridge apparatus 21 includes sets an
operation of the virtual UPnP device processing unit 23 so
as to maintain a support for a Description step for a
predetermined period after the source device has been
established offline, based on the contents of an instruction
from the bridge operation control unit 21% in response to a
description acquisition message from the UPnP control
point. In this manner, regardless of a communication state of
the ECHONET equipment, the virtual UPnP device
responds a cached device/service description. Therefore,
even in a state in which the source device (air conditioner 15
or microwave 16) is disconnected from a network, detailed
information on the corresponding UPnP device can be
continuously provided to the UPnP control point.

[0050] Further, the bridge operation change unit 214 that
the ECHONET bridge apparatus 21 includes sets an opera-
tion of the virtual UPnP device processing unit 23 so as to
maintain a support for an Eventing step for a predetermined
period after the source device has been established offline,
based on the contents of an instruction from the bridge
operation control unit 21%. In this manner, this bridge
operation change unit transmits a response for accepting a
purchase request in response to an event purchase request
message from the UPnP control point 13 regardless of a
communication state of the ECHONET equipment, and
then, responds the contents of a service description cached
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in the virtual UPnP device with respect to a first immediate
event notification. After the source device has become
communicable, in the case where an event notification
occurs, a virtual device transmits an event notification to the
UPnP control point 13 as usual.

[0051] Further, the bridge operation change unit 214 that
the ECHONET bridge apparatus 21 includes sets an opera-
tion of the virtual UPnP device processing unit 23 so as to
maintain a support for a Control step for a predetermined
period after the source device has been established offline,
based on the contents of an instruction from the bridge
operation control unit 21%. In this manner, in response to an
action query request from the UPnP control point 13, this
bridge operation change unit can operate a behavior as to
whether or not to respond to a query request, whether or not
to respond to an action request, or whether or not to cache
an action request message regardless of a communication
state of the ECHONET equipment. At this time, in the case
of caching the action request message, after the source
device has been established online again, this bridge opera-
tion change unit can complete a processing operation after
forwarding the action request to the source device. At this
time, the bridge operation change unit 21d can achieve an
operation of the virtual UPnP device processing unit 23
described previously by sending a proper instruction to the
control command preserving unit 21¢, the source device
state notifying unit 21g, and the control command validity
period setting/notifying unit 217

[0052] The control command preserving unit 21¢ that the
ECHONET bridge apparatus 21 includes, in detail, responds
fixed information to the UPnP control point instead of the
ECHONET equipment being disconnected from the Blue-
tooth network, and doe not preserve a control command if
the control command contains query about static informa-
tion on the ECHONET equipment. A function of judging
whether or not the control contents are query to fixed
information on the ECHONET equipment is achieved by
means of the control command preserving/determining unit
21/ that the ECHONET bridge apparatus 21 includes.

[0053] The control command preserving/determining unit
21/ is achieved by preserving a table in which a flag
indicating whether or not each property is a permanent value
has been added to a property map (list of attribute informa-
tion on equipment that can be set/acquired) of the corre-
sponding ECHONET equipment, and then, referring to the
table. FIG. 5 shows an example of a correlation table of
attribute value of home electronics equipment and a vari-
able/fixed flag.

[0054] FIG. 6 is a flow chart showing procedures for basic
processing operation using the control command preserving/
determining unit 21/%. In step S1, when a control command
is received, it is determined whether or not an attribute value
of a control target is a variable value or a fixed value with
respect to this control command (step S2). If the attribute
value of the control target is a “fixed value”, the attribute
value is acquired from the preserved equipment information,
and then, the acquired attribute value is responded (step S3).
On the other hand, if the attribute value of the control target
is a “variable value”, it is determined whether or not an
operation type of a control command is any one of “acqui-
sition”, “setting”, and “notification request” (step S4). If the
operation type of the control command is “acquisition”, the
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attribute value is acquired from the preserved equipment
information, and then, the acquired attribute value is
responded (step S5). If the operation type of the control
command is “setting”, a response for accepting acquisition/
setting is made (step S6). If the operation type of the control
command is “notification request”, a response for accepting
a notification request is made (step S7), and then, the
preserved equipment information is notified and responded
(step S8).

[0055] If the control command contains setting a property
value to the ECHONET equipment (for example, turning
ON power supply of the air conditioner 15 or changing a set
temperature of the air conditioner 15), the control command
preserving unit 21¢ that the ECHONET bridge apparatus 21
includes, in detail, responds a successful processing opera-
tion to the UPnP control point 13 serving as a control
command transmission source regardless of a power supply
state of the source device.

[0056] Inthe present embodiment, regardless of whether a
power supply state of the source device (air conditioner 15
or microwave 16) is turned ON or OFF, the ECHONET
bridge apparatus 21 does not stop an operation of the virtual
UPnP device processing unit 23 that corresponds to the
respective source devices. Thus, from the UPnP control
point 13 over the IEEE802 network 11, the air conditioner
15 or the microwave 16 is seen as if the power supply is
always turned ON, and a mismatch occurs with an actual
source device. However, according to the source device state
notifying unit 21g that the ECHONET bridge apparatus 21
includes, the UPnP control point can know an actual power
supply state of the source device or an elapsed time after
power has been turned OFF.

[0057] The source device state notifying unit 21g in the
ECHONET bridge apparatus 21 is achieved by the ECHO-
NET bridge apparatus 21 defining variables indicating an
actual power supply state of the source device or an elapsed
time after power has been turned OFF and an action for
acquiring these variables for a service description document
of the virtual UPnP device that corresponds to the air
conditioner 15 or the microwave 16, and disclosing the
defined variables to the IEEE802 network 12.

[0058] Further, by means of the control command validity
period setting/notifying unit 21f'that the ECHONET bridge
apparatus 21 includes, the UPnP control point can set and
acquire the validity period of a control command in the case
where the control command transmitted to the source device
is stored by means of the control command preserving unit
21c¢ of the ECHONET bridge apparatus 21.

[0059] The control command validity period setting/noti-
fying unit 21f in the ECHONET bridge apparatus 21 is
achieved by the ECHONET bridge apparatus 21 defining
variables indicating the validity period of a control com-
mand for a source device and an action for acquiring/setting
these variables in a service description document of the
virtual UPnP device that corresponds to the air conditioner
15 or the microwave 16 and disclosing the defined variables
to the IEEE802 network 12. In this manner, it is possible to
avoid a situation in which the control command preserved in
the ECHONET bridge apparatus 21 continuously consumes
internal resources over a long period.
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Second Embodiment

[0060] As shown in FIG. 7, an UPnP control point 35
exists over an IEEE802 network 31, and an air conditioner
39 corresponding to an ECHONET protocol is connected to
a Bluetooth network 32. In addition, a Bluetooth access
point 37 is connected to both of the IEEE802 network 31 and
the Bluetooth network 32. On the other hand, a microwave
40 corresponding to the ECHONET protocol is connected to
a Bluetooth network 34. In addition, a Bluetooth access
points 38 is connected to both of an IEEE802 network 33
and the Bluetooth network 34. A router 36 is interposed
between the IEEE802 network 31 and the IEEE802 network
33, and the IEEE802 network is divided into two subnets.

[0061] An UPnP control point 35 is connected to the
IEEE802 network 31, and then, ECHONET bridge appara-
tuses 41 and 42 according to a second embodiment are
connected to the IEEE802 networks 31 and 33. These
ECHONET bridge apparatuses 41 and 42 include: connec-
tion detecting units 41a and 42qa; disconnection detecting
units 416 and 425b; control command preserving units 41c
and 42c¢; bridge operation change units 424 and 42d; control
command transmitting units 41e and 42¢; source device state
notifying units 41f'and 42f; control command validity period
setting/notifying units 41g and 42g; and bridge operation
control units 41% and 42k, respectively.

[0062] First, it is assumed that the air conditioner 39 is
connected to the Bluetooth network 32 and bridge-processed
by means of the ECHONET bridge apparatus 41, and
further, the microwave 40 is connected to the Bluetooth
network 34 and bridge-processed by means of the ECHO-
NET bridge apparatus 42. At this time, the ECHONET
bridge apparatus 40 cannot detect that the microwave 40
exists as ECHONET compatible equipment because the
router 36 is interposed. On the other hand, the ECHONET
bridge apparatus 41 can detect that the microwave 40 exists
as an UPnP device. Similarly, the UPnP control point 35 can
detect the presence of the microwave 40 as an UPnP device.
This is because the ECHONET protocol is provided as a
protocol limited to a single subnet, whereas the UPnP
protocol is provided as a protocol available across a plurality
of subnets.

[0063] Here, if the ECHONET bridge apparatus 42 is
disconnected from the IEEE802 network 33, the ECHONET
bridge apparatus 41 detects the disconnection of the ECHO-
NET bridge apparatus 42 by means of a bridge apparatus
disconnection detecting unit 41;.

[0064] The bridge apparatus disconnection detecting unit
41/ is achieved by the ECHONET bridge apparatus 41 itself
having an UPnP control point function and checking con-
nectivity of an IP level with respect to a transmission source
address of an SSDP byebye packet after receiving the SSDP
byebye packet transmitted by a virtual UPnP device that
corresponds to the microwave 40 at the time of disconnec-
tion of the ECHONET bridge apparatus 42, and then,
verifying that no connection can be made.

[0065] Alternatively, the bridge apparatus disconnection
detecting unit 41/ is achieved by the ECHONET bridge
apparatus 41 itself having an UPnP control point function;
generating and storing a list of an UPnP device over the
same UPnP network, based on an SSDP alive packet
received from an UPnP device; recognizing disconnection of
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equipment based on a timeout by managing a timeout period
of the SSDP alive packet; and making a connectivity check
of'the above IP level. At this time, it is thought to use a utility
program such as Ping for the connectivity check of the IP
level.

[0066] In addition, as another implementation means of
the bridge apparatus disconnection detecting unit 417, there
is provided a method for disclosing the ECHONET bridge
apparatus 41 itself as an UPnP device over the IEEE802
network. In this case, the UPnP device corresponding to the
ECHONET bridge apparatus 41 transmits an SSDP byebye
packet, thus making it possible for the ECHONET bridge
apparatus 42 to sense the disconnection of the ECHONET
bridge apparatus 41. At this time, the fact that the air
conditioner 39 has been bridge-processed by means of the
ECHONET bridge apparatus 41 can be checked by a match
for a transmission source host of the SSDP byebye packets
transmitted by the UPnP devices corresponding to the
ECHONET bridge apparatus 41 and the air conditioner 39,
respectively, so as to include a hard ware address (such as
MAC address) of a bridge apparatus in a serial number
element included in a device description, and then, the fact
that these values are matched.

[0067] Subsequently, the ECHONET bridge apparatus 41
generates a virtual UPnP device with respect to the micro-
wave 40 by means of a virtual device inheriting unit 41;. The
virtual device inheriting unit 415 is achieved by acquiring a
device description and a service description of the virtual
UPnP device, and then, storing the acquired descriptions in
the ECHONET bridge apparatus 41 when SSDP alive has
been received from the virtual UPnP device related to the
microwave 40. By means of this virtual device inheriting
unit 41/, from the UPnP control point 35 over the IEEE802
network, the microwave 40 is continuously seen as an UPnP
device. However, in actuality, the ECHONET bridge appa-
ratus 42 is not connected to the IEEE802 network 33 and the
microwave 40 belongs to a subnet other than the ECHONET
bridge apparatus 41, thus making it impossible to send
cooking recipe information to the microwave 40 via a virtual
UPnP device over the ECHONET bridge apparatus 41.

[0068] Here, the UPnP control point 35 transmits the
cooking recipe data acquired via the Internet to the micro-
wave 40. The ECHONET bridge apparatus 41 receives the
cooking recipe data, and then, stores the received data in the
bridge apparatus by means of the control command preserv-
ing unit 41¢. When the ECHONET bridge apparatus 42 is
connected to the IEEE802 network 33 again, the ECHONET
bridge apparatus 42 detects the connection of the microwave
40 by means of the connection detecting unit 424, and then,
starts a bridge processing operation. At this time, the ECHO-
NET bridge apparatus 41 detects that the ECHONET bridge
apparatus 42 has been connected to the IEEE802 network 33
again by means of a bridge apparatus connection detecting
unit 41%. This bridge apparatus connection detecting unit
41/ is achieved by detecting that a virtual UPnP device
relevant to the microwave 40 has been generated by means
of the connection detecting unit 41a; and recognizing that
the virtual UPnP device relevant to the microwave 40
generated by its own has been generated by means of the
virtual device inheriting unit 41;. Subsequently, the ECHO-
NET bridge apparatus 41 transmits from the control com-
mand transmitting unit 41e the cooking recipe data trans-
mitted from the UPnP control point 35 and stored in the
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control command preserving unit 41c. An outline of the
procedures for the above processing operation is shown in a
schematic view of FIG. 8.

Third Embodiment

[0069] As shown in FIG. 9, an UPnP control point 53
exists over an IEEE802 network 51. In addition, a personal
video recorder (PVR) 55 and a digital television (DTV) 56
corresponding to an IEEE1394 protocol are connected over
an IEEE1394 network. Further, an IEEE1394 bridge appa-
ratus 61 according to a third embodiment is connected to the
IEEE802 network 51. The IEEE1394 bridge apparatus 61
includes: a connection detecting unit 61a; a disconnection
detecting unit 615; a control command preserving unit 61c;
a bridge operation change unit 61d; a control command
transmitting unit 61le; a source device state notifying unit
61g; a control command validity period setting/notifying
unit 61f; a control command preserving/determining unit
61/; and a bridge operation control unit 61%. A mechanism
for the IEEE1394 bridge apparatus 61 to detect connection
or disconnection of IEEE1394 equipment over an IEEE1394
network 52 is different from that of an ECHONET bridge
apparatus, and is achieved by detecting a bus reset that
occurs at the time of an IEEE1394 network topology change.
With respect to the other points, the mechanism is identical
to that of the ECHONET bridge apparatus. In this manner,
the present invention can also be applied to an IEEE1394
bridge apparatus capable of operating IEEE1394 equipment
in accordance with an UPnP protocol.

[0070] With respect to the embodiments described above,
their advantageous effects will be described below.

[0071] Even if ECHONET equipment is disconnected
from a Bluetooth network, and cannot send a control com-
mand in accordance with an ECHONET packet, the ECHO-
NET bridge apparatus according to the first embodiment can
execute a bridge processing operation continuously. In this
manner, the disconnected ECHONET equipment is seen to
exist as if it were an UPnP device from an UPnP network.
Further, an UPnP control point can transmit a control
command to a virtual UPnP device that corresponds to the
disconnected ECHONET equipment, the virtual device
being generated on the ECHONET bridge apparatus. This
control command is transmitted to the ECHONET equip-
ment and is executed when the ECHONET equipment is
connected to the Bluetooth network again. Many of the
present home electronics equipment is automatically pow-
ered down if they are not used for a predetermined period for
the purpose of electric power saving. In particular, home
electronics having a network function cannot be accessed
via a network at the time of this electric power saving. In the
ECHONET bridge apparatus that achieves control via an
UPnP protocol relevant to such home electronics equipment,
it is important that a control command is accepted regardless
of a power supply state or a network connection state of
source ECHONET equipment.

[0072] With the ECHONET bridge apparatus according to
the first embodiment, in the case where a control command
has been accepted when the source ECHONET equipment is
disconnected from the Bluetooth network, if this control
command requests acquisition of a permanent parameter that
the ECHONET equipment has, the ECHONET bridge appa-
ratus can return a response to this control command instead
in a substitutive manner.
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[0073] Inaddition, a bridge processing operation is always
carried out regardless of a power supply state or a network
connection state of the ECHONET apparatus targeted for
bridge. Thus, even in the case where the ECHONET equip-
ment is not connected to a network, an UPnP device relevant
to the ECHONET equipment appears to exist from the UPnP
control point. At this time, in the case where the UPnP
control point wants to know whether the ECHONET equip-
ment is actually network reachable or not, the ECHONET
bridge apparatus according to the first embodiment can
provide information relevant thereto.

[0074] In addition, in the case where the UPnP control
point wants to know a time when ECHONET equipment is
disconnected from the Bluetooth network or a time when it
is connected, the ECHONET bridge apparatus according to
the first embodiment can provide information relevant
thereto.

[0075] In addition, a control command for ECHONET
equipment disconnected from the Bluetooth network can be
preserved until the ECHONET equipment is connected
again. In the case where the UPnP control point wants to
know or change this preservation time, the ECHONET
bridge apparatus according to the first embodiment can
provide preservation period information. In addition, the
preservation period can be set for the UPnP control point.

[0076] With the ECHONET bridge apparatus according to
the second embodiment, in the case where a plurality of
ECHONET bridge apparatuses exist across a plurality of IP
subnets, even if one of the ECHONET bridge apparatuses is
disconnected from the network, other ECHONET bridge
apparatuses inherit a bridge processing operation. Upon
reconnection, a control command accepted during the dis-
connection is transmitted to the reconnected ECHONET
bridge apparatus, thereby making it possible to execute a
control command in accordance with an UPnP protocol
relevant to the underlying ECHONET equipment even if the
bridge apparatus is disconnected from the network.

[0077] The present invention can be applied to the
IEEE1394 bridge apparatus capable of operating IEEE1394
equipment with an UPnP protocol, as described in the third
embodiment. The function and advantageous effect
described above apply to the IEEE1394 bridge apparatus as
well.

[0078] Additional advantages and modifications will
readily occur to those skilled in the art. Therefore, the
invention in its broader aspects is not limited to the specific
details and representative embodiments shown and
described herein. Accordingly, various modifications may be
made without departing from the spirit or scope of the
general inventive concept as defined by the appended claims
and their equivalents.

What is claimed is:

1. A bridge apparatus connected between a first network
to which first equipment is connected and a second network
to which second equipment is connected, the apparatus
comprising:

a connection detecting device configured to detect con-
nection of the second equipment to the second network;

a management device configured to allocate a virtual
device processor to the second equipment in accor-
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dance with detection of the connection of the second
equipment to the second network, wherein the virtual
device processor makes a bridge operation between the
first network and the second network;

a disconnection detecting device configured to detect
disconnection of the second equipment from the second
network; and

a bridge operation control device configured to direct the
virtual device processor to change contents of the
bridge operation in accordance with detection of the
disconnection of the second equipment from the second
network.

2. The apparatus according to claim 1, wherein the virtual
device processor comprises:

a determining device configured to determine whether or
not to preserve a control command because the virtual
device processor cannot process the control command
from the first equipment;

a preserving device configured to preserve the control
command until the second equipment is connected to
the second network again if the control command
should be preserved; and

a transmitting device configured to transmit to the second
equipment a control command preserved by the pre-
serving device when the second equipment is con-
nected to the second network again.

3. The apparatus according to claim 1, further comprising

a notifying device configured to notify to the first equipment
a power supply state of the second equipment as a source
device that corresponds to the virtual device processor.

4. The apparatus according to claim 1, further comprising
an acquisition device configured to acquire a validity period
of a control command from the first equipment to the second
equipment.

5. The apparatus according to claim 1, wherein the virtual
device processor comprises an update device configured to
update contents of the bridge operation in accordance with
bridge operation attribute information assigned from the
bridge operation control device, and the bridge operation
attribute information indicates whether or not to maintain at
least a bridge processing operation.

6. The apparatus according to claim 5, wherein the bridge
operation attribute information further includes specifying a
time period for maintaining the bridge processing operation.

7. The apparatus according to claim 5, wherein the bridge
operation attribute information indicates any of keeping the
bridge processing operation running for a set period, imme-
diate stoppage of the bridge processing operation, and
keeping the bridge processing operation permanently.

8. The apparatus according to claim 5, wherein the virtual
device processor:

if a control command from the first equipment intends to
make a search for equipment that belongs to the second
network, responds to the first equipment the fact that
the second equipment exists;

if the control command intends to acquire attribute infor-
mation on the second equipment, responds to the first
equipment, attribute information on the second equip-
ment that has been acquired in advance; and
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if the control command intends to a request for notifying
a state change of the second equipment, responds to the
first equipment the fact that the notifies request has
been accepted and notifying to the first equipment the
attribute information as an initial state.
9. The apparatus according to claim 8, wherein the bridge
operation attribute information indicates:

response enable or disable determination information in
the case where the control command from the first
equipment intends to make a search for equipment that
belongs to the second network;

response enable or disable determination information in
the case where the control command from the first
equipment intends to acquire equipment information on
the equipment that belongs to the second network; and

response enable or disable determination information in
the case where the control command from the first
equipment intends to acquire attribute information on
the equipment that belongs to the second network.

10. The apparatus according to claim 2, wherein the
determining device determines whether or not to preserve a
control command in accordance with whether an attribute
value of the second equipment targeted for use in the control
command from the first equipment is a variable value or a
fixed value.

11. The apparatus according to claim 10, wherein, if the
attribute value of the second equipment targeted for use in
the control command from the first equipment is a variable
value, the determining device determines whether or not to
preserve the control command depending on which of
acquisition, setting, and notification requests corresponds to
an operation type of the control command.

12. A bridge system comprising:

a first bridge apparatus connected between a first network
to which first equipment is connected and a second
network to which second equipment is connected; and
a second bridge apparatus connected between the first
network and a third network, wherein the first bridge
apparatus comprises:

a connection detecting device configured to detect con-
nection of the second equipment to the second network;

a management device configured to allocate a virtual
device processor to the second equipment in accor-
dance with detection of the connection of the second
equipment to the second network, wherein the virtual
device processor makes a bridge operation between the
first network and the second network;

a disconnection detecting device configured to detect
disconnection of the second equipment from the second
network; and

a bridge operation control device configured to direct the
virtual device processor to change contents of the
bridge operation in accordance with detection of the
disconnection of the second equipment from the second
network, and

the second bridge apparatus comprises:

a bridge apparatus disconnection detecting device config-
ured to detect disconnection of the first bridge appara-
tus from the first network; and
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an inheriting device configured to inherit a bridge pro-

cessing operation by the virtual bridge processor of the

first bridge apparatus in a period in which the first

bridge apparatus is disconnected from the first network.

13. A method for operating a bridge apparatus connected

between a first network to which first equipment is con-

nected and a second network to which second equipment is
connected, the method comprising:

detecting connection of the second equipment to the
second network;

allocating a virtual device processor to the second equip-
ment in accordance with detection of the connection of
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the second equipment to the second network, wherein
the virtual device processor makes a bridge operation
between the first network and the second network;

detecting disconnection of the second equipment from the
second network; and

directing the virtual device processor to change contents
of the bridge operation in accordance with detection of
the disconnection of the second equipment from the
second network.



