wo 2010/091887 A1 I T IA0KVO 0 OO0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

/252>, ) 0 O O 00
A () )

Wy

(19) World Intellectual Property Organization
International Bureau

i

(43) International Publication Date '_ (10) International Publication Number

19 August 2010 (19.08.2010) WO 2010/091887 A1

(51) International Patent Classification: AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
HO4L 29/08 (2006.01) CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
. .. DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(21) International Application Number: HN. HR. HU. ID. IL. IN. IS. JP. KE. KG. KM. KN, KP
PCT/EP2010/000914 KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
(22) International Filing Date: ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
15 February 2010 (15.02.2010) NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
. . SE, 8@, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

(25) Filing Language: English TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(26) Publication Language: English  (84) Designated States (unless otherwise indicated, for every
(30) Priority Data: kind of regional protection available): ARIPO (BW, GH,
09002063.7 13 February 2009 (13.02.2009) EP GM, KE, LS, MW, MZ, NA, SD, SL, 8Z, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TI,
(71) Applicant (for all designated States except US). NEC TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
EUROPE LTD. [DE/DE]; Kurfiirsten-Anlage 36, 69115 ES. FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
Heidelberg (DE). MC, MK, MT, NL, NO, PL, PT, RO, SE, SL, SK, SM,

(72) Inventors; and TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

(75) Inventors/Applicants (for US only): ZDARSKY, Frank ML, MR, NE, SN, TD, TG).
[DE/DE]; Oberlinstrasse 13, 76227 Karlsruhe/Durlach Published:
(DE). LIEBSCH, Marco [DE/DE]; Romerstrasse 54,

69115 Heidelberg (DE).
. —  before the expiration of the time limit for amending the
(74) Agent: ULLRICH & NAUMANN; Luisenstrasse 14, claims and to be republished in the event of receipt of
69115 Heidelberg (DE). amendments (Rule 48.2(h))

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

—  with international search report (Art. 21(3))

(54) Title: COMMUNICATION NETWORK AND METHOD FOR OPERATING A COMMUNICATION NETWORK

1
2 3 7 4
/ / /
Mobile Terminal Radio Access Internet
Network 7

/

(B) address resolution Address

Q§ Resolver

6 5
/ ’
Application MDA | /8
{C) conhection
(A) request : Content
message establighment Server
(D) authentication
(H) response (E) request? message ||
message F) response message|
(G) connection
tear down
Fig. 1

(57) Abstract: A communication network, comprising at least one mobile terminal (2) attached to a radio access network (3), said
mobile terminal (2) being enabled to run one or more applications (6), wherein said applications at least partly employ message-
oriented application protocols, characterized in that said network further comprises a message delegation agent (5), said message
delegation agent (5) being configured to perform the steps of receiving request messages sent by said mobile terminal (2) in order
to request application related information and/or data, performing the necessary sequence of network protocol operations and as-
sociated exchanges with other network components on behalf of said mobile terminal (2), and for each of said request messages
sending a single response message back to said mobile terminal (2), wherein said response message contains at least said applica-
tion related information and/or data requested by said mobile terminal (2). Furthermore, a method for operating a communication
network with improved energy efficiency for mobile terminals is disclosed.
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COMMUNICATION NETWORK AND METHOD FOR OPERATING A
COMMUNICATION NETWORK

The present invention relates to a communication network, comprising at least one
mobile terminal attached to a radio access network, said mobile terminal being
enabled to run one or more applications, wherein said applications at least partly
employ message-oriented application protocols.

Furthermore, the present invention relates to a method for operating a
communication network, said network including at least one mobile terminal
attached to a radio access network, said mobile terminal being enabled to run one
or more applications, wherein said applications at least partly employ message-
oriented application protocols.

An increasing number of applications for mobile terminals employ a message-
oriented communication paradigm. The characteristic “message-oriented” is to be
understood in distinction to a “stream-oriented” communication. Basically, a
message-oriented communication is characterized in that it contains single data
blocks with each data block serving a well-defined purpose. The most prominent
example of message-oriented communication is web-browsing, which uses the
Hypertext Transfer Protocol (HTTP) to send request messages for Internet content
(web-pages, images, videos, etc.) to a web-server and receive response
messages containing the requested content from the server in return.

Another example is web-applications, like e.g. Gmail or Google Docs, and the
wide range of web-services, e.g. based on SOAP (Simple Object Access Protocol).
Typically, to send messages to request a “remote procedure call” and receive the
return values, respectively, web-applications and -services also use HTTP. Apart
from this there are many other, non-HTTP-based application layer protocols that
use a message-oriented communication paradigm, e.g. XMPP (Extensible
Message and Presence Protocol).

To send a single message over the air, a large number of protocol operations have
to be performed by the mobile terminal, e.g. IP (Internet Protocol) address
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resolutions, TCP (Transmission Control Protocol) connection establishments and
authentication procedures. Apart from latency and bandwidth overheads, the large
number of message transmissions and receptions consume valuable battery
power of the terminal and, because the messages are sent over an extended
period of time, prevent the terminal from switching into deep power-saving modes.

In the current Internet architecture, message-oriented application protocols incur
several overheads in terms of time and data volume:

- The remote communication end-point or resource, which is typically encoded as
a URL (Uniform Resource Locator) or URI (Uniform Resource Identifier), needs to
be mapped to an IP address to which the messages are sent, e.g. by querying a
DNS (Domain Name System) server.

- Message-oriented applications often assume TCP (Transmission Control
Protocol) for reliable message transport, which is streaming-oriented rather than
message-oriented, and is also connection-oriented and thus requires an end-to-
end handshake with the remote peer entity. Other transport layer protocols like
SCTP (Stream Control Transmission Protocol) and DCCP (Datagram Congestion
Control Protocol) are more message-oriented, but still require handshakes for
connection setup and/or congestion control purposes.

- Furthermore, many applications require a secure (e.g. authenticated, encrypted,
etc.) message exchange and/or a transaction-based communication, as otherwise
several actions may either fail or succeed atomically. The provision of security
may incur additional communication overhead for contacting DNS, authentication
or transaction servers.

For a mobile terminal this communication overhead is particularly costly, due to its
limited communication bandwidth as well as due to higher losses and latency of
wireless links, but in particular also because of the higher energy consumption for
wireless transmissions. Furthermore, disruptions of wireless connectivity, e.g. due
to the mobile terminal being temporarily outside the coverage area of its mobile
network, may cause high delays for resuming communication after reconnection,
in particular when connections have to be completely set up again.
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It is therefore an object of the present invention to improve and further develop a
communication network and a method for operating a communication network of
the initially described type in such a way that the energy efficiency as well as the
disruption tolerance of the mobile terminal is improved.

In accordance with the invention, the aforementioned object is accomplished by a
communication network comprising the features of claim 1. According to this claim,
such a network is characterized in that it further comprises a message delegation
agent, said message delegation agent being configured to perform the steps of
receiving request messages sent by said mobile terminal in order to request
application related information and/or data, performing the necessary sequence of
network protocol operations and associated exchanges with other network
components on behalf of said mobile terminal, and for each of said request
messages sending a single response message back to said mobile terminal,
wherein said response message contains at least said application related
information and/or data requested by said mobile terminal.

Furthermore, the aforementioned object is accomplished by a method comprising
the features of independent claim 11. According to this claim, such a method is
characterized in that a message delegation agent is provided, wherein said
message delegation agent performs the steps of receiving request messages sent
by said mobile terminal in order to request application related information and/or
data, performing the necessary sequence of network protocol operations and
associated exchanges with other network components on behalf of said mobile
terminal, and for each of said request messages sending a single response
message back to said mobile terminal, wherein said response message contains
at least said application related information and/or data requested by said mobile
terminal.

According to the present invention it has been recognized that in message-
oriented applications mobile terminals typically spend many resources for
processing application protocol messages within the IP network stack as well as
for message transmissions to the network infrastructure via the physical layer. As
a solution for improving the mobile terminal’'s energy efficiency the present
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invention proposes introducing a new network function called Message Delegation
Agent (MDA) that supports off-loading signaling overhead from the mobile terminal
into the network infrastructure. More specifically, the mobile terminal sends
request messages for application related information and/or data to the MDA,
which then takes care of all operations necessary to deliver the request message
to the intended recipient and the respective response message back to the mobile
terminal. By the MDA performing all necessary message sequences and
associated exchanges of messages with other network components on behalf of
the mobile terminal, the communication overhead on the wireless link between the
mobile terminal and the network is minimized. As the entire message delegation is
handled by the MDA function inside the network, it is possible to respond to a
mobile terminal’s request message with a single response message from the MDA
back to the mobile terminal, wherein the response message contains at least the
application related information and/or data requested by the mobile terminal and/or
an error code, if the request could not be handled or could only partially be
handled. In an ideal case, the protocol overhead between the mobile terminal and
the network is reduced to a single MAC (Media Access Control) layer SDU
(Service Data Unit) for the request and response message, respectively.

By introducing the MDA function, the present invention provides means to
minimize send and receive operations of messages on high-cost wireless
interfaces between mobile terminals and their access network. The effect and
benefit of such an approach is to optimize the use of power consuming resources
of the mobile terminal, such as the radio network interface, the CPU and
processing power, etc. Another advantage of the present approach is that it avoids
the typical use of TCP or similar resource-intensive transports over the wireless
link. This makes it different from proxy-based approaches, like e.g. the one
described in Christensen et al: “Enabling Power Management From Network-
Attached Computers”, Int. J. Network Management, 8, 120-130.

In a preferred embodiment the operations that are performed by the MDA include
address resolution, message transport, authentication, billing and/or aggregation
of content. For instance, the MDA may contact a DNS (Domain Name System)
server for mapping an URL or URI contained in a request message from a mobile
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terminal to the correct IP address. Furthermore, the MDA, on behalf of the mobile
terminal, may establish required TCP connections for a reliable message transport.

Advantageously, the MDA is configured to support rule-based — i.e. rules specified
by mobile terminal — and/or speculative or anticipatory processing, which may help
to further reduce messaging overhead. Additionally or alternatively, the MDA,
triggered by a request message from a mobile terminal, may perform a sequence
of operations that is conditioned by previous request messages received from that
mobile terminal. For instance, the history or characteristic of previous request
messages that reflects a specific user behavior may be taken as a basis for MDA
operations. Moreover, the sequence of actions performed by the MDA may follow
specific network policies. In any case, as an example the MDA could fetch a
requested web page as well as the objects embedded into that web page, like e.g.
images and animations from one or multiple different sources. The MDA may
return the entire information to the mobile terminal in one response, although only
the web page itself was (initially) requested.

In particular with regard to a pre-fetch of information/data as described above, the
provision of a cache proves to be beneficial. The cache may be employed for
storing (yet unsolicited) response messages anticipated by the MDA until they are
actually requested by the mobile terminal. The responses may be deleted in case
the respective information is not requested by the mobile terminal within a
predefined time period. According to a specific embodiment the cache may be
implemented on the MDA. Alternatively, the cache may be implemented on the
mobile terminal. The benefit of the latter approach for the mobile terminal would be
the saving of a request message (e.g. for requesting objects embedded into a web
page from the MDA), coming at the cost of potentially having to receive data that is
not requested at all.

According to a further preferred embodiment a message aggregation agent (MAA)
may be provided in the network. The MAA may be configured to aggregate
response messages of one of more MDAs destined to the mobile terminal and/or
de-aggregate application protocol messages aggregated by the mobile terminal
prior to transmission over the air interface. By introducing one or more MAAs
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inside the network, the communication overhead for sending and receiving
application protocol messages between a mobile terminal and the network
infrastructure can be further reduced. For instance, the MAA may be configured to
aggregate and batch multiple response messages from an MDA according to the
respective mobile terminal's QoS constrains. More specifically, it may be provided
that the order of application protocol messages aggregated in a request message,
the batch size, and/or the time of transmission of request messages is specified by
the respective application running on the mobile terminal, based on its QoS
requirements and its delay tolerances (latency, priority, etc.). The parameters may
also be specified e.g. by the mobile terminal’s operating system or by policy rules.

In a concrete embodiment a MAA may be co-located with a MDA. As regards
message processing, it may be provided that the MAAs or the MDAs handle de-
aggregated messages concurrently or in sequence.

According to a preferred embodiment the MDA and/or the MAA are located inside
the access network to which the mobile terminal is attached. For instance, such
implementation would prove to be beneficial with respect to the transmission of
confidential or privacy sensitive data, like e.g. banking access data. Alternatively,
the MDA and/or the MAA may be located in the mobile terminal’s home network.
In particular in such case, one or more message forwarding agents may be
provided that forward request messages from the mobile terminal to one or more
MDAs that may be operated by a network service provider, a (private) user or by a
(trusted) third party.

With respect to a particularly effective reduction of signaling overhead, it may be
provided the request messages sent by the mobile terminal to an MDA are self-
contained with respect to the requested application related information and/or data.
In this context, self-contained means that the request message contains all
necessary information required by the MDA to generate a response message that
contains the entire requested information and/or data. For instance, a mobile
terminal may in addition to a request message send further service specific
information (e.g. credentials for service authorization, information about intended
next actions) or lower protocol layer specific information (e.g. access
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authentication, QoS info, deep sleep intervals) together with a message,
speculating that such information may be needed by the MDA for processing this
or future messages. As a result, any further inquiry of the MDA in form of callbacks
to the mobile terminal is avoided, thereby minimizing the signaling overhead as far
as possible.

In a specific embodiment, the request and/or response messages sent between
the mobile terminal and a MDA or MAA includes information regarding the identity
of the mobile terminal and/or its user. Identity information is required on the side of
the MDA in many cases, since e.g. a service provider has to know the identity of
its users, for instance with respect to billing/accounting issues. In many cases,
information that only describes the identity of the mobile terminal is not even
sufficient; instead information that proves the respective identity is required (e.g. in
form of certificates).

As already indicated, the messages may also contain information needed for
charging, accounting and billing the mobile terminal user by a service provider.
Additionally, the messages may contain information regarding the payment itself,
e.g. in form of payment tokens.

With respect to efficient energy savings it may be provided that the request and/or
response messages sent between a mobile terminal and MDAs or MAAs include
information regarding low power periods of the mobile terminal and/or of the
mobile terminal’s radio access point. The MAAs can exploit this information for
aggregating and batching messages in such a way that it allows both sides to
remain in a low power state even longer. Consequently, by replacing periodic
tasks with event-driven or batched tasks power saving is optimized both on the
mobile terminal side (CPU/OS/application) as well as on the network side.

The timing of reactivation from low power states can be static or dynamically
adjusted according to applications’ QoS constraints (e.g. delay tolerance). Hence,
technology-specific power save modes of the processing (e.g. CPU) and
networking (e.g. radio) hardware can be aligned with transmission and expected
reception of such batched or aggregated packets on both sides, the mobile
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terminals and the radio access components. As a result, a synchronization of
packet transmission/reception events and batched/aggregated packets with radio
specific power save modes and local processing resources can be achieved,
thereby enabling extended periods in deep power-saving modes.

Further, the messages may contain information regarding the associated
availability to receive packets during active states. In particular, based on this
information it may be provided that radio access points adjust the timing and
maximize their duration they remain in low power states. The adjustment may take
into consideration scheduled downlink messages, which are destined to one or
multiple mobile terminals, the message’s QoS constrains as well as mobile
terminal’s availability during active periods to receive messages. Alternatively or
additionally, the adjustment may take into consideration QoS constraints of mobile
terminal’s uplink traffic and associated active period of one or multiple mobile
terminals that are served by the radio access point.

In this context it is important to note that in prior art solution power save modes of
mobile terminals and also of radio access points in the network infrastructure are
not synchronized with terminals’ traffic patterns and mobility characteristics. Many
radio technology specific power save modes allow reduction of power
consumption. However, these techniques are rather statically configured and de-
coupled from a mobile station’s transmit and receive characteristics. Some
techniques save power on mobile devices very efficiently, but activate networking
resources only based on the mobile terminal’'s indication to ‘wake up’ (see for
instance G. Anastasi et al.: “802.11 Power-Saving Mode for Mobile Computing in
Wi-Fi hotspots: Limitations, Enhancements and Open Issues”). Such techniques
conflict with reachability aspects of mobile devices and data packets cannot be
forwarded to mobile devices, which are in a deep sleep mode to save power.
Some proposals require further hardware, are radio network interface specific and
rely on a second, low power consuming network interface, which is solely used to
detect incoming traffic, and the main network interface is switched off to save
power (see for instance Y. Agarwal et al.. “Somniolique: Maintaining Network
Connectivity While Your Computer Sleeps”). With state of the art techniques, the
efficiency to reduce power consumption on mobile devices and radio network
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components is far from being optimal and not aligned with mobile applications’
networking characteristics and demand to remain reachable.

In a further preferred embodiment it may be provided that the transmission of
request messages is expedited or delayed, respectively. According to a first
implementation the timing (i.e. expedition or delay) of message transmissions may
be carried out in order to maximize the time spent by the mobile terminal’s local
hardware resources like CPU, radio network interfaces, etc., in low power states to
increase energy efficiency of the communication. According to a second
implementation the expedition or delay of message transmissions may serve the
purpose of maximizing the time spent by network resources in low power states.
Network resources may include processing and radio network hardware resources
like CPU, radio network interfaces, etc. In the context of achieving energy savings
by expediting or delaying messages it proves to be particularly advantageous that
the applications and/or the mobile terminal’'s OS specify policies and/or QoS
requirements that are considered in the handling of messages by the mobile
terminal and/or by the MDA.

Again with respect to high energy efficiency it may be provided that patterns and
timings of low power states are coordinated across multiple radio access points to
improve the latency of data forwarding between mobile terminals and the network
despite active power management. The coordination may be performed either by a
centralized or by a distributed network function. One approach would be to exploit
that the mobile terminal is typically covered by multiple access points at the same
time. Consequently, when the serving access point is in a low power state, a
neighboring access point, which happens to be in an active state, could be used to
forward request and response messages to and from the mobile terminal instead.

To further optimize power efficiency, radio access points and/or mobile terminals
could tune operating modes of local processing resources, like for instance CPU,
during idle times into a low power state or even switch them off temporarily.
Moreover, it may be provided that radio access points and/or mobile terminals
tune settings of one or multiple radio network interface’s power save modes during
idle times to result in a long duration of the period they remain in low power states,
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or even switch one or multiple network interfaces temporarily off. By this means
the fact is considered that different wireless communication technologies (e.g.
WLAN, UTMS) have different operation parameters that affect the performance
characteristic of the respective technology. By tuning the power save mode
settings of different interfaces individually, optimizations for different use cases
can be achieved.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claims 1 and 11 on the one hand, and to the
following explanation of a preferred example of an embodiment of the invention
illustrated by the drawing on the other hand. In connection with the explanation of
the preferred example of an embodiment of the invention by the aid of the drawing,
generally preferred embodiments and further developments of the teaching will be
explained. In the drawings

Fig. 1 schematically illustrates a request/response message transfer using
a message delegation agent according to a first embodiment of the
present invention, and

Fig. 2 schematically illustrates the deployment of a network-side message
aggregation agent according to a second embodiment of the present
invention.

Fig. 1 shows, schematically, an embodiment example of a communication network
1 according to the present invention. As can be obtained from Fig. 1, a mobile
terminal 2 has wireless access to a radio access network 3, which is connected to
the Internet 4. According to the present invention a message delegation agent
(MDA) 5 is provided, which according to the embodiment shown in Fig. 1 is
located inside the radio access network 3.

The mobile terminal 2 is running an application 6 that, at least partly, uses
message-oriented communication. In the illustrated embodiment it is assumed that
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the application 6 uses HTTP and encodes the resource or service to be addressed
in the form of a URL or URI. It is to be noted that the present invention also works
for multiple applications running on the mobile terminal 2 in parallel; however, for
the sake of simplicity only one exemplary application 6 is illustrated in Fig. 1.

In a first step A the mobile terminal 2 sends a request message into the access
network in order to request application related information and/or data. According
to the present invention the request message is not forwarded to the recipient itself,
but to one (of possibly multiple) MDAs 5 implemented in the radio access network
3. The MDA 5, upon receipt of the request message, performs the necessary
sequence of network protocol operations to deliver the application message from
the mobile terminal 2 to the recipient and back. In other words, the MDA 5 acts on
behalf of the mobile terminal 2 resulting in an offload of communication overhead
for sending and receiving application protocol messages from the mobile terminal
2 into the network infrastructure.

More specifically, upon receipt of the request message the MDA 5 first contacts an
address resolver component 7 for address resolution (step B). For instance,
address resolver component 7 might be a DNS server located anywhere in the
Internet 4. By querying the address resolver component 7, the remote
communication end-point or resource addressed by the mobile terminal's 2
request message, which is assumed to be encoded as a URL or URI, is mapped
to an IP address to which the request message has to be sent.

In the next step C the MDA 5 establishes a connection to the content server 8 with
the resolved IP address. In step D an authentication procedure is carried out with
the content server 8. After successful authentication, in step E the MDA 5 forwards
the request message to the content server 8. The content server 8 sends back a
response message that contains the application related information and or data
requested by the mobile terminal 2 (step F). After having received the response
message, in step G the MDA 5 tears down the connection to the content server 8.
Finally, in step H the MDA 5 forwards the response message to the mobile
terminal 2.
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By introducing the MDA 5, the high-cost interface between the mobile terminal 2
and the radio access network 3 is significantly disburdened and also the activity
required by the mobile terminal 2 for message-oriented information/data retrieval is
drastically reduced. In the embodiment illustrated in Fig. 1 the operations of
address resolution, connection establishment, authentication, and connection
teardown are removed from the mobile terminal 2 resulting in a strong power
efficiency optimization on the side of the mobile terminal 2.

Fig. 2 illustrates schematically a second exemplary embodiment of the present
invention with a network-side message aggregation entity 9 for supporting
batching and/or aggregation of application protocol messages in order to reduce
communication overhead. In Fig. 2 the same reference numerals denote the same
components as in Fig. 1.

In the embodiment of Fig. 2, mobile terminal 2 runs a number of N applications 6
in parallel. Request messages of the individual applications 6 — application 1, ...,
application N — requesting application related information and/or data are
transferred via a message socket 10 with QoS support (e.g. with respect to a
maximum latency) to a message queue 11. In the illustrated embodiment the
message queue 11 includes two buffers for sorting messages with different priority.
It is to be noted that also a single queue, i.e. a single priority solution can be
employed. Further, as will be obvious for a skilled person more than two buffers
can be implemented in order to realize a more fine-grained message prioritization.
Depending on their priority a multiplexer 12 performs scheduling and aggregation
of the messages from the buffers. The aggregated request messages generated in
such a way are then transmitted via the wireless link to the network infrastructure.

In the preferred implementation, aggregated request messages are directly
transmitted as MAC layer Service Data Units, such that the overheads typically
incurred by network layer (e.g. IP) and transport layer (e.g. TCP) protocols are
avoided, in particular the fragmentation of messages into smaller packets that
need to be transmitted individually. However, other options, like using very light-
weight network and transport protocols can equally be implemented.
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In the illustrated embodiment of Fig. 2, the aggregated request messages are
received by the message aggregation entity 9 that is assumed to be implemented
in the radio access network 3. The message aggregation entity 9 includes a de-
multiplexer 13 that de-aggregates the aggregated request messages and forwards
the single request messages to a message aggregation agent MAA 14. The MAA
14 is configured to forward the request messages to an MDA that, for the sake of
simplicity, is not shown in Fig. 2. The MDA is in charge of obtaining the response
messages as explained in connection with Fig. 1.

Upon receiving response messages from the MDA, the MAA 14 delivers the
response messages to a message queue 15 with two (or more) buffers of different
priority. Again, it is to be noted that also a single queue, i.e. a single priority
solution can be employed. A multiplexer 16 schedules and aggregates response
messages from the buffers of the queue 15 to generate an aggregated response
message, which is then sent back to the mobile terminal 2, preferably directly
inside MAC layer frames.

A de-multiplexer 17 implemented inside the mobile terminal 2 then de-aggregates
the aggregated response messages and delivers them to a cache 18. From the
cache 18 the response messages are delivered to the respective applications 6.
The cache 18 is implemented for the following reason:

An MDA, triggered by a request message from a mobile terminal 2, may perform a
sequence of actions that may be conditioned on the result of previous actions
and/or own (speculative) anticipation of the MDA. For example, an MDA may fetch
a requested webpage as well as the objects embedded into the webpage and
return the entire information to the mobile terminal 2 in a single response, although
the embedded objects were not yet requested by the mobile terminal 2. In such
case, for instance, the embedded objects could be stored in the cache 18 of the
mobile terminal 2. When an application 6 at a later point in time requests the
embedded objects the corresponding request may first be directed via a logical
switch 19 to the cache 18. In case the requested information is available there it
can be delivered to the application 6 directly. Only in cases in which the
information can not be retrieved from the cache 18, the request will be delivered
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via the queue 11 and the multiplexer 12 to the mobile terminal's 2 wireless
interface to be transmitted to an MDA located in the network infrastructure.

Protocol operation between the MAA(s) 14 and the radio access network 3 (i.e. the
radio access points) can be carried out to align message scheduling and batching
with radio access points’ power save modes and associated low power state
periods. Alternatively, radio access points can have an MAA 14 function co-
located. Generally, by employing the MAA 14 that batches and schedules
messages according to applications’ Quality-of-Service requirements (e.g. delay
tolerance) and transmit/receive batched messages during controlled and short
active times, the timing and the duration of low power states at local processing
resources (e.g. CPU) and networking resources (radio network interface) is
optimized, thereby maximizing efficiency of power saving.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims
1. Communication network, comprising at least one mobile terminal (2)

attached to a radio access network (3), said mobile terminal (2) being enabled to
run one or more applications (6), wherein said applications at least partly employ
message-oriented application protocols,
characterized in that said network further comprises a message
delegation agent (5), said message delegation agent (5) being configured to
perform the steps of

receiving request messages sent by said mobile terminal (2) in order to
request application related information and/or data,

performing the necessary sequence of network protocol operations and
associated exchanges with other network components on behalf of said mobile
terminal (2), and

for each of said request messages sending a single response message
back to said mobile terminal (2), wherein said response message contains at least
said application related information and/or data requested by said mobile terminal

@).

2. Network according to claim 1, wherein the operations performed by said
message delegation agent (5) include address resolution, message transport,
authentication, billing, and/or aggregation of content.

3. Network according to claim 1 or 2, wherein said message delegation agent
(5) is configured to support rule-based processing of said request messages.

4. Network according to any of claims 1 to 3, further comprising a cache (18)
for storing response messages anticipated by said message delegation agent (5)
until they are requested by said mobile terminal (2).

5. Network according to claim 4, wherein said cache is implemented on said
message delegation agent (5).
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6. Network according to any of claims 1 to 5, further comprising a message
aggregation agent (14), said message aggregation agent (14) being configured to
aggregate and batch response messages of said message delegation agent (5)
according to said mobile terminal’s (2) Quality of Service constraints.

7. Network according to claim 6, wherein the order of application protocol
messages aggregated in a request message, the batch size, and/or the time of
transmission of request messages is specified by the application running on said
mobile terminal (2) based on its Quality of Service requirements and/or its delay
tolerance.

8. Network according to claim 6 or 7, wherein said message delegation agent
(5) and said message aggregation agent (14) are co-located.

9. Network according to any of claims 1 to 8, wherein said message
delegation agent (5) and/or said message aggregation agent (14) are located
inside the access network to which said mobile terminal (2) is attached.

10. Network according to any of claims 1 to 9, further comprising one or more
message forwarding agents that are configured to forward request messages from
said mobile terminal (2) to one or more message delegation agents (5).

11. Method for operating a communication network, in particular a network
according to any of claims 1 to 10, said network including at least one mobile
terminal (2) attached to a radio access network, said mobile terminal (2) being
enabled to run one or more applications, wherein said applications at least partly
employ message-oriented application protocols,
characterized in that a message delegation agent (5) is provided,
wherein said message delegation agent (5) performs the steps of

receiving request messages sent by said mobile terminal (2) in order to
request application related information and/or data,

performing the necessary sequence of network protocol operations and
associated exchanges with other network components on behalf of said mobile
terminal (2), and
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for each of said request messages sending a single response message
back to said mobile terminal (2), wherein said response message contains at least
said application related information and/or data requested by said mobile terminal

(2).

12. Method according to claim 11, wherein said message delegation agent (5),
triggered by a request message from said mobile terminal (2), performs a
sequence of operations that is conditioned by previous request messages
received from said mobile terminal (2) or that is based on rules specified by said
mobile terminal (2).

13. Method according to claim 11 or 12, wherein a message aggregation agent
(14) is provided for aggregating and batching response messages of said
message delegation agent (5).

14. Method according to any of claims 11 to 13, wherein said message
delegation agent (5) is operated by a network service provider, by a user or by a
trusted third party.

15. Method according to any of claims 11 to 14, wherein said request
messages are self-contained with respect to the requested application related
information and/or data.

16. Method according to any of claims 11 to 15, wherein said request and/or
response messages sent between said mobile terminal (2) and said message
delegation agent (5) or said message aggregation agent (14) include information
regarding the identity of said mobile terminal (2) and/or its user.

17. Method according to any of claims 11 to 16, wherein said request and/or
response messages sent between said mobile terminal (2) and said message
delegation agent (5) or said message aggregation agent (14) include information
regarding charging, accounting and/or billing of the mobile terminal (2) user.
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18. Method according to any of claims 11 to 17, wherein said request and/or
response messages sent between said mobile terminal (2) and said message
delegation agent (5) or said message aggregation agent (14) include information
regarding low power periods of said mobile terminal (2) and/or of said mobile
terminal’s (2) radio access point.

19. Method according to any of claims 11 to 18, wherein the transmission of
request messages is expedited or delayed in order to maximize the time duration
said mobile terminal’'s (2) local resources and/or network resources can stay in
lower power states.

20. Method according to any of claims 11 to 19, wherein said applications
and/or said mobile terminal’'s (2) operating system specify policies and/or QoS
requirements that are considered in the handling of messages by said mobile
terminal (2) and/or by said message delegation agent (5).

21. Method according to any of claims 11 to 20, wherein patterns and timings of
low power states of said mobile terminal's (2) local resources and/or network
resources are coordinated across multiple radio access points.

22. Method according to any of claims 11 to 21, wherein said mobile terminal
(2) and/or access points of said wireless network are configured to tune power
mode settings of one or multiple radio network interfaces during idle times.
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