wO 2014/210068 A1 [N 0FV0 00 0O R R 0 O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date
31 December 2014 (31.12.2014)

(10) International Publication Number

WO 2014/210068 A1

WIPOIPCT

(51) International Patent Classification:
HO4L 29/12 (2006.01) HO4L 29/02 (2006.01)
(21) International Application Number:
PCT/US2014/043957
(22) International Filing Date:
24 June 2014 (24.06.2014)
(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:
61/838,850 24 June 2013 (24.06.2013) Us
(71) Applicant: ZTE (USA) INC. [US/US]; 55 Madison Aven-
ue, Suite 160, Morristown, NJ 07960 (US).
(72) Inventor: BHALLA, Rajesh; 909 Aries Drive, Gahanna,
OH 43230 (US).
(74) Agent: SATHE, Vinay; Perkins Coie LLP, P.O. Box

1247, Seattle, WA 98111-1247 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

(84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

Published:

with international search report (Art. 21(3))

(54) Title: METHOD AND APPARATUS FOR SUPPORTING MULTIPLE M2M SERVICE PROVIDERS ON AN M2M NODE

SP-A Specific
Environment

Device/Gateway etc.
Operating System

Sof

ifmware/

Commoh Set of
Applications / SEA

‘Applications/ S&A outside
ofthie Device/Gateway that

areiconimon to the: BPs (ot
showri i this iiustration)

SP.B Specific
Environment.

306 /

\L 308

[ Common Resource Set ]

. Common Service Capabilities |

304

T

Communication Capabilities

[ Undeilying Netwdrk )

302

FIG. 3

(57) Abstract: In a machine to machine (M2M) communication network comprising M2M application servers and M2M nodes such
as M2M devices and gateways, applications that are specific to different M2M Service Providers (SPs) may be hosted. Different ser -
vices are provided by different M2M Service Providers, while being hosted on a single Home Gateway, by the use of sensing and ac -
tuation equipment for different services. The home gateway may typically be owned by a home owner while some equipment may be
services-specific and not owned by the home owner. Interfaces are provided enabling individual services providers to independently
control resources allocated to their services hosted on the M2M node.
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METHOD AND APPARATUS FOR SUPPORTING MULTIPLE M2M
SERVICE PROVIDERS ON AN M2M NODE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This patent document claims the benefit of priority of United States Provisional
Application No. 61/838,850, filed on June 24, 2013. The entire content of the before-mentioned

patent application is incorporated by reference as part of the disclosure of this document.

BACKGROUND
[0002] This patent document relates to communications, including machine type
communications (MTC) and machine to machine (M2M) communications.
[0003] In many applications, wireless devices operating in a wireless network communicate
with other devices and servers that are not operating in the wireless network but can be
communicatively reachable. Various standards are available to provide such connectivity to
wireless devices. For example, the Internet Protocol (IP) is one such framework by which a
wireless device can be communicatively coupled with other devices, based on an IP address
assigned to the wireless devices.
[0004] Certain operational cases, such as in systems that include machine type
communications (MTC) and machine to machine (M2M) communications wireless devices, may

lack the framework for IP connectivity.

SUMMARY
[0005] Techniques, systems and apparatus are described for implementing Machine to
machine (M2M) services in which multiple service providers can be concurrently operating on
an M2M node, without having to necessarily depend on each other and without interfering with
cach other’s resources, are supported.
[0006] In one example aspect, a disclosed apparatus for M2M service deployment includes a
first application environment that is specific to a first service provider and includes a first
sensing and actuation function specific to the first service provider, a second application
environment that is specific to a second service provider and includes a second sensing and
actuation function specific to the second service provider and an underlying network

communication capabilities module that provides network communication to the first application
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environment and the second application environment. The first application environment and the
second application environment use a common resource set for communicating with the
underlying network communication capabilities. The first application environment and the
second application environment comprises at least some mutually exclusive resources.

[0007] In another example aspect, a method of enabling use of a machine to machine (M2M)
communication node by multiple service providers is disclosed. The method includes providing,
on the M2M communication node, a first application environment that is specific to a first
service provider and includes a first sensing and actuation function specific to the first service
provider, providing, on the M2M communication node, a second application environment that is
specific to a second service provider and includes a second sensing and actuation function
specific to the second service provider, and providing an underlying network communication
capabilities module that provides network communication to the first application environment
and the second application environment. The first application environment and the second
application environment use a common resource set for communicating with the underlying
network communication capabilities. The first application environment and the second
application environment comprises at least some mutually exclusive resources.

[0008] In yet another example aspect, a machine to machine (M2M) communication system
is disclosed. The system includes a first M2M application server that hosts a first M2M
application service, a second M2M application server that hosts a second M2M application
service and an M2M node communicatively coupled to the first M2M application server and the
second M2M application server via an access network. The M2M node includes a first
application environment that is specific to the first M2M application service, a second
application environment that is specific to the second application service, an underlying network
communication capabilities module that provides network communication to the first application
environment and the second application environment, and wherein the first application
environment and the second application environment use a common resource set for
communicating with the underlying network communication capabilities, and wherein the first
application environment and the second application environment comprises at least some

mutually exclusive resources.
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BRIEF DESCRIPTION OF DRAWINGS
[0009] FIG. 1 is a block diagram representation of a wireless communications network.
[0010] FIG. 2 is a block diagram of a wireless device operable in a wireless communications
network.
[0011] FIG. 3 is a block diagram representation of an example of a machine to machine
(M2M) communication node.
[0012] FIG. 4 is a block diagram representation of an example of an M2M node.
[0013] FIG. 5 is a block diagram representation of an example of an M2M node.
[0014] FIG. 6 is a block diagram representation of an example of an M2M node.
[0015] FIG. 7 is a flowchart representation of an example of a method of M2M
communication.
[0016] FIG. 8 is a block diagram representation of an example of an M2M communication

apparatus.

DETAILED DESCRIPTION
[0017] FIG. 1 shows an example of a wireless communication system. A wireless
communication system can include one or more base stations (BSs) 105a, 105b, one or more
wireless devices 110 and an access network 125. Base station 105a, 105b can provide wireless
service to wireless devices 110 in one or more wireless sectors. In some implementations, a base
station (e.g., 105a or 105b) includes directional antennas to produce two or more directional
beams to provide wireless coverage in different sectors.
[0018] The access network 125 can communicate with one or more base stations 105a, 105b.
In some implementations, the access network 125 includes one or more base stations 105a, 105b.
In some implementations, the access network 125 is in communication with a core network (not
shown in FIG. 1) that provides connectivity with other wireless communication systems and
wired communication systems. The core network may include one or more service subscription
databases to store information related to the subscribed wireless devices 110. A first base station
105a can provide wireless service based on a first radio access technology, whereas a second
base station 105a can provide wireless service based on a second radio access technology. The

base stations 105a may be co-located or may be separately installed in the field according to the
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deployment scenario. The access network 125 can support multiple different radio access
technologies.

[0019] Various examples of wireless communication systems and access networks that can
implement the present techniques and systems include, among others, wireless communication
systems based Code Division Multiple Access (CDMA) such as CDMA2000 1x, High Rate
Packet Data (HRPD), evolved HRPD (¢HRPD), Universal Mobile Telecommunications System
(UMTS), Universal Terrestrial Radio Access Network (UTRAN), Evolved UTRAN (E-
UTRAN), Long-Term Evolution (LTE). In some implementations, a wireless communication
system can include multiple networks using different wireless technologies. A dual-mode or
multi-mode wireless device includes two or more wireless technologies that could be used to
connect to different wireless networks. In some implementations, a wireless device can support
Simultaneous Voice-Data Operation (SV-DO). For CDMA200 systems, the core network 125
can include, among others, mobile switching center (MSC), Packet Data Serving Node (PDSN)
and others.

[0020] FIG. 2 is a block diagram representation of a portion of a radio station 205. A radio
station 205 such as a base station or a wireless device can include processor electronics 210 such
as a microprocessor that implements one or more of the wireless communications techniques
presented in this document. The radio station 205 can include transceiver electronics 215 to send
and/or receive wireless signals over one or more communication interfaces such as antenna 220.
The radio station 205 can include other communication interfaces for transmitting and receiving
data. Radio station 205 can include one or more memories configured to store information such
as data and/or instructions. In some implementations, the processor electronics 210 can include
at least a portion of the transceiver electronics 215.

[0021] In some implementations, radio stations 205 can communicate with each other based
on a CDMA air interface. In some implementations, radio stations 205 can communicate with
cach other based on an orthogonal frequency-division multiplexing (OFDM) air interface which
can include Orthogonal Frequency-Division Multiple Access (OFDMA) air interface. In some
implementations, radio stations 205 can communicate using one or more wireless technologies
such as CDMA such as CDMA2000 1x, HRPD, WiMAX, LTE, and Universal Mobile

Telecommunications System (UMTS).
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[0022] The End-to-End (E2E) view of M2M ecosystem may include M2M Applications
hosted by the M2M Application Server (AS) and the M2M Devices/ Gateways. In this E2E view,
the M2M Service Platform provides services such as Data Management, Device Management,
Service Enablement capabilities etc. The underlying Transport Network provides transport and
communication services for the data flow between the M2M Applications hosted by the M2M
Devices/Gateways and the Application Server(s).

[0023] With such E2E view of M2M services, the M2M Application Server, M2M
Devices/Gateways, the M2M Service Platform and the Transport Network can be considered as
different entities in the E2E M2M Services framework. Each of these entities can also be
considered as a representation of different business entities. For example, the M2M Application
Service Provider is a business entity (e.g., a first Company) that provides M2M Application
Services to the end User. M2M Service Provider (SP) is another business entity (e.g., a second
Company) that provides M2M Service Platform for use by the M2M Application Service
Provider for realizing the services from the M2M Devices/Gateways which may be integrated
with Sensing and Actuation (S&A) equipment. The underlying Network Services Provider
provides the underlying transport network that could be based on wireline and/or wireless
technologies such as those being defined by IEEE, IETF, 3GPP, 3GPP2, BBF etc.

[0024] Within the M2M services framework, the M2M Devices/Gateways may host
Applications that are specific to different M2M Service Providers (SPs). For example,
considering the case of a Smart Home that has S&A equipment for supporting services such as
Energy Management, Home Security, Health Monitoring etc. Such services (energy
management, home security, health monitoring etc.) are provided by different M2M Service
Providers. Yet all these services are hosted in the Smart Home on a single Home Gateway, by
the use of S&A equipment for different services. In this service scenario, the Home Gateway is
typically owned by the home-owner, whereas the S&A equipment is services-specific (any entity
may own the S&A equipment). For example, the S&A equipment for energy management
services and health monitoring services is specific to the services being provided, and may
require to be managed by the respective M2M Service Providers (Energy Management and
Health Monitoring Service Providers in this case).

[0025] Similarly, M2M Service Providers may want to manage their respective set of

operational environment on the Home Gateway independent of other M2M Service Providers.



WO 2014/210068 PCT/US2014/043957

For example, the Energy Management Service Provider may want to update the energy
monitoring software/firmware installed on the Home Gateway. Such updates, however, should
not affect the services provided by the Health Monitoring Service Provider. It is also very likely
that while providing such diverse set of services, the Home Gateway needs to provide a secure
environment for segregating the services being provided different M2M Service Providers.
[0026] This example scenario does not exclude the scenario that the Applications and S&As
hosted by the M2M Devices/Gateways are common to multiple M2M Service Providers.

[0027] The present document provides a method and apparatus for supporting services from
multiple M2M Service Providers on an M2M Node (such as on M2M Devices/Gateways).
[0028] FIG. 3 and FIG. 4 illustrate the services environments on an M2M Node for
supporting two M2M Service Providers . Similar enhancement can be applicable for supporting
services from multiple service providers.

[0029] In FIG. 3, a set of underlying network communication capabilities 302 is provided to
common service capabilities 304 present in an M2M node 300 (e.g., a device or a gateway). The
device 300 includes an application environment 306 that is specific to a service provider A (SP-
A) and an application environment 308 specific to SP-B. These application environment include
resources that are not commonly shared. Other commonly shared resources are also possible (not
shown in the figure). The device 300 may further include a common set 310 of applications and
services.

[0030] In FIG. 4, the M2M node 400 includes common service capabilities comprising a
common resource set 404 and underlying network communication capabilities 402. Each Service
provider has service provider specific service capabilities 406, 408 and a common set of
applications 410 may also be present in the device 400.

[0031] FIG. 5 and FIG. 6 are illustrations of the services environment on M2M Nodes 300
and 400, that can be used for oneM2M deployments for supporting two M2M Service Providers.
[0032] The following set of definitions are taken from the specifications being developed by
oneM2M.

[0033] Application Function (AF): Provides Application logic for the end-to-end M2M
solutions. Examples of the Application Functions can be fleet tracking application, remote blood

sugar monitoring application, or remote power metering and controlling application.
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[0034] Application Layer: Comprises of M2M Applications and related business and
operational logic.

[0035] Common Services Entity (CSE): The Common Services Entity is a collection of
Common Service Functions. Common Services Entity at an M2M Node provides a set of
services that are used by M2M Applications at that M2M Node or to access services from
another M2M Node. The Common Services Entity can utilize the underlying network
capabilities and can interact with each other to fulfill the services.

[0036] Common Services Function (CSF):The comprises of a set of services/capabilities
that are offered by an M2M Node to other entities in the M2M System. Such services/capabilities
are exposed to other Common Service Functions (CSFs) through Reference Points X and Y in an
M2M System based on oneM2M specifications. Common Service Functions use Reference point
Z for accessing Underlying Network Services as well. Examples of such CSF are: Data
Management & Repository, Device Management and M2M Session Management etc.

[0037] Common Services Layer: Consists of M2M service functions that enable M2M
applications (via management, discovery and policy enforcement to name a few).

[0038] Network Services Layer: Provides transport, connectivity and service functions.
[0039] M2M Application: Applications that run the service logic and use M2M Common
Services accessible via a set of oneM2M specified open interfaces.

[0040] M2M Application Service Provider: An entity (¢.g. a company) that provides M2M
Application Services to the User.

[0041] M2M Device: Equipment providing sensing and/or actuation services. An M2M
Device hosts one or more M2M Applications and may contain one or more CSEs. An M2M
Device may, but does not need to, be co-located with Sensing&Actuation Equipment.

[0042] M2M Gateway: Equipment that contains one or more CSEs and may contain M2M
Applications. An M2M Gateway communicates with M2M Service Infrastructure and one or
more M2M Devices.

[0043] M2M Node: A logical entity that consists of CSE(s) and/or M2M Application(s) to
represent M2M physical entities such as M2M Devices, M2M Gateways, and M2M Service

Infrastructure.
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[0044] M2M Service Infrastructure: Equipment that provides management of data and
coordination capabilities for the M2M Service Provider and communicates with M2M Devices
and/or M2M Gateways. M2M Service Infrastructure contains one or more CSEs.

[0045] M2M Service Provider: An entity (e.g. a company) that provides M2M Services to a
M2M Application Service Provider or to the User.

[0046] Underlying Network Services Function (NSF): Underlying Network Services
Function provides services to the CSEs from entities external to an M2M Node. Examples of
such services include Device Management, Location Services, Device Reachability Status,
Device Triggering etc.

[0047] Sensing and Actuation (S&A) Equipment: equipment that provides functionality
for sensing and/or influencing the physical environment by interacting with one or more M2M
Application Services. Sensing and Actuation Equipment can interact with the M2M System,
however does not host an M2M Application. S&A Equipment may, but does not need to, be co-
located with an M2M Device.

[0048] X Reference Point

[0049] Reference point between an M2M Application and a CSE. The X reference point
allows an M2M Application to use services provided by the CSE, and for the CSE to
communicate back with the M2M Application.

[0050] Y Reference Point

[0051] Reference point between two CSEs. The Y reference point allows a CSE to use
services of another CSE to fulfill the needed functionality.

[0052] Z. Reference Point

[0053] Reference point between a CSE and the underlying network. The Z reference point
allows a CSE to use the services (other than transport and connectivity services) provided by the
underlying network to fulfill needed functionality.

[0054] Fig. 7 is a flowchart representation of a method 700 of enabling use of a machine to
machine (M2M) communication node by multiple service providers. The method is
implemented, e.g., in an M2M communication network.

[0055] At 702, a first application environment is provided on the M2M communication node,

that is specific to a first service provider and includes a first sensing and actuation function
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specific to the first service provider. The provisioning may be performed by a vendor of the
M2M communication node and/or a network operator or an M2M service provider.

[0056] At 704, a second application environment that is specific to a second service provider
and includes a second sensing and actuation function specific to the second service provider is
provided on the M2M communication node.

[0057] At 706, an underlying network communication capabilities module that provides
network communication to the first application environment and the second application
environment is provided on the node.

[0058] In the method 700, the first application environment and the second application
environment use a common resource set for communicating with the underlying network
communication capabilities. The first application environment and the second application
environment comprises at least some mutually exclusive resources.

[0059] In some embodiments, the underlying network communication capabilities are
includes in common services capabilities of the apparatus, thereby allowing control of the
underlying network communication capabilities by the first service provider and the second
service provider.

[0060] In some embodiments, the underlying network communication capabilities are
excluded from common services capabilities of the apparatus, thereby disabling control of the
underlying network communication capabilities by the first service provider and the second
service provider.

[0061] In some embodiments, a first interface between the common resource set and the first
application environment and a second interface between the common resource set and the second
application environment use a same interface protocol.

[0062] In some embodiments, the first sensing and actuation function comprises a health
monitoring function. In some embodiments, the underlying network communication capabilities
comprise wireless communication capabilities.

[0063] FIG. 8 is a block diagram depiction of an example of an M2M communication
apparatus 800. The module 802 comprises a first application environment that is specific to a
first service provider and includes a first sensing and actuation function specific to the first
service provider; The module 804 comprises a second application environment that is specific to

a second service provider and includes a second sensing and actuation function specific to the
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second service provider. The module 806 comprises an underlying network communication
capabilities module that provides network communication to the first application environment
and the second application environment. The first application environment and the second
application environment use a common resource set for communicating with the underlying
network communication capabilities. The first application environment and the second
application environment comprises at least some mutually exclusive resources.

[0064] In some embodiments, a machine to machine (M2M) communication system includes
a first M2M application server that hosts a first M2M application service, a second M2M
application server that hosts a second M2M application service and an M2M node
communicatively coupled to the first M2M application server and the second M2M application
server via an access network. The M2M node includes a first application environment that is
specific to the first M2M application service, a second application environment that is specific to
the second application service, an underlying network communication capabilities module that
provides network communication to the first application environment and the second application
environment. The first application environment and the second application environment use a
common resource set for communicating with the underlying network communication
capabilities. The first application environment and the second application environment
comprises at least some mutually exclusive resources. In some embodiments, the first M2M
application service comprises a health monitoring service and wherein the second M2M
application service comprises an energy management service. In some embodiments, the
communication coupling between the M2M node and the first M2M application server and the
second M2M application server comprises a wireless network.

[0065] It will be appreciated that an M2M communication framework is disclosed in which
multiple application service environment can be implemented to concurrently work on an M2M
node. Each application service environment may control some resources that are exclusive to that
environment and may share some resources with other application service environments.

[0066] It will further be appreciated that the disclosed technology may be used to enable
multiple service providers to provide M2M application services on a single hardware platform.
[0067] The disclosed and other embodiments and the functional operations described in this
document can be implemented in digital electronic circuitry, or in computer software, firmware,

or hardware, including the structures disclosed in this document and their structural equivalents,
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or in combinations of one or more of them. The disclosed and other embodiments can be
implemented as one or more computer program products, i.e., one or more modules of computer
program instructions encoded on a computer readable medium for execution by, or to control the
operation of, data processing apparatus. The computer readable medium can be a machine-
readable storage device, a machine-readable storage substrate, a memory device, a composition
of matter effecting a machine-readable propagated signal, or a combination of one or more them.
The term “data processing apparatus” encompasses all apparatus, devices, and machines for
processing data, including by way of example a programmable processor, a computer, or
multiple processors or computers. The apparatus can include, in addition to hardware, code that
creates an execution environment for the computer program in question, e.g., code that
constitutes processor firmware, a protocol stack, a database management system, an operating
system, or a combination of one or more of them. A propagated signal is an artificially generated
signal, e.g., a machine-generated electrical, optical, or electromagnetic signal, that is generated to
encode information for transmission to suitable receiver apparatus.

[0068] A computer program (also known as a program, software, software application,
script, or code) can be written in any form of programming language, including compiled or
interpreted languages, and it can be deployed in any form, including as a stand alone program or
as a module, component, subroutine, or other unit suitable for use in a computing environment.
A computer program does not necessarily correspond to a file in a file system. A program can be
stored in a portion of a file that holds other programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated to the program in question, or in multiple
coordinated files (e.g., files that store one or more modules, sub programs, or portions of code).
A computer program can be deployed to be executed on one computer or on multiple computers
that are located at one site or distributed across multiple sites and interconnected by a
communication network.

[0069] The processes and logic flows described in this document can be performed by one or
more programmable processors executing one or more computer programs to perform functions
by operating on input data and generating output. The processes and logic flows can also be
performed by, and apparatus can also be implemented as, special purpose logic circuitry, e.g., an

FPGA (field programmable gate array) or an ASIC (application specific integrated circuit).
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[0070] Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will receive instructions and data from a
read only memory or a random access memory or both. The essential elements of a computer are
a processor for performing instructions and one or more memory devices for storing instructions
and data. Generally, a computer will also include, or be operatively coupled to receive data from
or transfer data to, or both, one or more mass storage devices for storing data, e.g., magnetic,
magneto optical disks, or optical disks. However, a computer need not have such devices.
Computer readable media suitable for storing computer program instructions and data include all
forms of non volatile memory, media and memory devices, including by way of example
semiconductor memory devices, ¢.g., EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto optical disks; and CD ROM and
DVD-ROM disks. The processor and the memory can be supplemented by, or incorporated in,
special purpose logic circuitry.

[0071] While this document contains many specifics, these should not be construed as
limitations on the scope of an invention that is claimed or of what may be claimed, but rather as
descriptions of features specific to particular embodiments. Certain features that are described in
this document in the context of separate embodiments can also be implemented in combination
in a single embodiment. Conversely, various features that are described in the context of a single
embodiment can also be implemented in multiple embodiments separately or in any suitable sub-
combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed combination
may be directed to a sub-combination or a variation of a sub-combination. Similarly, while
operations are depicted in the drawings in a particular order, this should not be understood as
requiring that such operations be performed in the particular order shown or in sequential order,
or that all illustrated operations be performed, to achieve desirable results.

[0072] Only a few examples and implementations are disclosed. Variations, modifications,
and enhancements to the described examples and implementations and other implementations

can be made based on what is disclosed.
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CLAIMS

What 1s claimed is:

1. An apparatus for machine to machine (M2M) communication, comprising:

a first application environment that is specific to a first service provider and includes a
first sensing and actuation function specific to the first service provider;

a second application environment that is specific to a second service provider and
includes a second sensing and actuation function specific to the second service provider; and

an underlying network communication capabilities module that provides network
communication to the first application environment and the second application environment;

wherein the first application environment and the second application environment use a
common resource set for communicating with the underlying network communication
capabilities; and

wherein the first application environment and the second application environment

comprises at least some mutually exclusive resources.

2. The apparatus of claim 1, wherein the underlying network communication capabilities are
includes in common services capabilities of the apparatus, thereby allowing control of the
underlying network communication capabilities by the first service provider and the second

service provider.

3. The apparatus of claim 1, wherein the underlying network communication capabilities are
excluded from common services capabilities of the apparatus, thereby disabling control of the
underlying network communication capabilities by the first service provider and the second

service provider.

4. The apparatus of claim 1, wherein a first interface between the common resource set and
the first application environment and a second interface between the common resource set and

the second application environment use a same interface protocol.

5. The apparatus of claim 1, wherein the first sensing and actuation function comprises a

health monitoring function.
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6. The apparatus of claim 1, wherein the underlying network communication capabilities

comprise wireless communication capabilities.

7. A method of enabling use of a machine to machine (M2M) communication node by
multiple service providers, comprising:

providing, on the M2M communication node, a first application environment that is
specific to a first service provider and includes a first sensing and actuation function specific to
the first service provider;

providing, on the M2M communication node, a second application environment that is
specific to a second service provider and includes a second sensing and actuation function
specific to the second service provider; and

providing an underlying network communication capabilities module that provides
network communication to the first application environment and the second application
environment;

wherein the first application environment and the second application environment use a
common resource set for communicating with the underlying network communication
capabilities; and

wherein the first application environment and the second application environment

comprises at least some mutually exclusive resources.

8. The method of claim 7, wherein the underlying network communication capabilities are
includes in common services capabilities of the apparatus, thereby allowing control of the
underlying network communication capabilities by the first service provider and the second

service provider.

9. The method of claim 7, wherein the underlying network communication capabilities are
excluded from common services capabilities of the apparatus, thereby disabling control of the
underlying network communication capabilities by the first service provider and the second

service provider.
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10. The method of claim 7, wherein a first interface between the common resource set and
the first application environment and a second interface between the common resource set and

the second application environment use a same interface protocol.

11.  The method of claim 7, wherein the first sensing and actuation function comprises a

health monitoring function.

12.  The method of claim 7, wherein the underlying network communication capabilities

comprise wireless communication capabilities.

13. A machine to machine (M2M) communication system, comprising:

a first M2M application server that hosts a first M2M application service;

a second M2M application server that hosts a second M2M application service;

an M2M node communicatively coupled to the first M2M application server and the
second M2M application server via an access network;

wherein the M2M node includes:

a first application environment that is specific to the first M2M application service;

a second application environment that is specific to the second application service; and

an underlying network communication capabilities module that provides network
communication to the first application environment and the second application environment;

wherein the first application environment and the second application environment use a
common resource set for communicating with the underlying network communication
capabilities; and

wherein the first application environment and the second application environment

comprises at least some mutually exclusive resources.
14.  The system of claim 13, wherein the first M2M application service comprises a health

monitoring service and wherein the second M2M application service comprises an energy

management service.

15
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15. The system of claim 13, wherein the communication coupling between the M2M node
and the first M2M application server and the second M2M application server comprises a

wireless network.
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