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(57) Abregé/Abstract:

Graphics rendering services may be provided to a client device by a remote computing facility. One or more rendering processes
may be executed ors a virtual machine operating on a host computing device, Client state information may be monitored to detect
periods of Inactivity. A rendering process may be Inactivated by suspending the virtual machine on which it executes. Upon
resumption of activity, the rendering process may be reactivated by resuming execution of the virtual machine.
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ABSTRACT

Graphics rendering services may be provided to a client device by a remote computing facility.
One or more rendering processes may be executed on a virtual machine operating on a host
computing device. Client state information may be monitored to detect periods of inactivity. A
rendering process may be inactivated by suspending the virtual machine on which it executes.

Upon resumption of activity, the rendering process may be reactivated by resuming execution of

the virtual machine.
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SESSION IDLE OPTIMIZATION FOR STREAMING SERVER

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Patent Application No. 14/ 077,146
filed November 11, 2013.

[0002] This application is related to the following applications: United States Patent
Application No. 14/076,718 filed November 11, 2013, entitled “VIDEO ENCODING BASED
ON AREAS OF INTEREST” (Attorney Docket Number: 101058.000083); United States Patent
Application No. 14/076,821 filed November 11, 2013, entitled “ADAPTIVE SCENE
COMPLEXITY BASED ON SERVICE QUALITY” (Attorney Docket Number:
101058.000084); United States Patent Application No. 14/077,127 filed November 11, 2013,
entitled “SERVICE FOR GENERATING GRAPHICS OBJECT DATA” (Attorney Docket
Number: 101058.000086); United States Patent Application No. 14/077,136 filed November 11,
2013, entitled “IMAGE COMPOSITION BASED ON REMOTE OBJECT DATA” (Attorney
Docket Number: 101058.000087); United States Patent Application No. 14/077,165 filed
November 11, 2013, entitled “MULTIPLE PARALLEL GRAPHICS PROCESSING UNITS”
(Attorney Docket Number: 101058.000110); United States Patent Application No. 14/077,084
filed November 11, 2013, enfitled “ADAPTIVE CONTENT TRANSMISSION” (Attorney
Docket Number: 101058.000114); United States Patent Application No. 14/077,180 filed
November 11, 2013, entitled “VIEW GENERATION BASED ON SHARED STATE”
(Attorney Docket Number: 101058.000115); United States Patent Application No. 14/077,186
filed November 11, 2013, entitled "MULTIPLE STREAM CONTENT PRESENTATION”
(Attorney Docket Number: 101058.000116); United States Patent Application No. 14/077,149
filed November 11, 2013, entitled “DATA COLLECTION FOR MULTIPLE VIEW
GENERATION” (Attorney Docket Number: 101058.000124); United States Patent Application
No. 14/077,142 filed November 11, 2013, entitled “STREAMING GAME SERVER VIDEO
RECORDER” (Attorney Docket Number: 101058.000125); United States Patent Application
No. 14/076,815 filed November 11, 2013, entitled “LOCATION OF ACTOR RESOURCES™
(Attorney Docket Number: 101058.000128); United States Patent Application No. 14/077,023
filed November 11, 2013, entitled “APPLICATION STREAMING SERVICE” (Attorney
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Docket Number: 101058.000139); United States Patent Application No. 61/902,740 filed
November 11, 2013, entitled “EFFICIENT BANDWIDTH ESTIMATION” (Attorncy Docket
Number: 101058.000141).

BACKGROUND

[0003] Computing devices such as mobile phones, tablet computers, game consoles
and so forth may not be equipped to render graphics with speed and detail sufficient for certain
applications. Rendering graphics, which may be described as a process for generating images
for use 1n games and other computer applications, may utilize specialized computing resources
such as graphics processing units that may not be available on a computing device. In some
cases, resources may be available but would consume excess power, or would run at an
insuftficient speed or provide an insufticient level of graphical quality.

[0004] Graphics rendering capabilities may be provided to a client device by
computing resources located at a remote facility. The facility may, for example, be equipped
with banks of graphical processing units (“GPUs™) or other hardware specialized for the
provision of rendering services. However, even with the use of specialized hardware, the
provision of graphics rendering services may consume significant amounts of computing
resources. For example, graphics rendering may involve loading various models, textures,
bitmaps and so forth into memory. These resources may be retained in memory while a
dependent process 1s running on a client device. Management of resource utilization may

improve the performance and efficiency of the rendering service.

SUMMARY

[0004a] In accordance with one embodiment, there is provided a system comprising
one or more processors, and one or more memories to store a set of instructions, which when
executed by the one or more processors, causes the one or more processors to perform
operations comprising: recerving a request indicative of rendering graphics on behalf of a client,
the request comprising information indicative of a set of graphics resources, selecting a virtual
machine from a plurality of virtual machines to execute a rendering process associated with the
client based at least 1n part on content that is rendered by one or more other processes executing

on the virtual machine, suspending operation of the virtual machine in response to a first

.
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determination that a request to keep the rendering process in an active state has not been
received and a second determination that an amount of time since receiving information
indicative of input by a user of the client has exceeded a first threshold, wherein a first state of
the virtual machine while suspended compriscs a second state for the rendering process, and
resuming operation of the virtual machine 1n response to receiving information indicative of
input by a user of the client.

. [0004b] The operations may {urther comprise storing the f{irst state of the virtual
machine in a low-latency cache, and storing the first state of the virtual machine on a storage
device in response to the amount of time since receiving information indicative of input by a
user of the client may have exceeded a second threshold.

[0004¢] The operations may further comprise activating an additional virtual machine
based at least in part on suspending the virtual machine.

[0004d] The request to keep the rendering process in an active state may be
transmittable by a process operating on the client.

[0004e] In accordance with another embodiment, there 1s provided a system
comprising one or more computing devices, and a non-transitory computer-readable storage
medium having stored thereon instructions that, upon execution by the one or more computing
devices, cause the one or more computing devices at least to: receive a request indicative of
performing graphics rendering services for a client, the client executing a process associated
with a sct of graphics resources, select a virtual machine from a plurality of virtual machines to
exccute a rendering process associated with the client based at lcast 1in part on content that is
rendered by one or more other processes executing on the virtual machine, perform, by the
rendering process, the graphics rendering services for the client, suspend operation of the virtual
machine based at least in part on determining that a request to keep the rendering process active
has not been received and on determining that an amount of time since receiving information
indicative of activity by the client has exceeded a first threshold amount of time, and resume
operation of the virtual machine in response to receiving information indicative of activity by
the client.

[0004f] The system may further comprise instructions that, upon execution by the one
or more computing devices, cause the one or more computing devices to at least store a state of

the virtual machine 1n a low-latency cache.
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[0004g] The system may further comprise instructions that, upon execution by the one
or more computing devices, cause the one or more computing devices to at least store a state of
the virtual machine on a storage device in response to the amount of time since receiving
information indicative of activity by the client may have exceeded a second threshold amount of
time.

[0004h] Suspending the operation of the virtual machine may comprise retaining a
state of the virtual machine in memory.

[0004i] The system may further comprise instructions that, upon execution by the one
or more computing devices, cause the one or more computing devices to at least activate an
additional virtual machine in response to determining that a number of active virtual machines
not running a rendering process may have fallen below a threshold.

[0004j] The system may further comprise instructions that, upon execution by the one
or more computing devices, cause the one or more computing devices to at least suspend
operation of the virtual machine based at least in part on determining that a number of active
rendering processes on the virtual machine may have fallen below a threshold level.

[0004Kk] The request to keep the rendering process active may be 1nitiated by a process
running on the client.

[00041) The process may initiate the request in response to entering a state in which no
user input is expected for a period of time.

[0004m] The system may further include instructions that, upon execution by the one
or more computing devicces, cause the one or more computing devices to at least send
information indicative of a time to resume opcration of the rendering process to the client.
[0004n] The system may further include instructions that, upon exccution by the one or more
computing devices, cause the one or more computing devices to at least transfer a state of a
rendering process from the virtual machine to another virtual machine.

[00040] In accordance with another embodiment, a computer implemented method
comprises receiving a request indicative of performing graphics rendering services for a client,
the client executing a process associated with a set of graphics resources, and selecting a virtual
machine from a plurality of virtual machines to execute a rendering process associated with the
client based at least in part on content that is rendered by one or more other processes executing

on the virtual machine. The method further comprises performing, by the rendering process
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operating on the virtual machine, the graphics rendering services for the client, suspending
operation of the virtual machine based at least in part on a first determination that a request to
keep the rendering process in an active state has not been received, and a second determination
that an amount of time since receiving information indicative of input by a user of the client has
exceeded a first threshold, and resuming operation of the virtual machine in response to
recelving information indicative of receiving a request to perform graphics rendering on behalf
of the client.

[0004p] The information indicative of receiving the request to perform graphics
rendering on behalf of the client may correspond to input by a user of the client.

[0004q] The request to keep the rendering process in an active state may be based at
least in part on entering a state in which no user input may be expected for a period of time.

10004r] The method may further comprise storing a state of the virtual machine in a
low-latency cache for at least a period of time equal to a second threshold.

[0004s] The method may further comprise resetting the virtual machine to an initial
state, the initial state corresponding to a state of the virtual machine prior to executing the
rendering process.

[0004t] The method may further comprise sending information indicative of a status of

resuming the rendering process to the client.

BRIEF DESCRIPTION OF DRAWINGS

[0005] The following detailed description may be better understood when read in
conjunction with the appended drawings. For the purposes of 1llustration, there are shown in the
drawings example embodiments of various aspects of the disclosure; however, embodiments are
not limited to the specific methods and instrumentalities disclosed.

[0006] FIG. 1 1s a block diagram depicting an example of a system for providing
remote rendering services to client processes.

[0007] FIG. 2 1s a block diagram depicting a client configured to utilize a remote
rendering service.

[0008] FIG. 3 is a block diagram depicting an example content provider system in

which rendering processes are executed on virtual machine instances.
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[0009] FIG. 4 is a tlowchart depicting an example process for activating and
deactivating rendering processes executing on virtual machine instances.
[0010] FIG. 5 is a flowchart depicting an example process for associating clients with

rendering processes and virtual machine instances on which the rendering process may execute.

2d-

CA 2929590 2017-08-25



CA 02929530 2016-05-03

WO 2015/070241 PCT/US2014/065068

16611 FiG. 6 i5 a flowchart depicting an exampie process for mainiaiming a poot of
virtial machine instances configured (0 execute renderning ocesses,

13012]  FIG. 7 is g block diagram depicling an example computing System that may be
used in some embodiments,

I831  FIG. B is 2 block diagram depicting an exampie computing system that may be

uced in some embogunents,

DETAILED BESCRIPTION

188547 In sccordance with some cxample features of the disclosed {echniques. one oF
more rendered views of a scene of 2 parficuiar content iam, such as 3 video game, may be
generated by g content provider and transmitted from the provider to multiple different cliends. In

SCITW Cases, a content provider may generate multiple views of a scene or virtual environment of o

particular content Hem. EBach of the multiple views may, for example, be associated with ong or
more respective clisnis and may be iransmvitted from the content provider 1 the respective chienis,
For example, cach view may present scenes from g viewpoint of a particular characier or othey
entity controlled by a respoctive cliont 1o which the view is iransmitted. The views may be based
o a shared state of 2 game or other video content mainiained by the content provider, In some
cases, the content provider may ransmit an identical view of 2 scene of a particular conlent ilem
i ultiple olienis, identical views may, for example, be transmitted o clienis viewing a game
from the viewpoind of a particuiar characier,

B0ISE A content provider may provide rendering services {hrough rendering processes.
in some cases and embodiments, & rendering process may correspond (o an nstance of an
executable application. However, g rendering process may instead comprise component
nvoeations, rary calls, objecis, multiple msiances of an executable application and so on,

B0i6] A rendering process may be associated with 8 sef of one or more chients, Each
clicnt may in tum be associated with one or more users. A rendening process may be associaied
with a particular conient item, such a5 2 game, animation, sleviSion program gnd s forth, A
rendering process may alse be associated with an insiance of a content Hem. For exampie, o
multinlayer game may provide inferaction between a set of cliegnts, in such cases, embodumenis
may associate & rendering process with the set of clients, In some ¢ases and embodiments,
mulliple rendering processes may be associated with an mstance of 4 game, and each rendering
nrogess associaled with one of more clienis, This approach might be employed, for exampie, in a
massively muliplayer pame or 3 group viewing of 8 movie or (sievision show,

WE17]  To enable generation of s single shared siaste of display content and o select,

from within that state, the one or more views of a scene, sach of the different participaung cliens
3.
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may coblect respeetive oliont state mionmation. The client state information may molude, for
cxampie, Information regarding operations periormed af the respeelive client such 38 movemenis
or gther actions performed by & respective character or other entity controlied by the respective
chient, A clicnt may peniodically ransmit an update of iis respective client state information {0 the
content provider, Tae content provider may then use the client state information apdates received
from each client to update shared condent Hem sigte information mainiained by the contend
mrovider. The content provider may then use the shared content item state information (o gonerale
the one or more views transmitted © the difterent participating clients.

G018 Client stale mformation may also include miormation relaied o or reflective of
iniput By g user of a client. For example, 2 user of 8 client may press 2 bulton, move a joystick,
speak inlo g microphone and so forih. Inpot from g client, such as the examples presented, may
resull in movements or other actions periormed by 2 respective characier or other enhity controlied
by ihe respective clionl. In some cases and embodiments, inpu! may nod be rolsied (o a condrol of
a game characier. input could also correspond @ the presence of g user. For sxample, a motion-
sensiiive camera might indicate that 8 user of the client 18 present.

S In some embodimenis, citent state mformation may comprise isfonmation about
spectator status, recording sigtus, and 5o on. Por example, & user may be g speclalor in o
mutlipiaver game, i which oase client staie mionmaiion may contain information indicating the
presence of the spectator, even though the spectalor might nol be providing smpul o the client, or
is providing input intermitiently. in another embodiment, 3 client device might be recording
innformation, in which case client state informalion might comprise an ndication thal iransmifted
copent is being recorded. Some embodiments may ulilize rendering services (o enalile viewing of
movies, elevision, sporting events and so forih, In one such embodiment, clisnt siate miormation
may periain o receiving textual, audio, or other input from 2 user commenting on the displayed
content,

1B028]  Recsipt of client siate information may be indicative of stariing, resuming o

continging an active state of 8 rendering process assoeisted with ong or more clients, The content
provider or rendering process may TeCoive various URnsmHssons OF messages contaming dala
corresponding (0 or indicative of client state miormation. Client state information mdicative of an
active sigte of g rendering process includes, but s not imited to, input by a user, presence of o
user, & spectalor state, 4 recording state and so on

1281 A rendering process may be executed on an instance of a virtua! machine, of on
other types of computing nodes i adaition 1o virtual macbing mstances. Virtual machine
instances may also Be reforred (0 a5 virtual machines, in some embodiments, there may be a one-

io-one associastion of a rendering process to a computing node. in other embodiments, mulbipie
b



CA 02929530 2016-05-03

WO 2015/070241 PCT/US2014/065068

rendering processes may be exgcuted on the same computing node, Embodiments may assneiale
rendering processes conesponding (o g same condent Hem o the same computing node. This
approach may enabls rendering processes (o share content-relaied oraphics resources.

22 A content provider may improve efficiency of its operations by maximizing
somputing resources avaifable to rendering processes that are aotive. A virtual machine on which
g rendering wOCess CXocuies may consume rescurces that mighi piherwise be availabie to other
virttal machings exseuting olher rendering processes. in order 1o maximize computing resources
avanable lo virtual machines running active repdering processes, hose virtual machines that are
running inaciive rendering processes may be suspended. An inactive rendering process may be an
executing process whose state of execution is retained in the siate of the suspendad virtual
maching.

100231 Aninactive rendering process may include rendering processes whose clienis do
ot Bave a current nesd for rendering services, In various ¢ases and smbodiments, client stalg
mformation may be received by the content provider, The clignt state iniormation may be
indicative of 8 current need for renderning servicas, which may for example correspond (o faciors
such as movement of an element of the content, input by a user of a ciient, speclator mode,
recording mode and so on, In various cases and embodiments, 8 pause in receiving chiend siale
information may be indicative of no current nesd for rendering services, This might occur, for
cxample, when a client device has shut down. Another possibility is that a clicnt staie may have
changed so that rendering sorvices ars ne ionger necded. Por exampie, 8 §aMe TUNRINg on the
cliert may have ended and 3 new game bas not yet staried,

feg24]  FIG, | depicts an example, consistent with aspects of the present embodiment, of
a system {or managing rendering processes on virtual machines, User 114 may mleract with chient
P16, A client may comprise @ hardwarg device such as a2 mabile phone, tablet, gaming console,
sersongl computer and 50 on. The clignd may also comprise application programs 18, operating
system or other software modules, in various combinations, A client may also comprise a
rendering service application programming mierfzoe (“APPTY 124, which may provide clhient
srocess |18 with acoess to a rendering process, such as rendering process 104, Lliend processes
iy also communicais with a rendering process divectly. For exampie, client process 124 might
communicate with rendering process 110, or invoke a funciion of rendering service AP H26 (o
communicate with rendering process 110

HE825]  Access to rendering provess 104 may be grect or ingirect. For exampis, direct
acoess could include chent 116 commumicating with rendering process P04 through network 114,
indirect sceess could include client 122 accessing rendering process 11 through conient provider

100, In some embodiments, 8 proxy 132 may operate within content provider [0 to broker access

W

N
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to rendering wocesses, such as rendering process | HL & proxy mighi also operate within virtual
machine 2 or virtual maching 1U3

138261 Multiple users such as user 128 and user 130 may interact with a client such ag
client 122, Inleraction with a client, such as clisnt 122, may comprise various actions and svents.
Mon-bimiting examples of interactions include game controller movements, microphong input,
camera inpul and so on, Interactions may be incorporated into chient siate indermation, Client state
it formation may comprise information ingdicative of a number of users of a clisnl, The
information may include information that allows deduction of the number of sclive users. For
examplie, cliont stete information may comprise actions by a number of users, A number of clients
may be inferred based o8 a Ume-to-last metric corresponding 0 an input action by a userof @
chiont, such as user 28 or user 130 of client 122, A count of aclive users assoviated with a clignt
may be used to determine whether {0 mainiain an active staie of 8 rendering process, such s
rendering proeess 18 on virtual machine 188, For example, if user 128 and user 13§ ceasg
interacting with clicst 122, rendering process 11U might onder inlo an maciive stale (o mmimizg
resouree consumplion. This might be sccomplished, for example, by suspending virtual machine
08, Another possibility is that both user 1238 and user 130 aotivate g pause lunction for cliem
provess |24, T his might occur, for example, by users 128 and {30 both swiching to an alfornative
appiication.

100271 FIG. 2 depicts an embodiment of o chient 300 comprising at least one clien
process 202 and gt least one rendering service AP 204, Client process 202 may comprise one or
more moduiss rmplementing various aspects of an apphication’s functionality, Apphicalipns
include, but are not Bimited o, video games, video plavback sorvices, video editing, animation,
simulation and so {orth, Modules may include any combination of compuer-readable mstructions,
sirouitry, and so forth. A module may, for example, include statically and dynamically linked
fibraries, business obigets, component ohijects, graphics processing unils, phiysics processing uns
and 50 on.

188281 A rendering service AP may gct as a component of client process 202, I may
comprise one or more moduies implementing various pieces of functionality, Although rendering
service AP 204 is depicted in FI1G. 2 a3 containing various modules mnplementing specific pieces
of functionality, such as application shutdown 206, those of ordinary skill in the art wil
appreciate that varicus combinations comprising additions, sublractions, substitutions and
rearrangements are possible,

80281 Application shuldown 206 depicis a module of rendering service AP 204 that
receives indications related {0 the running state of client process 202, B may, for example, receive

a notification that client process 202 is going 10 be shut down, suspended or paused, It may then
i
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send notification 1o g content provider, which includss any proxy or rendering processes operated
within the content provider. The notihicabion indicates that services associated with that
application may be suspended.

06301 User input moniioning 208 may invelve tracking user activity relsted 1o client
process 202, o may alse myvolve epresenting user activily as clisnt state information, which may
be transmitied from the client (0 8 contend provider,

31 Service utilization controd 210 may invoive monitoring or responding (o svents
affecting a level of rendering processes likely o be requested by client process 202, These events
inciude transiiions of game state, such as from a siale involving activale pameplay (0 g state
involving display of g pre-rendersd seene, {or which rendering services are not presently required.
The events may be controlied by client process 202 via function calls, method calls or similar
techniques, inveked on g module of rendening service AP 2084, Service utilization evenis may be
send, for example as client staie miormation, to & content provider,

166321 Hardware svents 2132 may detect gnd respond o various hardware events,
incivdimg but not Hmited to client devive shuldown, controlier shutdown, display shutdows,
sysiem suspend, svsiem resume, and 50 on, These evenis may also be indicative of o level of
repdering processes likelyv (o be reguesied by chient process 202, Information indicative of
hardware evenls may be transmiited, for exampie as client state information, {0 2 content provider.

F00331  Service uitlization siatistics 2§14 may relaie to collection of information
peftsming to use of randering servicss by the game, the game’s publisher, hardware provider or
aither entity. In some embodimenis, cerlain aspects of these services may be performed directly by
rendering service AP 204, This might, for example, include causing reports {0 be penerated
and/or fransmitied. T he repors might pertain {0 various usage statistics such as a kevel of usaps
neriormed on behalf of a particular cliznt, In some embodunents, sorvice wWilization statistics 214
may indirectly participate i generation of relevant stalistics, for examplo by transmitling
wientifying information 1o g content provider. dentifying information may inchude user
infonmation, clierd device information, game information, publisher information and so on.
Cryptographic technigues may be empinved {0 prevent ampering with a provided identity.

[B834]  Service relocaton 216 may pertam o re-associadion of a content provider, prosy,
virtuai machine, or rendering process with g different address, such as a different internel protooo
(1P address, Be-association may oeour based on varicus events, such as uiflization balancing,
fatlover or other scenarios. For sxample, 3 stais corresponding (o a suspended virtual maching
mipht be moved rom one host (o another, and be assigned a dilferent 1P address after the move.

Embodiments might also relocate @ rendering process from ong virtual machine (o another.
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FOR351 PG 3 depicts an embodiment of a content provider 304 hosting rendering
services on virtual meching 302, Although FIG, 3 depiots one virtual machine, content providers
may host 2 pumber of virgal machines., A content provider may include one or more computing
facilities such as data centers, clusters of servers, indivigual servers and so on, YVarious virtual
machincs may operate wilhin 2 content provider, For example, a computing facility may operate
VERIOWS computing bosts, on which a hypervisor and one or more virtual machines operste.
Various control facilities may be emploved (0 Create, remove, shal down, resiart, suspend and
reactivate virtual machines.

100361 A content nrovider may manage siate information for virlual machines. & virtual
maching may have an associaied state which may be stored on 2 storage device, The state fora
suspended or shui down viriual machine may be stored in g lowelatency cache. A low-iatency
cachs imciudes, but s not iimited (o, random accoss momory, in-memory daizhases, solid-siale
siorage devices and so forth. The state for a suspended virtual maching may also be stored on 2
storage device that, comparad o low-lateney aptions, may be described as high-latency,
Lhistinciions between ow-lgtency and high-latency storage options may be based on faclors other
than gualities of an underlying storage device, Insiead, in some embodiments low and high
latency storage may be distinguished by overall sysiem latency, which may be influenced by
factors such as network speed, traffie conpestion gnd so on,

G837] A rendering process 304 may be assigned (o operale on virtual machine 342, The
FERUering process may provide various services related {0 graphics processing, such a3 managing
graphics resourees, snd renderning graphical scenes. & render process may perinnm one or more
steps of 4 rendering pipeline. A rendering pipeling may comprise various data structures,
resourees, and siages such as shape buffers, vertex buffers, iextures buffers, input assembly,
fexiure mapping, shading, rénder {argets and so forth, Embodiments may include support for
various types of pipshmes, including but not hmited {0 2-dimensional and 3-dimensional
rendering, physies processing pipelines and 50 on.

IGE3RY  Various modules may periorm unciions related to opsration of rendering process
304, Although FIG, 3 depicts thege modules as distinet entities, itowill be apprecisted that the
depicted modules may be reordered, rearranged, combingd, allered or omitied i various
combinations. In addition, aithough depicied m F1G, 3 as clements distinct from rendering process
304 and virtual machine 302, some or sll of the Bnctions performed by ihe depicied modules may
be periormed by rendering process 304 anddfor virtual maching 302,

{039 A moduie for client stale monioring 336 may receive andfor process olient siale
mfnrmation pertaming {0 a ciient of a rendenng process. tmbodiments may monitor clicnt state

information {0 determine the presence or absence of user activily, and may further classify the
8-
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activity a5 being indicalive of maintaining an active state of o rendering process assoeiated with
the client. An aclive staie of a rendering process may be indicated by factors such 88 user fnput,
reayuiests by a clisnd to maintain an active state despite a perind of nactivity, etialization of a new
application on a client and so forth. A rendering process may be mamtained m an active staie
based on receipt of informetion indicative of activily on a chient, which moy be transmiticd o g
content provider ag clignt state formation. Activity on g clignt may refer, for exampie, 1o receipt
of user input, requests for rendening services, active exgoution of a rendering process and so forth.

64t Chent state information may also be indicative of fransitioning 0 an inachive
state, A lack of activity may correspond 1o various condiions which may suggest transifioning 1o
an inactive siate of the rendering process, For example, a dropped network connection may
nterrupt communication bebween a rendering process and a chient, in which case embodimenis
may cause the rendering process (o transition io 8o inactive state, Chent stale monioring 306 may
track or recoive information pertmning 1o a iast tume yser mput, niialization of 2 new application
or other information pertaining (o cliept activity was received. i this thme exceeds a thresheld,
client state monitoring 306 may determnge thal renderning process 304 should ender into an inactive
state, Embodiments may, upon receiving information comresponding to an active state of a
rendering process, Cause an inaciive renderng process o fransiion 0 an aclive siale,

HH34E] A rendering process may transition 1o an active state by suspending the virius|
machine on which i runs. In some embodiments, 2 suspended virtual maching may remain i i
host’s primary mamory, but not consume central processing unit oveles, in another embodiment, a
stafe for 8 suspended virtual machine may be stored 0 a fow-latency cache, or on other forms of
storage devices. in another embodiment, a statz for 2 suspended virtual machine may transition
from in-momory o low-latency cache 10 higher-latency storage, based on the period of me 4
corresponding rendering process has been inactive, 4 Iiency minimization module 308 may
perfonm various actions {0 minimize lalency in scoessing rendening processes. These aclions may
include, bul are not limiled fo, moving 3 state of g suspended virtual maching to or from main
memaory, cache, or relatively high-latency siorage, based on a siaie of a client gssocinied with a
renidering process executing on a virtuai machine,

16842 A capacHy and uiiization management module 310 may perform vanious actions
o pnprove resource atilization. In some cases and smbodunenis, virtual machine 3472 might host a
number of rendering processes. Embodiments may 8551gn rendening processes 03 virlus
maching based on faciors including, but not imited o, 8 common client device, 8 COMMOoN ¥s€r, a
craminan set of game conient and so forth. Embodiments may aiso attempt 0 #oprove factors such
a5 resource wtilization, latency and so forth by assigning rondering mrocesses o virtual machines

in aceordance with improving these factors, in some embodiments, capascity and ufthzation

-
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management 310 may wvolve assigning rendering processes andfor virtug! machines to
computing resources based on processing power of those resources. For exampile, 10 50me ases
and embodimenis clicnl state information might condain an indication of a requesied level of
rendering services, Based on the indication, g viriual machine host might be selected 1o operate 4
renpdering process, based partly on processing power avadable 1o the selected host.

B4 Anotier module may periorm vanous achons related 1o capaciiy gnd utilization
statisting 212, | iese aciions may inciude mamniaining records on rendenng ssrvices provided 1o a
user, cliend, apphication, spplication publisher and 5o forih, In some embodiments, conient
providers may monifor usage stalistics such as throughput, pages rendered, UPU cyeies consumed
arnd 50 forth, Conlent providers may employ various usage statisics such a5 these 1o impose a
5erviIce oiaree on entities such as g game pubshisher.

08441 P10 4 depicis an smbodiment of & process for managing rendering processes.
Although depicted as g sequence of operations, those of ordinary skill i the an will appreciate
that the depicied order shouid not be construcd as Himiting the seope of the present disclosure and
that af isast some of the depicisd operations may be alisred, omitied, reordersd or performed in
naratiel,

{3431 Operation 480 may involve receiving informabion ndicative of providing
rendering services o a chent. Embodiments may receive chient state information corresponding o
initizlization of an apphicabion that well use rendening services. 1 he mitiabized application
instance, and/or the client on which i rung, may be associaied with a rendering process.
Embodimenis may perform 2 mapping or fookup operation to determineg if gn applicaiion insiance
and/or clicnt is already asscciated with g rendering process, I not, 8 now rendering [woCoss may
b created.

10046]  Operation 402 depicts aliocaling a virtual machineg on which (e rendenng
srocess may execuie. Allocating a virtual maching may involve reusing an existing instange of &
virtual maching, Lrealing a new insiance, COpving a pre-existing instance and so on, Embodimants
may, for example, form a copy of a pre-delined image of a8 virtual maching state, wherg e pre-
defined image corrosponds (o an intial stete of g virtual machine that s configured to execute 2
rendering process. In some embodiments, an image of a virtual machine may be used m wiich g
rendering process has already bopun executing bud has not yet served any clients. In some cases
and embodiments, a virtual machine #nage may contain g rendering process thad has bepun
sxeguting and bas loaded resources corresponding (0 a particular application, such as a specilic
game program. | he virtual image may be recorded 8t that point, glter resource joading but prior {o

having provided services o a client. Images corresponding 1o virtus! maciunes i these and ofher
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inttianl states may be siored and subsecuently losded when preparing a virtus! machine (o provide
rendering servicss (o a client

108477 A virlua! machine may bo allocated for execsuting a rendering process bassd on
the virtual machine having acoess 1o graphics resovrees associated with 8 process, such 85 8 game,
running on 8 chent of the rendernng services, The game rumng on the clienl may rely on grapiics
resourees accessible (o the rendering process executing on the virtual maching, Having socess {o
graphics resources may inshuds connectivity 1o storape devices having the graphics resources
stored thereon. Ancther possibie variglion, among many, incigdes g virtual maching image i
which 8 rendering process has pre-ioaded graphics resources refated (o the game or other
apPICAtio.

G048 Uperation 444 depiofs assodialing a rendening process eXaculing on a virtual
maching with a client. Embodiments may maintain a record of an association between g ohient and
the repdering process and/or the virtus! machine on which the rendering process operates. The
association may be maintained, in some embodiments, i a database or other data store operating
dependently of the virtual machine, Received cliont state information may be correlated with a
renglering process hased on the recorded association. For example, client state information might

he received By 8 content provider and the corresponding rendering process could be determined

based on the recorded sssociation,

{348] A rendening process may be described as execubing on or operating on a virtual
miachine, {he terms “execuling on’ and “operaling on’ are infended 10 enoompass a vanety of
states in which 8 rendering process begins or continues execution on a virtual machine,

G08G)  Operation 406 depiets receiving information mdicative of transitioning o
rendering process o an inactive siafe, Embodiments may deferming ihat a rendering process
should fransition (0 an inactive siafe based on g predicted maximum period of ingctivily being
excesded, In various embodiments, a time may be recorded o indicate when clhient siaie
information was last received, where the chent state milormation indicates that a corresponding
rendering process should remain active, Embodiments may then compare the amount of time
since last roociving such information 9 a threshoid amount of fime, i the amount of Lime excerys
the threshold tevel, embodiments may raasition a rendering procesg 10 an inagiive state. A
predicted maximum pericd of inactivity may be used as the threshold, The predicted maximum
may bo a fixed value or a dynamic value determined based in part on prior penods of activily or
inactivity.

306511 Operstion 408 depicis suspending 2 virtuad maching o deactivale g rendening
process operating on the virtual mechine, in some embodimends, the suspending virtual machine

may remain in the primary memory of i#s host but s virtual (rocessors may ceass execution. in
<3 fo
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another eynbodinend, the virtual machine may be removed from memory and siosed on a slorags
devics, Embodiments may, for example, store & stale corresponding to the virlual machine in a
lw-lgtency cache, or on other siorage devices. Embodimenis may periorm various combingtions
af these actions. For example, embodiments may determine o perform one of these sotiong based
o an expecied or predicied period of Inactivily by the client. For example, if clieni state
information indicates that & gams has enlered a known peried of ingctivity {for example when o
pre-rendered video 1§ being displaved), the virtual machinge migh! romain mactive bul in memory,
On the other hand, if 2 ciient has seen turned off, the virtual machine migh! be moved o a
comparatively highi-iatency storage device, o deleted,

0852] A virtual macline may be suspended upon determining that s namber of active
rendering processes on the virtual machime has zilen below a threshold level. In some
embodiments, such as those thal map rendering processes o viriual machines on 2 ong-{o-ong
basis, the threshold level may be one, Other embodimenis may host multiple rendering processes
on 8 virtual machine. Embodiments may therefiwe suspend the virtual machine when ali renglering
nrocesses hosted by the virtual machme have become inaciive. Further embodiments may transier
active rendering processes (o andihier virtual machine when the number of aclive rendering
nrocesses falls below a threshaid number.

86331 Operation 4 1 depicts receiving mformation mdicative of fransitionmg a
rendering process from an mactive stale o an active state, For exampie, a rendenng proocss may
have boen desctivaled Dased on 3 pause event. Upon receiving ohent stale informaiion indicating
that the client has been un-paused, 2 rendering process associaled with the chisnt may be
reaciivated,

(541 Operation 412 depicls reactivating a rendening process by reactivating the virlual
machine on which ths rendering process was exgcuting. Reasctivaling the virtual machine may
comprise steps such as retrieving a stale for the virtpal machineg from storage or from 3 low-
latency cache. Reactivation may alse comprise resuming execition of virtual processory
assoctated with the virnlual machine, A content provider may send status intonmation periaining 1o
resuming operalions of g rendenng service. ?s}r gxampie, o content provider might send a client
information that is indicative of the amount of time resuming operation of the rendering service is
expecied 1o take, This might include, for example, estimated time to completion, pereent compigie
and so forid.

HHISRE FIG. S depicts another embodiment of a process [or managing rendering
nrocesses. Although depicted as 8 sequence of operations, those of ordimnary skill in the art will

appreciate that the depicied order should not be construed a5 Limiltng the scope of tie present
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disclosure gnd that ot least some of the depicied operations may be altesed, omitied, reordered or
performed in paraliel

00361 A chient may be gssociated with a rendening process which may provide
rendering services 1o the chent. The rendering process may be gxeculed on a virtual mashing
sedecied based on g variety of factors, Uperations 380 through 3006 depict non-limiling exampies
of factors that may be used {0 associate s chent with 2 renderning process andfor 1o select a virtug]
maching o execuin he rendering process,

10837  Operalion 380 depils assooialing Clienis 10 @ rendering process on g one-io-one
bagts, so that esch client 1s mapped 0 8 rendering process hat provides rendering services only to
that client. Embodiments may also map rendening processes on a one-io-one-basis (o an
appication, 30 thal 3 given 1endening process provides rendering services only 10 one apphcation,
in some embodiments, mulliple rendering processes may be assigned 1o g olient, or multipis
clients o one rendering service,

[838]  Operstion 382 depicts associating 8 client witly a rendering process that is pre-
soniipured o ronder reguesicd coniend. For example, embodiments might retamn an mmage for a
virtual machine in a state in which a rendering process had bepun execuiing in preparation for
providing rendering services relaled (o spectlic content, such as a particular game application,
This may allow various wireframes, fextures, and so forth 1o be pre-ioaded prior {0 an assoCiation
beiween a remwlering service and 3 client.

5% (Iperation 34 depicts delermning 10 oxecuie 2 rendering process on a virtual
machine that s selected based on the content being rendered by oter proessses execuling on the
same virtual machine. This approach may atiow memary blocks confaming graphical resources o
e shared among multinde rondering progesses providing rendenng services ior the same content.

(68 Operstion 506 depicts exsonting a rendoring process on & virlual maching that 13
seiecied based on grouping rendering processes {or 8 paritcular ciient on one virtual machine, o
on a minimized number of virtual machines. For exampie, 3 clieat mighl execuie two applications,
each of which reguires rendering services. An application might then be associated with Hs own,
dedicated rendering process. These rendering processes may be grouped 3o as 1o executs op the
same virtual maching, In some embodimenis, rendering processes asseciated with the same client
are grouped on a virtual machine, so that rendering processes associated with other chents are
exciuded from that virtual maching,

6% Operation 308 depicts managing active and inactive siates of renderning processes
execuling on virtual machimes. This may comprise suspending 2 virtual machine i order io
deactivale one or mor readering prooesses operating on he virtual machine, in some

embodimenis, whare muliple rendering processes arg empioved, the virtua! machine may be
~]
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suspended when ali rendoring processes should iransilion {0 an maclive slate. Embodiments may
ieave ail rendering provesses operating on a viriual machine in an active state until each rendering
- process is able to transition (o an inactive siate, and then suspend the virtual machine,
Embodimentis may determine o transition a rendering process (0 an inactive state when various
cyents oocur, insluding but not iimuled {0 a deigy m receiving chion! state information indicative of
a need for rendering servicss,

G662 Embodiments may employ various approaches 1o prepare viriual machines for
executing sendoring processes, FIG. 6 depicis an embodiment of a process for mainiaining pools
of victual machines. Although depicted ag involving a sequence of operations, those of ordinary
siifl in the art will appreciate that the depicted order should not be construed as Himiting the scope
of the present disclosure and that at least some of the depicied operations may be allersd, omitted,
reprdered or perlformad in paraliel.

{63 Virtual machine iniishization 680 involves various aspects of creating, stariing,
and configuring virtuad machines or 45¢ in exeouiing & rendering process. YV arious operations,
suey as those depicted by operations 682, 604, and 886 mav be performed 1 instantiate virial
miachings for use m executing a rendenng process, The operations depicted by 682, 804, and 686
may be combined in various ways io form further embodiments of the present disclosure.

(0004]  Operation 662 depicts retrieving state information for g virtual machine
contigured to execute o rendering process. A virtual machine stale may be stored ag g fle, and
may somelimes be referred (0 a8 a vinwal machine image. In various embodiments, the virugl
machine state may correspond o a virtual machine that has been pre-configured to execuie a
rendering process, For example, the virtual machine may have an installed operating system. Any
fties used (o execute 3 rendernng process may haye already been copied {o the virtual mackine,
angd any necessary conliguration steps performed.

{063]  Operation 504 depicts retrieving state information for a virtua! machine that is
already exccuting g rendering process. bmbodiments may wtilize a virtual machine image n
which the siale of the maching reflecis 3 rendering process that &5 currently exgcuting but not vet
associated with or providing service 1o g client.

[3886]  Operation 586 depicts retrieving state information for a virtual machine
configured (o execuie {or already executing} a rendening process related 1o specilic content. For
example, & virtual machine image might be saved at 3 point 10 which 8 rendering process has

bepun executing and has loaded resources for 2 particuiar apphcation, such as 3 game. The

rescurees might include bitmaps, textures, wire-frame models and 5o o8
(G867 bEmbodimenis may select a virtual machine from the pool based on the selected

virtual machine being confipured (0 exgoute 3 rendering processes Hgving access 10 graphics
o b de
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resources related (o the application for which graphics renderning services are being provided, In
SIS CASES, & rendering process may be specificaily conhigured (0 Rave aocess 1o the graphics
resources, in other cases the selecied virtual machine may be configured {6 have aocess Lo the
grapiiics resources.

68T Pool organization 608 refers (o various operations that may be performed to fonm
pools of virual machines for executing rendening processes. As used heren, ihe term poot may
refer to various collections of obpects, such as coilections of viriual machmes. T he colisctions
may be organized by datg structures such as Hets or arravs, or by various clagsification methods.
in various embodiments, 8 pool may be a colisction or set of objects or resources which may be
withdrawn from the poot as needed. For example, a pool may contain & set of unused virfuai
mackines that may be withdrawn from the pood and used 10 xecute a roRgenng process.

I0869] Operation 518 depicts maintaining 2 pool of virtual machines. Maintaming 2 pood
may invoelve creating virtual machines, placing the virtua! machines i the pool, withdrawing
viriual machines from the pood and retumung the virtual machines to the pool, Dmbodimenis may

maintain & minimym and/or maximum number of fres virtual machings o the ponl.

6761 Cperation 612 depicts malntaining 8 pool of virtual machings based on contend,
This may involve classifying virtual machines in the pool as belonging to a particular set of
content, When g virtual maching is withdrawn from the pool, a virtual machine appropriste o (e
particuiar content set may be withdrawn, For example, virtual machines configured 1o pre-load
resources for a particular pame might be grouped v a pool. When a clisnd requests rendering
services for that particular game, a virsal machine from that pool may be used. Clients associsied
with different applications may oldain virtga! machines drawn from g different pool,

30711 Ooperation £14 depicts meiniaining 2 poot of virtual machines based on fatency

minimization. Embodiments may employ 8 varety of fsclors to grganize such poods, in one
smbodiment, virtual machines are grouped secording to geographic location of each virtual
maching’s host, YVirtual machines may be withdrawn from the pool basad on the focations of the
hosts and the locations of a clicnd requesting rendering services, Pools may also be organized
according 1o speed, capacity and 50 on.

(1721 Embodiments mav combine pools into various combinations of pools and sub-
pocls, For example, virtual machines could be grouped into pools organized by content, and (nto
sub-poois organized By peographic region.

06731 Pool maintenance 616 involves vanous operations performed to withdraw,
utilize, and return virtual machines 0 a pool of virtual machines, As depicied by operation 613, a
virtual rmachine may be withdrawn from a posl i order to provide rendenng services (o a ngw

client. Operation 628 depicis suspending the virtual machine, without immediately returning # 10

of Be
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the pool, o emporartly deaclivate a rendering process. Al some laler ime, the virtua! machine
may be returned to the pool. Operation $22 depiots one example, in which a virtual machine is
returned 10 8 pool upos the disconnechion of a clivnl, Some embodiments may delcie virtual
machings when they are no longer necded, Operalion 624 depicts replenishing the poot of virtual
myachines, for exampie by periorming one or more of the operations associated with virwal
machine mitinlization 606, Virtual machines may be replenished so that a minimum number of
virtual machines are kept available in the pool, or to replace virtual machines that have been
removed from the pood and subseguently deisieg.

IR874] A content provider may, i some cases, render and ransmy content fem views I
clienis over an clectronic network suca s the internet. Conlent may, i some cases, be provided
upon reguest 0 clicnls using. for example, sfreaming conient dehvery iechniques. An cxampic
computing envonment thal enabiles rendering and transmission of conlent 1o chients will now be
deseribed in detail, In particular, FIG. 7 tHustrates an sxample computing snvironment in which
the embodiments described herein may be implemented. PR3 7 18 8 disgrany schematically
Hiustrating an sxampe of g data center 718 that can provide compuling resources 1o users 7la
ang 780b Owhich may be referred horein singularky as user 70U or o the plural as usess 700} via
user computers 7822 and 7020 {which may be referred hersin singuiarly as computer 782 or in the
otural as compuiers 702} via a communications network 730, Data center 718 may be configured
oy provide compuling resources for exgouting applicalions on a permanent or an as-neaded basis,
The compuiing resources provided by dala center 718 may inciude vanous {ypes of resourges,
such as gateway resources, load balancing resources, routing resourees, nepvorking resources,
computing resources, volatile and non-volatile memory resources, content delivery resources, data
PPOCESSING FEsOUITes, data stnrage resources, dala communicalion resources and ic ke, A
compuling resource may be genorai-purpese or may be avaiiable in a number of specilic
configurations. For cxample, dats processing resources may be available as virtual macame
insiances that may be configured (o provide various sveb services. In addition, combinations of
resourees may be made avallable via a network and may be confipgured as one or more web
SEPVICES. 1R instances may be conligured 1o excouls apphications, inciudimg wob servicos, such
as applicaiion services, media services, database services, processing services, gaigway services,
Siorape servicss, rouling Services, securily services, encryplion services, 1oad balancing services,
spplication services and the ke, Thess services may be configurable with sef or custom
apphications and may be configurable in size, execution, cosl, iatency, tvpe, duralion, accessibiliy
and in any other dimension.  These web services may be configured as available imfrastructure for
gne or more clients and can include one or more applications configured as a platform or as

software for one or more olienis, These web services may be made avgiiable via one o morg
w16



CA 02929590 2016-05-03
WO 2015/070241 PCT/US2014/065068
corrmnacations protocols. Dala siorage resourcss may meiude file storape devices, bioek storape
devices and the like,

08751 Each oype or confipuration of computing resource may be avallable in different
sizes, such as large resources—oonsisiing of many processors, large amounts of memory andior
large storage capacity—and small resources—gonsisiing of fower procsssors, smallor amounts of
memory snd/or smatler storage canacity, Costomers may chooss to allocate a number of small
DIOCOSSING FERCUTCES A% Wl servers andior one args processing rosource a5 g database server, for
SRRMpIL,

F0G76]  Dats center 718 may include servers 7sa-b {which may be reforred hergin
sinpularly as server 716 or in the ploral as servers 716} that provide computing resources. These
PRSOHICCS mayY be avaiiable as bare metal resources, or as vinual machine nstances 71 8a-d and
{winch may be referre¢ dersin singularly as virlual machine instance 718 or in the plural a5 virtual
machine instances 718y Virtual machine instances 718¢ and 718d are shared state virtual
machine {CB5VMTY instances. The 38VM virtual machine instances 718c and 71 8d may be
condigured 1o porform alt or any porling of the shared content iom state lechnigues andfor any
other of the disclosed technigues s accorgance wWih the present disclosure and described in detadd
below, Asshould be appreciaied, while the pasticulsr example dlustrated in FIG. 7 includes ong
SV viriual maching in each server, this 18 mersly an example. A server mey include more than
one 35 Y M virtual machine or may nod inchude any SSVMM virtual machines.

BOT7] The gvatlabiiny of virtualization {echnoipgies for computing hardware has
afforded benelits for providing large seale compuling resources oy customers and slowing
computing respurces fo be efficiently and securely shared between mulliple customers. For
cxampie, virtuahization technologies may allow 2 physical computing device 1o be shared amony
multiple users by providing cach wser with one of more virtual machine nstances hosted by the
nhysiosd computing device., A virtual machine instance may be 3 sofbware emulation of &
narticular physical computing svstem that acis as a distingt Iogical computing system. Sucha
virtuai machine insiance provides iseletion among multiple oporating sysiems sharing a given
phivsical compuling resourcs. Furthermoreg, some virtualization iechnoioges may pravide virtual
resources that span one or more physical resowress, such as 3 virtus! machine instance with
i itipie viriual processors that spens multiple distinet physical compuiing systems.

6078]  Relerning to PHLL Y, communications anebwork 738 may, for example, be a
publicly accessible notwork of inked networks and possibly operated by various distinet pasties,
such as the Internet. In other smbodiments, communications network 730 may be g privaie

nebwork, such 8s 2 corporate or university netwaork that is whally or partially inaccessibie (o non-

o] e
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nriviieged users, in st othor ombodiments, communications nebwork 730 may mgiuds one o
micre privaie nelworks with agosss (o andfor rom the Intsmet.

GG Communicaiion nebwork 738 may provide access (o computers 782, User
computers T2 may be compiters utilized by users 78 or odher customers of data center 710 For
insiance, user compuier 782a or 782k may be g sorver, g deskiop or laptop porsonal compuice, 8
tabiet computer, 3 wireless igiephone, 8 personat digital assistant (PDAY, an e-book reader, 8 game
console, a set-lop box or any other computing device capable of accessing data center 714, User
computor 7023 or TE2b may connect directiy o the inlemnet {e.p., via a cable modem or a Digiial
subseriber Line {(D5L)). Although only two user computers 702a and T82b are depicted, ¥ should
be sppreciated that there may be mulliple user compuisrs.

(D08GT  User computers 782 may also be utilized to conligure aspects of the computing
resources provided by data center 718, In this regard, data center 710 might provide a eateway o
weh interfacs through which aspects of s oneralion may be confipured through the use of g web
prowser aoplicafion propram exseuting on weer computer 782, Altemately, a stand-aione
application program executing on user computer 702 might acesss an spphication programming
interface {APD exposed by data center 710 for performing the configuration operations, Other
mechanisms for configuring the operation of various web services available at data center 718
g also be uhiized,

{GBB1E  Servers 716 shown i FEa 7 may be standard servers condigured appropriatedy
for providing the computing resources deseribed above and may provide compuiing resources for
executing ong of morg web services and/or applications. In one embodiment, the computing
FESOUISeS may o viriual machine instances 78, A virtuad machinge msiance may be roferred (0 43
g virtual machine. As discussed above, each of the virtug! machine instances 718 may be
conf{igured to execule all or a portion of an application. in the sxample of virtual machineg
instances, Dota center 710 may be confipured to executs an instance manager 720a or 728b
{which may be reforred herein singularly as instance manager 728 or i the plural as instance
managers 7.0 capable of executing the virual machine instances 718, The instance managers
728 may be a virtual machine monitor (YA} or another tvpe of program configured o enable
the execution of virtual maching instances 718 on server 716, for example. 1§ will be appreciated
that the configuration of nstance managers 720, a8 depicled by FEG, 7, 15 subiect o change and
that instance managers 728 may, for exampig, be conligured {0 operate 3s 3 ront-gnd {0 router
714, In some embodiments, inslance managers 72 may be hosted on servers 716, or o other
computing nodes.

G081 It should be appreciated that although the embodiments disciosed above discuss

the context of virtual machine instances, other types of implementations can be uiilized with the
«} B
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concepls and technologies disclosed herein. For example, the embodimenis disclosed hereln might
aiso be utiiized with computing sysiems that do not uitlize vistual machine instances.

[HHE3T i the exampde data center 710 show in FHG. |, a router 714 may be utihized to
ttervonnect the servers 716a and 716h, Router 714 may also be connecied © gateway 740, which
15 connecied & communications network 736, Router 714 may be connected 0o one o more foad
balancers, and 31009 O in coMBinAlion may manage communications witiin networks in dats
center 718, for example by forwarding packeis or other dala commumnications as appropriaic based
on characteristios of such communications {g.2., header information including source andior
destination addresses, profocol identifiers, size, processing reguirements, 2ig.) and/or the
characteristics of the private nebwork (2., routes based on network tepology, eic. ) 1t will be
appweciated that, for the sake of simpliclly, various aspects of the computing sysiems and other
devices of this example are Hlustrated without showing certain conventional details, Additional
computing systems and other devices may be interconnecied in other embodiments and may be
piercomnnectied in diffcrent ways,

PB4l should be appreciated that the network topology tlustrated in FI1G, 7 has been
preatty simplified and that many more networks and networking devices may be utilized 1o
interconnect (he various compuling sysiems disclosed hergin, These network topologies and
devices should be apparent 1o those skilled in the art.

B85 I shouid aiso be apprecinted that data conter 7180 deseribed in FIG. 7 s merely
iHlustrative and that other implomentations might be utilized. Additionally, it should be
appreciated that the functionality disclosed herein migld be implemented iy software, hardware or
a combination of soliwareg and hardware. Other implementations should be apparent to those
skitled in the art, [t should also be appreciated that a server, gateway or other computing device
gy Lomprise any combmation of hardware or sofiware thal can mierast and perform the
gescribed types of functionality, ncluding without Limitation deskiop or other compulers,
database servers, network storage devices and other network devices, PIDAs, tablets, celiphones,
wirgiess phones, pagers, sleclronic orgamzers, internet apphiances, elevision-based systems {¢.2.,
using sel top boxes andior persenai/digital video recorders? and various other consumor products
ihat include appropriaie communication capabifities, In addition, the functionsality provided by the
iiusirated modules may in some embodiments be combined in fower modules or distributed in
adhitional modules, Similarly, in some embodiments the functionality of some of the iustrated
mediies may not be provided and/or other additional funclionalily may be gyailable.

{33861  In at least some embodiments, 8 server that implements g portion or all of one or
more of the echnologies desoribed heremn may include a general-purpose compuder sysiem that

meiudes or is configured 1o access one or more computer-acoessible media. FIG, 8 depicts a
oY
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gengral-purpose computer svatem that includes or 15 configured 10 300CSS ONE OF MOHE COERPHIST=
aceessible media, in the illustraied embodiment, computing device 840 includes one or more
processers 810y, £10h and/or 810n {which may be referved herein singularly as “a processor 147
or i1 the plural ag “the processors 8107} coupled 1o a system memaory 820 via an input/output
(O} miertace 830, Computing devics 800 further includes a network interface 340 coupled to
20 interiace 830

{0087 In various embodiments, computing device 834 may be & uniprocessor system
including one processor 810 or a mulliprocessor system including several processors 10 {e.g., two,
four, eignt or another sullable number). Processors 810 may be any suitable processors capable of
grecuting mstruciions, For exampie, in vanous smbodiments, procossors 818 may be zeneral
purpose or embedded processors implementing any of & variety of instruction set archileciures
{I5Ag), such as the <88, PowerPC, SPARC or MIPS 15As5 or any other suilable 15A, In
mulliprocessor systems, sach of processors B0 may commonly, but not necessarily, implement
1o same I5A.

OUEET  In some emboediments, a graphics provessing unit (GPUTY 812 may participate
in providing graphics rendering and/or phvsics processing capabilities. A GPU may, for example,
comprise 3 highly paralielized nrocessor archifecture specialized for graphical computations. In
some embodiments, processors 51 and GPU &2 may be implemented a5 one or more of the
same typs of device,

{GOESY  Avsiem memory 820 may be configured (o store instructions and data accessibie
oy processer(s) 810, In vanous embodiments, system memory 820 may be implemented using
any suitabie memory echnology, such ax static random access memary {“ARAM™Y, synchronous
dynamic RAM (“SEHLAM™), nonvolatile/Flash-type memory or any other tvpe of memory. In
the diustrated embodiment, program instrections snd dats implementing one or more desired
functions, such as those methods, toohaiques and data described above, are shown sioved within
sYSiEm memory 8248 as code 845 and dala BE6.

0BG In one embodiment, VO interiace 830 may be conhigured Lo coordinate 1O traffic
between provessor 818, system memory 820 snd any peripherals in the device, including network
iierface 840 or other periphers! mlerfaces, In some embodiments, 0 interiace 830 may
periorm any necessary protocsl, tming or other data transformations o convert dafa signals from
ong component {e.g., sysiem memaory 8203 mio 2 format suitable ior use by another component
{e.g., processor 81403, In some embodimenis, {0 interface 830 may inciude support for devices

attached through various types of peripheral buses, such as a variant of the Periphera] Component

interconnect {PUCTY bus stendard or the Universal Serial Bus {USB}) standard, for example. In

some embodiments, the lunction of O imderface 38 may be split into o or more sepamie

~Zije



CA 02929530 2016-05-03

WO 2015/070241 PCT/US2014/065068

components, such as a north bridge and a south bridge, for example. Also, in some embodinents
some of il of the functionality of IO interface 8380, such as an interface to svstem memory §20,
may b2 mcorporated divectly inlo pracessor 8146,

{30911 Nerwork inderface B40 may be conligured io allow data (o be exchanged between
computing device & and oiher device or devices 860 attached to g network or nebworks 85,
such as oiher compuler systems or devices, tor example. In various embodiments, network
ivieriace 84U may suppost communicalion via any suitable wired or wirelegs general dala
nebworks, such as types of Sthermnet networks, for example. Additionally, network inlerizee 844
may support communicalion via elecommunications/telephony networks such as analog voice
networks or digitat fiber communications nebworks, via siorage area nefworks such as Fibre
{ hannel SANs {storage area netwoerks) or via any other suitable type of network andior protocol.

{0092 In some embodiments, svatem memory 820 may be one embodiment of &
compuicr-gcoessibie meduum contigured (o store program instructions and data as described
above for implementing embodimends of the corresponding methods and apparatus. However, in
ather embodiments, program instruchions and/or data may be recefved, sent or stored upon
different types of computer-acoessible media, Cenerally speaking, 8 computer-accessible mediam
may inciude non-transitory storage media or memory media such 85 magnetic or optical media,
¢.g., disk or DVENUD coupled to computing device BO0 via VO mteriaes B34 A popn-transiiory
cofmputer-soeessible storage medium may also inolude any volatils or non-volatiie media such as
RAM {e.g, SDRAM, DDE SDRAM, RDEAM, SRAM, 2.}, ROM etc., that may be included in

sone embodiments of computing device 800 as svstem memory 828 or another tvpe of momory.

Further, g computer-gecessible medium may inciude ransmission media or signals such as
etectrical, slectromagnelic or digiial signals conveyed via a communication medium such as a
network andior 8 wireless Hink, such as those that may be inplemented vig network interfane 840,
Portions or 21l of muitipic computing devices such as those iiustrated in FiG. 8 may be used o
implement ihe described funclionality i vanous embodiments; Dr exampie, softwars components
runring on a vanety of different devices and servers may codizborate to provide the funclionaidy.
in some embodiments, portions of the desoribed functionalily may be implemented using storags
devices, network devices or spectal-purpose compuier svstems, in addilion {0 or instead of being
inplemented using general-purpose computer systems, The lerm “computling device,” as used
herein, refers 1o al least all these types of devices and 1§ not miled o these types of deviges.
G093 A compule node, which may be referred 10 3150 85 2 computing node, may be
srplomentod on 2 wide varicty of compuiing envirpnments, such as tablel computers, personat

compuiers, smartphones, game consales, commadity-nardware computers, virual machines, web

EIR
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services, computing clusiers and computing appliances. Any of these computing devices or
envirerments may, for convanience, be desoribed as compute nodes or as computing aodes,

FOB04] A nebwork set up By an entily such 8 3 company o 3 public sector organization
1o pravide one or morg web services (such as various fypes of cloud-based computing or storage)
accessible vig the Inforset andfor gther networks to a distributed set of clionts may be termed 3
provider nelwork. Such a provider network may include numerous data centers hosting various
PRSOUICE POOIS, SUch as collections of physical andior virtuaiized compuisr servers, storage
devices, networking equipment and the like, needed lo implement and distribute the infrastructure
and web services offered by he provider nebwork, The resources may in some embodiments be
offored 1o chients in various unis refgted {0 the web service, such as an amount of 510rage capacity
for storage, processng capabiity for processing, as instances, as seis of related sarvices and the
ke, A& virtual computing instance may, {or example, comprise one or more servers with a
spectfied computational capactty {which may be specilied by indicating the tvpe and number of
{PLIs, the main memory size and so on) and o speeified software siack {e.p., a particular version
of an operating system, which may in furn run on ©op of 8 ivpervisor),

B89S] A number of different types of computing devices may be used singly or in
combination (o implement the resources of the provider network in diffsrent embodiments,
mncisding general pUrpose oF special purpase compuier servers, storage devices, nebwirk devices
and the ke, In some embodiments a clisnt or user may be provided direct 3cC8ss (0 8 resonme
instance, e.2., by Biving 3 user an administrator login and password, In other emmbodiments the
provider nebwork aperator may atiow chients {o specily execution requircments for specificd client
applications and scheduic exeoution of the applications on behall of the clign! on execution
niatforms {such as anplication server instances, Java virtus] machines {J¥ Mis), general purposs
oF special-purpose operating sysiems, platiorms thatl support various interpreted or comptled
programming languages such as Ruby, Pesl, Python, C, O and the like or high-performance
compuiing platforms) suitable for the applicalions, without, for example, requiring the client 0
acpess an nstance or an execution platiorm directiy. A given exgoution plationm may utilize one
OF IMOTe resouree mstances in some implementations; in other implemeniations multiple execution
piatfonms may be mapped 108 5ingle resource instancs.

U9 In many environmentis, operators of provider nebwaorks that implement different
types of virtuahized computing, storage and/or other network-accessible functionalily may allow
customers o reserve or purchase access 0 resgurces in various reseures acguisition modes. The
compiing resource provider may provide facibities for custiomers to select and fzunch the desired
compuling resgurces, deploy apphication components {0 the compuling rescurces and mamiain an

applicalion executing in the environment, in adéiion, the compuling resource provider may

iy
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provide further facilities for the customer o quickly and easily scale up or scale down the
ﬁﬁmbérs and ypes of resources aliocated o the application, sither manually or through sitomatic
seabing, a5 demand {or or capacity requirements of the application ehange. The computing
resources provided by the computing resource provider may be made availabie in discrete uniis,
which may e relerrad to as mstances. An instanee may represent a physical server hardware
pigtform, 2 virtual machine insiance execuling on a server or some combination of the two,
Yarious vpes and configurations of instances may be made avaiable, including different sizes of
resources execuiing difterent operating sysiems (05 and/or hypervisors, and wilh various
installed software apphications, runtimas and the like. lnstances may further be available in
spocific availabitity zonos, ropresenting 2 logical region, 8 fhull tolerant region, 4 data center or
othor geographic iocation of the underlyving computing hardware, for example. Insiances may be
Coped wiinin an avaiabiliy 2one oF sCross avaiahiiity rones o improve the redundancy of the
imstance, and nstances may be migraled within a particudar availabibity 2one or scross avatiabiiily
ZONCE AL one exampic, the ladenoy oy clioni communicalions wilth a particular scrver in an
avaiiabihity zone may be less than the latency for client communications with a different server.
As such, an insiance may be migraied from the higher latency server (o the lower latency server 1
nprove the overall client experience.

HIIDT] 1o some embodiments the provider network may be organized info a pluraiily of
seographical regions, and each region may include one or more availabilily zones. An availability
zone {which may alse be referred 1o 4% an availabiiny coniamer} i (um may SOmprise one of
more distinet locations or data cenlers, configured in such 2 way thai the respurces in a given
avatlability zone may be isolated or insulated from fmlures in other avaiiability wones. That is, 8
faiture in one gvatlabibiy zong may not be expected t© rosudl in g {gidure in any other availabilily
zone, fhus, the avatabibity profile of 8 resource instance 15 intended (@ be independent of the
avastability profile of 8 resourcs mstance in g different gvatiability rone, Clients may be abie to
protect ther apphications from fatlures at & single location by Bunching multiple apphcation
insiances in respeciive avatiabildy zones, At the same Lime, in some implemenialions IMEXpERsSive
and low lgtency network conneciivity may be provided between resource insignoes that regide
within the same geograpnical region {and nepwork transmissions between resogrees of the same

avaiiabifity zone may be even faster),

(GG8B]  LEach of the processes, methods, and algonthme described in the preceding
sections may be smbodied in, and fully or partially automated by, code modules executed by one
OF o2 compuiers or computer processors. The code modules may be stored on any typs of none
fransttory computer-readable medivm or compuler storage devics, such as hard drves, sohid state
momory, optical dise andior the like, The processes and algoriinms may be implemenied partiaily

R
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or wholly i application-speciiic circuitry. The resulis of the disclosed processes and process sieps
may be stored, persisiently or otherwise, in any type of non-transitory compuier storage such as,
o8, voiatile or non-vplatiie storage.
8991 The forsgoing may be beiter undersiond in view of the following clausss:
i, A system comprising:
one or more computing nodes confipured (o operate a service for rendering graphics on
behall of one or more chicnds, the service comprising g plurality of virtual machings:
OnE OF moee computing nodes confipured al izast o
receive @ request indicative of rondering graphics on behall of the one or more
clienis, the request cormnprising information indicative of 4 set of graphics resources
assaciatod with o procass running on the ong or more chienis;
deiermine (o activale a virual maching of the plurality of virtual machines, the
getermining based ot legst in part on {8 viriual maching being configured (o exegule a
rendering process corresponding (o the set of graphics resources:
suspend operation of the virtual machine 1 responss to a first defermination that a
request 1o keep the rendering process in an active staie has not boen received and a seoond
determination that s amount of thme since receiving information indicative of input by a
user of at least one of the one or more clients has exceeded a first threshold, wherein a first
state of the virtsal maching while suspended onmprises a secomnd state for the rendering
PEGLESS: and
resuime operation of the virtual maching i response 1o receiving informalion

indicative of mput by g user of 8t least one of the one or more chignis.

il

The sysiem of clause i, the one oF more computing nodes further conhigured at foast (o
store the first stale of the virtugl machine 3 8 iow-latency cache: and

store ihe first siafe of the vrtual machine on a siorage device i response 1o ine amount of
e SINCe receiving information indicative of npst by a user of at least ong of the one or more

chienis Bas exeeeded a second threshokd,

3. The svstem of clause 1, the one or more compuling nodes further conligured at ieast (o
activate an addiional viriual machine based al feast s part on suspending the virtual

arhine,

&, The sysiem of clause 1, wherein the request 10 keep the rendening process in an aclive sigie

was sent by a process operating on a client of the oae or more clients,
.34
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3. A non-transiory computer-readable storage medinm having siored thereon instructions
that, upon eXecuiion By One OF MOre computing devices, cause the one of more computing devices
at ieast ton

receive a reguest indicative of porforming graphics rendering services for one or more
chients, the one or more clisnis executing 2 process asseciated with a set of graphics resources;

activaie g virtual machine selected for getivation based 2t least in part on the virtual
machine being configured to executr a rendering process baving access the sed of graphics
PCSOUICES;

periorm, by (e rendering provess, the graphics rendering services for the one or more
clienis;

suspend operation of e virtual machine based at least in part on determining that 2
request o keep ihe rendering process active has nof been received and on determining that an
avount of time singe receiving information indicative of aciivity by at least one of the one mors
clients has exceeded 8 first threshold amount of gme; and

resume operation of the virlual maching in response (o recelving information indicative of

activity by at igast one of the ane or more cliests.

& 1 he non-transitory computer-readabide medium of clause 5, comprising further structions
that, upon cxecution by {he computing device, cause the computing device o at least

store g staie of the virtual machine in g low-latency cache.

7. The non-{ransiiory computer-readabie medium of clause 5, comprising further insiructions
that, upon excoution by the computing device, cause the computing device (0 at deast

store g siate of the virtual maching on a storage device tn response 1o the amount of time
sinee recerving information imdicabive of activity by at least ong of the one or more clients has

axcerded a second threshold amount of time.

8. The non-transitory computer-readable medium of clause 3, wherein suspending the

aperalion of the virtual machine comprises retaming a stale of the virtual machine (1 Memory.

G, The non-transiiory computer-readable medium of clause 5, comprising ferther instructions
that, upon execution by the computing devics, cause the computing device 1o at gasy
activale an addifional virtual mashing i response o determming thal 3 number of active

virtual machines nof running a rendenng process has {alien below a thrashold,

A2 5.
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HE. The noa-transiiory computer-readabie medium ol clause 3, comprising further insiructions
that, upon execution by the computing device, cause the computing device o a1 least:
suspend operation of the virtual machine based at least in part on determining that a

pumber of active rendering processes on e virtual maching has fzlen below a threshold level,

1.  The non-transitory computer-readable mediom of clause 3, wharein the regusst to keen the

rendering process active was iniliated by a process running on ong of the one or more clients,

12

o

T he non-transitory compuicr-readable medium of clause 11, wherein the process initiated

the request in response Io entering a state m which no user input is expecied {or g period of time,

13, The non-iransitory compuier-readable medium of clause 3, comprising further instruchions
that, upon execufion by the computing dovice, cause the computing device 1o at least
send information indicative of a thwe o resumed operation of the rendering process 1o 8

chient of the one oF more clicnis,

4.  'The non-transiory computer-readable medium of clause 5, comprising further instructions
that, uypon execution by the computing device, cause the computing device o at least:

fransfer a stale of a rendering process from the virtual machine 1o gnother virtual machine.

E5. A method comprising:

receiving a reguest indicative of periorming graphics rendering services for one or mose
clients, the one or more clients executing 2 process associated with a set of graphics resources;

exscuting & rendering process on a viriual meching selecied {0 execute the rendering
process ased at least in part on the virtual machine having access the sel of graphics resources:

periorming, by the rendering process operating on the virtual machine, the graphics
rendering services for the one or more clionis;

suspending operation of the virual machine based at least in part on a first delormination
that a sequest 10 keep the rendering process i an active state i1as not been regeived, and g second
determnaiion that an amount of time sinee receiving information indicative of input by g user of
at least one of the one or more clients has exceedsad g Hirst threshold; and |

resuming operation of the virtual maching in response (o receiving information indicative

of receiving a request io perforny praphics rendering on behall of the one or more clients,

iy F o
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16, 1The moihod of clause 13, wherein the miommation indicative of receiving a reguest o
portorm graphios rendering on behall of the one or more clients corresponds o input by a user of

at ieast one of the one or nere clients.

7. The method of ciause I3, whersin the request (0 keep the rendering process in an active
siate is based at least in part on entering a stale in which no user input is expectied for g period of

LITE,

P8, The method of clause 13, tunther comprising:
staring 4 siale of the virlual maching in & low-latency cache {or at Ipast a poriod of time

2gual (0 3 second hresnoid,

%, The method of clause 13, further comprising:
resetiing the virtual machine o an initial state, the initial siate corresponding 10 3 state of

the virtual maching prior o executing ihe rendering process,

26, The methad of clause 15, further comprising:

sepdmg miormation mdicative of a status of resuming the rendering process 0 a client of
the one or more clienis.

G0  The various features and processes described above may be used independently
of one another, OF may be combingd in various wavs, Al possibie combinations and
supcombinations are infended to fall within the scope of this disclosure. In addilion, certain
methods or process blocks may be omitted in some plementations. The methods and processes
deseribed herein are also not Bmited (o any particular sequence, and the blocks or states relating
thereto can be performed in other seguences that are appropriate, For exampie, desoribed bocks
or states may be performed in an order other than that specifically disciosed, or multiple blocks or
sizies may be combined in g single block or state. The sxample blocks or states may be performed
i sertal, i paraliel or in some other manner, Blocks or sigtes may be added to or removed fom
the disciosed example embodiments, The example sysiems and components described hercin may
be configured difierently than described. For sxample, elemenis may be added to, removed from
or rearranged compared {0 the disciosed exampie embodiments,

0301 Tt will also be appreciated thal various fems are tllustraied as being stored in
mMemory oF on Sorage wittie being used, and that these items or portions thereo! may be
transterred between memory and other storage devices for purposes of memory management and

dais integriy. Alfernatively, in other embodimenis some or aif of the sofitware modules andfor

-
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systems may execute I memory on anather devics and communicate with the Hlustrated
computing systems via inter-compuler conwnunication. Furthermore, in some embodiments, some
or 3l of the sysiems and/or modules may be implemented or provided in other ways, such as at
feast partially in firmware and/or hardware, inchuding, but not Himiied 1o, one or more application-
spectiic integrated cirouits {ARICs), standard integrated circuits, controdlers {e.g., by executing
appropriate insiructions, and meluding microconirotiors andior embedded controllers), beld-
nrogrammable gate arrays (FPGAS), complex programmable logie devices (CPLDS), eic, Some or
aH of the modules, sysiems and data structures miay also be stored {2.g., 3s soflware instructions or
structured data) on a compuier-readable medium, such as a hard disk, 2 memory, a nebwork or 2
poriable media article to be read by an appropriate deive o vig an appropriate connection. The
sysiems, modules and dala structures may also be transmitied as generated data signals {e.g., as
pari Of 2 camrier wave or other angiog or digiial propagated signal) on a varicty of computer-
readabie iransmission media, including wirsiess-based and wired/cable-based media, and may
take a variely of forms {e.2., 85 part of 2 single or multiplexed aoalog sipnald, or a5 muliinle
discrete digilal packels or frames). Such compuier program products may also take other forms in
other embodiments. Accordingly, (he presend invention may be praciiced with other computer
system configuralions.

{062 Condiional language used herein, such as, among others, "ean,” "could,”
"might,” "may,” “e.g.,” and the like, uniess specifically staled otherwise, or gtherwise undersiood
within the coniext 8s used, 15 generally infended (o convey that cortain embodiments include,
while ofher embodiments do nod include, certain features, elements, and/or steps. Thas, such
conditionat language is not generaily intended 1o imply that features, clements andfor steps are in
any way required {or one or more embodiments or thet one or more embodiments necessarily
inciude iogic {or deciding, with or wihoul author input oF prompting, whether these {eaturss,
clemenis and/or stens are moluded or are o be perionmed in any particular embodiment. The
terms “eomprising,” “mchuiding,” “having,” and the like are synonymous and are used inclusively,
i an open-ended fashion, and 4o not exciude additional cloments, features, acls, operations and
50 fortit. Also, the term “or” is used in s inclusive sense {and not in ils exclugive sense’ so that
when used, for example, 10 connect g Hst of elements, the term 0" means one, some or all of the
eloments in the list,

OIG3] While certam example embodiments have been described, these embodimenis
have been presenied by way of example only and are oot bvtended {o Hmil the scope of the
yventions disclosed herein, Thus, nothing in the foregoing dascription s intended to imply that
any particuiar feature, characienstic, step, module or block is necessary or indispensable, Indeed,
the novel methods and syvstems deseribed herein may be embodied in a variety of other forms;

s
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furthermore, various omissions, substitutions and changes in the form of the methods and systems
deseribed heretn may e made withowt departing from the spirit of the inventions disclosed herein.
The sceompanying claims and their equivalents gre intended (o cover such forms or modifications

as wouid fall within the scope and spiril of certain of the inventions disclosed herein.



EMBODIMENTS IN WHICH AN EXCLUSIVE PROPERTY OR PRIVILEGE IS
CLAIMED ARE DEFINED AS FOLLOWS:

1.

2.

A system comprising:
One or more processors; and

onc or morc memories to store a set of instructions, which when executed by the
one Oor more processors, causes the one or more processors to perform

operations comprising;:

receiving a request indicative of rendering graphics on behalf of a client,
the request comprising information indicative of a set of graphics

resources:;

selecting a virtual machine from a plurality of virtual machines to
execute a rendering process associated with the client based at least in
part on content that 1s rendered by one or more other processes

cxecuting on the virtual machine;

suspending operation of the virtual machine in response to a first
determination that a request to keep the rendering process in an active
state has not been recetved and a second determination that an amount of
fime since receiving information indicative of input by a user of the
client has exceeded a first threshold, wherein a first state of the virtual
machine while suspended comprises a second state for the rendering

process; and

resuming operation of the virtual machine in response to receiving

information indicative of input by a user of the client.

The system of claim 1, wherein the operations further comprise:

storing the first state of the virtual machine in a low-latency cache; and

-30-
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storing the first state of the virtual machine on a storage device in response to
the amount of time since receiving information indicative of input by a user of

the client has exceeded a second threshold.
The system of claim 1 or 2, wherein the operations further comprise:

activating an additional virtual machine based at least in part on suspending the

virtual machine.

4. The system of any one of claims 1 to 3, wherein the request to keep the rendering

process In an active state 1s transmittable by a process operating on the client.
A system comprising:
one or more computing devices; and

a non-transitory computer-readable storage medium having stored thereon
instructions that, upon execution by the one or more computing devices, cause

the one or more computing devices at least to:

receive a request indicative of performing graphics rendering services
for a client, the client executing a process associated with a set of

graphics resources;

select a virtual machine from a plurality of virtual machines to execute a
rendering process associated with the client based at least in part on
content that 1s rendered by one or more other processes executing on the

virtual machine;

perform, by the rendering process, the graphics rendering services for

the client;

suspend operation of the virtual machine based at least in part on
determining that a request to keep the rendering process active has not

been received and on determining that an amount of time since receiving
31-
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10.

information indicative of activity by the client has exceeded a first

threshold amount of time; and

resume operation of the virtual machine in response to receiving

information indicative of activity by the client.

The system of claim S, comprising further instructions that, upon execution by the one

or more computing devices, cause the one or more computing devices to at least:
store a state of the virtual machine in a low-latency cache.

The system of claim 5, comprising further instructions that, upon execution by the one

or more computing devices, cause the one or more computing devices to at least:

store a state of the virtual machine on a storage device in response to the amount
of time since receiving information indicative of activity by the client has

exceeded a second threshold amount of time.

The system of claim §, wherein suspending the operation of the virtual machine

comprises retaining a state of the virtual machine in memory.

The system of any one of claims § to 8, comprising further instructions that, upon
execution by the one or more computing devices, cause the one or more computing

devices to at least:

activate an additional virtual machine in response to determining that a number

of active virtual machines not running a rendering process has fallen below a
threshold.

The system of any onc of claims S to 8, comprising further instructions that, upon
execution by the one or more computing devices, cause the onc or more computing

devices to at least:

CA 2929590 2017-08-25



I1.

12.

13.

14.

13.

suspend operation of the virtual machine based at least in part on determining
that a number of active rendering processes on the virtual machine has fallen

below a threshold level.

The system of any one of claims § to 10, wherein the request to keep the rendering

process active was initiatcd by a process running on the client.

The system of claim 11, wherein the process initiated the request in response to

entering a state in which no user input is expected for a period of time.

The system of any one of claims S to 12, comprising further instructions that, upon
execution by the one or more computing devices, cause the one or more computing

devices to at least:

send information indicative of a time to resume operation of the rendering

process to the client.

The system of any one of claims 5 to 13, comprising further instructions that, upon
execution by the one or more computing devices, cause the one or more computing

devices to at least:

transfer a state of a rendering process from the virtual machine to another virtual

machine.

A computer implemented method comprising:

receiving a request indicative of performing graphics rendering services for a

client, the client executing a process associated with a set of graphics resources;

selecting a virtual machine from a plurality of virtual machines to execute a
rendering process associated with the client based at least in part on content that

is rendered by one or more other processes executing on the virtual machine;

performing, by the rendering process operating on the virtual machine, the

graphics rendering services for the client;
33-

CA 2929590 2017-08-25



16.

17.

18.

19.

20.

suspending operation of the virtual machine based at least in part on a first
determination that a request to keep the rendering process in an active state has
not been received, and a second determination that an amount of time since
receiving information indicative of input by a user of the client has exceeded a

first threshold; and

resuming operation of the virtual machine in response to receiving information
indicative of receiving a request to perform graphics rendering on behalf of the

client.

The method of claim 15, wherein the information indicative of receiving the request to
perform graphics rendering on behalf of the client corresponds to input by a user of the

client.

The method of claim 185 or 16, wherein the request to keep the rendering process in an
active state 1s based at least 1n part on entering a state in which no user input is expected

for a period of time.
The method of any one of claims 15 to 17, turther comprising:

storing a state of the virtual machine in a low-latency cache for at least a period

of time equal to a second threshold.

The method of any one of claims 15 to 18, further comprising:

resetting the virtual machine to an 1nitial state, the initial state corresponding to

a state of the virtual machine prior to executing the rendering process.
The method of any one of claims 15 to 19, [urther comprising:

sending information indicative of a status of resuming the rendering process to

the client.
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